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Foreword

ISO (the Internation al Organization for Standardizati on) and I|EC (the Internationa | Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or|IEC parti cipate in the d evelopment of International Standards through technical committees
established by the resp ective organization to deal with particular fields of tech nical activity. 1ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part inthe work. Inthe field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main ta sk of the joi nt technical committee is to prepare International Standards. Draft|Internati onal
Standards adopted by the joint technical committee are circulated to national bodies for veting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting‘a vote.

Attention is drawn to the possibility that some of the elements of this document may be the sulbjject of patent
rights} ISO and IEC shall not be held responsible for identifying any or all such, patent rights.

ISO/IEC 16512-2 was prepared by Joint Te chnical Committee ISOAEC/JTC 1, Informationy technology,
Subcpmmittee SC 6, Telecommunications and information exchange _between systems, in collgboration with
ITU-T|. The identical text is published as ITU-T Rec. X.603.1 (03/2010).

This gecond edition cancels and replaces the first edition (ISO/IEC 16512-2:2008), which has begn technically
revisqd.

ISO/IEC 16512 consists of the follo wing parts, under,_the general title Information technology — Relayed
multidast protocol:

— Rart 1: Framework

— Hart 2: Specification for simplex group.applications

© ISO/IEC 2011 — All rights reserved \"
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Introduction

Introduction Relayed MultiCast Protocol Part 2 (RMCP-2) is an application-layer relayed multicast protocol for simplex
group applications. RMCP-2 can construct an optimized and robust one-to-many relayed multicast delivery path over a
unicast network with the help of RMCP entities defined by Rec. ITU-T X.603 | ISO/IEC 16512-1.

An RMCP-2 session consists of one SM and one or more MAs; SM initiates and terminates RMCP-2 session and
manages RMCP-2 session and participated MAs; MA configures an RMCP-2 tree to deliver group data by exchanging a

series of RMC

2 contral mascanas
ZE-COTTtroTTT A7)

Along the relayed multicast delivery path, several types of data delivery channels can be constructed according|to the

requirement off application services.

Vi
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

1

Information technology — Relayed multicast protocol:
Specification for simplex group applications

Scope

:2011 (E)

This Recommendation | International Standard specifies the Relayed MultiCast Protocol for simplex group applications
(RMCP-2), an application-layer protocol, which constructs a multicast tree for data delivery from one sender to multiple

receivers

over the Internet where IP multicast is not fully deployed.

Clauses 5-8 define a basic RMCP-2 protocol without security features, and clauses 9-12 define a secure RMCP-2

protocol t
multicast
operation

& adds SeCUrity Tealures to the basic protocol. Both protocols Speciy a sefies of Tunctions and progc
agents to construct a one-to-many relayed data path and to relay simplex data. They aso S
5 of the session manager to manage multicast sessions.

dures for
becify the

These protocols can be used for applications that require one-to-many data delivery services,’such as nultimedia

streaming

Annex E

2

The folloyving Recommendations and International Standards contain provisions which, through reference ir
constitutd provisions of this Recommendation | International Standard At the time of publication, the editions

were vali

Recommgndation | International Standard are encouraged to investigate the possibility of applying the m

services or file dissemination services.

Nor mative refer ences

d. All Recommendations and Standards are subject to feyision, and parties to agreements base

defines a membership authentication procedure for use with the secure RMCP;2 protocol. Annexes A-D
provide ifformative material related to these protocols. Annex F contains an informative bibliography.

this text,
indicated
id on this
pst recent

edition off the Recommendations and Standards listed below, Méembers of IEC and SO maintain registers oﬂ currently

valid Intgrnational Standards. The Telecommunication Standardization Bureau of the ITU maintains alist o

valid ITY

21

2.2

LT Recommendations.

I dentical Recommendations | I nternational Standards

—  Recommendation ITU-T X.603y(2004) | 1SO/IEC 16512-1:2005, Information technology -
multicast protocol: Framework:

Additional references

—  ISO/IEC 9797-2:2002, Information technology — Security techniques — Message Authenticat
(MACs) — Part\2;) Mechanisms using a dedicated hash-function.

Part 3Mechanisms using digital signature techniques.

—  |SQHEC 18033-2:2006, |nformation technology — Security techniques — Encryption algorithms
Asymmetric ciphers.

— S SO/IEC 18033-3:2010, Information technology — Security techniques — Encryption algorithms

currently

- Relayed

on Codes

—  ISO/IEC 9798-3:1998, Information technology — Security techniques — Entity authentication —

— Part 2:

— Part 3:

ol ! H)
DIUCK UIPIIEr S

—  ISO/EC 18033-4:2005, Information technology — Security techniques — Encryption algorithms — Part 4:

Sream ciphers.
— |ETF RFC 2094 (1997), Group Key Management Protocol (GKMP) Architecture.
— |ETF RFC 3546 (2003), Transport Layer Security (TLS) Extensions.
— |ETF RFC 3830 (2004), MIKEY: Multimedia Internet KEYing.
— |IETF RFC 4279 (2005), Pre-Shared Key Ciphersuites for Transport Layer Security (TLS).
— |ETF RFC 4346 (2006), The Transport Layer Security (TLS) Protocol Version 1.1.
— |ETF RFC 4535 (2006), GSAKMP: Group Secure Association Key Management Protocol.

Rec. ITU-T X.603.1 (03/2010)
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3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

31 multicast: A data delivery scheme where the same data unit is transmitted from a single source to multiple
destinations over a single invocation of service.

32 I P multicast: A multicast schemein an IP network supported by multiple multicast-enabled | P routers.

33 relayed multicast: A multicast data delivery scheme that can be used in unicast environments; the scheme is

based on intermediate multicast agents that relay multicast data from a media server to media players over a tree
hierarchy.

34 relayed multicast protocol (RMCP): A protocol that supports and manages the relayed multicast data
transport.

35

3.6 multicast agent (MA): An intermediate data transport entity used to relay the multicast applicgtion data.
Depending on the deployment, an MA may beinstalled in the same system as areceiving client.

37 sender multicast agent (SMA): The MA attached to the sender in the same system or foeal” network].

38 receiver multicast agent (RMA): The MA attached to the receiver in the same system or loca netwjork.

39 head multicast agent (HMA): A representative of the MA inside a localnetwork where the multicast is
enabled.

3.10 session manager (SM): An RMCP entity that is responsible for the~overall RMCP operations; |t may be
located inthe same system as the media server or located separately from the media server.

311 parent multicast agent (PMA): The next upstream MA in the RMCP-2 data delivery path.
312 child multicast agent (CMA): The next downstream MAdnthe RMCP-2 data delivery path.
313 RM CP-2 protocol: A relayed multicast protocol for ssmplex group applications.

3.14 basic RM CP-2 protocol: The relayed multicast protocol for simplex group application defined in clpuses 5-8.

3.15 secure RMCP-2 protocol: The relayed multicast protocol supporting security features for simplex group
applicatigns defined in clauses 9-12.

3.16 dedicated multicast agent (DMA): An intermediate MA pre-deployed as a trust server by the Session
Manager {SM) in an RMCP session.

3.17 security policy: The set of criteria for the provision of security services, together with the set of yalues for
these critgria, resulting from agreemefit of the security mechanisms defined in 10.1.4.

3.18 TLS CERT mode: A mode of the TLS defined in IETF RFC 4346 for the authentication of MAs using a
certificatq.

3.19 TLS PSK mode:.A mode of the TLS defined in IETF RFC 4279 for the authentication of MAs uging a pre-
shared key for the TLSkey exchange.

3.20 relayedmulticast region; RM region: A management zone defined by the use of the session key Kk.

321 member multicast region; MM region: A management zone defined by the use of one or mpre group
keysKag.
3.22 member multicast group; MM group:

1) (in a multicast disabled area) a group consisting of one DMA and multiple RMASs sharing the same
group key Kg.

2) (inamulticast enabled area) a group consisting of one HMA, multiple RMASs together with one or more
candidate HMAs sharing the same group key Kg.

3.23 candidate HMA: A DMA that is able to assume the role of an HMA, should the original HMA leave or be
terminated from a multicast-enabled MM group.

324 group attribute (GP_ATTRIBUTE): An attribute that defines whether or not the Content Provider controls
the admission of RMAs to the secure RMCP-2 session.

3.25 closed group: An MM group in which all the RMAs have been allocated a service user identifier from the
Content Provider before subscribing to the secure RMCP-2 session.

2 Rec. | TU-T X.603.1 (03/2010)
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3.26 open group: An MM group in which none of the RMASs require a service user identifier before subscribing to
the secure RMCP-2 session.

3.27 regular HB message: An HB message that is relayed without interruption along the path of the RMCP-2 tree
from the SMA to the receiver of the message. The originator of aregular HB message is the SMA.

3.28 pseudo-HB message: An HB message that indicates a fault in the delivery path of the RMCP-2 tree. The
originator of a pseudo-HB message is the MA that discovers this fault.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

ACL

Access Control List

AOTH Authertication

CEK Contents Encryption Key

CMA Child Multicast Agent

CP Content Provider

DMA Dedicated Multicast Agent
HANNOUNCE HMA announce message

HB Heartbeat message

HLEAVE HMA leave message

HMA Head Multicast Agent
HRSANS Head Required Security Answer
HRSREQ Head Required Security Request
HSOLICIT HMA solicit message

IP-1P IPinlIP

KEYDELIVER Key Delivery

LEAVANS L eave answer message
LEAVREQ L eave request message

MA Multicast Agent

MAID Multicast Agent Identification
PMA Parent Multicast Agent
PPROBANS Parent probe answer message
PPROBREQ Parent probe request message
RELANS Relay answer message
RELREQ Relay request message

RMA Receiver Multicast Agent
RMCP Relayed MultiCast Protocol
SDP Session Description Protocol
SECAGANS SECurity AGreement ANSwer
SECAGREQ SECurity AGreement REQuest
SECALGREQ SECurity ALgorithms REQuest
SECLIST Selected sECurity LIST

SID RMCP-2 Session Identification
SMA Sender Multicast Agent

STANS Status report answer message
STCOLANS Status report collect answer message
STCOLREQ Status report collect request message
STREQ Status report request message

Rec. ITU-T X.603.1 (03/2010)
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SUBSANS Subscription answer message

SUBSREQ Subscription request message

T/TCP TCP extensions to Transactions

TCP Transmission Control Protocol

TERMANS Termination answer message

TERMREQ Termination request message

TLS Transport Layer Security

UDP User Datagram Protocol
5 Overview
The RMQP-2 is an application-level protocol that uses multicast agents (MAS) and a session manager (SV)
and mangge a relayed multicast data transport over a unicast-based Internet. With the help of the SM, the
begins by constructing a relayed multicast control tree that consists of MAs. Consequently with ‘the pred
control tr¢e, each MA connects appropriate data channels with each other.
The RMQP-2 entities for asimplex delivery model are described in clause 5.1.
51 RM CP-2 entities
The RMQP-2 entities are the same as those described in RMCP Part 1. As showi.in Figure 1, each RMCP
construct$ a relayed multicast data delivery model with the following entities:

a) oneSM;

b) one sender multicast agent (SMA) per sender application;

C) oneor more receiver multicast agents (RMAS);

d) one or more sending or receiving group applications.
An SM, which can handle one or multiple sessions simultaneously, can be implemented separately or as a pa
entitiesinan RMCP-2 session.

Session
manager

RMA H RMA H RMA

X.603.1(07)_FO1

0 support
RMCP-2
onfigured

L2 Session

rt of other

R N

Receiving Receiving Receiving
app. app. app.

Figure 1 — RM CP-2 service topology

An SM can provide the following functionalities:

a) sessioninitialization;

b) sessionrelease;

C) session membership management;
d) session status monitoring.

Rec. ITU-T X.603.1 (03/2010)
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An MA, which refers to both the SMA and the RMA, constructs a relayed multicast delivery path from one sender to
many receivers and then forwards data along the constructed path, can provide the following functionalities:

a)
b)
c)
d)
€)
f)

session initialization;
sessionjoin;

session leave;

session maintenance;
session status reporting;
application datarelay.

RM CP-2 protaocol block

meswg&s
aprotoco

An MA,
many rec
datatran

adatacha

The MA'Y
with othg

protocol

used by SMshouId be dehveredrehably, otherW|se RM CP-2 session becom&s unrecoverable Figune 2 shows
stack of an SM.

Control module of RMCP-2 SM

TCP

IP (unicast)

Figure 2 — Protocol stack of SM

vhich refers to both the SMA and the RMA, constructs a relayed multicast delivery path from ond sender to
bivers and then forwards data along the constructed¢path. An MA consists of an RMCP-2 control moglule and a
fport module. The control modul e establishes theelayed data delivery path. The data transport moduile sets up
Innel along the path constructed by the controlsthodule and then relays data through the channel.

control module configures the control tree from the SMA to every leaf MASs by exchanging control| messages
I MAs. Also the control module is uséd for session control and management by SM. Figure 3 shows the
gtack of an MA's control module.

\\
o Control module of RMCP-2 MA

TCP

IP (unicast)

Figure 3 —Protocol stack of MA's control module

The MA's data module relays application data along the tree configured by the control module. Figure 4 shows the
protocol stack of RMCP-2 data module. Any kind of transport mechanism can be inserted, if needed, because RMCP-2
imposes no restrictions on the type of application data to be delivered.

To ensure that RMCP-2 can adopt any kind of data transport mechanism, two MAs (namely, the parent multicast agent
(PMA) and the child multicast agent (CMA)) construct a data delivery path on the control tree by exchanging the data
profiles described later.

Rec. I TU-T X.603.1 (03/2010) 5
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Data module of RMCP-2 MA

TCP, UDP, IP-IP, SCTP, etc.

IP (unicast or multicast)

Figure 4 — Protocol stack of RM CP-2 data module

The topologies of the two paths for control and data delivery are usually the same, because a data delivery path is
constructed along the RMCP-2 control tree. Along the data delivery path, the application data from the SMA can be

delivered

1o onch Ioof MAc e maorn infaroaat e
tO—-Cdecr—rear—v —O—Here-+HorHatoh;

Anneea-R
TXTIICACS

and C nracont han fanciihla yaal
SpPHESERttYWO—TEaSDre-Hear—t

ma and

a ral
ettt

iable data

delivery L£hemes.

T7 v

O

|1=~ane niv)

53 Simplex delivery model of RM CP-2
The targef services of RMCP-2 are simplex broadcasting services, such as Internet live TV and software diss¢mination.
In those pervice models, building an optimal data delivery path from a sender to multiple receivers is {mportant.
RMCP-2 an support asimplex data delivery model by using the MA's control and data meddle.
The data|delivery path that RMCP-2 considers is a per-source relayed multicastAree’ Along the per-sourge relayed
multicast [path, a unidirectional real-time or reliable data channel can be constriicted. Figure 5 shows gne of the
possible relayed multicast trees configured by RMCP-2 for simplex real-time or'\reliable applications.
Sending
app.
;\_ﬁ?&mple‘x relayed
Iticast network
Reliable | Real-time
unicast
> and unidirectional
transport connection
Reliable | Real-time
' X multicast
Receiving Receiving and unidirectional
app. o app. transport connection
X.603.1(07)_F05
Figure5— Relayed multicast tree configured by RM CP-2
5.4 TypeSof RM CP-2 messages
To constrpetand maintain a relayed multicast tree, severa control messages are exchanged between RMCP-2[peersin a
request-and-answer manner. Tabie L 1SS the RMTP-2 control messages according 1o the appropriate functions.
Table 1 — RM CP-2 messages
M essages Descriptions RM CP operations
SUBSRE Subscripti est
Q scr!p ?on re Session initialization
SUBSANS Subscription answer
PPROBREQ Parent probe request _
MAP discovery
PPROBANS Parent probe answer
HSOLICIT HMA solicit
HANNOUNCE HMA announce HMA election
HLEAVE HMA leave
6 Rec. ITU-T X.603.1 (03/2010)
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M essages Descriptions RM CP operations
RELRE Rel est
Q & redd Datadelivery

RELANS Relay answer

STREQ Status report request

STANS Status report answer . o

Session monitoring

STCOLREQ Status collect request

STCOLANS Status collect answer

LEAVRE! L est

Q eave reu Session leave

LEAVANS L eave answer

HB Heartbeat Session heartbeat

TERMREQ Termination request ) o

— Session termination

TERMANS Termination answer
6 Protocol operation
This clauge describes the RMCP-2 protocol functions and their operations in details \All the components described in
this clausg follow the definitions of Rec. ITU-T X.603 | ISO/IEC 16512-1.
6.1 SM's operation
6.1.1 Session initiation
To make fhe SM create a new session, a content provider (CP) should provide a session profile, which inclugles details
to create p session such as the session name, media characteristics, and the group address. To distinguish the sessions
from each other, the SM creates a globally unique session identification (SID). After a successful session creation, the
SM returnps the SID to the CP. The CPs may announce the'session creation by using a web server or email. Blit the way
of sessior] announcement is out of scope this Specification.
After the|successful session creation, the SM waitsdor a subscription request from the MAs. When the SM feceives a
subscriptipn request from an MA, the SM decides whether to accept the subscription request.
6.1.2 ,Admission control
On receifing MA's subscription request; firstly the SM checks the SID in the request message, and then determines
whether the request is acceptable according to the session policy. RMCP-2 session can be operated privately jas well as
publicly with some extra inforndation such as system information.
When thg SID in the MA'S SUBSREQ is valid, then the SM checks proposed MAID and proposed data profile. If the
MAID prpposed by MA‘has null or duplicated value, then the SM proposes a unique one; otherwise, thel proposed
MAID wlll be used during the session. If the proposed data profile cannot be supported, the SM should |rgject the
request wjith a reason. Otherwise, the SM can negotiate for the most effective data profile and sends back with the
negotiateql one:
When thg MA’s SUBSREQ is granted, then the SM responds with a confirmed MAID, NL and session flependent
information.

To kick out a specific MA, the SM starts the discard procedure by sending a leave request (LEAVREQ) with a reason
code Kicked-Out (KO) and then updates its session member list. Upon receiving SM's LEAVREQ message, MA leaves
the session promptly. Figure 6 illustrates the procedure, where the SM sends a LEAVREQ message with the reason
code KO and then the MA B leaves the session with notifying its PMA and CMAs of the expulsion.

Rec. ITU-T X.603.1 (03/2010)
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SM MAA MAB MAC

LEAVREQ)|(You are KO)
LEAVANS|(You are KO)
LEAVREQ (I an KO) LEAVREQ (I an KO)
LEAVANS (I am KO) LEAVANS (I am KO)
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Figure6 —-When MA iskicked out by SM

6.1.3 Session monitoring

The SM can fetch status information of a specific MA by exchanging a status request and answer messages with any
specific MA. Upon receiving the status request message, the MA responds with a status answer message that contains
the requested information. Figure 7 shows how the SM monitors a specific MA.

SM SMA MAA MA B

STREQ

STANS
RP
timer

X.603.1(07)_F07

Figure7 —Tree monitoring — Statusreport

SM can dlso collect status information of an entire or a part of a session\In this case, the SM sends a stafus collect
request message to the top MA of the part. Upon receiving the status collect request message, the MA sholild send a
status angwer back to the SM with appropriate information on the MA “and its children. When the session siZe is large,
the use of] this mechanism for the entire session may cause overloading the network and system resources. T limit the
scope of the monitoring, the status collect message should contaitr an option for the depth.

6.1.4 Session ter mination

The SM'slongoing session may terminate due to one of:the following two reasons:
1) administrative request; and
2) SMA'sleave.

Figure 8 ghows the SM's session termingtion procedure.

SM SVA MAA MAB
TERMREQ
TERMANS TERMREQ
TERMANS

TERMREQ
TERMANS

X.603.1(07)_F08

Figure 8 — Session ter mination issued by SM

Because a RMCP-2 session can continue only when the SMA is aive, the SMA must notify the SM when it leaves.
Having been notified SMA's leave, the SM should terminate the session promptly. The session termination caused by
SMA's leaveisdescribed in 6.2.4.4.

8 Rec. ITU-T X.603.1 (03/2010)
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6.2 MA's operation

6.2.1 Session subscription

Subscription is the first stage for an MA to be enrolled in a RMCP-2 session. Each MA must subscribe to the session by
sending a subscription request (SUBSREQ) to the SM. Note that the SMA must have finished its subscription before the
other MAs and it should act as a root node in the tree hierarchy. At this stage, each MA needs to know details of the
session profile, such as the address of the SM and the policy.

Figure 9 shows the procedure of RMCP-2 session subscription procedure. After SMA's successful subscription,
RMCP-2 session can be initiated.
SM SMA MAA MAB

SUBSREQ
SUBSANS

<

X.603.1(07)_F09

Figure 9 — SMA's subscription

Figure 10 shows the procedure of an MA subscription (for MA A and MA B). To subscribe an RMCP-2 session, each
MA sends a SUBSREQ to the SM. Upon receiving SUBSREQ from the MA, the SM decides whether to accept the
subscriptipn request. If the request is accepted, the SM responds with a SUBSANS and.bootstrapping informgtion such
as an NL.[|Otherwise, it responds with a SUBSANS with appropriate error reason code!

After recgiving a successful SUBSANS from SM, the MAs (MA A and MA B)-¢ah complete the subscription phase.

SM SVA MAA MA B

SUBSREQ
SUBSANS

SUBSREQ
SUBSANS

>

X.603.1(07)_F10

Figurel0 - MA'ssubscription
6.2.2 Map discovery

Since all [MAs are logicaly interconnected, it would be difficult for a MA to know the entire network fondition.
However| by using map discovery procedures, each MA can explore the other MAs in the RMCP-2 nefwork and
measure :lhe distance between itself and the other MAs. The map discovery mechanism consists of two steps. One is
used in the multicast-enabled-area, such as subnet LAN, and the other is used in the multicast-disabled arga such as
WAN.

6.2.2.1 [Inside multicast-enabled area

It is desirpble to assign the nearest node to its PMA. The network distance in RMCP-2 depends on the delay jitter, the
hop coun{ and the.bandwidth.

Normally| an“MA in the same network is closer than other MAs. Each MA looks for a candidate PMA in its local
network by multicasting a head multicast agent solicit (HSOLICIT) to a specific pre-assigned address (aka, broadcast)
at the beginning. If there is no answer, the MA becomes the HMA, which is arepresentative of the MA in the multicast-
enabled network.

Once an MA becomes aHMA, the HMA announces its existence to the multicast-enabled network by sending periodic
HANNOUNCE messages. The HMA sends a HANNOUNCE promptly on receiving HSOLICIT from the multicast-
enabled area

Rec. I TU-T X.603.1 (03/2010) 9
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Upon receiving the HANNOUNCE from the HMA, each MA considers that a HMA aready exists in the same network
and then assumes the HMA asits primary PMA candidate. Figure 11 shows the HMA selection procedure.

HeadVA MA A MAB MAC

HSOLICIT HSOLICIT
HANNOUNCE

H_ANNOUNCE.time

H_ANNOUNCE.time

HANNOUNCE |

X.603.1(07)_F11

Figure11 -HMA Solicit and its announcement

Figure12| shows how an MA becomes a HMA. If there is no HANNOUNCE forr a cerfan time
(H_SOLICIT.timex N_SOLICIT), an MA becomes a new HMA and broadcasts a periodic HANNOUNCE every
H_ANNQUNCE.time to the multicast-enabled area.
HeadMA MAA MA B MAC
HSOLICIT .
H_SOLICIT.time HSOLICIT (
H_SOLICIT.time HANNOUNCE )
H_ANNOUNCE.time
HANNOUNCE
X.603.1(07)_F12
Figure 12 — An MPA becomes a new HeadM A
Figure 13 shows how a HMA resumes. Once an MA becomes a HMA, it broadcasts a HANNOUNCE to the
multicast{enabled network every H_ ANNOUNCE.time.
HeadMA MA A MAB MAC
HANNOUNCE

H_ANNQUNCE.time
HANNOUNCE

X.603.1(07)_F13

Frgure t3=Perfodic tread-arnmource

Figure 14 shows how a new HMA is sdected. If there is no HANNOUNCE for a certain time
(H_ANNOUNCE.time x N_ANNOUNCE), the HMA waits for aHANNOUNCE for arandom back-off time. If thereis
no HANNOUNCE, then the MA becomes the HMA of the multicast-enabled network. However, if there is a
HANNOUNCE, then the MA discards the back-off time and selects the HMA as its primary PMA candidate. If there
are more than two HANNOUNCE, the earliest HANNOUNCE sender becomes a HMA. If two or more HANNOUNCE
have collided, then the HMA should follow the duplication suppression algorithm.

10
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HeadMA MAA MA B MAC
H_ANNOUNCE.ti rlue
X
N_ANNOUNCE
Backoff | [ |t 1
time HANNOUNCE Back-off
time Back-off
i time
X.603.1(07)_F14
Figure 14 — New HMA selection
Because N a multicast- NECWOrK_can &S a ; ould &S0 perform the map
discovery|mechanism for the outside network. The detailed procedure is discussed in the following subclauise:

6.2.2.2 [Outside multicast-enabled area

Each MA
As showr]
each MA

The basig
exchange

the maximum number of NLsto be exchanged should be bounded.

a certain number of NLs at every interval (PPROBE.time). Because of thefinite system resource of

should start neighbour discovery procedure based on the initial bootstrapping informiation given by the SM.
in Figure 15, each MA can gradually learn the RMCP-2 tree topology by exchanging-the tree infofmation of

map discovery mechanism is as follows: first, by using the PPROBREQ.and PPROBANS, eachh MA can

each MA,

To prevent each MA suffered from PPROBREQ implosion, the maximumsriumber of PPROBREQ messgges for a

certain pgriod should be limited asN_MAX_PROBE.

6.2.3

Tree join
MA seleg

MAA MAB MAC MA D MAE
PPROBREQ
PPROBREQ
PPROBANS
PPROBANS
PPROBE.time
PPROBREQ
PPROBREQ
PPROBANS .
PPROBANS > PPROBE.time

X.603.1(07)_F15

Figure 15 — Protocol sequence of map discovery
Treejoin

procedure enables each MA to choose PMA inside a subscribed RMCP-2 session. Figure 16 shov

nodes listedhin the NL (MA A, C, and D) and awaits a successful PPROBANS. Upon receiving a PPH

tsits'PMA based on the NL given by the SM. The joining MA (MA E) sends a PPROBREQ to on

s how an
e or more

ROBANS,

the MA E can select the nearest MA. In Figure 16, the joining MA (node E) considers that the MA D is the best and
then chooses the MA D as its PMA. After a PMA is selected, the joining MA (node E) will send to the MA D a

RELREQ

, which contains a proposed data profile.

If the RELREQ is acceptable, the MA D responds with a successful RELANS, which includes the negotiated data

profile to

be used. Otherwise, the MA D returns areason code of the rejection.

Upon receiving a successful RELANS, data channel between the MA D and MA E is established according to the
negotiated data profile. Otherwise, the MA E should try the second optimal PMA candidate.

Rec. ITU-T X.603.1 (03/2010)
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MAA MAB MAC MAD MAE
P PPROBREQ
- ~ PPROBREQ
PPROBREQ |
PPROBANS
PPROBANS .
PPROBANS
RELREQ
RELANS

X.603.1(07)_F16

Figure 16 — Protocol sequence of successful treejoin

If no MA|wants to relay data to the joining MA, the joining MA can retry tree join procedure after a certain pgriod. The
retrial tirfe can be set by the user, though this issue is beyond the scope of this Specification. Figure 17 shows when al
the MAs |isted in the NL given by the SM rejected node E's relay request. However MA E afeady |earned|about the
existence|of MA B during previous exchanges of PPROBREQ and PPROBANS, it can restart the joining procedure
from MA|B.

M4 4 MAB MAC MAD MAE
PPROBREQ

PPROBREQ
PPROBANS

PPROBANS

RELREQ
RELANS (FAIL)

RELREQ
RELANS (FAIL)
PPROBREQ
PPROBREQ
PPROBANS
PPROBANS
RELREQ
RELANS {(FAIL)
RELREQ
RELANS (OK)

| Data channel | >

X.603.1(07)_F17

A

A

Figure 17 — Sequence of unsuccessful treejoin and retrial

6.2.4 L eave

An RMCP-2 MA-may leave a session during the session lifetime. To make a RMCP-2 tree robust, each MA should
notify its Heparture to the PMA and CMAS. Upon receiving this notification, the PMA and each CMA should follow the
appropriaieprocedure.

The RMCP-2 considers four types of departure. The first one refers to an MA that |eaves the session at the request of a
service user. The second one refers to an MA that leaves its PMA to switch parents. The third one refers to the
expulsion of an MA from its PMA or SM. The final one refers to the departure of an SMA from a session. The detailed
operations for the cases are described in the following subclauses.

6.24.1 When MA leaves a session

MAs may leave a session at any time during the session's lifetime. Before leaving, an MA must notify the PMA and
CMASs of its departure. The PMA deletes the node from its CMA list and reserves a space for anew CMA.

a) MA's leaving with multicast-disabled data delivery scheme

To leave a session, an MA sends a LEAVREQ to its CMAs. Each CMA who receives the LEAVREQ should promptly
start to connect to an alternative PMA by sending a RELREQ to the PMA candidate. If successful, each CMA sendsits
old PMA aLEAVANS.

12 Rec. | TU-T X.603.1 (03/2010)
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Figure 18 shows how the MA C acts when the HMA leaves a session during which the multicast data delivery scheme
is not used. MA C tries to leave the session by sending a LEAVREQ to MA D and MA E, which are the CMAs of
MA C. On receiving the LEAVREQ, MA D and MA E each sends a RELREQ to their own PMA candidate.

After each MA has successfully attached to a new PMA (MA A and MA B), each MA (MA D and MA E) sends a
LEAVANS to the current PMA (MA C). Upon receiving the LEAVANS from its CMAs, the MA C sendsaLEAVREQ
to its PMA (MA B). The PMA subsequently frees the MA from its CMA list. Any departing MA without CMA simply
sends aLEAVREQ to its PMA.

MAA MA B MAC MAD MAE
LEAVREQ
"|LEAVREQ -
HLEAVE 4
HANNOUNCE ~
£ £
P RELREQ
< RELANS (OK) -
P LEAVANS g
y RELREQ <
< RELANS (OK) -
« LEAVANS
LEAVREQ
LEAVANS
X.603.1(07)_F18

Inside same local multiceast area
Figure 18 - HMA'sleaving with multicast-disabled data delivery scheme
Figure 19 shows how a MA, which is not a HMA, leaves a session when a multicast-disabled data delivery jscheme is

used. In this scenario, the procedures of leaving for a non-HMA\and the HMA are the same, except the HMA follows
the HLEAVE exchanging sequence.

MAA MAB MA C MA D MAE
LEAVREQ |
LEAVREQ
RELREQ
RELANS (OK)
LEAVANS
RELREQ
B RELANS (OK)
LEAVANS
LEAVREQ
LEAVANS ]

X.603.1(07)_F19

Figure 19 — Normal MA'sleaving with multicast-disabled data delivery scheme
b) MA'steaving with multicast-enabled data delivery scheme

There are TWO cases of MAS leaving within amuiticasi-enabled area. Thelirst case s of HMASTeaving and the other is
of MA's leaving. Whenever the HMA of a multicast-enabled area wants to leave a session, it should notify its departure
to the CMAsinside the local network as well as to the CMAs and the PMA outside the network.

Figure 20 shows how the MA C, which actsas HMA, |eaves a session where the multicast data delivery scheme is used.
The HMA (MA C) sends a LEAVREQ to its direct CMA (MA F) outside the local network. Upon receiving the
LEAVREQ, MA F starts to switch parents and responds to MA C with a LEAVANS as well as multicasts aHLEAVE
with an empty HMA candidate list to the local network. The HLEAVE message is used to announce the departure of
the HMA.

Upon receiving the HLEAVE from HMA, both MA D and MA E from Figure 20 wait for a certain back-off time before
multicasting the HANNOUNCE. The MA D sends the HANNOUNCE for the first time and becomes anew HMA. This
step occurs because the MA D has a shorter back-off time than any other MA. Because the leaving MA C is a point
which is connected to outside multicast-enabled network, the MA D should undertake the role of the MA C by
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connecting to the PMA outside of the network. Figure 20 shows how the MA D selects for its parent the MA B, which
isthe PMA of the MA C.

MA 4 MAB MAC MAD MAE MAF
LEAVREQ
RELREQ ”
RELANS (OK)
B LEAVANS
HLEAVE
HANNOUNCE
RELREQ
RELANS (OK)
LEAVREQ
LEAVANS

X.603.1(07)_F20

Figure 20 — M A'sleaving with multicast-enabled data delivery scheme

Whenevef any non-HMA of a multicast-enabled area wants to leave a session, it silently leaves the session. The MA D
or MA E from Figure 20 does not need to notify other MAs of its departure.

6.24.2 |[When MA leavesfrom itsPMA —for parent switching

An MA that wants to switch its PMA may leave its current PMA. In this €ase, the MA does not need [to send a
LEAVRHQ to its CMAs. The CMAs do not need to know about the departureas long as they successfully regeive data.
To switchh PMA, the MA sends a RELREQ to the other PMA candidate. An old PMA that receives a LEAVREQ with
the reason code set to PS (parent switching) deletes the leaving MA from'its CMA list but keeps the information of the
departing|MA inits NL because the leaving MA is still alive in the session.

Figure 21| shows how an MA switches its parents. Note that an’MA can switch parents only when it receives a HB to
keep tree unchanged. The HB mechanism is described in 6.25:1

MAA MA B MAC MAD
HB
.)” RELREQ
RELANS (OK)
HB (new RP)
LEAVREQ (PS) g
DEAVANS (PS)

X.603.1(07)_F21

Figure21 —MA'sleaving for parent switching
6.24.3 |When MA iskicked out

RMCP-2 has a mechanism for discarding certain MAs. For example, when a network manager wants the SM o discard
aspecific|MA; andwhen an MA expelsaCMA after it was aware that it cannot support more CMAS.

a) EXpulsion of an MA by its PMA

A PMA can expel one of its CMAs when the PMA suffers from depleted system resources and can no longer feed its
CMA, or when the PMA finds that one of its CMAs has depleted the system resources. An MA should find another
PMA candidate, which would alow for anew CMA.

Figure 22 shows an example of a message flow. First, aPMA, namely the MA C, sends a LEAVREQ with areason KO

to expel MA D. The MA D searches other PMASs and sends arelay request. After switching parents, MA D transmits a
LEAVANStoitsold PMA.
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MA A MAB MAC MAD MAE
LEAVREQ
(You are KO)
RELREQ
RELANS (OK)
LEAVANS
(You are KO) X.603.1(07)_F22

Figure 22 —When MA iskicked out by itsPMA
Expulsion of an MA by the SM

The SM can discard any MA by sending a LEAVREQ with areason kicked-out (KO). Upon receiving LEAVREQ from
SM, an MA must leave the session promptly. After the expulsion, the SM should update its session member list.

In the mefsA

must |eav|

6.24.4

Because
terminatey

Figure 24
receiving
Upon rec
The LEA

6.2.5

=thes%s|on but, before leavi ng, MA B must not|fy |ts PMA and CMAs of its expulsion.

SM MAA MAB MAC

LEAVREQ (You are KO)
LEAVANS (You are KO)
LEAVREQ (I an KO) | LEAVREQ (I am KO)
"LEAVANS (| an KO) | LEAVANS (I am KO) |

X.603.1(07)_F23

Figure 23 —When MA iskicked out by-SM

\When SM A leaves the session

N RMCP-2 session cannot exist without an SMA, an SMA never leaves a session before the
. In this case, when the SMA |eaves the session, the sess§ion’should be terminated.

shows the departure procedure of an SMA from a-session. The SMA sends a LEAVREQ to the §
the LEAVREQ from the SMA, the SM removesrthe session information and then replies with LH
piving the LEAVANS from the SM, the SMAxSends a LEAVREQ with reason SMA leave to its dirg
/REQ with reason SMA |eave should be relayed downward promptly to make RMCP-2 session term|

SM SMA MAA MA B

LEAVREQ (SMA)
LEAVANS{SMA)

LEAVREQ (SMA)
LEAVANS (SMA)

LEAVREQ (SMA)
LEAVANS (SMA)

X.603.1(07)_F24

Figure24 —SMA'sleaving
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6.25.1

Heartbeat

The purpose of the heartbeat is to keep the constructed RMCP-2 tree robust. The heartbeat, which gives unified
synchronizing information to the session, helps each MA detect whether the session is currently aive. It also contains
useful information on the data delivery path, named ROOTPATH. The ROOTPATH includes arelayed data path which
follows the tree hierarchy.

Figure 25 shows the RMCP-2 heartbeat procedure. In this procedure, the SMA sends the HB, along the ROOTPATH, to
its descendants; each descendant then appends the hop information, which may include MAID, per-hop network
distance and system information such as in-and-out bandwidth, affordable number of CMA, etc. to the HB and forwards
the modified HB to its descendants. Finally, the ROOTPATH contains all the MAs visited along the tree.

Rec. ITU-T X.603.1 (03/2010)

15


https://iecnorm.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

| SO/IEC 16512-2:2011 (E)

SMA
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MAA

HB.time

HB

HB*

MA B

HB.time

HB*

HB**

MAC MAD

HB**

Figure 25 — Heartbeat
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6.25.2 [Monitoring

RMCP-2 has two types of monitoring mechanisms. The first one, which is shown in Figure 26, monitors-a spe
The otherjone, which is shown in Figure 27, monitors a part of the tree through a specific MA.

Figure 26|shows how an SM monitors a specific MA. In this procedure, the SM sends an STREQ'to MA B an
one or mpre specific types of status information from MA B. In response, MA B sendsithe SM a STANS

requested|information.

SM

SMA

STREQ

MAA

MA B

STANS

Figure 27 shows how the SM queries the scoped area of a tree. That is, the SM asks for merged informati
scoped arfa of atree by sending an STREQ to a.specific MA (SMA and MA A each) to collect status infor

the scopefl area.

Figure 26 — Tree monitoring by statusreport

RP
timer
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Figure 27 — Tree monitoring by collecting statusreport

6.2.5.3 [Fault detection and recovery

This progedure is performed by each MA when each MA detects network fautts and recovers from the prpblems to
make the|RMCP-2 tree robust. Network faults such as looping or partitioning are often caused by MA's freguent and
careless rovements. To detect and recover such network faults, RMCP=2 provides the following fault detéction and
recovery mechanisms.

a) Loop detection and recovery

A loop can be detected by checking the ROOTPATH contaified in HB. Because the ROOTPATH gives the

from the
each MA

SMA to itself, the duplicated hop in the ROOTPATH means that aloop has formed. Whenever alo
performs the following loop recovery mechanism: for the scenario described in Figure 28, MA Y

path track
Dp OCCUrs,
examines

A'Y then confirms the existence of a loop;whenever it receives HB,..; because MA Z, which is § CMA of

MA Y, is|aready listed in the ROOTPATH twice.\To recover from the loop, MA Y sends MA Z a LEAVREQ message
to disconmect.

the HB; T

SVA NIAA MAnN MAY MAZ
HB,
— HB,
HB,
HB, ..
HB.time HB,.
HB .
L oop detected

=¥ LEAVREQ (LOOP)

itne LEAVANS (LOOP)

b)

X.603.1(07)_F28

Figure 28 — L oop detection and recovery

Network partitioning detection and recovery

Whenever an MA fails to receive the HB message for a certain time, the MA assumes that it is partitioned from the tree.
The time should be set for sufficient time to alow for a network delay. RMCP-2 defines the time as HB_TIME x
MAX_PARTITION_CNT.

A partition can occur whenever one of the partition's associates fails. The MA detects the source of the partitioning by
contacting its associates; the MA then solves the problem.

Figure 29 shows how MA Z detects tree partitioning: that is, atree partition is detected whenever MA Z fails to receive
the HB message for a certain period (HB_TIME x MAX_PARTITION_CNT). The failure to receive the HB message
triggers the transmission of a number of PPROBREQ messages towards its associates. In Figure 29, MA Z receives a
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PPROBANS message from MA A and MA B but no response from MA C, the current PMA of MA Z. MA Z detects
that the partitioning occurs as a result of the failure of the direct PMA of MA Z; MA Z then tries to switch parentsin
order to recover from the partitioning.

During an MA's repairing the partition, the MA's descendants may also consider that the network has partitioned and
they may start to repair the partition. As aresult, an MA's failure in just one point can cause an entire tree to collapse.
To prevent this problem, an MA, which is repairing a network fault, generates a pseudo HB message to its descendants
to notify that the session istemporarily partitioned and being recovered.

_CNT

SVA B MAA MAB MAC MAX MAY MA Z
° HB,
HB
HB,
I HB.time *
+ MAX_PARTITIO
4 Partitionhas
PPROBREQ detected
B PPROBREQ HB time
<« PPROBREQ Pseudo-HB
PPROBANS >
PPROBANS HB.time
RELREQ
RELANS (QK)
X.603.1(07)_F29
Figure 29 — Network partitioning detection and recovery
6.25.4 [Treeimprovement
Tree improvement procedure occurs when an MA finds one er.more efficient PMA candidates and tries switching to the

found ong. By continuing the tree improvement procedure during the session, RMCP-2 tree can be improved g

The procgdure for finding better nodes follows the mapdiscovery mechanism described in 6.2.2. At every t
map discovery, each MA compares the QoS paramgters of its current PMA with those of the newly discové
When an MA finds a better MA than its current-RMA, then the MA can switch its current PMA to a newly ¢

MA acco

While thg
faults ma

same timIand when multiple MAs along the branch may try to successively switch their PMAS.

To keep
only after

6.2.6

To termir]
TERMRH
forwards

ding to the parent switching procedure described in 6.2.4.2.
occur in the following casesswhen multiple MAs in the same branch may try to switch their PM
tree from these hazards, RMCP-2 guarantees the atomic condition, in which each MA can switc

receiving a HB miessage with an unchanged ROOTPATH.

T ermination

ate a session, the SM sends a TERMREQ to SMA as shown in Figure 30. An SMA (or MA) that
Q message from the SM (or PMA) sends the TERMANS message back to the SM (or PMA)

radually.

urn of the
bred node.
iscovered

tree is being improved, netwark faults such as a loop or partition can easily occur. In particulaf, network

As at the

N a parent

receives a

and then
closed.

18

he TERMREQ message to its CMAs until it reaches the end nodes of the tree. Finally, the sessionig
SM SMA MAA MA B
TERMREQ
TERMANS TERMREQ
TERMANS
TERMREQ
TERMANS

X.603.1(07)_F30

Figure 30 — Session termination issued by SM
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This clause describes the formats and required information of the RMCP-2 messages. The corresponding value
information of each message will be explained in clause 8.

7.1

Common format of RM CP-2 message

Figure 31 shows common RMCP-2 message format.

The descr]

Session |

0 8 16 24 31
Ver (4) NT (4) Message type (8) Length (16)
Session ID (64)
MAID (64)

Control data (variable length)

and MA.

Figure 31 — Common RM CP-2 messagefor mat

ption of each field is as follows:
a) Version — It represents the current RMCP version:T he default value for RMCP-2 is set to 0x2.
b) NT (Node Type) — It represents the type of node. It must be set to identify itself such as $M, SMA

c) Message type — It represents the type of the message.
d) Length — It represents the total lengthi-of the message in bytes including control data.
e) Session ID — It isa64-hit integérthat identifies a session.

f) MAID — It isa64-bit uniguevalue used to identify the MA for a certain session.

g) Control data— It contains'control data used by each message as needed.

generation rule of the ID valué used for asession and MA.

711

Session |
session. T
doing thig

Session |D

D and MAID must be'a unique vaue to identify the session and MA, respectively. RMCP-2 provides a

D (SID) is-a‘combination of the local IP address of the Session Manager (SM) and the group addijess of the
he group.address for a new session can be alocated by SM when the SM is requested to create a sgssion. By
, the(SID can be guaranteed as globally unique. Figure 32 illustrates the RMCP-2 SID format.

712

31

63

SM 1Pv4 address

IPv4 group address

MAID

Figure 32— RMCP-2 SID format

MAID consists of the local IP address, port number, and serial number as shown in Figure 33. The local IP addressis
the IP address of the MA. An MA in a RMCP-2 session may have to open several ports for the session. The port
number used for generation of its MAID is alistening port number opened when the MA starts to run RMCP-2 in order
to receive control messages from SM or other MAs.

Rec. | TU-T X.603.1 (03/2010) 19


https://iecnorm.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

| SO/IEC 16512-2:2011 (E)

Each MA can be identified by its port number in a multi-user system. It is, however, not possible to identify each MA
inside of a Network Address Translation (NAT) based network, where it may show the same |P address for multiple
MAs to the communication peer outside of the network. To handle this case, SM generates a unique MAID asit fillsin
aunique value in the serial number field when it receives aNAT address from an MA, and returnsthe ID to the MA.

Local IP address Port Serial

Figure 33—RMCP-2 MAID format

Figure 34 shows-the algorithm-that the current version-of RMCP-2 usesto-generate aunigue MAILD.
J J ht

If the IP address in the received MAID isa NAT address
Search for its NAT_address list;
if there already exists the same address
serial_number++;
else
add thelist into NAT_address list
serial_number++;
MAID = |P_address + port_number + serial_number;
return MAID;

Figure 34 — A simple algorithm te:generate a unique MAID

7.2 Control data format
Figure 35shows the RMCP-2 control data format.

0 8 16 n
Control type (8) Length (8) Value (variable-size)

Figure 35— RMCP-2 control format

) Controhtype — It represents the type of control data.

b) Length — It represents the length in byte of control data value as well as type and length fi¢ld except
sub-control datafield.

o)~ Value — It contains the value of control data.

Whenever RMCP-2 control data wants to specify its control in detail, it can apply sub-option data. The format of
sub-option data takes that of RMCP-2 control data as shown in Figure 36.

0 8 16 n
Sub-control type (8) Length or number (8) Value (variable-size)

Figure 36 — RM CP-2 sub-control format

a) Sub-control type — It describes the type of sub-control data.

b) Length or number — It represents the length in byte or the number of sub-control data value depending on
the sub-control data value.

20 Rec. ITU-T X.603.1 (03/2010)
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¢) Value-— It represents the value of sub-control data.

A control data can be represented by using only one control data alone as shown in Figure 37.

0 n-1n

Control data (Type A)

Figure 37 — Usage of control data alone

Whenever sub-control data is used, an appropriate control data must precede. Figure 38 shows an appropriate control

data must

precede the sub-control data to be used.

One or njore control data can be located in RMCP-2 control data field at once. When a RMCP-2 packet
include multiple control data, it should align multiple control data as shown in Figure 39.

0 n-1n n+m-1

Control data (Type B) Sub-control data (Type b)

Figure 38 —Usage of control data with sub-control data

wants to

Control data (Type A) Control data (Type D) Sub-control data (Type d) Control data (Type E)

7.3

This clau
listed in T

731

7311
The SUB

Figure 39 — Usage ofanultiple control data

M essages

ke defines each message used in RMEP-2. The message types and corresponding values for the me
able 23.

SUBSREQ message
General
SREQ message isused to subscribe to a RMCP-2 session.

0 4 8 16 31

NT Message type .
Ver (0x2) (SMAJMA) (SUBSREQ) Length (variable)

hsages are

Session 1D (64)

MAID (MAID proposed by the subscriber)

Control data (variable length)

Figure 40 — SUBSREQ message
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7.3.1.2 SUBSREQ message for mat

The format of the SUBSREQ message is shown in Figure 40. The description of each field is asfollows:

a)
b)

0)
d)

€)
f)

Ver — This field denotes the current version of RMCP. Its value shall be set to 0x2.

NT — This field denotes the message issuer's node type. Its value shall be set to one of SMA or MA coded
asin Table 22.

Message type — This field denotes the SUBSREQ message. Its value shall be set to 0x01 (see Table 23).

Length — This field shall be set to the total length in bytes of the SUBSREQ message including the
control data.

Session ID — This field shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

MAID — Thisfield denotes the MAID proposed by the subscriber. Its value shall be formatted as defined
in7.1.2.

0)

Control data — The control types that may be used in the SUBSREQ message, and their status, pre shown
in Table 2.

Table 2 —Control typesfor the SUBSREQ message

Control type Meaning Status Reference
SYHINFO A description of the system information of MA. Optional See7.3.1.3
DAJTAPROFILE A description of the requirements for forwarding data. Optional See7.3.14

7.3.1.3 |[SYSINFO control
The SY SINFO control in the SUBSREQ message is used to convey systenxinformation about the subscribing|MA in its
SY SINFQ sub-controls.
0 8 16 31
Control type
(SYSINFO) Length (0x02)

Sub-controh data (variable length)

The format of the SY SINFO control is shown in Figure 41. The description of each field isas follows:

8)
b)
C)

Figure 41 — SYSINFO control

Control type— This field denotes the SY SINFO control. Its value shall be set to 0x08 (see Tabl¢ 24).
Length —<This field denotes the length (2 bytes) of the SY SINFO control. Its value shall be set tp 0x02.

Sub<control data — The SYSINFO sub-control types that may be used in the SUBSREQ megssage are
listedin Table 3. If more than one SY SINFO sub-control is required, each sub-control shall bg preceded
by atwo-byte SY SINFO control.

Table 3— SYSINFO sub-control typesfor the SUBSREQ message

Sub-control type Meaning Status Reference
The number of CMA placesthat an MA has allocated and the .

SI_ROOM_CMA total number that it is able to support. Optiona See7.3.11.4.3

SI_POSS BW The possible forwarding bandwidth that the MA can afford. Optional See7.3.11.45

NOTE — The additional SY SINFO controls defined for other RMCP-2 messages are not relevant for session subscription as they
relate to the position once the MA has joined the RMCP-2 tree.

7.3.1.4 DATAPROFILE control
The DATAPROFILE control is used to describe the proposed data profile of the subscribing MA.

22 Rec. | TU-T X.603.1 (03/2010)
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8 16 31

(DATAPROFILE)

Control type Length (variable)

Data profile (variable length)

Padding

Figure 42 —-DATAPROFILE control

The format of the DATAPROFILE control is shown in Figure 42. The description of each field is asfollows:

a) Control type — This field denotes the DATAPROFILE control. Its value shall be set to 0x03 (see
Table 24).
b) Length — This field denotes the length in bytes of the DATAPROFILE contral. Its yvaue ghall be a
multiple of four bytes (seeitem d) in thislist) and it shall not exceed OxFC.
c) Data profile — Thisfield shall contain the data profile for the MA formatted in text mode. It follows an
SDL -like encoding scheme. An example is shown in Figure 87.
d) Padding — If thetotal length of the control type, length and data profile fields4is'not a multiple of 4 bytes,
the padding field shall be filled with zeros to ensure that the length of the DATAPROFILE cpntrol is a
multiple of 4 bytes.
7.3.2 SUBSANS message
7321 [General
The SUBBANS message is used by SM to provide the results of subscription request and bootstrapping information for
the sessiop.
0 4 8 16 31
Ver 0x2) | NT (SM) '}"Sﬁgza’g)e Length (variable)
Session 1D (64)
MAID (MAID dlocated by the SM)
Control data (variable length)
Figure 43 — SUBSANS message
7.3.22 [SUBSANS message format
The format-efthe-SUBSANSHessage-ts-showr-H-Frgure-43—Fhe- deseription-of-each-fieldHsasfellews
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.
b) NT — Thisfield denotes the message issuer's node type. Its value shall be set to the code value for SM in
Table 22.
¢) Messagetype— Thisfield denotes the SUBSANS message. Its value shall be set to 0x02 (see Table 23).
d) Length — Thisfield shall be set to the total length in bytes of the SUBSANS message including control
data.
€) SessionID —Thisfield shall be set to the 64-hit value of Session ID asdefined in 7.1.1.

f)

MAID — This field shall be set to the MAID of the subscriber as allocated by the SM. Its value shall be
formatted as defined in 7.1.2.

NOTE — This may not be identical to the MAID proposed by the subscriber (see 6.1.2).
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g) Control data— The control typesthat may be used in the SUBSANS message, and their status, are shown

in Table 4.
Table 4 —Control typesfor the SUBSANS message
Control type M eaning Status Reference

RESULT The result of the subscription request. Mandatory See7.3.2.3
NEIGHBORLIST | A list of MAIDsfor performing the map discovery. See condition 1 See7.325
DATAPROFILE A description of the requirements for forwarding data. Optional See7.3.24
Condition 1: If the RESULT is successful, the NEIGHBORLIST is mandatory; if not, the NEIGHBORLIST shall not
be included.

7323

RESUL T control

The RESULT control in a SUBSANS message is used to convey whether or not the MA's subscription
successful. If successful, it returns an OK result code. If not, it returns an appropriate error code.

request is

7324

0 8 16 31
Control type
(RESULT) Length (0x04) Result code
Figure44 —RESULT control
The formét of the RESULT control is shown in Figure 44. The description of each field is as follows:
a) Control type— Thisfield denotesthe RESULT contral:ts value shall be set to 0x06 (see Table|24).
b) Length — Thisfield denotes the length (4 bytes) of the RESULT control. Its value shall be set tq 0x04.
c) Result code— Thisfield denotes the result of therequest. It shall be set to one of the result codgs listed in
Table 25.
DATAPROFILE control
The DATIAPROFILE control is used by the SM.to confirm the data profile proposed by the subscriber, or {o provide

extra datg forwarding information to the subscriber.

The contgnt and format of the DATAPRQFILE control are specified in 7.3.1.4, Figures 42 and 87.

7325

The NEI(

that may

24

NEIGHBORLIST control

be used for bootstrapping purpose.

bHBORLIST control-ifiia SUBSANS message to a successful subscriber is used to convey alist of agtive MAs
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24

31

Control type
(NEIGHBORLIST)

Reserved

Number of MAIDs

MAID 1

MAID 2

MAID n

Table 24).

PPROBREQ message
General

Figure45—-NEIGHBORLIST control

bt of NEIGHBORLIST control is shown in Figure 45. The description of each field is as follows:
a) Control type — This field denotes the NEIGHBORLIST control. Iis vaue shall be set to

0 4 8 16 31
Ver (0x2) | NT (MA) ('\F’,"%egég Length (variable)
Session 1D (64)

MAID (MAID of PPROBREQ message sender)

DX04 (see

b) Reserved —Thisfieldisreserved for future use. Its value shall beset to zero. It isignored by the receiver.
c) Number of MAIDs— Thisfield shall be set to the number of-MAIDslisted in NEIGHBORLIST
d) MAID(s) — These fields MAID 1to MAID n shall contan alist of MAIDs up to 255 active neighbours.

control.

DBREQ message is used in the map discovery procedure to explore network conditions and tp identify
near neighbour. 1t is also used to check whether the neighbouring MA is still active.

Control data (variable Tength)

PPROBREQ message for mat

Figure 46 — PPROBREQ message

The format of the PPROBREQ message is shown in Figure 46. The description of each field isasfollows:

a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT - Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA in

Table 22.

c¢) Messagetype— Thisfield denotes the PPROBREQ message. Its value shall be set to 0x03 (see Table 23).

Rec. ITU-T X.603.1 (03/2010)
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d) Length —Thisfield shall be set to the total length in bytes of the PPROBREQ message including control
data.
€) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.
f)  MAID — This field shall be set to the MAID of the PPROBREQ message sender. Its value shall be
formatted as defined in 7.1.2.
g) Control data — The control types that may be used in the PPROBREQ message, and their status, are
shown in Table 5.
Table5—Control typesfor the PPROBREQ message
Control type Meaning Status Reference
TIMESTAMP A measure of transmission time between sending and Mandatary 7333
IeCeiVviryy ViAS.
NE|GHBORLIST | A list of MAIDsfor performing the map discovery. Optional See 1:3.3.44
ROPTPATH A description of the path from the SMA. Optional See7.3.3.p
SYHINFO A description of the system information of MA. Optional See7.3.3p
DAJTAPROFILE A description of the requirements for forwarding data. Optional See7.3.3)

7.3.3.3 [TIMESTAMP control

The TIMEESTAMP control is used to measure transmission time between the sending MA and the receiving MA.

0

8 16

31

(TIMESTAMP)

Control type

Length (0x10)

Reserved

Time 1 (when the sender startste send)

Time 2 (when the packet appears at receiver)

Time 3 (when the receiver startsto reply)

The formdt of the TIMESTAMP control is shown in Figure 47. The description of each field is as follows:

8)
b)

C)
d)

€)
f)

Figure47 <FTIMESTAMP control

Control type — This fielddenotes the TIMESTAMP control. Its value shall be set to 0x09 (see Tjable 24).
Length — This field denotes the length (16 bytes) of the TIMESTAMP control. Its value shal| be set to

0x10.

Reserved — Thisfield is reserved for future use. Its value shall be set to zero. It isignored by the receiver.
Time 1 — ThisTield shall be set to the time when the request message is started to be sent to its rcipient.
Time 2&Thisfield shall be set to the time when the request message appears at the recipient. When this

fieldisincluded in arequest message, its value shall be set to zero.

Jime 3 —Thisfield shall be set to the time when the answer message is started to be sent to therequestor.
When thisfield isincluded in arequest message, its value shall be set to zero.

7.3.3.4 NEIGHBORLIST control
The NEIGHBORLIST control in a PPROBREQ message is used to convey neighbour list information held by the

probing MA.

The content and format of the NEIGHBORLIST control are specified in 7.3.2.5 and Figure 45.

7.3.35 ROOTPATH control

The ROOTPATH control is used to convey the rootpath from the SMA to the message sender. It may be used for
network diagnosis and loop detection.

NOTE — This control cannot be used before an MA has joined the RMCP-2 tree as it will not yet have arootpath.
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31

Control type

(ROOTPATH) Length (0x02)

Sub-control data

Figure 48 —ROOTPATH control

The format of the ROOTPATH control is shown in Figure 48. The description of each field is as follows:
a) Control type— Thisfield denotes the ROOTPATH control. Its value shall be set to 0x07 (see Table 24).

b) Length — This field denotes the length (2 bytes) of the ROOTPATH control. Its value)shall be set

to 0x02.

c) Sub-control data — The RP_XXX sub-control that shall be used in the ROOTPATH_control i shown in

Table6.

Table 6 — RP_XXX sub-control type for the ROOTPATH contrel

Sub-control type Meaning Status Reference
RPL XXX Specification of rootpath elements to be used. Mandatory See7.3351
7.3.35.1 | RP_XXX sub-control

Figure 49
for one o
different

shows the general format of the RP_XXX sub-control preceded’by a ROOTPATH control. RP_XXX stands
the ROOTPATH types listed in Table 26 (see the Notednythe table). This RP_XXX sub-control fepresents
combinations of fields for MAIDs, bandwidth and delay:df the RP_XXX sub-control indicates that pny of the
MAIDs, bandwidth or delay fields are not needed, these fields.shall not be present in the RP_XXX sub-coptrol. The

length of fhe rootpath element, in bytes, for each of the RP_XXX sub-control isindicated in Table 26.
0 8 16 24 3
Control type Sub-control type Number of
(ROOTPATH) Length (0X02) (RP_XXX) ROOTPATH elements
MAID of SMA 3
A\ (0N o)
Bandwidth for SMA (0x00) % ;_E|
« ~ _|
Delay for SMA (0x00) T
MAID of MA 1 3
o~ [0}
g 9
Bandwidth for MA 1 (Mbit/s) 2 8
- -
Delay for MA 1 (seconds) T
MAID of MA n 3
20
Bandwidth for MA n (Mbit/s) % §
=4
Delay for MA n (seconds) T

Figure 49 — General format for RP_XXX sub-control
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The format of an RP_XXX sub-control preceded by a ROOTPATH control is shown in Figure 49. The description of
each field of the RP_XXX sub-control isasfollows:

a) Sub-control type — This field denotes the RP_XXX sub-control. Its value shall be set to one of the code

vauesin

Table 26.

b) Number of ROOTPATH elements — This field shall be set to the number of ROOTPATH elementsin the
RP_XXX sub-control.

¢) MAID —Thisfield shall be set to that of the MAID corresponding to that element, if present. Thisfield is
for each element in the rootpath, listed in order from the SMA.

d) Bandwidth — This field shall be set to the bandwidth, in Mbit/s, between the MA and its parent, as
perceived by the MA for each element in the rootpath, listed in order from the SMA, if present. In the
case of the SMA element, the value for the bandwidth shall be set to zero.

e) Delay — Thisfield shall be set to the delay in seconds from the SMA as perceived by the MA for each

element I the rootparn, 1TSed T order from the SMA, [T present. 1 Ihe case of the SVIA elément, the
value for the bandwidth shall be set to zero.
NOTE]|- The values for the perceived bandwidth and delay for the SMA elements are set to zero as the ROQTRATH |is assumed
to start|at the SMA.
7.3.3.6 |SYSINFO control
The SYS|NFO control in the PPROBREQ message is used to convey system informatien about the MA in its sub-
controls.
The contgnt and format of the SY SINFO control are specified in 7.3.1.3 and Figure 41l The SY SINFO sub-coptrols that
may be used in the PPROBREQ message, together with their status and referencéyto their content and specifig¢ation, are
listed in Tjable 7.
Table 7 — SYSINFO sub-control typesfor the PPROBREQ and PPROBANS messages
Sub-cpntrol type Meaning Status Refgence
SI_UPTIME ggl re]npszed time in seconds since the nede’joined the RMCP-2 Optional see731141
SI_DELAY The delay in seconds from the SMA; as perceived by the MA. Optional See7.3.11.4.2
The number of CMA placesthat an MA has alocated and the :
SI_ROOM_CMA total number that it is able to.support. Optional See7.3314.3
The maximum incoming’and outgoing bandwidths in Mbit/s of :
SI_PROVY_BW the network interface card. Optiona See7.3.11.4.4
SI_POSY BW The possible fotwarding bandwidth that the MA can afford. Optional See7.311.45
SI_SND |BW '(I;?/T ;‘c;tal banawidth in Mbit/s consumed by the MA to serveits Optional Ssee731146
SI_SND_|PACKET The total number of packets sent by the MA from start-up. Optional See7.311.4.7
SI_SND |BYTES The fotal number of bytes sent by the MA from start-up. Optiona See7.311.4.8
SI_RCV |BW The bandwidth in Mbit/s perceived by the MA. Optional See7.3.11.4.9
SI_RCV |PACKET The number of packets received by the MA from start-up. Optional See7.3.11.4.10
SI_RCV |BYTES The number of bytes received by the MA from start-up. Optional See7.311.4.11
SI_TREH_CONN A list of PMA and CMAs directly attached to the sending MA. Optional See7.311.4.12
S| TREBEMEM— | A satof MAsdafined by the useof a TREEEXPL OR contrgh Optional See#£341.4.13

7.3.3.7 DATAPROFILE control
The DATAPROFILE control in the PPROBREQ message contains data profile proposed by probing MA.

The content and format of the DATAPROFILE control are specifiedin 7.3.1.4, Figures 42 and 87.

734
7341

PPROBANS message

General

The PPROBANS message provides a response to the PPROBREQ message in the map discovery procedure and
confirms that the probed MA is still active. It contains information about the network condition, and a list of its
neighbour information.

28
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0 4 8 16 31

NT Message type .
Ver (0x2) (SMAMA) (PPROBANS) Length (variable)

Session 1D (64)

MAID (MAID of PPROBANS message sender)

! Control data (variable length) !

Figure 50 — PPROBANS message

7.34.2 [PPROBANS message format
The formdt of the PPROBANS message is shown in Figure 50. The description of each field isas follows:
a) Ver — Thisfield denotes the current version of RMCP. Its value shall be set'to0x2.
b) NT —Thisfield denotes the message issuer's node type. Its value shall/be-set to one of SMA or IMA coded
asin Table 22.
c) Message type— Thisfield denotes the PPROBANS message. ltsvalue shall be set to 0x04 (see rable 23).
d) Length — This field shall be set to the total length in bytes.of PPROBANS message including control
data.
e) Session ID —Thisfield shall be set to the 64-bit valueof Session ID asdefined in 7.1.1.
f) MAID — This field shall be set to the MAID ¢f.the PPROBANS message sender. Its valug shall be
formatted as defined in 7.1.2.
g) Control data — The control types that maybe used in the PPROBANS message, and their $tatus, are
shownin Table 8.
Table 8 — Control typesfor the PPROBANS message
Control type M eaning Status Reference
TINESTAMP g‘;ﬁﬁgiﬁ;gmmgon time between sending and Mandatory | See7.3.4.3
NE|GHBORLIST | A listef*MAsfor performing the map discovery. Mandatory | See7.3.4.4
ROPTPATH A"description of the path from the SMA. Mandatory | See7.3.4.5
SYHINFO A description of the system information of the MA. Mandatory | See7.3.4.6
DAJTAPROFILE A description of the requirements for forwarding data. Optional See7.34.7

7343
ThisTIM

TIMESTAMP control

FSTAMP control is used to measure transmission time between the sending MA and the receiving M

A.

The content and format of the TIMESTAMP control are specified in 7.3.3.3 and Figure 47.

7.344 NEIGHBORLIST control
The NEIGHBORLIST control in a PPROBANS message is used to convey neighbour list information held by the

probed MA.

The content and format of the NEIGHBORLIST control are specified in 7.3.2.5 and Figure 45.

7345 ROOTPATH control
The ROOTPATH control is used to describe the path from the SMA to the message sender.
The content and format of the ROOTPATH control are specified in 7.3.3.5, 7.3.3.5.1 and in Figures 48 and 49.
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7.3.4.6 SYSINFO control

The SYSINFO control in the PPROBANS message is used to convey system information about the probed MA for use
in the map discovery procedure in its sub-controls.

The content and format of the SY SINFO control are specified in 7.3.1.3 and Figure 41. The SY SINFO sub-controls that
may be used in PPROBANS message, together with their status and reference to their content and specification, are
listedin Table 7.

7.3.47 DATAPROFILE control

The DATAPROFILE control in the PPROBANS message indicates whether the probed MA can afford the data profile
proposed by the probing MA.

The content and format of the DATAPROFILE control are specified in 7.3.1.4, Figures 42 and 87.

735 HSOLTCIT message

7351 |General
The HSOLICIT message is used to find the HMA inside its local network.

0 4 8 16 31
Ver NT Message type
ox2) | (MA) (HSOLICIT) Length (Ox14)
Session 1D (64)

MAID (MAID of HSOLICIT message sender)

Figure51 — HSOLIEIT message

7.35.2 [HSOLICIT message format

The formgt of the HSOLICIT message is shown in Figure 51. The description of each field isasfollows:
a) Ver — Thisfield denotes the currentiversion of RMCP. Its value shall be set to 0x2.

b) NT — Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA in
Table 22.

c) Message type— Thisfield denotes the HSOLICIT message. Its value shall be set to 0x05 (see Table 23).

d) Length—Thisfieldishall be set to the total length (20 bytes) of the HSOLICIT message. Its valyie shall be
set to 0x14.

e) Session ID.—Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f) MAID/~ This field shall be set to the MAID of the HSOLICIT message sender. Its valug shall be
formiatted as defined in 7.1.2.

NOTE]}- Theré&isno control data associated with the HSOLICIT message.

7.3.6 HANNOUNCE message

7.3.6.1 General

The HANNOUNCE message is sent by the HMA as areply to an HSOLICIT message, in order to announce the HMA's
existencein alocal network.
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Theform
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0 4 8 16 31

NT Message type .
Ver (0x2) (MA) (HANNOUNCE) Length (variable)

Session 1D (64)

MAID (MAID of HANNOUNCE message sender)

! Control data (variable length) !

a)
b)

C)
d)

€)

f)

)

Figure 52 - HANNOUNCE message

HANNOUNCE message format
bt of the HANNOUNCE message is shown in Figure 52. The description of each field is as follows:

Ver — This field denotes the current version of RMCP. Its value shall be set'to0x2.

NT — This field denotes the message issuer's node type. Its value shall be-set to the code value
Table 22.

Message type — This field denotes the HANNOUNCE message! Its value shall be set to
Table 23).

Length — This field shall be set to the total length in bytes'ef HANNOUNCE message includi
data.

Session ID — This field shall be set to the 64-bit valtie of Session ID asdefined in 7.1.1.

MAID — This field shall be set to the MAID*0f’the HANNOUNCE message sender. Its valu
formatted as defined in 7.1.2.

Control data — The control types that may be used in the HANNOUNCE message, and their
shownin Table 9.

Table 9 — Contral typesfor the HANNOUNCE message

or MA in
DX06 (see

hg control

e shall be

status, are

Control type Meaning Status Referenc|

D

SY

5INFO A description of the system information of MA. Optional See7.3.6.3

NE

GHBORLIST | A listof*MAsfor performing the map discovery. Optional See7.3.6.4

7.3.6.3

SY SINFO conty.al

The SY SINFO controkin the HANNOUNCE message is used to convey system information about the HMA t
HMAs in|the sasmemulticast areain its SY SINFO sub-controls.

The contgnt .and-format of the SY SINFO control are specified in 7.3.1.3 and Figure 41. The SY SINFO sub-co
may be uged.in the HANNOUNCE message, together with their status and reference to their content and spe
arelisted in Table 10.

D the non-

ntrols that

cification,
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Table 10 — SY SINFO sub-control typesfor the HANNOUNCE message

Sub-control type M eaning Status Reference
SI_UPTIME ggr?pwd time in seconds since the node joined the RMCP-2 Optional See7.311.4.1
SI_DELAY The delay in seconds from the SMA, as perceived by the MA. Optional See7.3.11.4.2

The number of CMA placesthat an MA has alocated and the total .
SI_ROOM_CMA number that it is able to support, Optiona See7.3.11.4.3

The maximum incoming and outgoing bandwidths in Mbit/s of the .
SI_PROV_BW network interface card. Optional See7.3.11.4.4
SI_POSS BW The possible forwarding bandwidth that the MA can afford. Optional See7.311.45
SI_SND_BW -I(-:R/(la &c;tal bandwidth in Mbit/s consumed by the MA to serveits Optional See73.11.4.6
SlI_SND [PATKET The Total number Of Packets sert Dy the MA Trom Start-up. Optiond See 7.311.4.7
SI_SND |BYTES The total number of bytes sent by the MA from start-up. Optional See7.311.4.8
SI_RCV |BW The bandwidth in Mbit/s perceived by the MA. Optional S€e7.3.11.4.9
SI_RCV |PACKET | The number of packets received by the MA from start-up. Optional See7.3.11.4.10
SI_RCV |BYTES The number of bytes received by the MA from start-up. Optional See7.311.4.11
SI_TREH_CONN A list of PMA and CMAs directly attached to the sending MA. Optiena See7.3.11.4.12
SI_TREH_MEM A set of MAs defined by the use of a TREEEXPLOR control. Optional See7.3.11.4.13

7.3.6.4 |NEIGHBORLIST control

The NEIGHBORLIST control inaHANNOUNCE message is used by an HMA)t0 convey neighbour list info

non-HMASs in the same multicast area.

The contgnt and format of the NEIGHBORLIST control are specified it 7.3.2.5 and Figure 45.

7.3.7 HL EAVE message

7.3.7.1 |General

The HLEAVE message is sent by HMA to announce it is'leaving from the RMCP-2 session to itslocal networ]

0 4 8 16 31
NT Message'type :
Ver (0x2) (MA) (HCEAVE) Length (variable)
Session 1D (64)

MAID (MAID of HLEAVE message sender)

Control data (variable length)

mation to

Figure53 - HLEAVE message

7.3.7.2 HLEAVE message format

The format of the HLEAVE message is shown in Figure 53. The description of each field is asfollows:

a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to Ox2.

b) NT - Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA in
Table 22.

¢) Messagetype— Thisfield denotes the HLEAVE message. Its value shall be set to 0x07 (see Table 23).
d) Length — This field shall be set to the total length in bytes of the HLEAVE message including control

data.

€) SessionID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.
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MAID — Thisfield shall be set to the MAID of the HLEAVE message sender. Its value shall be formatted

g) Control data — The control types that may be used in the HLEAVE message, and their status, are shown

in Table 11.
Table 11 — Control typesfor the HLEAVE message
Control type Meaning Status Reference
CANDIDATEHMA | A set of candidate HMASs provided by the leaving HMA. asﬁggond'“onﬂ See7.3.7.3
NEIGHBORLIST A list of MAsfor performing the map discovery. Optiona See7.3.7.4
ROOTPATH A description of the path from the SMA. Mandatory See7.3.75
REA%N—_-FHE"I'Wl 10 the RMEP-2-sessron: Mancdator Y See73.7.6

Condition 1: If the CANDIDATEHMA control is present, the competition to become the replacement HMA shall berestticted to

the MAs|n thelist of MAIDs (see 7.3.7.3).

Condition 2: If the CANDIDATEHMA control is absent, the competition to become the replacement HMA shall be open|to all of

the MAs

n the same multicast enabled area.

7373

When an

CANDIDATEHMA control

HMA |leaves a session, every non-HMA in the multicast-enabled area may compete to become an HMA. This

can causg the multicast-enabled area to be flooded with the HANNOUNCE message. To prevent HMA| selection

collision,
that areir]

Theform

0 8 24 31
Control type Reserved Number of MAIDs
(CANDIDATEHMA)
MAID 1
MAID 2
MAID n

7374

Figure54 - CANDIDATEHMA control

ht.0f the CANDIDATEHMA control is shown in Figure 54. The description of each field is as follows:

CANDIDATEHMA control in an HLEAVE message is used to convey asestricted list of candidgte HMAS
vited, selected by the leaving HMA, to compete to become the replacement HMA.

a) Control type — This field denotes the CANDIDATEHMA contral. Its value shall be set to Ox0A (see

Table 24).

b) Reserved —Thisfieldisreserved for future use. Its value shall be set to zero. It isignored by the receiver.
¢) Number of MAIDs — This field shall be set to the number of MAIDs listed in CANDIDATEHMA

control.

d) MAID(s) — These fields shall be set to the MAIDs of candidate HMAS selected by the leaving HMA.

NEIGHBORLIST control

The NEIGHBORLIST control in a HLEAVE message is used by an HMA to convey neighbour list information to non-

HMASsiIn

the same multicast area.

The content and format of the NEIGHBORLIST control are specified in 7.3.2.5 and Figure 45.
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7375 ROOTPATH control

The ROOTPATH control is used to describe the path from the SMA to the leaving HMA so that the newly selected
HMA can follow the same root path.

The content and format of the ROOTPATH control are specified in 7.3.3.5, 7.3.3.5.1 and in Figures 48 and 49.
7.3.7.6 REASON control
The REASON control in an HLEAVE message is used to convey the HMA's reason for |eaving the session.

0 8 16 31

Control type
(REASON)

Length (0x04) Reason code

Figure 55— REASON control

The formdt of the REASON control is shown in Figure 55. The description of each field is as foltows:
a) Control type— Thisfield denotes the REASON control. Its value shall be set t6-0x05 (see Tablg 24).
b) Length — Thisfield denotes the length (4 bytes) of the REASON control. Itsvalue shall be set tg 0x04.

c) Reason code — This field denotes the reason for leaving. Its value shall*be set to 0x10 00, leave initiated
by MA (see Table 29).

7.3.8 REL REQ message

7.3.8.1 [General

The RELREQ message is used by a CMA to reguest its PMA te*forward data. It usually includes a data profile which
may be negotiated through the message exchanges of RELREQ and RELANS messages. It is also used to pgriodically
notify thg PMA of its presence.

0 4 8 16 31
NT Message type .
Ver (0x2) (MA) (RELREQ) Length (variable)
Session ID (64)

MAID (MAID of RELREQ message sender)

Control data (variable length)

Figure 56 — RELREQ message

7.3.8.2 RELREQ message format

The format of the RELREQ message is shown in Figure 56. The description of each field is asfollows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT - Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA in
Table 22.

c) Message type— Thisfield denotes the RELREQ message. Its value shall be set to 0x08 (see Table 23).

d) Length — This field shall be set to the total length in bytes of the RELREQ message including control
data.

€) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.
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f)  MAID —Thisfield shall be set to the MAID of the RELREQ message sender. Its value shall be
asdefinedin 7.1.2.

formatted

g) Control data — The control types that may be used in the RELREQ message, and their status, are shown

in Table 12.
Table 12 — Control typesfor the REL REQ message
Control type Meaning Status Reference
RP_COMMAND A request for rootpath information. Optional See7.3.8.3
DATAPROFILE A description of the requirements for forwarding data. Optional See7.3.84
A measure of transmission time between sending and
TIMESTAMP receiving MAs. Mandatory | See7.3.85
7.3.8.3 [RP_COMMAND control
The RP_COMMAND control in the RELREQ message is used by a CMA to request rootpath infermation from its
PMA. Fof example, whenever a MA connects to PMA during joining or parent switching procedurg, it repuires the
rootpath ipformation including MAID of its new PMA for network diagnosis and |oop detection,
0 8 16 31
Control type
(RP_COMMAND) Length (0x04) RP_Command‘code
Figure57 —RP_COMMAND control
The formét of the RP_COMMAND control is shown in Figure 57. The'description of each field is asfollows:
a) Control type — This field denotes the RP_COMMAND control. Its value shall be set to Px01 (see

7384
The DAT,|

The contq

7.3.85
The TIME
The contq

7.39
7391

Table 24).

b) Length — Thisfield denotes the length (4 bytes) of the RP_COMMAND control. Its value shal
0x04.

c) RP_Command code — This field denotes the components to be returned in the ROOTPATH con
RELANS message. Its value shall beset to one of the code valuesin Table 26.

DATAPROFILE control
APROFILE control is used to describe the proposed data profile of the sender of the RELREQ messz
nt and format of the DATARROFILE control are specified in 7.3.1.4, Figures 42 and 87.

TIMESTAMP control
ESTAMP control is ised to measure transmission time between the sending MA and the receiving M

nt and format.of the TIMESTAMP control are specified in 7.3.3.3 and Figure 47.
REL ANS message
Géneral

| be set to

trol of the

ge.

The RELANS message is issued by a PMA to notify whether arelay request in a RELREQ message from its CMA has
been alowed. It may also contain additional information which is necessary to negotiate the data channel between the
CMA and itsdlf. It isalso used to confirm that the answering MA is still active.
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0 4 8 16 31
NT Message type .
Ver (0x2) (SMAMA) (RELANS) Length (variable)
Session ID (64)

MAID (MAID of RELANS message sender)

! Control data (variable length) !

Figure 58 — RELANS message

7.3.9.2 [RELANS message format

The formdt of the RELANS message is shown in Figure 58. The description of each field is asfollows:
a) Ver — Thisfield denotes the current version of RMCP. Its value shall be set'to-0x2.

b) NT —Thisfield denotes the message issuer's node type. Its value shallbe-set to one of SMA or
asin Table 22.

c) Message type— Thisfield denotes the RELANS message. Its value-shall be set to 0x09 (see Talle 23).
d) Length—Thisfield shall be set to the total length in bytes of REL ANS message including contrpl data.
e) Session ID —Thisfield shall be set to the 64-bit value of Session ID as defined in 7.1.1.

f) MAID —Thisfield shall be set to the MAID of the REIVANS message sender. Its value shall be|formatted
asdefinedin7.1.2.

VIA coded

g) Control data — The control types that may be tised in the RELANS message, and their status, fire shown
in Table 13.
Table 13 — Controltypesfor the RELANS message
Control type Meaning Status Reference
REBULT A result of the'rélay request. Mandatory See7.393
DA[TAPROFILE A description.of the requirements for forwarding data. Optional See7.394
TIMESTAMP A meastre of transmission time sending and receiving MAs. | Mandatory See7.395
ROPOTPATH A deseription of the path from the SMA. Seecondition1 | See7.3.9.6
Cordition 1: The ROOTPATH control shall be included, if requested, in a RELREQ message.
7.39.3 |RESULT-cantrol
The RESULT ,eontrol in a RELANS message is used by a PMA to convey whether or not its CMA's relay [request is

successful. If suecessful, it returns OK result code. If not, it returns an appropriate error code.

SO ontroti fgure 44T he descriptionof e fighd "
Control type— Thisfield denotes the RESULT control. Its value shall be set to 0x06 (see Table 24).
b) Length —Thisfield denotes the length (4 bytes) of the RESULT control. Its value shall be set to 0x04.

¢) Result code — This field denotes the result of the request. Its value shall be set to one of the result codes
listed in Table 25.

Theform SHOW S fottow

7.39.4 DATAPROFILE control
The DATAPROFILE contral is used to describe the data profile confirmed by the sender of the RELANS message.
The content and format of the DATAPROFILE control are specified in 7.3.1.4, Figures 42 and 87.

7395 TIMESTAMP control

The TIMESTAMP control is used to measure transmission time between the sending MA and the receiving MA.
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The content and format of the TIMESTAMP control are specified in 7.3.3.3 and Figure 47.

7.3.9.6 ROOTPATH control

The ROOTPATH control in the RELANS message is used to describe the path from the SMA to the message sender in
response to the RP_COMMAND in the RELREQ message from its CMA.

The content and format of the ROOTPATH control are specified in 7.3.3.5, 7.3.3.5.1 and in Figures 48 and 49.
7.3.10 STREQ message

7.3.10.1 General
The STREQ message is used by SM to request for system information from asingle MA.

0 4 8 16 31
NT Message type .
Ver (0x2) (SM) (STREQ) Length (variable)
Session 1D (64)
MAID (NULL)
Control data (variable length)

Figure 59 — STREQ.message
7.3.10.2 [STREQ message format

The formdt of the STREQ message is shown in Figure59: The description of each field is as follows:
a) Ver — Thisfield denotes the currentersion of RMCP. Its value shall be set to 0x2.

b) NT — Thisfield denotes the message issuer's node type. Its value shall be set to the code valuelfor SM in
Table 22.

c) Message type — This figlddenotes the STREQ message. Its value shall be set to OxO0A (see Tablg 23).
d) Length—Thisfield shal be set to the total length in bytes of STREQ message including control| data.
e) Session ID — Thisfield shall be set to the 64-hit value of Session ID asdefined in 7.1.1.
f) MAID —Thisfield shall be set to zero because the SM does not have a MAID.

0g) Control-data — The control types that may be used in the STREQ message, and their status, arg shown in

Table-14.
Table 14 — Control typesfor the STREQ message
Control type Meaning Status Reference
SI_COMMAND A request for specific information from an MA. Mandatory See7.3.10.3
TREEEXPLOR Specification limiting the scope of the tree. See conditions1and 2 | See7.3.10.4

Condition 1: If the TREEEXPLOR control is absent, the STREQ message requests system information related only to
the recipient of the STREQ message.

Condition 2: If the TREEEXPLOR control is present, the STREQ message requests system information related to the
set of MAs specified in 7.3.10.4.d).

7.3.10.3 SI_COMMAND control

The SI_COMMAND control in a STREQ message is used by the SM to specify the specific information that is required
from the recipient MA.
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0

31

(S_COMMAND)

Control type Length (0x04) SI_Command code

Figure60—-SI_COMMAND control

The format of the SI_ COMMAND control is shown in Figure 60. The description of each field is as follows:

a) Control type — This field denotes the SI_ COMMAND control. Its value shall be set to 0x02 (see
Table 24).
b) Length — This field denotes the length (4 bytes) of the SI_ COMMAND control. Its value shall be set to
0x04.
c) S_Command code —This field shall be set to the arithmetic total of the command codes,in| Table 28
corresponding to the combination of SY SINFO sub-controls for which an answer is requiréd (sge 8.3.6).
7.3.10.4 [TREEEXPLOR control
The TREEEXPLOR control is used to limit inspection size of atree.
0 8 16 24 31
Control type
(TREEEXPLOR) Length (0x04) Reserved Tree depth
Figure 61 — TREEEXPLOR contraol
The formét of the TREEEXPLOR control is shown in Figure 61. The-description of each field is asfollows:
) Control type — This field denotes the TREEEXRLOR control. Its value shall be set to (xOB (see
Table 24).
b) Length — This field denotes the length (4 bytes) of the TREEEXPLOR control. Its value shall be set
to Ox04.
c) Reserved — Thisfield isreserved for futtre use. Its value shall be set to zero. It isignored by the receiver.
d) Treedepth — Thisfield shall be set\to the value to specify the scope of tree inspection. A tree flepth of n
defines the set of MAs consisting of the selected MA (or the SMA) that receives the STREQ mgssage, all
of its CMAs and all of its\desCendents on the RMCP-2 tree within n hops of the selected MA (or the
SMA).
7.3.11 [STANS message
7.3.11.1 |General
The STAINS message provides a response to the STREQ message.
0 4 8 16 31
NT Message type .
Ver (0x2) (SMAIMA) (STANS) Length (variable)
Session ID (64)

38

MAID (MAID of STANS message sender)

Control data (variable length)

Figure 62 — STANS message
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The format of the STANS message is shown in Figure 62. The description of each field is as follows:

a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.
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b) NT - Thisfield denotes the message issuer's node type. Its value shall be set to one of SMA or MA coded
asin Table 22.

c) Message type— Thisfield denotesthe STANS message. Its value shall be set to 0x0B (see Table 23).
d) Length—Thisfield shall be set to the total length in bytes of STANS message including control data.
€) Session D —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f)  MAID — Thisfield shall be set to the MAID of the STANS message sender. Its value shall be formatted
asdefinedin 7.1.2.

d) _Control data — The control types that may be used in the STANS message, and their status, are shown in

Table 15.

Table 15— Control typesfor the STANS message

or aset of MAs.

Control type Meaning Status Referencg
A header that identifies and delimits information L
COLLECT related to individual MAS. See condition\l See7.3.11.3
SYSINFO A description of the system information of an MA, Mandatory See73.114

Condition 1: The COLLECT control shall be included in the STANS message that forwards data collected in the

STCOLANS message (see 7.3.13.1).

7.3.11.3

COLLECT control

The COLLECT control isused in a STANS message only for reporting information collected in a STCOLAN
(see 7.3.1B.1) in order to identify and delimit the SY SINFQ control that pertains to a single MA. It shall be

with SYJNFO control as defined in 7.3.13.3.
The contgnt and format of the COLLECT control are-$pecified in 7.3.13.4 and Figure 80.

73114

The SY SINFO control in the STANS messageis used by aMA to convey specific system information about i
SY SINFQ@ sub-controlsin response to anSI_ COMMAND in a STREQ message.

SY SINFO control

The contgnt and format of the SY SINFO control are specified in 7.3.1.3 and Figure 41.

5 message
bequenced

tself inits

The SY SINFO sub-controls that“may be used in the STANS message, together with their status and referenge to their
content and specification, afe |isted in Table 16.
Fable 16 — SY SINFO sub-control typesfor STANS and STCOL ANS message
Sub-coptrel type Meaning Status Reference
Fhe-elapsed-tine-Hr-secends-since-the-redefoired-the RMGR-2
SI_UPTIME SEsSioN. See condition 1 See /.3114.1
SI_DELAY The delay in seconds from the SMA, as perceived by the MA. See condition 1 See7.3.11.4.2
The number of CMA placesthat an MA has allocated and the -
SI_ROOM_CMA total number that it is able to support. See condition 1 See7.3.11.4.3
The maximum incoming and outgoing bandwidths in Mbit/s of o
SI_PROV_BW the network interface card. See condition 1 See7.3.11.4.4
SI_POSS BW The possible forwarding bandwidth that the MA can afford. See condition 1 See7.3.11.45
SI_SND_BW 'Ic':r,:/tla Ac;tal bandwidth in Mbit/s consumed by the MA to serveits See condition 1 See7.3.11.4.6
SI_SND_PACKET | Thetotal number of packets sent by the MA from start-up. See condition 1 See7.311.4.7
SI_SND_BYTES The total number of bytes sent by the MA from start-up. See condition 1 See7.311.4.8
SI_RCV_BW The bandwidth in Mbit/s perceived by the MA. See condition 1 See7.3.11.4.9
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Table 16 — SY SINFO sub-control typesfor STANS and STCOL ANS message

Sub-control type M eaning Status Reference
SI_RCV_PACKET | The number of packets received by the MA from start-up. See condition 1 See7.3.11.4.10
SI_RCV_BYTES The number of bytes received by the MA from start-up. See condition 1 See7.311.4.11
SI_TREE_CONN A list of PMA and CMAs directly attached to the sending MA. See condition 1 See7.3.11.4.12
SI_TREE_MEM A set of MAs defined by the use of a TREEEXPLOR control. See condition 1 See7.3.11.4.13
Condition 1: These sub-controls shall be included in the STANS message, if requested in a STREQ message.

7.3.11.4.1 SI UPTIME sub-control

The formgt of the SI_UPTIME sub-control preceded by a SY SINFO control is shown in Figure 63. The,desgription of
each field of the SI_UPTIME sub-control is as follows:

@)
b)

C)

Sub-control type — This field denotes the SI_UPTIME sub-control. Its value shallrbe 'set to
Table 27).

Length — This field denotes the length (6 bytes) of the SI_UPTIME sub-contfol,. 1ts vaue shal
0x06.

Ox11 (see

| be set to

Uptime—Thisfield shall be set to the elapsed time in seconds since thelMA joined the RMCP-2 session.

8 16 24

31

Control type
(SYSINFO)

Sub-control type

Length (0x02) (SI_UPTIME)

Length (0x06)

Uptime (in seconds)

Figure63—-SI_UPTME sub-control

7.3.11.4.4 SI_DELAY sub-control

The formpgt of the SI_DELAY sub-control preceded by a SY SINFO control is shown in Figure 64. The desgription of
each field of the SI_DELAY sub-control is as folaws:

) Sub-control type — This field“denotes the SI_DELAY sub-control. Its value shall be set to Px12 (see
Table 27).

b) Length — This field denotes the length (6 bytes) of the SI_DELAY sub-control. Its value shal| be set to
0x086.

c) Deay—Thisfieldshall be set to the delay in seconds from the SMA, as perceived by the MA.

0 DN 8 16 24 31
Conttol)type Sub-control type
(SYSINFO) Length (0x02) (S_DELAY) Length (0x06)
Delay (in seconds)

Figure64 —SI_DELAY sub-control

7.3.11.4.3 SI_ROOM_CMA sub-control

The format of the SI_ ROOM_CMA sub-control preceded by a SYSINFO control is shown in Figure 65. The
description of each field of the SI_ROOM_CMA is asfollows:

Sub-control type — This field denotes the SI_ ROOM_CMA sub-control. Its vaue shall be set to 0x13

a)

b)

(see Table 27).

Length — This field denotes the length (6 bytes) of the SI_ ROOM_CMA sub-control. Its value shall be

set to 0x06.
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Number of CMAs allocated — This field shall be set to number of CMA places that have been alocated
by the MA. When the SI_ ROOM_CMA sub-control is used in a SUBSREQ message this field shall be

set to 0x0000.

Total CMA capacity — This field shall be set to the total number of CMA capacity that the MA is able to

support.
NOTE — The available number of CMAs will be the difference between the total number of CMA capacity and the number of
CMAs alocated.
0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (S. ROOM_CMA) Length (0x06)
Number of CMAs alocated Total CMA capacity
Figure65—SI_ROOM_CMA sub-control
7.3.11.4.4 SI_PROV_BW sub-control
The formgt of the SI_PROV_BW sub-control preceded by a SY SINFO control is shown in Figure 66. The description
of each figld of the SI_PROV_BW isasfollows:
a) Sub-control type — This field denotes the SI_PROV_BW sub-control. Its value shall be set to|0x15 (see
Table 27).
b) Length — Thisfield denotes the length of the SI_PROV_BW sub-eontrol. Its value shall be set tp 0x06.
c) Incoming BW of NIC — This field shall be set to the maximum incoming bandwidth in Mb|t/s of the
network interface card.
d) Outgoing BW of NIC — This field shall be set to thedmaximum outgoing bandwidth in Mblt/s of the
network interface card.
0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (S|_PROV BW) Length (0x06)
Incoming BW of NIC (in Mbit/s) Outgoing BW of NIC (in Mbit/s)
Figure 66 —SI_PROV_BW sub-control
7.3.11.4.4 SI_POSS BW sub-control
The formgt of the SI_POSS BW.sub-control preceded by a SY SINFO control is shown in Figure 67. The desgription of
each field of the SI_POSS BW js asfollows:
a)  Sub-controel type — This field denotes the SI_POSS BW sub-control. Its value shall be set to [0x25 (see
Table 27):
b) Length— Thisfield denotes the length (6 bytes) of the SI_POSS_BW sub-control. Its value shall be set to
0x06.
0) ¢ Forwarding bandwidth — This field shall be set to the possible forwarding bandwidth in Mbitfs that the
?V‘III'\\ watl DU'JPUI t
0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (S_POSS BW) Length (0x06)

Forwarding bandwidth (in Mbit/s)

Figure67 —SI_POSS BW sub-control

7.3.11.4.6 SI_SND_BW sub-control

The format of the SI_SND_BW sub-control preceded by a SY SINFO control is shown in Figure 68. The description of
each field of the SI_SND_BW sub-control is as follows:
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a) Sub-control type — This field denotes the SI_SND_BW sub-contral. Its value shall be set to 0x35 (see
Table 27).

b) Length — Thisfield denotes the length (6 bytes) of the SI_SND_BW sub-control. Its value shall be set to
0x06.

c) Bandwidth — This field shall be set to the total bandwidth in Mbit/s consumed by the MA to serve its
CMAs.

0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (S._SND _BW) Length (0x06)
Bandwidth (in Mbit/s)

7.3.11.4.7 SI_SND_PACKET sub-control

Figure68 —SI_SND_BW sub-control

The fornjat of the SI_SND_PACKET sub-control preceded by a SYSINFO control is shown in Figurg¢ 69. The

descriptign of each field of the SI_SND_PACKET sub-control isasfollows:

@)
b)

C)

Sub-control type — This field denotes the SI_SND_PACKET sub-control ,[tSvalue shall be sgt to 0x36
(see Table 27).

Length — This field denotes the length (6 bytes) of the SI_SND_PACKET sub-control. Its valle shall be
set to Ox06.

Number of packets — Thisfield shall be set to the total numberof-packets sent by the MA from gtart-up.
8 16 24 31

Control type
(SYSINFO)

Sub=control type

Length (0x02) (SUSND_PACKET)

Length (0x06)

Number of packets

7.3.11.4.4 SI_SND_BYTES sub-control

Figure69 —SI_SND PACKET sub-control

The formét of the SI_SND_BY TES sub-contrahpreceded by a SY SINFO control is shown in Figure 70. The description

of each figld of the SI_SND_BY TES sub-¢control is as follows:

@)
b)

C)

Sub-control type — Thisfield denotesthe SI_ SND_BY TES sub-control. Its value shall be set to|0x37 (see
Table 27).

Length — This field'\denotes the length (6 bytes) of the SI_SND_BY TES sub-control. Its value shall be set
to Ox06.

Number ofthytes— Thisfield shall be set to the total number of bytes sent by the MA from start{up.

8 16 24 31

Sub-control type
(SI_SND_BYTES)

Control type
(SY SINFO)

Length (0x02) Length (0x06)

Number of bytes

Figure70—-SI_SND_BYTES sub-control

7.3.11.4.9 SI_RCV_BW sub-control

The format of the SI_RCV_BW sub-control preceded by a SY SINFO control is shown in Figure 71. The description of
each field of the SI_RCV_BW sub-control is as follows:

a)

b)

Sub-control type — This field denotes the SI_ RCV_BW sub-control. Its value shall be set to 0x45 (see
Table 27).

Length — This field denotes the length (6 bytes) of the SI_RCV_BW sub-control. Its value shall be set to
0x06.
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¢) Bandwidth — Thisfield shall be set to the bandwidth in Mbit/s perceived by the MA between itself and its
PMA.
0 8 16 24 31

Control type Sub-control type

(SYSINFO) Length (0x02) (S._RCV_BW) Length (0x06)

Bandwidth (in Mbit/s)
Figure71-SI_RCV_BW sub-control
7311410 SI_RCV_PACKET sub-control

The format_of the SI_ RCV_PACKET sub-control preceded by a SYSINFO control is shown in Figure 72. The

descriptign of each field of the SI_RCV_PACKET sub-control is as follows:

2)
b)

C)

Sub-control type — This field denotes the SI_RCV_PACKET sub-control. Its value shallbe
(see Table 27).

Length — This field denotes the length (6 bytes) of the SI_RCV_PACKET sub-central. Its valu
Set to 0x06.

Number of packets — Thisfield shall be set to the number of packets received®y the MA from s
8 16 24,

bt to 0x46

e shall be

fart-up.
31

Control type
(SYSINFO)

Sub-control type
(SI_RCV_PACKET)

Length (0x02) Length (0x06)

Number of packets

7311411

The formét of the SI_RCV_BY TES sub-control preceded by a'SY SINFO control is shown in Figure 73. The 0
of each figld of the SI_RCV_BYTES sub-contral is as follows:

@)
b)

C)

Figure72—-SI_RCV_PACKET\sub-control
SI_RCV_BYTES sub-contral

Sub-control type — Thisfield denotesthe SI_ RCV_BY TES sub-control. Its value shall be set to
Table 27).

Length — This field denotes the length (6 bytes) of the SI_ RCV_BY TES sub-control. Its valu
Set to 0x06.

Number of bytes — Thisfield shall be set to the number of bytes received by the MA from start-

8 16 24

escription
OXx47 (see
e shall be
ip.

31

Control type
(SYSINFQO)

Sub-control type
(SI_RCV_BYTES)

Length (0x02) Length (0x06)

Number of bytes

Figure73—SlI_RCV_BYTES sub-control

7.3.11.4.12

SI_TREE_CONN sub-control

The format of the SI_TREE CONN sub-control preceded by a SYSINFO control is shown in Figure 74. The
description of each field of the SI_TREE_CONN sub-control is as follows:

Sub-control type — This field denotes the SI_ TREE_CONN sub-control. Its value shall be set to 0x68

a)

b)

0)
d)

(see Table 27).

Number of MAIDs — Thisfield shall be set to the number of MAIDs in the list including that of the PMA.

MAID of PMA — Thisfield shall be set to the MAID of the PMA of the reporting MA.
MAIDs of CMAs — These fields shall be set to the MAIDs of the CMAs of the reporting MA.

NOTE — There is no significance in the ordering of MAIDs.
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0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (S| TREE CONN) Number of MAIDs (n + 1)
MAID of PMA
MAID of CMA 1
MAID of CMA n
Figure74—-SI_TREE_CONN sub-control
7311413 SI_TREE_MEM sub-control

The form
of each fi

it of the SI_ TREE_MEM sub-control preceded by a SY SINFO control is shown in Figure 75{The d
pld of the SI_ TREE_MEM sub-control is as follows:

a) Sub-control type — Thisfield denotesthe SI_ TREE_MEM sub-controal. Its value shall"be set to
Table 27).

control.

c) MAIDs of member — These fields shall be set to the MAIDs of the miembers of the sub-tree de
TREEEXPLOR control.

escription

0x69 (see

b) Number of MAIDs — This field shall be set to the number of MAIDs listed in the SI_ TREE_NIEM sub-

ined by a

ested in a
e STREQ
ceives the

NOTE|- There is no significance in the ordering of MAIDs.
0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (Sh-TREE MEM) Number of MAIDs (n)
MAID of member 1
MAID of member n
Figure7?5—-SI_TREE_MEM sub-control
7.3.12 [STCOLREQ message
7.3.12.1 |General
STCOLREQ and STCOLANS messages are used to collect system information from a set of MAs as requ
STREQ message. The STREQ message is issued by the SM and is sent to a selected MA (or the SMA). If th
message ¢ontains a TREEEXPLOR control, it defines the set of MAs as the selected MA (or the SMA) that re

STREQ message, all. ofits CMAs and all of its descendents on the RMCP-2 tree within n hops of the selected

informati
tree.

The STC

bn is collected from members of the set through STCOLREQ and STCOLANS messages via the

MA. This
RMCP-2

embers of

DLREQ messages are relayed to all members of the set. The TREEEXPLOR control defines the m

the set and the SI_ COMMAND control indicates the type of information to be returned. Figure 76 shows an example of

such a set

where PMA isthe selected MA and n = 3.
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(@)

1
STREQ and STANS

messages
I

@ Level 0

A1 D1 Level 1

)

7.3.12.2 [STCOLREQ message format
The format of the'STCOLREQ message is shown in Figure 77. The description of each field is as follows:

@)

A2 e e @ Level|2
® @ @ e

Figure 76 — Example of adelivery treefor STCOLREQ‘and STCOL ANS messages

0 4 8 16 31

NT Message type .
Ver (0x2) (SMAMA) (STCOLREQ) Length (variable)

Session 1D (64)

MAID (MAID of STCOLREQ message sender)

Control data (variable length)

Figure 77 — STCOL REQ message

Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b)
0)
d)

e

f)

9)

NT — This field denotes the message issuer's node type. Its value shall be set to one of SMA or MA coded
asin Table 22.

Message type — This field denotes the STCOLREQ message. Its value shall be set to Ox1A (see
Table 23).

Length — This field shall be set to the total length in bytes of STCOLREQ message including control
data.

Session |ID — Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

MAID — This field shall be set to the MAID of the STCOLREQ message sender. Its value shall be
formatted as defined in 7.1.2.

Control data — The control types that may be used in the STCOLREQ message, and their status, are
shownin Table 17.
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Table 17 — Control typesfor the STCOL REQ message

Control type Meaning Status Reference
SI_COMMAND A request for specific information from an MA. Mandatory See7.3.12.3
TREEEXPLOR Specification limiting the scope of the tree. Optional See7.3.12.4

73123

SI_COMMAND control

The SI_COMMAND control in a STCOLREQ message is used by a PMA to request specific system information from
its CMAs.

The content and format of the SI_ COMMAND control are specified in 7.3.10.3 and Figure 60. The SI_Command code
value shall be identical to that in the STREQ message from the SM that initiates the collection of the information
through the STCOLREQ and STCOLANS messages.

73124
The TREI

The contg
set by thd
that in th
relayed ta

NOTE|
chain g

7.3.13

73131

The STC
informati
their own
combined
al theinf

TREEEXPLOR control
FEXPLOR control is used to limit the scope of the tree to be inspected.

Nt and format of the TREEEXPLOR control are specified in 7.3.10.4 and in Figure 61. The tree d
MA that is the recipient of the STREQ message that initiates the STCOLREQ message shall be i
> STREQ message. The value of the tree depth shall be decreased by one everytime that the n
alower level.

— When an MA receives an STCOLREQ message with tree depth = 0, it will knolv that it is at the end of t
Ind that it should start to return itsinformation in a STCOLANS message to its PMA’

STCOLANS message

General

OLANS message is used to relay system information frem a defined subset of the RMCP-2
bn is collected in a controlled manner. Firstly, the MAsdn the lowest layer, each sends information
node to their PMA. The PMA amalgamates this information and adds its own information before re

information to its parent in the next layer. The relaying continues until the head of the sub-tree has
prmation and then forwards it in a STANS message to the SM.
0 4 8 16 31
NT M e type .
Ver (0x2) (MA) (STGE‘S?_ AKIpS) Length (variable)
Session 1D (64)

MAID (MAID of STCOLANS message sender)

Control data (variable length)

th value
entical to

hessage is

he relaying

tree. This
related to
aying the
collected

7.3.13.2

Figure 78 — STCOL ANS message

STCOL ANS message format

The format of the STCOLANS message is shown in Figure 78. The description of each field isasfollows:

46

a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT — Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA as

in Table 22.

¢) Message type — This field denotes the STCOLANS message. Its value shall be set to Ox1B (see

Table 23).

d) Length — This field shall be set to the total length in bytes of STCOLANS message including control

data.
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€) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f)  MAID — This field shall be set to the MAID of the STCOLANS message sender. Its value shall be
formatted as defined in 7.1.2

g) Control data — The control types that may be used in the STCOLANS message, and their status, are
shown in Table 18.

Table 18 — Control typesfor the STCOL ANS message

Control type M eaning Status Reference
A header that identifies and delimits information related to :
COLLECT individual MAS. Optional See7.3.134
SYSINFO A description of the system information of MA. Mandatory | See7.3.13.5

7.3.13.3 [Sequence of controlsin STCOL ANS message

A STCOLANS message contains system information for a set of MAs at a given level in the RMCR=2-tree. [The set is
defined a6 a PMA and its CMAs and descendents to a depth defined by the TREEEXPLOR control of the original
STREQ npessage from the SM requesting this information.

Figure 79 shows the sequence of controls in a STCOLANS message. Each COLLECT ceritrol identifies a|particular
MA and the subsequent SY SINFO sub-controls contain the type of system information defined by the SI_ COMMAND

control offthe origina STREQ message from the SM requesting this information.

COLLECT control identifying MA1

SY SINFO control and sub-control A containing information relating to MA 1

SY SINFO control and sub-control B containing infermation relating to MA 1

SY SINFO control and sub-control C containing information relating to MA 1

COLLECT control identifying MA2

SY SINFO contral and sub-control A gentaining information relating to MA 2

SY SINFO contral and sub-control<B.containing information relating to MA 2

SY SINFO control and sub-control C containing information relating to MA 2

Fields relating to other MAs

7.3.13.4 |COLLECT control

16

Figure 79 — Sequence of COLLECT controlsand SYSINFO controlsin a STCOLANS messags

24

31

Control type

(COLLECT)

Cength(OX0C)

REXTVEQ

NUMper O SUD-COorirol

MAID (MAID of MA to which the following status reports apply)

Figure80—COLLECT control

The format of the COLLECT control is shown in Figure 80. The description of each field of the COLLECT control is as

follows:

a) Control type— Thisfield denotesthe COLLECT contral. Its value shall be set to OxOC (see Table 24).
b) Length —Thisfield denotes the length (12 bytes) of the COLLECT contral. Its value shall be set to 0x0C.
¢) Reserved—Thisfield isreserved for future use. Its value shall be set to zero. It isignored by the receiver.
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d)

e

Number of sub-controls — This field shall be set to the number of sub-controls associated with the MA
indentified inthe MAID in ).

MAID — This field shall be set to the MAID of the MA to which the status reports in the following
SY SINFO sub-controls apply (see Figure 79).

7.3.13.5 SYSINFO control

The content and format of the SY SINFO control are specified in 7.3.1.3 and Figure 41. The SY SINFO sub-controls in
an STCOLANS message shall correspond to those indicated by the SI_ COMMAND in the STCOLREQ message that
triggered the message. A list of valid SYSINFO sub-controls that may be used in the STCOLANS message, together
with their status and reference to their content and specification, arelisted in Table 16.

7314 LEAVREQ message

7.314.1 General

The LEAYREQ messageis used

a)
b)
C)

7.3.14.2 |LEAVREQ message for mat
The formdt of the LEAVREQMessage is shown in Figure 81. The description of each field is as follows:

@)
b)

C)
)

by an MA to inform its PMA and CMAs of itsleaving;
by the SM or aPMA to expel an MA from the session; or
by an MA when it changesits PMA.

0 4 8 16 31

NT Message type )
Ver (0x2) (SMISMAIMA) |  (LEAVREQ) Length(variable)

Session ID (64)

MAID (MAID of LEAVVREQ message sender)

Contro) data (variable length)

Figure 81 — LEAVREQ message

Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

NT — Thisfield denotes the message issuer's node type. Its value shall be set to one of SM, SMIA, or MA
coded'asin Table 22.

Message type — This field denotes the LEAV REQ message. Its value shall be set to OxOC (see Tjable 23).
Length — Thisfield shall be set to the total length in bytes of LEAVREQ message including corjtrol data.

e

f)

0)

Session ID — This field shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

MAID — This field shall be set to the MAID of the LEAVREQ message sender and its value shall be
formatted as defined in 7.1.2. If the message is sent by SM, this field shall be set to zero.

Control data — The control type that shall be used in the LEAVREQ message, and its status, is shown in
Table 19.

Table 19 — Control typefor the LEAVREQ message

Control type M eaning Status Reference

REASON The reason for leaving of MA. Mandatory See7.3.14.3
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7.3.14.3 REASON control

The REASON control in an LEAVREQ message is used to convey the MA's reason for leaving the session. The
REASON control format is shown in Figure 55. The description of each field is as follows:

a) Control type— Thisfield denotes the REASON control. Its value shall be set to 0x05 (see Table 24).
b) Length —Thisfield denotes the length (4 bytes) of the REASON control. Its value shall be set to 0x04.

¢) Reason code— Thisfield denotes the reason for leaving. Its value shall be set to one of the code valuesin
Table 29.

7.315 LEAVANS message

7.3.15.1 General
The LEAVANS message is used to acknowledge the receipt of a LEAVREQ message.

0 4 8 16 31

NT Message type
Ver (0x2) (SMAIMA) (LEAVANS) Length (0x14)

Session ID (64)

MAID (MAID of LEAVANS message sender)

Figure 82 — LEAVANS méessage

7.3.15.2 [LEAVANS message format

The formdt of the LEAVANS message is shown in Figure 82.The description of each field is as follows:
a) Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT —Thisfield denotes the message isStler's node type. Its value shall be set to one of SMA or IMA coded
asin Table 22.

c) Message type— Thisfield denotes the LEAVANS message. Its value shall be set to Ox0D (see Table 23).

d) Length—Thisfield shall beset to the total length (20 bytes) of LEAVANS message. Its value shall be set
to Ox14.

€) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f) MAID — Thisield shall be set to the MAID of the LEAVANS message sender. Its valug shall be
formatted as{defined in 7.1.2.

NOTE|- There is no centrol data associated with the LEAVANS message.

7.3.16 [HB message

7.3.16.1 |General

o create the
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0 4

31

Ver (0x2)

NT

Message type .
(SMA|MA) (HB) Length (variable)

Session 1D (64)

MAID (MAID of HB message originator)

Control data (variable length)

7.3.16.2 [HB message for mat

The formdt of the HB message is shown in Figure 83. The description of each field is as follows:
Ver — Thisfield denotes the current version of RMCP. Its value shall be set't00x2.

NT — This field denotes the message originator's node type. For a regular’HB message, its vall
set to SMA coded asin Table 22. For a pseudo-HB message, its value'shall be set to that of MA
in Table 22. Thisfield shall not be changed as the HB message isrelayed down the RMCP-2 trg

Message type — This field denotes the HB message. Its value shall be set to 0x10 (see Table 23)
Length — Thisfield shall be set to the total length in bytes ofHB message including control data.
Session ID — Thisfield shall be set to the 64-bit valueof Session ID as defined in 7.1.1.

MAID — This field shall be set to the MAID of the HB message originator. Its value shall be fo
defined in 7.1.2. Thisfield shall not be changed as the HB message is relayed down the RM CP;

Control data — The control types that may.be used in the HB message, and their status, are

8)
b)

Table 20.

Figure 83 — HB message

Table 20 ~Control typesfor the HB message

e shall be
coded as

pe.

matted as
2 tree.

shown in

ontrol type

Meaning

Status

Refereng

RO(

TPATH A descriptiof of the path from the SMA.

See condition 1

See 7.3.16.3

PSE

DO _HB

An indication that the message is a pseudo-HB message
for network partitioning detection and recovery.

See condition 2

See 7.3.16.4

Con
Con

lition 1: The ROOTPATH control shall always be included in aregular HB message.
lition 2: The PSEWDO_HB control shall always be included in a pseudo-HB message.

7.3.16.3
The ROO

ROOTPATH control

The contq

TPATH control in the HB message is used to describe the path from the SMA to the message sender|
Int\and format of the ROOTPATH control are specified in 7.3.3.5, 7.3.3.5.1 and in Figures 48 and 49

7.3.16.4 PSEUDO_HB control

When a PMA tries to recover from network partition, its descendants may start network fault recovery procedure due to
HB expectation timeout. A single point of partitioning may cause afault recovery chain effect.

To avoid this, the MA generates PSEUDO_HB control in order to notify its descendants of a network fault and to delay
its descendants' fault recovery procedure.

50
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31

Control type
(PSEUDO_HB)

Length (0x04)

Reserved

Figure 84 —PSEUDO_HB control

The format of the PSEUDO_HB control for a pseudo-HB message is shown in Figure 84. The description of each field
isasfollows:

a) Control type— Thisfield denotes the PSEUDO_HB control. Its value shall be set to 0x0D (see Table 24).

b) Length — This field denotes the length (4 bytes) of the PSEUDO_HB control for the HB message. Its
value shall be set to 0x04.

7.3.17

73171

TERMREH
SMA and

7.3.17.2

Theform

TERMREQ message
General

0 4

Q message is used to terminate the existing RMCP-2 session. The SM sends the TERMREQ mess
the SMA relays the message to members of the RMCP-2 tree.

31

NT

Ver (0x2)

(SM|SMAIMA) | (TERMREQ)

Message type

Length (variable)

Session ID (64)

MAID (MAID of TERMREQ message sender)

€ontrol data (variable length)

TERMREQ messageformat

coded asin Table 22.

Figure 85— TERMREQ message

it of the TERMREQ message is shown in Figure 85. The description of each field is asfollows:
a) Ver — Thisfield denotes the current version of RMCP. Its value shall be set to Ox2.
b) NT £ Thisfield denotes the message issuer's node type. Its value shall be set to one of SM, SM

c)<~ Message type — This field denotes the TERMREQ message. Its value shall be set to OxOE (see T

d) Lengih— rnistreid snall be Set 10 the total Tength In bytes of | ERMREY message nciuding co

€e) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f)  MAID — This field shall be set to the MAID of the TERMREQ message sender and its value shall be
formatted as defined in 7.1.2. If the message is sent by the SM, thisfield shall be set to zero.

g) Control data— The control type that shall be used in the TERMREQ message, and its status, is shown in

Table 21.

Table 21 — Control typefor the TERMREQ message

Control type

M eaning

Status

Reference

REASON The reason for

termination of the session.

Mandatory

See7.3.17.3

Rec. ITU-T X.603.1 (03/2010)

c) Reserved —Thisfield isreserved for future use. Its value shall be set to zero. It isignored by the receiver.

age to the

A, or MA

able 23).
trol data.
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7.3.17.3 REASON control
The REASON control in the TERMREQ message is used to convey the reason for termination of the session.
The REASON control format is shown in Figure 55. The description of each field is as follows:
a) Control type— Thisfield denotesthe REASON control. Its value shall be set to 0x05 (see Table 24).

b) Length —Thisfield denotes the length (4 bytes) of the REASON controal. Its value shall be set to 0x04.

¢) Reason code — This field denotes the reason for termination of the session. Its value shall be set by the
SM to one of the code values in Table 30. When the TERMREQ message is forwarded subsequently by
an MA, the value set by the SM shall remain unchanged.

7.3.18 TERMANS message
7.3.18.1 General

The TERIMANS message is used to acknowledge the receipt of a TERMREQ message.

0 4 8 16 31

NT Message type
Ver (0x2) (SMAMA) (TERMANS) Length (0x14)

Session ID (64)

MAID (MAID of TERMANS message sender)

Figure 86 — TERMANS message

7.3.18.2 [TERMANS message format

The formgt of the TERMANS message is shown in Figure 86. The description of each field isasfollows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT —Thisfield denotes the message issuer's node type. Its value shall be set to one of SMA or IMA coded
asin Table 22.

c) Message type — Thisfield denotes the TERMANS message. Its value shall be set to OxOF (see Tjable 23).

d) Length — This field shall’be set to the total length (20 bytes) of the TERMANS message. Its alue shall
be set to 0x14.

e) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f) MAID — This‘field shall be set to the MAID of the TERMANS message sender. Its valuge shall be
formattethas defined in 7.1.2.

NOTE|- There iso eontrol data associated with the TERMANS message.

8 Parameters

This clause explains the parameter values of RM CP-2 tree management. RMCP-2 defines the data forwarding profile as
a means of specifying the data channel information in terms of data types. In addition, some of the control parameters
are used for efficient and optimized management of the control tree.

8.1 Data forwarding profile

RMCP-2 defines the data forwarding profile as a profile that describes the requirements for forwarding data between a
PMA and the PMA's direct CMA. The data forwarding profile is used to negotiate the data channel in terms of the type
of data delivered during the session. When multiple types of data are simultaneously transmitted in a session, the
information of each data stream is described for the negotiation.
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87, adataforwarding profileisillustrated as SDP-style text format.

Stream1: Protocol = UDP, Listen address = a.b.c.d:9898, Encapsulation = IP-IP
Stream2: Protocol = UDP, Listen address = a.b.c.d:9899, Encapsulation = UDP

Stream3: Protocol = TCP, Llisten address = a.b.c.d:9899, Encapsulation = TCP, CurrentSeq=xxxx,
BufferedSeq = yyyy, CurrentRcvdSeq = xxxx-1

8.2

Figure 87 — An example of the data forwarding profile

Parametersused in RMCP-2

RMCP-2 defines some parameters to manage the control tree. These parameters control the time information of the

RMCP-2

821
Each MA

i on-or-define the number of messages. or nrovide other information
4 Lad

Par ameter sfor session initialization

that wants to join an RMCP-2 session should contact the SM to fetch the bootstrapping,informati

on for the

session. Tlhe SM gives an NL as the bootstrapping information. Because of resource limitations,the'NL canngt keep all

the MAs

822

Every M/
PPROBA

8.2.3
This subd]

RMCP-2
Within th

bf the session. Hence, the following parameter is used to limit the size of the NL:

Parameter sfor map discovery

NS messages with neighbouring MAs. The following parametersarérelated to the map discovery pr

messages at every PPROB.time. The default value far PPROB.time is 45 seconds but it can b
arbitrarily.

is 1, but it can be changed arbitrarily.
Par ameter s for session maintenance
ause includes the mechanism for the-session heartbeat as well as the session maintenance.

uses the HB for tree maintenance. The HB synchronizes the whole session along the data deli

any netwdrk faults, such as loops and ‘partitions. RM CP-2 defines the parameters for heartbeat as follows:

824

The default valuefor HB.timeis 15 seconds.

message for MAX_PARTITION_CNT * HB.time, then it can detect tree has partitioned. T
valuefor MAX_PARTITION_CNT is 3.

Parametersfor HMA selection

RMCP-2

ahles an |P multicast data transmission in a multicast-enabled area_The followi ng parameters gl

a) N _SartNL: It defines the number of MAs listed in the Neighbour List. [t«can be changed hy the SM
before the session starts as well as after the session started. The default yvaluefor N_StartNL is 100.

\ in the RMCP-2 performs a map discovery procedure by periodically,exchanging PPROBREQ megsages and

bcedure:

a) PPROB.time: It defines the period of issuing PPROBREQ message. Each MA sends PPROBREQ

e changed

b) N_MAX PROBE: This parameter limits the maximum number of PPROBREQ messages that can be sent
by each MA simultaneously to prevent PPROBREQ implosion. The default value for N_MAX_PROBE

ery path.

e synchronized session, each-MA can switch its parent to improve the RMCP-2 session. The HB aljso detects
a) HB.time: It is thesperiod of HB message. The SMA of a session sends a HB message at every| HB.time.

b) MAX PARTITION_CNT: It is used to examine the tree is partitioned. If a MA does not receive HB

he default

pport this

functionality:

a) H_SOLICIT.time: It defines the time period of HSOLICIT message. An MA in the multicast-enabled
area sends H_SOLICIT message at every H _SOLICIT.time. The default value for H_SOLICIT.time is

2 seconds.

b) N _SOLICIT: It is the maximum trial humber of HSOLICIT message generation as nhon-HMA. After

N_SOLICIT times of HSOLICIT message issue, the MA tries to become new HMA in the
enabled area. The default value for N_SOLICIT is 3.

multicast-

¢) H_ANNOUNCE.time: It defines the period of HANNOUNCE message. HMA sends an H_ ANNOUNCE
message at every H_ANNOUNCE.time. The default value for H_ ANNOUNCE.time is 6 seconds.

d) N_ANNOUNCE: It is the maximum trial number of HANNOUNCE message generation as HMA.. If no

HSOLICIT message appears, HMA stops forwarding data into the multicast-enabled area. T
value for N_ ANNOUNCE is set to 3.

Rec. ITU-T X.603.1 (03/2010)
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Parameter sused during data delivery

To connect and continue the data relay, each CMA periodically sends a RELREQ message to its PMA. The following
parameters are used to support datarelay procedure;

a) RELREQ.time: It is the maximal period to generate the RELREQ message. Both PMA and CMA have

8.2.6

the same size of RELREQ.time. The initial value of RELREQ.time is 6 seconds.

b) N_ RELREQ: It is used to examine whether the CMA is till alive or not. If a PMA does not receive

RELREQ message for RELREQ.time * N_RELREQ, then the PMA considers that its CMA h
session abruptly. The default value for N_ RELREQ is 3.

Parametersfor session leave

as |eft the

RMCP-2 alows MA's early session leave. When an MA in the middle of atreeis due to leave a session, the MA should
wait for a certain period for soft tree reconfiguration. The following parameters are used to support session leave

procedure:

a) LEAVE.time: It isthe duration managed by leaving PMA to make its CMA enableto find new PMAs and
attach to them. The default value for LEAVE.timeis 10 seconds.
8.3 Code values used in RM CP-2
831 Codes valuesfor basic RM CP-2 node types
Table 22 |ists the node types (NT) for the basic RMCP-2 protocol and their corresponding 4-bit code values.
NOTE]|- The code value for the MA node type applies only to the basic RMCP-2 protoedl defined in clauses 5-7. [The secure
RMCH-2 protocol does not use the code value for MAs: it hasits own code values fof DMA and RMA node types.
Table 22 — Node type code values for, basic RM CP-2
Node type Codeyvalue (4 bits)
SM Ox1
SMA 0x2
MA Ox4
8.3.2 Code values for RM CP-2 message types
Table 23 |ists the RMCP-2 message types and their corresponding code values.
Table 23 — Code valuesfor RM CP-2 message types
" o tvpe Codevalue
w (Hexadecimal)
SUBSREQ 0x01
SUBSANS 0x02
PPROBREQ 0x03
PPROBANS 0x04
HSOLICIT 0x05
HANNOUNCE 0x06
HLEAVE 0x07
RELREQ 0x08
RELANS 0x09
STREQ Ox0A
STANS 0x0B
STCOLREQ Ox1A
STCOLANS 0x1B
LEAVREQ 0x0C
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8.3.3
Table 24

834
Table 25

835

Table 23 — Code valuesfor RM CP-2 message types

Codevalue
M essage type )
(Hexadecimal)
LEAVANS 0x0D
HB 0x10
TERMREQ Ox0E
TERMANS OxOF

Code valuesfor RM CP-2 control types

ists the RMCP-2 control types and their corresponding code values

I SO/IEC 16512-2:2011 (E)

Table 24 — Code valuesfor RM CP-2 control types

Control type (Hex\;g]eli:?m al)
RP_COMMAND 0x01
SI_COMMAND 0x02
DATAPROFILE 0x03
NEIGHBORLIST 0x04
REASON 0x05
RESULT 0x06
ROOTPATH 0x07
SYSINFO 0x08
TIMESTAMP 0x09
CANDIDATEHMA Ox0A
TREEEXPLOR 0x0B
COLLECT 0x0C
PSEUDO_HB 0x0D

RMCP-2 return value

ists the encoded values and meaning of the RESULT codes.

Table 25 — Result code

Result Code M eaning
0x10 00 OK
0x20 00 System Problem
0x30 00 Administrative Problem

Code valuesrelated tothe ROOTPATH control

Table 26 lists the code values for the sub-controls of the ROOTPATH control. The length in bytes of each rootpath
element isindicated for each ROOTPATH type.
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Table 26 — Sub-control type codes for ROOTPATH control and the RP_COMMAND control

Command LEMADCS
Code . rootpath
Sub-control type . code M eaning
(8 bits) (16 bits) element
(in bytes)
RP_ID Ox11 0x00 01 The ROOTPATH control contains only the MAID for each node. 8
The ROOTPATH control contains only the bandwidth in Mbit/s as
RP_BW Ox12 0x00 02 perceived by the MA for each node. 4
The ROOTPATH control contains only the delay in seconds from
RP_DL Ox14 0x00 04 the SMA as perceived by the MA for each node. 4
The ROOTPATH control contains the MAID and bandwidth in
RP_ID_BW Ox13 0x00 03 Mbit/s as perceived by the MA for each node. 12
RP ID Dt o PR The ROOTPATH control contains the MAID and the delay in 12
e AR PAVVEPST 1 seconds from the SMA as perceived by the MA for each node.
The ROOTPATH control contains the MAID, bandwidth in Mbit/s
RP_ID_BW_DL Ox17 0x00 07 and the delay in seconds as perceived by the MA for each node. 16
NOTE —[The code values for RP_ID_BW, RP_ID_DL and RP_ID_BW_DL sub-controls are calculated by 0x10plus the
arithmeti¢ sums of last four bits of the individual codes of the RP_ID, RP_BW and RP_DL components,

8.3.6 Code valuesrelated to SY SINFO control

Table 27 lists the sub-control types, their code values, and meanings.

Table 27 — Sub-control typesfor SY SINFO-control

Type Code (8 bits) M eaning
SI_UPTINE Ox11 The elapsed time in seconds-sifice the node joined the RM CP-2 session.
SI_DELA)Y 0x12 The delay in seconds from/the SMA, as perceived by the MA.
S_ROOM_CMA ox13 -ell-t?li ?gr;bpegoﬁ.CMA places that an MA has alocated and the total numbegr that it is
SI_PROV| BW ox15 i-l;1rt]ee3r ][r;;a:gi Cn;lrjcrjn incoming and outgoing bandwidths in Mbit/s of the network
SI_POSS|BW 0x25 The passible forwarding bandwidth that the MA can afford.
SI_SND_BW 0x35 The total bandwidth in Mbit/s consumed by the MA to serveits CMASs.
SI_SND_PACKET 0x36 Thetotal number of packets sent by the MA from start-up.
SI_SND_BYTES 0x37 Thetotal number of bytes sent by the MA from start-up.
SI_RCV_BW 0x45 The bandwidth in Mbit/s perceived by MA.
SI_RCV_PACKET 0x46 The number of packets received by the MA from start-up.
SI_RCV_BYTES ox47 The number of bytes received by the MA from start-up.
SI_TREE| CONN 0x68 A list of PMA and CMAs directly attached to the sending MA.
S| TREE| MEM 0x69 A set of MAs defined by the use of a TREEEXPLOR control.

Table 28|lists thercommand codes corresponding to the sub-controls for the SYSINFO control. Combiations of

different gub-control may be indicated by adding together the corresponding individual SI_Command codes.
NOTE] !
unique-eerbHgHeRS: bi-pesitions-canbe-consid pres g-Hadividual-sub-eontrel-ty el o0
be interpreted as presence or absence of these sub-control types. For example, 0000 0010 0100 0010 represents the combination
of SI_DELAY, SI_SND_PACKET, and SI_RCV_PACKET sub-controls.
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Table 28 — SI_Command codes for sub-control typesfor SYSINFO control

Sub-control type Sub(-:ggrétrol Coré:)rggnd 16-bit format
SI_UPTIME 0x11 0x00 01 0000 0000 0000 0001
SI_DELAY 0x12 0x00 02 0000 0000 0000 0010
SI_ ROOM_CMA 0x13 0x00 04 0000 0000 0000 0100
SI_PROV_BW 0x15 0x00 08 0000 0000 0000 1000
SI_POSS BW 0x25 0x00 10 0000 0000 0001 0000
SI_SND_BW 0x35 0x00 20 0000 0000 0010 0000
SI_SND_PACKET 0x36 0x00 40 0000 0000 0100 0000
SI_SND_BYTES 0x37 0x00 80 0000 000 1000 0000
SI_RCV_BW Ox45 Ux01 00 0000 0001 0000 0000
SI_RCV_PACKET 0x46 0x02 00 0000 0010 0000 0000
SI_RCV_BYTES ox47 0x04 00 0000 0100 0000 0000
SI_TREE_CONN 0x68 0x10 00 0001 0000 0000 0000
SI_TREE_MEM 0x69 0x20 00 0010 0000 0000 8000

y, and the

on for the

8.3.7 Code valuesrelated to the leave of the SMA or an MA
Table 29 [lists the reason codes for leaving. The first four bits of the code specify/the-main cause of leavin
second fopr bits specify further details for leaving.
Table 29 — L eavereason code
Category Code Meaning
0x10 00 Leaveinitiated by MA
Leave
0x11 00 Leaveof SMA
. 0x20 00 Expulsion by SM
Kick out -
0x21 00 Expulsion by PMA
Parent switching 0x40,00 Parent switching by MA
8.3.8 Code values related to session termination
Table 30 |ists the reason codes for the session termination. The first four bits of the code specify the main reag
session termination, and the second feur bits specify the detailed reason for session termination.
Table 30 — Termination reason code
Category, Code Meaning
Normal sessiontermination OxEO 00 Session is terminated normally
/ o 0xF0 00 Session is terminated abnormally without reason
Abnormalisession termination — - — -
OxF1 00 Session is terminated abnormally for administrative reasons
9 Overview of secure RMCP-2
9.1 Conventions
9.1.1 Use of basic RM CP-2 protocol

The term basic RMCP-2 protocol, when used in clauses 9-12, refers to the protocol defined in clauses 5-8.

9.12

Hexadecimal notation

Code values for message parametersin clause 11 (Format of secure RMCP-2 messages) and clause 12 (Parameters) are
expressed in hexadecimal notation, e.g., 0x14 for 20 in decimal notation.
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9.2 Secure RM CP-2 entities

9.2.1 Introduction

The secure RMCP-2 protocol supports security functions of the RMCP-2 used for relayed multicast data transport

through unicast communication over the Internet.

The secure RMCP-2 protocol components correspond to those described in the basic RMCP-2 protocol except that a
new type of MA, a dedicated multicast agent (DMA), has been introduced. A dedicated multicast agent is an
intermediate MA pre-deployed as atrust server by the SM. For secure communication, each session consists of an SM,

an SMA, DMAs, RMAs, together with a single sending application and multiple receiving applications. Their
as shown in Figure 88, corresponds with that in the basic RMCP-2 protocol (see 5.1).

Sending % s
App IVI
V L
‘¢
RMA RMA
Receiving ||| | Receiving ||| Receiving
App. App- App.

X.603.1(07)Amd.1(09)_F85

Figure 88 —“RM CP-2 service topology with security
9.22 Session manager

The SM s responsible for maintaining session security, which includes the management of service membe
management of key and ACL fer.DMA and RMA, and message encryption/decryption together with the SM
of basic RMCP-2. Figure 89.shows an abstract protocol stack for the operation of SM functions. The SM has
multicast [session security modules for the provision of security. TLS is used for the initial authentication of [
RMAs when they jointthe session. The Multicast session security module performs the following security
after the gompl etion-0f. TL S authentication:

8)  Security policy;
)<~ Seéssion admission management;

topology,

brship, the
functions
5 TLS and
MAs and
functions

) Sessiomkey TaragerTent;
d) Access Control list management;
€) Secure group and membership management;
f)  Message encryption/decryption.
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Session M anager

Multicast Session

UL Security Module

TP for Control Message Delivery of
RMCP-2

IP(Unicast)

Eigure 89 —Internal-structureof-the SM
=HgtH

9.2.3

Dedicated multicast agents

DMAs al? in charge of the secure establishment and maintenance of the RMCP-2 tree, support”of m

authentic
Key/Mess
security f

Key/Mess

Group/M

ion and data confidentiality. Figure 90 shows the internal structure of the DMAsYWwith ma
bage Security Management and Group/Member Security Management. These modules'support the
inctions:

pge Security Management Module

a)  Group key management;

b) Message encryption/decryption;

c) Contents encryption key management.

bmber Security Management Module

a)  Securetree configuration;

b) Session key management;

C) Secure group and membership management!

DMA
RMCP
Control
Module
. DATA
Kev/Message Security Transport
Management Module Module
O o
A% ae°
TP for data delivery ot o
2O
. ‘\',s.““\,;f»\
A aes
W ;\0\“

IP (Unicast or Muliteast)

embership
dules for
following

924

+GP : Group
*MB : Member
*Mng : Management

Figure 90 — Internal structure of DMAs

Sender and receiver multicast agents

The internal structure of the SMA and the RMAs is shown in Figure 91. The structure is the same as for DMAs except
that the Group Security Management Module is not included.
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9.3

The protd
of MAs al

(seeFigu

SMA/RMA
RMCP
_ Control
SeI:fl?'ih Module
LY P e DATA | Mng
Kev/Message Security Transport | module
Management Module Module
e
AV ¢
'6“\
TP for data delivery co® Lo
A
e
W
IP (Uniecast or Muliteast) :

*MB : Member
*Mng : Management
Figure 91 —Internal structure of the SMA and RMAs

Pr otocol blocks

col blocks for the SM, Group/Member Security Management of MAs andK ey/M essage Security M3

es 2, 3 and 4) but also include the TL S protocol and the Multicast«Session Security Module.

Inagement

e shown in Figures 92, 93 and 94. They correspond to the protocol. stacks in the basic RMCP-2 protgcol in 5.2

The secufe RMCP-2 protocol supports general encryption/decryption algorithms of TLS for a variety off common

applicatigns. The SM and MAs (SMA, DMAs and RMAS) share'the security information described in th

policy.
authentic

The SM
TCP prot

60

he Multicast Session Security Module contains cemmon symmetric encryption/decryption &
ion mechanisms, and multicast security modules related to RMCP-2 security functions.

Session Manager

Multicast Session

LS Security Module

TCP/IP(Unicast)

Figure 92 — Protocol block of the SM

nessages-and the Group/Member Security Management messages of MAs are transmitted reliably th
bCol.

e security
gorithms,

rough the

Group/Member Security Management
Module

Multicast Session

ks Security Module

TCP/IP (unicast or multicast)

Figure 93 — Protocol block for the group/member security management of MAs
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Key/Message Security Management messages may be transferred using any transport protocol. The transport protocol
may be selected according to the nature of the transferred data types. TL S provides secure communication for TCP over
unicast communication. The Multicast Security Encryption/Decryption and Authentication Modules protect the
multicast packets. These modules contain common symmetric encryption algorithms, hash algorithms, and multicast
security modules defined in this Recommendation | International Standard to protect the multicast packets.

K ey/M essage Security M anagement

Module

TLS

Multicast Session
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Control messages are exchanged between secure RMCP-2 protocol nodes ifh arequest-and-answer manner.

Table 31
Table1 (4

e 5.4).

Security Modate

TCP, UDP, SCTP, IPIP, etc.

IP(unicast or multicast)

Figure 94 — Protocol block for the key/message security management of MAs

Types of secure RM CP-2 protocol messages

hows the messages that are specific to the secure RMCP-2 grotocol. They complement the messags

Table 31 — Secure RMCP-2 messages

s listed in

(control type=

M essages M eanting Operations
SUBSREQ Additional control type=

SERV_USERNDENT in SUBSREQ

Session Initialization

SERV_USER_IDENT) (Subscription request)
RELREQ Additional control type=AUTH
cpntrol type=AUTH i RELREQ (Relay request
( yp ) v Q (Relay reques) Membership Authentication|
RELANS Additional control type=sAUTH_ANS
(contfol type=AUTH_ANYS) in RELANS (Relay answer)
SECAGREQ Security Agreement request
SECLIST Security List
Establishment of Multicast Security Policy
SECALGREQ Security Algorithms request
SECAGANS Security Agreement answer
KEYDELIVER Key Delivery Key Distribution
HRSREQ Head Required Security request Group Member Authentication
HRSANS Head Required Security answer Group Key Distribution ACL Management
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Structure of regional security management

For scalable security management, the secure RMCP-2 protocol supports security functions in two independent regions:

aRM (Relayed Multicast) region and aMM (Member Multicast) region.

The RM region is a management zone of the session key (Ks). It consists of the SM, the SMA and DMASsin a multicast
disabled area.
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The MM

RMAs. They can be connected over a multicast-enabled or a multicast-disabled network. The MM region ¢
one or mqgre MM groups each using its own Kg group key.

Multicast
same mul

Any chan

10

10.1

The SM gupports the establishment of security policies applied to each secure RMCP-2 session, and is respg

user and

session through the-Creation, update, and distribution of key information. The SM also has message encry

decryptiol
10.11
10.1.1.1

16512-2:2011 (E)

T MM—group 1
: multicast—disabled

SMA
+Sending Application A Mr’\r?ljlgtgi::%us?—zdisabled

RM region

g
=
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e

MM-group 3 :
! multicast-enabled

IS /\
S HMA
C4and

Figure 95 — Security management regions

region is a management zone defined by the use of group kéys (Kg). The MM region consists of [

enabled MM groups consist of an HMA, one or nigre candidate HMAs and multiple RMAS that
ticast messages. Candidate HMAs are DMAS that are not connected to the data delivery tree, bu

capabilityf

jeinan MM group is localized within the scope of its own MM group.

Protocol operation

SM operation

MA securitymanagement such as user and MA authentication. It manages the session key for each

h abilitiesthrough the use of TLS and owned cryptography suites.

AdmisSsion control

MAs and
onsists of

bceive the
have the

to assume the role of HMA if required. Multicast-disabled MM groups consist of one DMA an@l multiple
RMAs. Ir] both cases, the RMAs are logically connected direct to their parent DMA on the data delivery tree.

nsible for
RMCP-2
ption and

TL S authentication

TLS authentication is performed in advance of the subscription requests of MAs (SMA, DMAs or RMAS). An MA
establishes a TLS session with the SM according to IETF RFC 3546. The SM, as part of the IETF 3546 procedure,
decides which TLS mode, TLS CERT or TLS PSK, is applied for the verification of the parties concerned. The SM
responds to the MA and, if the mutual authentication is successful, shares a secret key Ky swith the MA.

The SM aso delivers the session key Ks, encrypted using K1_s, to the SMA and the DMAS, but not to the RMAS.

The TLS session with the SMA and DMAs is closed after the session key is delivered, since the SM, SMA and DMAs
exchange control messages that have been encrypted with the session key. The TLS session with RMAs is retained and
not closed until membership authentication with their parent DMA in the secure tree join procedure (see 10.2.4) and the
individual key Kwmas has been established.
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10.1.1.2 Admission of the SMA

A secure RMCP-2 session is initiated through the subscription of the SMA. The SMA first obtains authorization for
providing the contents from the SM. The SMA is authenticated by the SM through the TL S session (see 10.1.1.1) and
then joins the session by exchanging SUBSREQ and SUBSANS messages with the SM. As a result of this, the SMA
receives the session key Ksand is enabled to act as an administrative node of the secure RMCP-2 tree.

10.1.1.3 Admission of DMAs

The DMAS, as prospective trust parties, are invited by the SM to join the session and to establish the DMA network
before the subscription of RMAs. The means of this invitation are outside the scope of this Recommendation |
International Standard.

The DMAs are authenticated by the SM through the TLS session and they join the session through the exchange of
SUBSREQ and SUBSANS messages with the SM. They receive the session key Ks from the SM and join the RMCP-2

The SM ¢onsults with the DMAS joining the session before the announcement of the opening of the securg RMCP-2
session, giving a date and time when the subscription of RMASs begins. The means of this announcement-are qutside the
scope of this Recommendation | International Standard.

10.1.1.4 |Admission of RMAsto open groups

A potentigl RMA will know from the announcement of the session whether or not the session supports opgn groups.
The RMAs are authenticated by the SM through the TLS session and join the session through the ex¢hange of
SUBSRE() and SUBSANS messages with the SM. They do not receive the sessionkey Ks. They join the RMCP-2 tree
through the secure tree join procedure (see 10.2.4).

10.1.1.5 |Admission of RMAsto closed groups

A potentifl RMA will know from the announcement of the session whether or not the session supports clos¢d groups.
Access to membership of closed groups is controlled by the contentprovider (CP). A potential RMA requests$ a service
user idenfifier from the CP. The CP provides a service user identifief to the potential RMA and also sends the service
user idenii{fier, without revealing the identity of the potential RMHA, to the SM. The CP is responsible for thelformat of
thisidentifier and this is not defined in this Recommendation“Imnternational Standard.

When thejsession is opened to RMAs, the RMAS are authenticated by the SM through the TL S session and thgy join the
session through the exchange of SUBSREQ and SUBSANS messages with the SM. The SUBSREQ message shall
contain the service user identifier. The SM shall send aregjection in the RESULT control of the SUBSANS message if
the SM ddes not hold anidentical service user identifier.

procedure

pssagesin
ed by the
cedure of

ipn occurs,
e new key

isdelivered to the SMA and all DMAsm the RMCP 2 session (see Figure 96).
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SM SMA DMAA DMAB

Create Ks | .. |
éi Authentication Procedure through TLS

F 3
v

Ksprotected by TLS session

A J

SUBSREQ

STREQ

STANS

A

SUBSANS

6 g Periodic Update Ks@ @

Figure 96 — Session key management
10.1.2.2 [TLSkey

The TLS key Kt s isaprivate key generated through successful TL S authentication.during admission control.|Each MA
(SMA, DMA and RMA) shares a different Ky_s with the SM, which is not_shared with the other MAs. Klr s is not
updated during the lifetime of the RMCP-2 session.

10.1.3 [Establishment of security policy

When a lew RMCP-2 session is created, the SM, together with the’SMA and the DMAS, establish the secutity policy
for the sepsion. The policy is established through the exchange of 'SECAGREQ, SECLIST and SECAGANS| messages
that enablle the selection of the parametersin Table 32 to define'the level of security that is to be provided, as well asthe
choice of [algorithms to be used. The security policy is thesset of selected attributes of policy items after the agreement
on securify mechanisms.
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Table 32 —Multicast security policy

Item

Attributes

Definition

Further details

CON_EN_DEC_ID

— AES CBC Mode 128-bit key
—AES CTR Mode 128-bit key
—PKCS#1

—SEED

Notifies which encryption/decryption algorithm
is used for content data

See Table 38

GK_EN_DEC_ID

— AES CBC Mode 128-bit key
—AES CTR Mode 128-bit key
—PKCS#1

Notifies which encryption/decryption algorithm
is used for content data for group keys

See Table 38

—SEED

—HMAC-SHA

AUTH_ID —HMAC-MD5 Notifies which hash/MAC algorithm is applied

See Table 39

A
= VIiJJ

—closed

GP_ATTRIBUTE _ open (defaul)

Notifies the nature of the group SeeTq

ble 40

— static

— periodic

— backward

—forward

— periodic+backward

— periodic+forward

— periodict+backward+forward

GK_MECHA Notifies updating properties of the group,key See T4

ble 41

—KDC
—GKMP
—MIKEY
— GSAKMP
—LKH

GK_NAME Notifies which group,key mechanism is used. See T4

ble 42

AUTH_ATTRIBUTE | —membership Notifiesthe type of authentication used See T4

ble 43

AUTH_NAME -MEM_AUTH Notifiesthe authentication mechanism used See T4

ble 44

10.1.4 |Agreement of security mechanisms

10.1.4.1 [SMA and DMAs

The seculfity procedure is initiated after the admission control. The messages are protected by the session ke
the SM, As and DMAs, and by the Kyi-s between the SM and the RMAs. The SMA and the DMAS pg
procedure prior to RMA subscription becadse the server-oriented systems (SMA and DMAS) need to set up th
policy inforder to provide a stable service. The SMA and DMAS (see Figure 97) each request a security
(SECAGREQ) containing their town security mechanisms and algorithms. After a Security Agreetime
examines| the SECAGREQ messages, determines the security policy for the session and sends the secur
(SECLIST) to the SMA and DMASs. If any of these MAs do not have the algorithms of the security policy, th
copies frgm the SM (SECALGREQ) and the SM sends the corresponding security modules to them. The meth
delivery ¢f these modules is outside the scope of this Recommendation | International Standard. The SMA
DMA canfigure the"agreed security mechanisms. After configuration, the MAs send an acknow
(SECAGANS) tathe SM.

/ between
rform the
e security
bgreement

the SM
ty policy
By request
od for the
and each
edgement
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SM SMA DMA

Lz SECAGREQ
Security Agree.time | [ SECAGREQ

Select
security mechanisms

SECLIST

SECLIST

SECAGREQ

SECAGREQ

Download security mechanisms

. i Configure i Configure
" SECAGANS Security Mechanism Security Mechanism
SECAGANS

Figure 97 — Security agreement of DMA and SMA

10.1.4.2 RMAs

When the¢ session is opened for RMA subscription, each RMA requests_ a-security agreement (SECAGREQ) (see
Figure 98). The SM sends the security policy (SECLIST) to the RMA. If the RMA does not have any of the glgorithms
of the sequrity policy, it requests copies from the SM (SECALGREQ) and the SM sends the corresponding security
modules {o the RMA. The method for the delivery of these modulesiis outside the scope of this Recommendation |
International Standard. The RMA configures the agreed secunity’ mechanisms and sends an acknowledgement
(SECAGANSYS) to the SM.

SM RMA A RMAB
SECAGREQ (
) 1 SECAGREQ
SECLIST
SECLIST
. SECAGREQ
SECAGREQ

Download security mechanisms

. Configure Configure
SECAGANS Security Mechanism Security Mechanism

SECAGANS

& Tk

Figure 98 — Security agreement of RMAs

10.1.5 Accesscontrol for RMAS

The SM creates an access control list (ACL) containing hashed MAID and HASHED_AUTH for each authenticated
RMA in the current session. Figure 99 illustrates the ACL procedure. After the session has been opened to RMAS, a
DMA may request an ACL from the SM using an HRSREQ message encrypted by Ks. The SM responds with an
HRSANS message encypted by Ks which contains the ACL. A DMA may update its ACL information through the
periodic exchange of HRSREQ and HRSANS messages with the SM.

A DMA shall reject arequest from an RMA to join the group if the ACL list does not contain the information for that
RMA.
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SM DMA A DMAB
Random TimeI
Create ACL @
_ HRSREQ
HRSREQ
HRSANS N
HRSANS

v

Figure 99 — ACL management

10.2 M A operation

As main|components of the secure RMCP-2 protocol, the SMA and the DMAs are responsible for sgcure tree
configuraion and key management, as well as for group and member management and message encryption/decryption.

10.21 |[Key management for which the SMA and DMAsareresponsible

10.2.1.1 |Group key management

A group key (Kg) is shared between a DMA and its child RMASs, and it is usedin an MM-group for data deljvery. The
Kgisinitjaly created by the DMA and is encrypted by Kyas (see 10.2.1.3) for delivery to its RMAs in the|RELANS
message ¢onfirming successful membership authentication (see 11.2.4).

Kg is upflated by the DMA or RMA according to the update/sconditions selected for the security policy (see the
GK_ME(HA control in Table 32).

DMA RMA

Generate Kg @
REL REQ(control type=AUTH)

| Member authentication procedure |

REL ANS(control type=AUTH_ANS)

Generdte new Kg @l ‘& * Update Kg when updated by both nodes D Generate hew Kg

Gener gte new Kg @ KEYDELIVER(new Kg when updated by only DMA

y

X.603.1(07)Amd.1{09)_F97

Figure 100 — Group key management

10.2.1.2 [Cantentsencryption key management

The contents encryption key (Kc) is shared between the SMA and RMAS in the RMCP-2 session and iIs used to
encrypt/decrypt contents data. Kc is generated by the SMA and is delivered to RMAs through the intermediate DMAS
on the delivery path. Kc is encrypted by Ks for transmission between the SMA and DMAs and is encrypted by Kg for
transmission between the DMAs and the RMASs. Kc key information need not be known by the SM or intermediate
DMAs.

Kc is randomly updated by the SMA at periodic intervals. The delivery of Kc is synchronized with the delivery of the
contents data (see 10.2.7).

10.2.1.3 Membership authentication Key

The membership authentication key Kyas is a private key generated as a result of successful membership authentication
between the RMAs and their parent DMA, as specified in Annex E. Each RMA shares a different Kyas with the DMA
and this is not shared with the other RMAs in the same group. Kyas is not updated while the RMA remains a member
of the relevant group.
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10.2.2  Securesession subscription

The procedure for secure session subscription for the SMA, DMAs and RMAs is described in 10.1.1.2, 10.1.1.3,
10.1.1.4 and 10.1.1.5. This procedureisillustrated in Figure 101.

SM SMA DMA RMA
[ [

Authentication Procedure through TLS
¢ >
- Fias (SUBSREQ))

Fixs(SUBSANS)

Authentication Procedure through TLS
b ,
- Frxrs(SUBSREQ)

Exris(SUBSANS) _

Authentication Procedure through TLS
< o
’ Exas(SUBSREQ)
Fxrs(SUBSANS)

h 4

Figure 101 — Secure MA subscription

10.2.3 [Membership authentication for joining RMCP tree

Although|DMAs are authenticated by the SM through TL S authenti€ation, there is also a need for the DMAs and RMAS
to verify fheir membership authority upon joining the RMCP tree'and for construction of the pathway from the SMA to
the RMAS$. This procedure isimportant for the integrity of the RMCP-2 tree.

The membership authentication procedure defined in AnneX’E is used for mutual authentication.

The procedure is illustrated in Figure 102. The RMA|DMA sends a RELREQ message confirming the dise of the
membersifip authentication mechanism defined -invAnnex E. The SMA|DMA responds with a RELANS message

containing the authentication result in the AUTHY ANS control. If the recipient is an RMA, the message to[the RMA
shall inclyide the KEY_MATERIAL sub-control.

On receipt of confirmation by the RMA;.the TL S session between the SM and the RMA need not be maintaingd.

SMA DMA RMA
RELREQ(control type=AUTH)

RELEREQ(control type=AUTH)

F Y

Member Authentication Procedure ‘

RELANS(control type=AUTH_ANS) ‘

E

Figure 102 — Authentication between MAs

10.24  Securetreejoin

Map discovery (see 6.2.2) occurs before the tree join procedure. Map discovery messages (PPROBREQ and
PPROBANS) between DMAS are securely transmitted using Ks. Map discovery messages between RMAs and DMAs
are delivered with hashed AUTH in plain text.
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The tree join procedure is illustrated in Figure 103. Membership authentication (see 10.2.3) and group key distribution
are processed. When the group key update is required (as indicated by the defined GK_MECHA code in the SECLIST,
see Table 41), the parent DMA (see Note) of the RMA joining the tree re-creates and distributes the group key to its
RMAs using the GK_NAME mechanism selected for the security policy (see Table42). When this procedure is

completed,

the TL S session between the SM and the RMA is closed.

NOTE — In the case of a multicast-enabled group, the parent DMA will be the HMA.

Q PMA CMA RMA A RMAB
SMA (DMA) HNMA new member existing member
Exs(PPROBREQ)
Exs(PPROBREQ) *
EKs(PPROBANS)
EKs(PPROBANS)
” PPROBREG
Exs(RELREQ) . Exs(RELREQ) | PPROBANS ,
Membership authentication :
RELRE
Membership authentication ! - Q
EKs(RELANS)
Exy(RELANS) ¥ Knas aut rglllthc'sa n Kwas
Create a group key Kg Exnas(RELANS) " K
Exg(Data) Exg(Data) Exg(Data) Exg(Data)
[Exe(KEYDELIVER(EKMAs(Kg")
by security palicy on defined GK_NAME and GK_MECHA
Exg'(Data) Ekg:(Data) Eirg'(Data) Exg'(Data)

NOTE — The PPROBREQ, PPROBANS and:REL REQ messages between RMA A and the HMA are
not encrypted, as RMA A has not yet received the Kmas or Kg keys.

Figure 103 — Securetreejoin

10.25 |[Securetreeleave
Whenevef an HMA, DMA or RMA {eaves the group, the group key or the session key may be updated on the defined
GK_ME(HA code of multicastsecurity policy (see Table 41).
10.25.1 [Leave of RM Awfrom multicast-enabled and multicast-disabled areas
When an|RMA leavés; it notifies its parent DMA (its HMA in the case of multicast-enabled areas) and it ig truncated
from the free. The DMA acknowledges the result, and updates and distributes the updated group key to the femaining
members|(see Figure 104). No further notification is required.
PNA TN, RVt R¥NAF
DMA HMADMA + Receiving Application + Receiving Application
Exg(LEAVREQ)
[Update group key Kg’|
by securify policy
in case af centralized creation Ekg(LEAVANS)
[Exyas(KEYDELIVER(Kg"))]
» Ke'
Ekg'(Data) Ekg(Data)
Figure 104 — Secure leave of RMA
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10.2.5.2 Leaveof HMA from a multicast-enabled area

Figure 105 illustrates the HMA leave procedure. The HMA issues a leave request to its members, and announces the
leave to its candidate HMAs. The successful candidate HMA joins the RMCP-2 tree and announces its existence to the
RMAsin its MM group. The RMAS request to re-join tree and perform membership authentication with the new HMA.
The RMAs are then able to receive multicast data normally from the new HMA, and the old HMA |eaves the RMCP-2
tree or see Figure 105.

Parent Candidate Existing RMA A RMA B

DIVIA HMA HMA + Receiving application + Receiving application

10.2.5.3

Figure 10p illustrates the leave of a DMA from a multicast-disabled area. The DMA (PMA A of B, C) ann

departure
procedure
The PMA

confirm the graft to the RMCP tree. The PMA of B, C then initiates the leaving procedure with its PMA.

EKs(RELREQ) Exg(HLEAVE)

EKe(LEAVREQ)

Exaras{ EAVANS)

ErMas (LEAVANS)

EH A RTRI AT TR

Membership authentication *
Eks(RELANS) | ]:;HASHED_KTI,S(RE[.REQ) |
create a group - P2 3 e ey e |
key Kg’ EHASHED KTLS(RELREQ)~ |
Membership authentication
EHASHED KTis(RELANS) e
| = » g
Membership authentication
EHASHED K1Ls(RELANS) Ca J Kg
Exg'(Data) , Exg’(Data)
Exs(LEAVREQ) O
—
EKs(LEAVANS)

Figure 105 -HMA leavein multicast-enabled area
L eave of DM A from a multicast-disabléd area
from the RMCP treeto its children.B, C. CMAs B and C search for their candidate PMA and perfor

as shown in Figure 106. CMASs’B and C request to join the RMCP tree at the node of the candid
verifies authenticity of CMAs B and C, and if the authentication check is successful, it sends RH

DUNCES its
m the join
ate PMA.
FLANS to
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Candidate PMAof B,c ~ FMA Aof B, C CMA B CMA
UMYy (DMA) (DMA) (RMA
Exvas(LEAVREQ)
Exnas(LEAVREQ)
Exg(Data) Exg(Data)
| EK<(RELREQ)
Membership authentication
create a gl'.l)'ll‘p: EKS(RELA‘VS) >
) ExMas(RELREQ)
Membership-authentication
Exvas(RELANS) e
Exg'(Data) Exg'(Data) Ekg'(Data) '
~ EKuas(LEAVANS)
I Exs(LEAVREQ) : Exmas(LEAVANS)
EKs(LEAVANS) |

Membership authentication is performed between the RELREQ and RELANS messages in cases when 4
expelled by the PMA. If the SM expelsan MA, the LEAVVREQ and LEAV ANS messages are en/decrypted.

10.2.6

All secur¢ RMCP-2 messages between the SM) SMA and DMAS are encrypted using agreed encryption alg
ST. Messages between RMAs and.their parent DMA are encrypted by Kyas, a shown in Table 33.

the SECL|

Figure 106 — DMA leave in multicast-disabled area

Control message encryption/decr yption

Table 33 — Encryption of basic and secure RM CP-2 protocol messages

I SO/IEC 16512-2:2011 (E)

L CMA is

prithms in

Key
M essages Meaning

DMA RMA

SUBSREQ@ Subscription request Ks Krs
SUBSANS Subscription answer Kris

PPROBREQ Parent probe request N/A

PPROBANS Parent probe answer N/A

HSOLICIT HMA solicit N/A

HANNOUNCE HMA announce N/A

HLEAVE HMA leave N/A
RELREQ Relay request Kwas
RELANS Relay answer Kmas
STREQ Status report request Krs
STANS Status report answer Krs
STCOLREQ Status collect request N/A
STCOLANS Status collect answer N/A
LEAVREQ L eave request Kmas
LEAVANS L eave answer Kmas
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Table 33 — Encryption of basic and secure RM CP-2 protocol messages

Key
M essages Meaning
DMA RMA
HB Heartbeat N/A
TERMREQ Termination request HASHED Ky g
TERMANS Termination answer HASHED Ky g
SECAGREQ Security agreement request Krs
SECLIST Security list Kris
SECALGREQ Security algorithm request Kris
SOCEUAGANS DtLUIiLy ayreciTicrit ariswel NTLS
KEYDELIVER Key delivery Kwas Kg
HRSREQ Head Required Security request N/A
HRSANS Head Required Security answer IN/A

10.2.7 [Encryption/decryption and delivery of contents data

The contgnts are securely forwarded from the SMA to RMAs through the RMCP tree. Streaming or reljable data

encrypted by Kc is delivered to individual RMAs without a decryption process at the intermediate nodes. I contrast,

the key information is encrypted at intermediate nodes. The SMA encrypts Kc using/Ks and delivers it to DMAS. The

DMAs t decrypt the key information and encrypt it using Kg for delivefy to RMAs in their own MW groups.

Figure 10 illustrates how the encryption and decryption may be implemented:

The data and key information may be delivered separately. If separately transmitted, they should be synchronized.
NOTE|-The encrypted data is efficiently transmitted to the RMAs‘without change in order to reduce the time of
encrypfion/decryption by the intermediate nodes. Faster transmission)is-enabled due to the considerably reduced cpmputation
time.

——————— ' E}J-[;('c-l;;i:ﬂ P []u};; i
TN o RMA )
| DMA ) —_—
AN
[cone [etem]| [emglewon (oo
P S 7 R S~
/ \ / N i .
L\\\HhsMﬁJ/'__!—"‘r.___ _\hDMAJ‘/ ( mwa )
oo T
A II_: RMA
E_n_(_rc_c_);;i i_ _n_(;.&_};; _i
NOTE - E(M) and D(M) refer to encrypted and decrypted data. E(Kc) and D(Kc) refer to encrypted
and decrypted contents key 1nformation. Subscripts refer to keys used to encrypt (M) and (Kc). The
suffixes kg 2 aNd kg p are used to distinguish different group keys used in separate MM groups.
Figure 107 — Example of data encryption/decryption
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11 Format of secure RM CP-2 messages

111 Common format for secure RM CP-2 messages
The common format for secure RMCP-2 messages is the same as for RMCP-2 messages (see 7.1 and Figure 31) except
that:

a) all secure RMCP-2 messages, including those that are defined for RMCP-2 in 7.3 and used in the secure
RMCP-2 protocol, shall be defined as version 0x4; and

b) therange of valid Node Types for secure RMCP-2 messages is SM|SMA|DMA|RMA.

11.2 Secure RM CP-2 messages

This subclause defines those messages that are specific to RMCP-2 security. They are used in addition to the messages
already dgfined in 7.3. Specific reference is made to the values for individual parameters that are defined in tables
associated with clause 12.

11.21 [SUBSREQ message

The SUBBREQ message for RMCP-2 is defined in 7.3.1 and its common format fields are shown,in Figure 4D. For use
in secure RMCP-2, the following common format fields in the SUBSREQ message shall be setyas indicated bdg ow:

a) Version— Thisfield denotes the current version of RMCP-2. Its value shall"beset to 0x4.

b) Node type— This field denotes the message issuer's node type. Its value-shall be set to one of the SMA,
DMA or RMA coded asin Table 34.

The remajning common format fields for SUBSREQ messages shall be as specified in 7.3.1.

0 8 16 31

Control Type _
SERV_USER_IDENT) Length (variable)

SERV_USER _ID (variable length)

Figure108 — SERV_USER_IDENT control data

This subdause defines an additional SERV_USER_IDENT control type for use in secure RMCP-2, in order fo confirm
that the RMA issuing the SUBSREQ message has been registered by the Content Provider for participation|in closed
groups (gee 10.1.1.5)~The SERV_USER IDENT control type shal be used only when the RMA joing a secure
RMCP-2 pession inwhich the MM groups are defined as closed.
The formgt of the-SERV_USER _IDENT control type is shown in Figure 108. The description of each field js as
follows:

e \“SFRV_LISFR IDENT

a) Control type — This field denotes SERV_USER IDENT control. Its value shall be set to 0x22
(see Table 36).

b) Length—Thisfield shall be set to the length in bytes of the SERV_USER_IDENT control in bytes.

¢) SERV_USER ID — This field denotes the service user identifier allocated to the RMA by the
Content Provider (see 10.1.1.5). Its value shall be identical to that provided to the RMA by the
Content Provider.

NOTE — The length of the SERV_USER _ID field and the SERV_USER_IDENT control will be dependent on the length of
the identifier provided by the Content Provider.

Rec. | TU-T X.603.1 (03/2010) 73


https://iecnorm.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

| SO/IEC 16512-2:2011 (E)

11.2.2 SUBSANS message

Two additional result codes, specific to the secure RMCP-2 protocol, are defined in Table 45 in order to record reasons
for rejecting the subscription of an RMA due to a missing or unrecognized SERV_USER ID in the SUBSREQ
message, in cases where the session supports closed groups. These values extend the range of valid codes but do not
affect the formatting of the RESULT control of the SUBSANS message specified in 7.3.2.

11.23 RELREQ message

11.2.3.1 The RELREQ message for RMCP-2 is defined in 7.3.8, and its common format fields are shown in Figure 56.
For use in secure RMCP-2, the following common format fields in the RELREQ message shall be set as indicated
below:

a) Version-—Thisfield denotes the current version of RMCP. Its value shall be set to 0x4.
b) Node type— Thisfield denotes the message issuer's node type. Its value shall be set to one of the DMA or

DAA-A ] el H. DU N .V
NIVIA CUUCU, ASTIT T dUIT O5.

The remalning common format fields for RELREQ messages shall be as specified in 7.3.8.

0 8 16 31

Control Type
(AUTH)

Length (= 4) AUTH_NAME Reserved (0x00)

Figure 109 — AUTH control data

11.2.3.2 [This subclause defines an additional AUTH control for use in secure RMCP-2 in order to initiate mémbership
authenti cEi on. This control is a mandatory part of the secure RMCP_2 REDREQ message.

The formdt of the AUTH control typeis shown in Figure 109. The deseription of each field isasfollows:
* AUTH

a) Control type— Thisfield denotes AUTH control. Its value shall be set to 0x23 (see Table 36).

b) Length—Thisfield denotes the length in bytes of the AUTH control. Its value shall be set o 0x04.

¢) AUTH_NAME - This field denetes the authentication mechanism. Its value shall be sgt to 0x01
denoting MEM_AUTH (see Table 44).

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.

11.2.4 |RELANS message

11.2.4.1 |[The RELANS message far RMCP-2 is defined in 7.3.9, and its common format fields are shown in Figure 58.
For use ip secure RMCP-2, the fellowing common format fields in the RELANS message shall be set ag indicated
below:

a) Version— Thisfield denotes the current version of RMCP. Its value shall be set to Ox4.

b) Node type— This field denotes the message issuer's node type. Its value shall be set to one of the SMA or
DMA toded, asin Table 34.

The remalning.common format fields for RELANS messages shall be as specified in 7.3.9.

0 8 16 24 31
Control Type -
(AUTH_ANS) Length (= 4) Auth_result Key_Flag
Sub-control type S
(KEY_MATERIAL) Length (= variable up to 0x804) Key Type
Key DATA

Figure 110 — AUTH_ANS control, including KEY_MATERIAL sub-control
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11.2.4.2 This subclause defines an additional AUTH_ANS control for use in secure RMCP-2 in order to notify the
result of membership authentication. This control is a mandatory part of the secure RMCP_2 RELANS message.

Figure 110 shows the format of the AUTH_ANS control type and its KEY_MATERIAL sub-control type. The
description of each field of the AUTH_ANS control isasfollows:

AUTH_ANS

a)

Control type — This field denotes the AUTH_ANS control. Its value shall be set to 0x24 (see
Table 36).

b) Length — This field denotes the length in bytes of the AUTH_ANS control. Its value shall be set
to Ox04.
c) Auth_result — This field denotes the result of authentication. Its value shall be set to 0x01 for

successful authentication; in the case of unsuccessful authentication, the value shall be set to one of

11.2.4.3

to Ox00. T

11.25
11.251

the other codesin Table 46.

d) Key Flag—Thisfield denotes the presence or absence of key information in the KEY _MATERIAL
sub-control of the AUTH_ANS control. Its value shall be set to 0x01 if key information i$ provided
in the message; its value shall be set to 0x00 if thisinformation is not provided.

The KEY_MATERIAL sub-control shall not be included in the RELANS message. if ithe key flag is set
he description of each field of the KEY_MATERIAL sub-control is as follows:
- KEY_MATERIAL

a) Sub-control type — This field denotes the KEY_MATERIAL sub<contral. Its value shall be set to
0x01 (see Table 37).

b) Length—Thisfield shall be set to the total length of the KEY \MATERIAL sub-control ir] bytes. Its
value shall not exceed 0x804.

c¢) Key Type— This field denotes the type of the key infermation. Its value shall be set to pne of the
codevaluesin Table 47.

d) Key DATA-Thisfield shall contain key information resulting from 10.2.3, and it shall bg included
if the receiver isan RMA.

SECAGREQ message

The format of the SECAGREQ message is shown in Figure 111. The description of each field is as fpllows:

a) Ver — Thisfield denotes the current Vérsion of RMCP. Its value shall be set to 0x4.

b) NT —Thisfield denotes the message issuer's node type. Its value shall be set to one of the SMA|, DMA or

RMA coded asin Table 34.

C) Message type — This field-denotes the type of SECAGREQ message. Its value shall be sat to 0x21

(see Table 35).

d) Length — This fieldhshall be set to the total length in bytes of the SECAGREQ message including the
control data.

e) Session ID.—Thisfield shall be set to the 64-bit value of Session ID as defined in 7.1.1.

f) MAID&This field denotes the proposed MAID of the SECAGREQ sender. Its value shall cpntain the
local IPaddress and port number.

0) (Control data — The controls associated with the SECAGREQ message are specified in 11.2.5.2-11.2.5.5.

The following conditions apply to the use of these controls:

The SMA_PROPOSE control 1n I1.25.7°1S used by the SMA 10 propose values to the SM for
GR_ATTRIBUTE, GK_MECHA and CON_EN_DEC ID and shal be included in a SECAGREQ
message sent by the SMA. This control shall not be included in a SECAGREQ message sent by a DMA

or an RMA.

The controls in 11.2.5.3-11.2.5.5 are used to indicate the capabilities of the SMA and DMAs during the

establishment of the security policy (see 10.1.3 and 10.1.4). These controls shall not be incl

uded in a

SECAGREQ message sent by an RMA or by a DMA that joins the session after the security policy has

been established.
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11.2.5.2
follows:

0

4 8 16 24 31

NT Message type .
Ver (0x4) (SVIAIDMAJRMA) (SECAGREQ) Length ( variable)

Session 1D (64)

MAID (of the SECAGREQ sender)

Control data (variable length) !

Figure 111 — SECAGREQ message

The format of the SMA_PROPOSE control is shown in Figure 112. The descfiption of each flield is as

> SMA_PROPOSE
a) Control type — This field denotes the SMA_PROPOSE controh. Its value shall be set to 0x11 (see
Table 36).
b) Length—Thisfield denotes the length in bytes of the SMA_PROPOSE control. Its value shall be set
to Ox08.
c) GP_ATTRIBUTE — This field denotes the group property proposed by the SMA. Its valye shall be
set to one of the code valuesin Table 40.
d) GK_MECHA — This field denotes the update property of the group key proposed by the|SMA. Its
value shall be set to one of the code valyesin Table 41.
€) CON_EN DEC ID - This field denotes the contents encryption algorithm proposed by the SMA.
Its value shall be set to one of thetode values less than 1x00 in Table 38.
f) Reserved —Thisfield is reserved for future use. Its value shall be set to 0x00.
0 8 16 24 31
Control Type _
(SMA_PROPOSE) Length (= 8) GP_ATTRIBUTE GK_MECHA
CON_EN_DEC_ID Reserved (0x00)
Figure112—-SMA_PROPOSE control
11.2.5.3 [The fafmat of the GK_MECH_CAPAB control is shown in Figure 113. This control may be repeatad in order

to indicat

76

p sevéral mechanisms, each with their own order of preference. The description of each field is asfoljows:

GK_MECH_CAPAB

a)
b)
<)

d)

Control type—This field denotes the GK_MECH_CAPAB control. Its value shall be set to 0x12
(see Table 36).

Length — This field denotes the length in bytes of the GK_MECH_CAPAB control. Its value shall
be set to 0x04.

GK_NAME - Thisfield denotes a security mechanism held by the SMA or DMA for possible usein
the secure RMCP-2 session. Its value shall be set to one of the code valuesin Table 42.

PREFER — This field denotes the priority of the proposed security mechanism in the preceding
field. Its value shall be set to an integer in the range 1 to 6. The integer '1' shall indicate the highest
priority.
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- : 16 24 31
(GK_CI\;I)ECr:cI)-ll_T()Z/KTDAB) Length (= 4) GK_NAME PREFER
(GK_CI\;)rI;[CrZCI)-llj()Z/K?DAB) Length (= 4) GK_NAME PREFER
(GK_Cl\jl)g(r:ﬂ_TgX?DAB) Length (= 4) GK_NAME PREFER

Figure113-GK_MECH_CAPAB control

11.2.5.4 Theformat of the EN DEC CAPAB control is shown in Figure 114. This control may be repeated in order to

indicate spvera mechanisms, each with their own order of preference. The description of each field is as folloys:

a)

b)

0)

d)

- EN_DEC_CAPAB

Control type— This field denotes the EN_DEC_CAPAB control. Its value shalhbe’set to|0x13 (see
Table 36).

Length — This field denotes the length in bytes of the EN_DEC_CAPAB-control. Its valye shall be
set to 0x04.

EN_DEC ID — This field denotes a proposed encryption algorithim jheld by the SMA or[DMA for
possible use in the secure RMCP-2 session. Its value shall be’set to one of the code|values in
Table 38.

PREFER — This field denotes the priority of the propesed security mechanism in the [preceding
field. Its value shall be set to an integer in the range 1te 5. The integer '1' shall indicate the highest
priority.

: 8 16 24 31
(ENE%%@_(IXF;?A B) Length (= 4) EN_DEC_ID PREFER
(EN(i(II))nérc(:)l_(-irXﬁ)DeA B) Length (= 4) EN_DEC_ID PREFER
(ENE%nérgl_gﬁ?A B) Lengthr(= 4) EN_DEC_ID PREFER

Figure114—EN_DEC_CAPAB control

11.2.5.5 [The format of the AUTH_ALG_CAPAB control is shown in Figure 115. This control type may be repeated in
order to indicate several, mechanisms, each with their own order of preference. The description of each field is as

follows:

a

- AUTH'ALG_CAPAB

Control type— This field denotes the AUTH_ALG_CAPAB control. Its value shall be s¢t to 0x14
(see Table 36).

D)
0)

d)

Cength— This Tield denotes the fength in bytes of the AUTH_ALG_CAPAB control. 1ts value shall
be set to 0x04.

AUTH_ID — Thisfiled denotes a hash/MAC agorithm held by the SMA or DMA for possible usein
the secure RMCP-2 session. Its value shall be set to one of the code valuesin Table 39.

PREFER — This field denotes the priority of the proposed security mechanism in the preceding
field. Its value shall be set to an integer in the range 1 to 3. The integer '1' shall indicate the highest
priority.
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0 16 24 31
(AUTCHcin:I?lC-II)C/:FfPA B) Length (=4) AUTH_ID PREFER
(AUTCHTAUS:;?&%PA B) Length (= 4) AUTH_ID PREFER
(AUTCHcinAtrflePépAePA B) Length (= 4) AUTH_ID PREFER

11.2.6
11.26.1

11.2.6.2

78

SECLIST message

Figure 115—-AUTH_ALG_CAPAB control

hetormat of the SECLIST message Is snown in FHgure 116. The description of each field IsasTaollgws:

in Table 34.

data.

a) Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x4.
b) NT — Thisfield denotes the message issuer's node type. Its value shall be set to the code Value f]

€) Session ID —Thisfield shall be set to the 64-bit value of Session ID\as'defined in 7.1.1.
f) MAID —Thisfield denotes the MAID of the SECLIST recipient; ltsvalue shall be as defined in

g) Control data— The controls associated with the SECLIST message are specified in 11.2.6.2-1112.6.6. All
of these controls are a mandatory part of the message.

0 8 16 31
NT Message type :
Ver (0x4) (SM) (SECLIST) Length (variable)
Session ID

MAID (of the SECLIST recipient)

Control data (variable length)

[Theformat of the GK_MECH control is shown in Figure 117. The description of each field isasfall

Figure 116 — SECL I ST message

or the SM

c) Message type— Thisfield denotesthe SECLIST message. Its value shall be set/to 0x22 (see Talle 35).
d) Length—Thisfield shall be set to the total length in bytes of the SECL1STMiessage including t|

he control

7.1.2.

lows:

«  GK_MECH

a) Control type — This field denotes the GK_MECH control. Its value shall be set to 0x15 (see

Table 36).

b) Length— Thisfield denotes the length in bytes of GK_MECH control. Its value shall be set to 0x08.

¢) GP_ATTRIBUTE — This field denotes the group property for the security policy. Its value shall be
set to one of the code valuesin Table 40.

d) GK_NAME - This field defines the group key mechanism for the security policy. Its value shall be
set to one of the code valuesin Table 42.

e) GK_MECHA — Thisfield denotes the update property of group key for the security policy. Its value
shall be set to one of the code valuesin Table 41.
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0 8 16 24 31
Control Type _
(GK_MECH) Length (= 8) GP_ATTRIBUTE GK_NAME
GK_MECHA Reserved (0x00)

Figure 117 —GK_MECH control

11.2.6.3 Theformat of the AUTH_MECH control is shown in Figure 118. The description of each field is as follows:
e AUTH_MECH

a) Control type — This field denotes the AUTH_MECH control. Its value shall be set to 0x16 (see
Table 36).

b) Length—Thisfield denotes the length in bytes of the AUTH_MECH control. Its value shall be set to
0x04.

¢) AUTH_ATTRIBUTE - This field denotes the authentication type for the security jpolicy] Its value
shall be set to 0x01 denoting MEMBERSHIP (see Table 43).

d) AUTH_NAME — This denotes the authentication mechanism for the security ‘policy. Its alue shall
be set to 0x01 denoting MEM_AUTH (see Table 44).

0 8 16 24 31
Control Type _
(AUTH_MECH) Length (= 4) AUTH_ATTRIBUFE AUTH_NAME

Figure 118 —AUTH_MECH control

11.2.6.4 [The format of the CON_EN_DEC _ALG control is shown in Figure 119. The description of each field is as

follows:

- CON_EN_DEC ALG

a) Control type — This field denotes.the CON_EN_DEC _ALG control. Its value shall be s¢t to 0x17
(see Table 36).

b) Length — This field denotes.the length in bytes of the CON_EN_DEC_ALG control. Its alue shall
be set to 0x04.

¢) CON_EN_DEC ID=-This field denotes the contents encryption agorithm for the security policy.
Its value shall be set'to one of the code values in Table 38.

d) Reserved —Thisfield isreserved for future use. Its value shall be set to 0x00.

0 8 16 24 31
Control Type -
CON_EN_DJEE ALG) Length (= 4) CON_EN_DEC ID Reserved (0x00)

Figure119—-CON_EN _DEC_ALG control

11.2.6.5 The format of the GK_EN_DEC_ALG contral is shown in Figure 120. The description of each field is as

follows:

« GK_EN_DEC ALG

a)
b)
<)

d)

Control type— Thisfield denotesthe GK_EN_DEC_ALG control. Its value shall be set to 0x18 (see
Table 36).

Length — This field denotes the length of the GK_EN_DEC_ALG control in bytes. Its value shall be
set to 0x04.

GK_EN_DEC ID - This field denotes the group key encryption algorithm for the security policy.
Its value shall be set to one of the code valuesin Table 38.

Reserved — Thisfield is reserved for future use. Its value shall be set to 0x00.
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31

(GK_EN_DEC_ALG)

Control Type Length (= 4) GK_EN_DEC_ID Reserved (0x00)

Figure120—GK_EN_DEC_ALG control

11.2.6.6 Theformat of the AUTH_ALG control is shown in Figure 121. The description of each field is as follows:

 AUTH_ALG
a) Control type — This field denotes the AUTH_ALG control. Its value shall be set to 0x19 (see
Table 36).
b—tength="Thrsfretddenotes thetengthrmrbytes of the AU TFH—ALEGcontrotttsvatueshal] be set to
0x04.

¢) AUTH_ID —Thisfield denotes the hash/MAC agorithm for the security policy. Itsvalue spall be set

to one of the code valuesin Table 39.
d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.

8 16 24

31

Control Type

(AUTH_ALG) Length (= 4) AUTH_ID Reserved (0x00)

Figure 121 —AUTH_ALG contrel

11.2.7 [SECALGREQ message
11.2.7.1 [Theformat of the SECALGREQ message is shown in Figure 122. The description of each field is agfollows:

8)
b)

C)
d)

€)

f)

Q)

Ver — This field denotes the current version of RMCP. Its value shall be set to 0x4.

NT — This field denotes the message issuer's node type. Its value shall be set to one of the SMA, DMA or

RMA coded, asin Table 34.

Message type — This field denotes the SECALGREQ message. Its value shall be set to
Table 35).

Length — This field shall be setto the total length in bytes of the SECALGREQ message inc
control data.

Session ID — This field.shalt’be set to the 64-bit value of the Session ID as defined in 7.1.1.

Dx27 (see

uding the

MAID — This field denotes the MAID of the SECALGREQ sender. Its value shall be formatted as

defined in 7.1.2.

Control data—-The controls associated with the SECALGREQ message, together with the
applying te.their use, are specified in 11.2.7.2-11.2.7.6.

0 4 8 16 24 31

NT Message type .
Ver(0x4) | sMADMAIRMA) | (SECALGREQ) Length (variable)

ronditions

Session ID (64)

MAID (of the SECALGREQ sender)

Control data (variable length)

Figure 122 — SECAL GREQ message
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11.2.7.2 The format of the GK_MECH_DELIVER control is shown in Figure 123. This control shall only be used by
the MA sending the SECALGREQ message when it does not hold the GK_NAME security algorithm, or when the
configuration of this algorithm has failed (see the agreement of security mechanisms procedure in 10.1.4). The
description of each field is asfollows:

GK_MECH_DELIVER

a) Control type — Thisfield denotes the GK_MECH_DELIVER control. Its value shall be set to Ox1A
(see Table 36).
b) Length — Thisfield denotes the length in bytes of GK_MECH_DELIVER control. Its value shall be
set to 0x04.
¢) GK_NAME - This field denotes the group key mechanism for the security policy. Its value shall be
identical to that in the GK_NAME field in the GK_MECH control of the SECLIST message
(see11.2.6.2d).
) Reserved — ThisTiad s resarved Tor TUtre USe. 115 value shall be St 10 UX00.
0 8 16 24 31
Control Type _
(GK_MECH._DELIVER) Length (= 4) GK_NAME Reserved (0x00)
Figure 123 -GK_MECH_DELIVER control
11.2.7.3 [The format of the AUTH_MECH_DELIVER control is shown in Figure 124. This control shall only be used
by the MA sending the SECALGREQ message when it does not hold the AUTH_NAME security algorithn), or when

the configuration of this algorithm has failed (see the agreement of security mechanisms procedure in 10{1.4). The

descriptign of each field isasfollows:
* AUTH_MECH_DELIVER

a) Control type — This field denotes the AUTH “*MECH_DELIVER control. Its value shall be set to
0x1B (see Table 36).

b) Length — This field denotes the lengthn bytes of the AUTH_MECH_DELIVER control| Its value
shall be set to 0x04.

¢) AUTH_NAME - This field denotes the authentication mechanism for the security policy| Its value
shall be set to 0x01 denotingMEM_AUTH (see Table 44).

d) Reserved—Thisfield isréserved for future use. Its value shall be set to 0x00.

0 8 16 24 31
A UTHCI\‘/"”E"COLTépEeUVER) Length (= 4) AUTH_NAME Reserved (0x00)

11.2.7.4
by the M
when the

Figure 124 —-AUTH_MECH_DELIVER control

The format of the CON_EN_DEC DELIVER control is shown in Figure 125. This control shall on
\ sendihg the SECALGREQ message when it does not hold the CON_EN_DEC ALG security ag

y be used
orithm, or

configuration of this algorithm has failed (see the agreement of security mechanisms procedurein 10.1.4). The

descriptio

n of each field isasfollows:

CON_EN_DEC_DELIVER

a) Control type — This field denotes the CON_EN_DEC DELIVER control. Its value shall be set to
Ox1C (see Table 36).

b) Length — Thisfield denotes the length of the CON_EN_DEC DELIVER control in bytes. Its value
shall be set to 0x04.

¢) CON_EN DEC ID - This field denotes the contents encryption algorithm for the security policy.
Its value shall be identical to that in the CON_EN_DEC ID field of the CON_EN _DEC ALG
control in the SECLIST message (see 11.2.6.4 c).

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.
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0

16

24

31

Control Type
(CON_EN_DEC _DELIVER)

Length (= 4)

CON_EN_DEC_ID

Reserved (0x00)

Figure125—-CON_EN_DEC_DELIVER control

11.2.7.5 The format of the GK_EN_DEC DELIVER control is shown in Figure 126. This control shall only be used
by the MA sending the SECALGREQ message when it does not hold the GK_EN_DEC_ALG security algorithm, or
when the configuration of this algorithm has failed (see the agreement of security mechanisms procedure in 10.1.4). The
description of each field isasfollows:

GK_EN_DEC_DELIVER

a)

Control type — This field denotes the GK_EN_DEC_DELIVER contral. Its value sh

al be set

b)

0

d)

to OxID(seeTable36):
Length — This field denotes the length in bytes of the GK_EN_DEC_DELIVER control
snall be set to 0x04.

GK_EN_DEC ID - This field denotes the group key encryption algorithm for the secur
Its value shall be identical to that in the GK_EN_DEC ID field of the GK, EN_DEC AL
in the SECLIST message (see 11.2.6.5 ¢).

Reserved — Thisfield is reserved for future use. Its value shall be set t6~0x00.

16

24

Its value

ty policy.
G control

31

Control Type
K_EN_DEC_DELIVER)

Length (= 4)

GK_EN_DECAD

Reserved (0x00)

11.2.7.6

Figure 126 —-GK_EN_DEC_ DELYER contral

The format of the AUTH_ALG_DELIVER controkisshown in Figure 127. This control shall only he used by
the MA dending the SECALGREQ message when it doesnot hold the AUTH_ALG security algorithm, or
configurglion of this algorithm has failed (see the agreéement of security mechanisms procedure in 10
descriptign of each field is asfollows:

AUTH_ALG_DELIVER

when the
1.4). The

a) Control type— Thisfield'denotesthe AUTH_ALG_DELIVER control. Its value shall be sgt to Ox1E
(see Table 36).

b) Length — This field, denotes the length in bytes of the AUTH_ALG _DELIVER control{ Its value
shall be set to 0x04.

¢) AUTH_ID~Fhis field denotes the hash/MAC agorithm for the security policy. Its value shall be
identicalte/that in the AUTH_ID field of the AUTH_ALG control in the SECLIST| message
(see 11.26.6 C).

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.

0 8 16 24 31
Control T
ANY AL G Dl vER) Length (= 4) AUTH_ID Reserved (0x00)
Figure 127 —AUTH_ALG_DELIVER control
11.2.8 SECAGANS message

11.2.8.1 Theformat of the SECAGANS message is shown in Figure 128. The description of each field isasfollows:

82

a)
b)

0)

Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x4.

NT — This field denotes the message issuer's node type. Its value shall be set to one of SMA, DMA

or RMA coded, asin Table 34.

Message type — This field denotes the SECAGANS message. Its value shall be set to 0x23 (see

Table 35).
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d) Length—Thisfield shall be set to the total length in bytes of the SECAGANS message including the
control data.

€) Session ID —Thisfield shall be set to the 64-bit value of the Session ID as defined in 7.1.1.

f)  MAID — This field denotes the MAID of the SECAGANS sender. Its value shall be formatted as
defined in 7.1.2.

g) Control data—The SEC_RETURN control specified in 11.2.8.2 is a mandatory part of the
SECAGANS message.

0 4 8 16 24 31
NT Message type .
Ver (0x4) (SVIADMAJRMA) (SECAGANS) Length ( variable)

Session ID (64)

MAID (of the SECAGANS sender)

Control data (variable length)

a)
b)

<)

d)

Figure 128 — SECAGANS message

The format of the SEC_RETURN control is shown in Figure 129. The description of each field is as|follows:
SEC RETURN

Control type — This field denotes the'SEC_RETURN control. Its value shall be set to Px1F (see
Table 36).

Length — This field denotes thedfength in bytes of the SEC_RETURN control. Its value shall be set
to Ox04.

SEC_RETURN - This field denotes the result of SECAGREQ request. Its value shall be st to 0x01
for a successful return;;the value for other results shall be indicated by one of the other femaining
codesin Table 46;

Reserved — Thisfield is reserved for future use. Its value shall be set to 0x00.

8 16 24 31

Control Type
(SEC_RETURN)

Length (= 4) SEC_RETURN Reserved (0x00)

11.2.9
11.291

KEYDELIVER message

Figure 129 - SEC_RETURN control

Figure 130 shows the format of the KEY DELIVER message. The description of each field is as follows:
Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x4.
NT — This field denotes the message issuer's node type. Its value shall be set to:

a)
b)

d)

€)

0x01, the coded value for SM in Table 34, for the delivery of the Ks key information; or
0x05, the coded value for DMA in Table 34, for the delivery of the Kg key information; or
0x02, the coded value for SMA in Table 34, for the delivery of the Kc key information.

Message type — This field denotes the KEYDELIVER message. The value shall be set to 0x24 (see
Table 35).

Length — This field shall be set to the total length in bytes of the KEYDELIVER message including the
control data.

Session ID — This field shall be set to the 64-bit value of Session ID asdefined in 7.1.1.
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f)  MAID — This field denotes the MAID of the KEYDELIVER recipient. Its value shall be as defined
in7.1.2.

g) Control data— The KEY_INFO control and its KEY_MATERIAL sub-control, specified in 11.2.9.2 and
11.2.9.3, are amandatory part of the KEYDELIVER message.

0 4 8 16 24 31

NT Message type .
Ver(04) | (quisMAIDMA) | (KEYDELIVER) Length (variable)

Session ID (64)

MAID (of the KEYDELIVER sender)

Control data (variable length)

Figure 130 —KEYDELIVER message

11.2.9.2 [The format of the KEY _INFO control and its KEY_MATERIAL\sUb-control is shown in Figurg 131. The
descriptign of each field of the KEY _INFO control is asfollows:

* KEY_INFO
a) Control type — This field denotes the KEY INFO control. Its value shall be set to Px20 (see
Table 36).
b) Length — This field denotes the lengtlivof the KEY _INFO control in bytes. Its value shall be set
to 0x04.

c) Key_Type-Thisfield denotes thetype of the proposed key information. Its value shall belset to one
of the code values in Table 42

0 8 16 24 31
AL Length (= 4) Key_Type Reserved (0X00)
(KEY_INFO) -

Sub-control type .
(KEY_MATERIAL) Length (= variable up to 0x804) Key Type

KEY_DATA

Figure 131 —KEY_INFO controal, including KEY_MATERIAL sub-control

11.2.9.3 The description of each field of the KEY_MATERIAL sub-control isasfollows:
« KEY_MATERIAL

a) Sub-control type — This field denotes the KEY_MATERIAL sub-control. Its value shall be set to
0x01 (see Table 37).

b) Length—Thisfield shall be set to the total length in bytes of the KEY_MATERIAL sub-control. Its
value shall not exceed 0x804.

¢) Key Type— This field denotes the type of the key information. Its value shall be set to one of the
codevaluesin Table 47.

d) KEY_DATA — Thisfield shall contain the time information and seed value needed to generate the
key identified by Key Type.
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11.210 HRSREQ message

The format of the HRSREQ message is shown in Figure 132. The description of each field is as follows:

a)
b)

0)
d)
e

f)

Ver — This field denotes the current version of RMCP. The value shall be set to 0x4.

NT — This field denotes the message issuer's node type. Its value shall be set to the coded value for DMA
in Table 34.

Message type — This field denotes the HRSREQ message. The value shall be set to 0x25 (see Table 35).
Length — Thisfield denotes the length in bytes of the HRSREQ message. Its value shall be set to 0x14.
Session ID — Thisfield shall be set to the 64-bit value of Session ID as defined in 7.1.1.

MAID — This field denotes the proposed MAID of the HRSREQ sender. Its value shall be formatted as
definedin 7.1.2.

NOTE — There is no control data associated with the HRSREQ message.

11.211
112111

8)
b)

C)
d)

€)
f)
0)

HRSANS message

0 8 16 24 3
Ver (Ox4) | NT (DMA) '\?%E‘é‘;e Length (variable)
Session ID (64)
MAID (of the HRSREQ sender)

Figure 132 - HRSREQ message

The format of the HRSANS message is shown in Figure 133, The description of each field is asfol|ows:

Ver — This field denotes the current version of RMCP. Its value shall be set to 0x4.

NT — This field denotes the message issuer's node.type. Its value shall be set to 0x01, the codeg value for
the SM in Table 34.

Message type — This field denotes the HRSANS message. Its value shall be set to 0x26 (see Taljle 35).

Length — Thisfield shall be set to the tetal length in bytes of the HRSANS message including the control
data.

Session ID — Thisfield shall beset to the 64-bit value of Session ID as defined in 7.1.1.
MAID — Thisfield denotes the MAID of the HRSANS recipient. Its value shall be as defined in|7.1.2.

Control data — The ACL_LIST control its ACL_DATA sub-control, specified in 11.2]11.2 and
11.2.11.3, are amandatory part of the HRSANS message.

0 8 16 24 31
Ven(oxd) | NT(SM) '\?ﬁl\?’s‘)’e Length (variable)
Session ID (64)

MAID (of the HRSANS recipient)

Control data (variable length)

Figure 133 —HRSANS message
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