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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

A biometric verification process executed at a remote site is exposed to many risks, for example,
falsified reference, forged captured biometric data, and unreliable biometric products, etc. How can the
validator check whether a biometric verification process, carried out in a remote site, is trustworthy?
This document gives a mechanism to cope with this problem.

In general, the reliability of the result of a biometric verification process is dependent both on the
security of the process executed and on the functional performance of the biometric products used.
If products offering a better functional performance are used, the result will be more reliable. If the
products are not secure or the process has been executed in an insecure environment, then the result
will ndtbereliable.

Internet environment, the validator of a biometric verification process. usuplly does not

directly know about the biometric products used or about the process(es) executed at
Authentication Context for Biometrics (ACBio) provides a solution to the aboveproblem
securify risks of biometric authentication, by sending information about ‘the produl

h remote site.
and mitigates
cts used and

the prpcesses executed at the remote site to the validator if the biometric processing has resulted

successsfully.

ACBio|defines data formats for evidence data generated by biometric processing units (BPUs), such as
a senspr, smartcard or comparison device, which are carried inndata structures called ACBio instances.
ACBio|specifies a trust and assurance mechanism based on<digital signature technology to provide
assurgd information about the BPU and its execution ef the biometric enrolment and verification
procedses where the assured information about the BPU is provided as BPU report |ssued by the
vendor of the BPU. This is based on the Public Key Infrastructure (PKI) technology gnd PKIX (see
9594-8 and RFC 3852). An ACBio instance.carries information about the biometfic processing
BPUs), biometric reference and biometsic" verification results that together dharacterise a
biomefric verification transaction. Assurance ©of the information in an ACBio instance if provided by
digital| certificates associated with the relevant elements of the information. These cdrtificates are
issued| by trusted certification authorities’in registration processes which gather evidence about the
BPUs 4nd their verification performance capabilities, and the biometric reference and ghe binding to
a knoyn subject. The certificates serve two purposes. Firstly, to provide assurance df the identity
of the[source of the biometric transaction (the BPUs) and the biometric reference, and secondly to
provide assurance for the biometric verification result contained in the transaction. WitH all the ACBio
instanges sent to the validatar, it can check the integrity of the data transmitted betwgen BPUs. The
real-time information of‘presentation attack detection is not provided with this docunjent. The BPU
reportf may, however, eontain the assurance information of the PAD mechanism. ACBio rgcognizes that
privacy requirements-concerned with the storage of biometric data must comply with lpcal laws and
legislafion on data‘privacy. ACBio ensures that the validator can validate the result of the biometric
verification pnocess without receiving private data, such as the biometric sample acqujred from the
claimant or the biometric reference used for comparison.

An ACBio.instance is a report that is encoded using the Basic Encoding Rules (BER) jof ASN.1 [see
[SO/I1 ,_commonly supported by cryptographic too vendors. The syntax is
algorithm independent and supports provision of data integrity and data origin authentication. In
regard to cryptographic algorithms, those specified by ISO/IEC JTC 1/SC 27 are recommended, though
any algorithm appropriate for use by a given community may be used.

This document reflects the progress in biometric technology for protection of biometric data such as
renewable biometrics specified in ISO/IEC 24745 and others by extending the variation of biometric
data types transmitted between biometric subprocesses, and in addition establishes a new biometric
capability model which makes the validation of ACBio instance(s) simpler. This has resulted in some
changes to the ASN.1 module which will give rise to inter-operational incompatibilities between
systems implementing different versions of the ASN.1 modules.
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Information technology — Security techniques —
Authentication context for biometrics

1 Scope

This document defines the structure and the data elements of Authentication Context for Biometrics

(ACBio), which is used for checking the validity of the result of a biometric enrolment an
procegs executed at a remote site. This document allows any ACBio instance to @c
biometric processes related to enrolment and verification. The specification of ACBio\is

Message Syntax (CMS) schema whose concrete values can be represented using a co
encoding. This document does not define protocols to be usedbetween entities such as B
and vglidator. Its concern is entirely with the content and encoding of the ACBio inst
varioufs processing activities.

2 Normative references

The following documents are referred to in the text in such a way that some or all of]
constifutes requirements of this document. For dated references, only the edition cite
undate¢d references, the latest edition of‘the referenced document (including any amendmnj

ISO/IHC 2382-37, Information technblogy — Vocabulary — Part 37: Biometrics
ISO/IEC 9594-2, Information Technology — Open Systems Interconnection — The Directory

ISO/IEC 9594-8, Information technology — Open Systems Interconnection — The Directc
and atfribute certificate\frameworks

ISO/IEC 24745, Information technology — Security techniques — Biometric information pro

3 Terms and definitions

d verification
company any
hpplicable not
The real-time
he assurance
PU report.

ryptographic
mpact binary
PUs, claimant,
ances for the

their content
d applies. For
ents) applies.

Models

ry: Public-key

tection

D/IEC 9594-8,

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org/

NOTE

Terminology in this document has been updated where possible to conform to ISO/IEC 2382-37:2017.

However, to maintain maximum compatibility with the terminology and type names in ASN.1 module in the first

edition of this document, certain terms have been carried over from the previous edition.
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3.1

ACBio instance
report generated by a BPU compliant to this document to show the validity of the execution result of
one or more subprocesses executed in the BPU

3.2

biometric capability class
class of configurations for how the biometric enrolment/verification can be divided into single or
multiple BPU roles

Note 1 to entry: There are four biometric capability classes defined in this document:

all-in-one

storage-ay

sensor-on
Note 2 to entry

3.3
biometric pr
BPU

trusted imple|

Note 1 to entry

loa deaac loalader) 1
| VIVLIITLLIV CAPAdUITIty J L1d oSS,

sensor-andl-comparator (biometric capability) class;

d-others (biometric capability) class; and
y (biometric capability) class.

: To express each biometric capability class, "biometric capability"” is usually omitted.

pcessing unit

mentation of a collection of biometric subprocesses implemented in a single physic

: A BPU commonly comprises biometric subprocesse$that are sequential in the process fld

biometric veriffication.

Note 2 to entr}

- Application/service requirements typicallysrequire BPU subprocesses to meet a unifor]

of security assyirance. In ACBio, assurance is achieved thr@ugh a BPU evaluation process that is authentic

means of an X.

3.4

biometric pr
BPU certificd
X.509 certific

3.5

biometric pr
BPU certifics
X.509 certific

3.6
biometric pr
BPU function

b09 certificate embedded in an ACBio instance.

pcessing unit certificate
te
hte that is issued to a BPU\by a certification authority

pcessing unit certification authority
tion authority
htion authority which issues BPU certificates

pcessing unit function report
reépert

report on the

h] unit

w for a

m level
hted by

unction of the BPU generated by the manufacturer of the BPU

3.7

biometric processing unit 10 Index
BPU IO Index

integer number uniquely assigned to each biometric data stream between BPUs by the subject which
utilizes the function of the BPU (e.g. a software) and used by the validator to reconstruct the data flow

among BPUs
3.8

biometric processing unit report

BPU report

report on a BPU, which consists of a BPU function report and a BPU security report

© ISO/IEC 2019 - All rights reserved
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3.9

biometric processing unit security report

BPU security report

report on the security of a BPU, which contains an assurance information of the security of the BPU

Note 1 to entry: The assurance information on PAD mechanism, if present in the BPU report, shall be included in
the BPU security report.

3.10

biometric reference

one or more stored biometric samples, biometric templates or biometric models attributed to a
biometric data subject and used as the object of biometric comparison

EXAMRBLE Face image stored digitally on a passport, fingerprint minutiae template on a National ID card or
Gaussigan Mixture Model for speaker recognition, in a database.

Note 1|to entry: A biometric reference may be created with implicit or explicit use-of\auxiliary data, such as
Univergal Background Models.

Note 2 fo entry: The subject/object labelling in a comparisonmight be arbitrary,In séme comparisqns, a biometric
refererjce might be used as the subject of the comparison with other biometricreferences or incoming samples
and input to an algorithm for biometric comparison. For example, in a_duplicate enrolment chgck a biometric
referer]ce will be used as the subject for comparison against all other biometric references in the ¢latabase.

Note 3[to entry: A term "biometric reference template” is also*used to mean biometric reference partly
in this|document. See NOTE at the beginning of Clause 3.

[SOURLE: ISO/IEC 2382-37:2017, 3.3.16, modified — Note3 to entry has been added.]

3.11
biomgtric reference template certificate
BRT certificate

certifigate that is issued to a biometric reference by a BRT certification organization arld enables the
validafor to determine the authenticity ofithe biometric reference

3.12
biometric reference template céertification organization
BRT certification organization

organization which issues BRT certificates

3.13
biometric subprocess
subprpcess

part of an overall'‘biometric enrolment or verification process performing a specific functjon

Note 1| to, éntty: Biometric subprocess functions is one of the following: data capture, intermmediate signal
proces$ing) final signal processing, storage, comparison, and decision.

3.14

BPU role

combination of biometric functionalities provided by a BPU whose combination of functionalities is
specified in this document

Note 1 to entry: A BPU role can be referenced by a name that describes the biometric functionality provided by the
BPU: all BPU role, sensor BPU role, comparator-with-storage BPU role, comparator BPU role, and storage BPU role.

3.15
captured biometric reference
captured biometric sample or combination of captured biometric samples used as a biometric reference

© ISO/IEC 2019 - All rights reserved 3
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3.16

control value
random number provided by a validator by which the validator can check whether an ACBio instance is
generated at the validator’s request or not

3.17

declaration expression
explicit expression of BPU function report in which information on the subprocesses and data flows are

contained

3.18

enrolment organization

organization

3.19
evaluation o
organization

3.20
final signal p
signal proces

Note 1 to entry

3.21
intermediate
intermediate
reference

Note 1 to entry
compared agai

3.22
intermediate
any manipula

Note 1 to entryj
defined in plac

Note 2 to entry
and used for cdq

3.23
on-card bio
0OCBC

which handles enrolment and creates and stores biometric references

"ganization
which evaluates a BPU function or security

rocessing
ing stage immediately preceding biometric comparison

: See NOTE at the beginning of Clause 3.

biometric reference

hst a biometric sample.

signal processing
kion of a biometric sample that\does not produce biometric features

: In ISO/IEC 2382-37, "intermediate biometric sample processing” (ISO/IEC 2382-37:2017, ]
e of "intermediate signal processing”. See NOTE at the beginning of Clause 3.

: The term "biometric feature" is defined as numbers or labels extracted from biometric s
mparison in ISO/1E€2382-37:2017, 3.3.11.

etric comparison

performing cpmparison and decision making on an IC card where the biometric reference is reg
on-card in ordéxto enhance security and privacy

3.24
processed bi

biometric sample or combination of intermediate biometric samples used as a biometric

r: An intermediate biometric reference is pro¢essed through biometric final processing apd then

.5.9)is

amples

tained

ometric reference

processed biometric sample or combination of processed biometric samples used as a biometric

reference

3.25
processed bi

ometric sample

biometric sample or biometric feature set input to an algorithm for biometric comparison to a biometric

reference(s)

Note 1 to entry: ISO/IEC 2382-37, a term "biometric probe" (ISO/IEC 2382-37:2017, 3.3.14) is defined in place of

"processed bio

metric sample". See NOTE at the beginning of Clause 3.
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3.26

renewable biometric sample

biometric sample which has a property of a transform or process to create multiple, independent
transformed biometric data derived from one or more biometric samples obtained from the same data
subject and which can be used to recognize the individual while not revealing information about the
generative biometric data

Note 1 to entry: Renewablity is defined in ISO/IEC 24745:2011 as: property of a transform or process to create
multiple, independent transformed biometric references derived from one or more biometric samples obtained
from the same data subject and which can be used to recognize the individual while not revealing information
about the original reference. This definition is only applicable to biometric reference. The definition in this
document is slightly modified from that in ISO/IEC 24745:2011 so that it can be applied to biometric sample as
well as[pTOTEtTIC TEfeTENTE DeCause the DIOIMELTIC SAIMpIe I Tenewabte biometrics siroutd be 5o transformed that
it can be compared with a renewable biometric reference.

3.27
role expression
implic]t expression of BPU function report for BPU which has a BPU role

3.28
subprpcess index
integer uniquely assigned to each subprocess within a BPU by the manufacturer of the BAU

3.29
subprpcess 10 index
uniqug integer assigned to each data stream between subprocesses in a BPU so that the|validator can
recongtruct the data flow between subprocesses in the BPU

3.30
validator
<of bipmetric verification> entity which makes a decision on whether the result of a biometric
verificption process is acceptable or not, based on the policy, using one or more comparison decisions
and pgssibly other information, supported-by ACBio instances

4 Symbols and abbreviated terms

ACBio AuthenticationContext for Biometrics

ASN.1 Abstract Syntax Notation One as defined in the ISO/IEC 8824 series

BER Basic En¢oding Rules (of ASN.1)
BIR Biometric Information Record
BRT Biometric Reference Template

CBEFF Common Biometric Exchange Formats Framework as defined in ISO/IEC 19785-1

CMS Cryptographic Message Syntax as defined in RFC 3852 and RFC 5911
FAR False Acceptance Rate

FRR False Rejection Rate

PAD Presentation Attack Detection

© ISO/IEC 2019 - All rights reserved 5
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PKI Public Key Infrastructure

STOC Store On Card

URI Uniform Resource Identifier

5 Model and framework of ACBio

5.1 Biometric enrolment and verification process model and Biometric Processing Unit

This document-defines the structure and the data elements of Authentication Context for Biometrics

(ACBio), whic
process execy
processesed

ACBio’s desigh is based on the following biometric subprocesses:

a) data capf]

h is used for checking the validity of the result of a biometric enrolment and vetifjcation
ted at a remote site. An ACBio instance shall be accompanied witha biometricidata putput
y a BPU for biometric enrolment and verification.

ure: this subprocess captures biometric information from a claimant and converfgs it to

a capturg
signal pr

d biometric sample. The captured biometric sample is transnditteéd to the internjediate
cessing subprocess for further processing;

b) intermedjate signal processing: this subprocess receives a captured biometric sample and
transforms it into an intermediate biometric sample. The intermediate biometric sample is

transmitfed to the final signal processing subprocess for further processing;

c) final signpl processing: this subprocess receives an intermediate biometric sample and trangforms
it into a processed biometric sample. The processed ‘biometric sample through the final|signal
processing is transmitted either to the comparisonssubprocess (for verification) or to the dtorage
subprocesps (for enrolment as the biometric reference). There is a variation of the output of the final

signal pr

d) storage:
reference
Figure 1 :

cessing, a renewable biometric sample;

this subprocess stores one of thiee types of biometric reference; captured bi
(Key item 1 in Figure 1 and Eigure 2), intermediate biometric reference (Key it
ind Figure 2), or processed biometric reference (Key item 3 in Figure 1 and Figure £). One

of the thrj
Asinc),t

e) comparis
claimant,
the biomg
calledac

NOTE
is differern

pe types of biometric reference will be compared with a biometric sample for verification.
here is a variation for processed biometric reference, renewable biometric referenc

pn: this subprocgéss receives a biometric sample, which is acquired originally from a
and can be further processed or not, and a biometric reference. This subprocess corppares
tric samplesand the processed biometric reference, and calculates the similarity, which is
bmparisoficscore. The comparison score is transmitted to the decision subprocess.

Theprocessing of comparing a renewable biometric sample with a renewable biometric reference
t ffom that of comparing a processed biometric sample with a processed biometric reference.

However,

hey are not distinguished in this document. They are distinguished only by the data ingut into

the subprocess. If a BPU A executes the comparision subprocess and another BPU B executes the final

signal pro

cessing subprocess or the storage subprocess, the BPU B does not know whether the BPU A can

process the data submitted from the BPU B. In the ACBio framework, only the application system knows the
compatibility of the data exchanged between the BPUs through the negotiation between them in advance.
See B.1.2.5 for details.

f) decision:
the score

this subprocess receives a comparison score from the comparison subprocess, evaluates
under rules determined by the security policy in use, decides the validity of the claimant’s

identity, and outputs the comparison decision, match or non-match, which is sent to the validator.

Besides the above six subprocesses biometric products generally have PAD mechanism. Figure 1 shows
a general model of biometric verification including PAD mechanism. However, PAD is not discussed
further in this document because it is dealt with only in the assurance information in the BPU reportin

this documen

t. For more details of PAD, see ISO/IEC 30107-1.
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captured intermediate processed ) .
biometric biometric bi i comparison comparison
lometric score decision
sample /e o\ sample _
data 5 ! —comparison > decision
capture signal
processing
T * processed
i ' biometric
. ! reference

storage

----» presentation attack detectionf--------------------------------- '

Figure 1 — General model of biometric verification including PAD mechanjism

Figure 2 shows three cases of biometric enrolment process where the storage subprocess|stores:
1) captured biometric samples,
2) infermediate biometric samples, and

3) prpcessed biometric samples.

storage storage storage

intermediate
biometric
reference

captured
biometric
reference

processed
biometric
reference

data A intermediate final 4
capture signal signal
P processing processing
— — pr—

P

intermediate
biometric
sample

captured
biometric
sample

processed
biometric
sample

Key

1 storage subprocess which stores captured biometric samples

2 storage subprocess which stores intermediate biometric samples
3  storage subprocess which stores processed biometric samples

a2 Possible untrusted network.

Figure 2 — Biometric enrolment process model

The small black disks with Key a in Figure 2 mean that an untrusted network may intervene at the
points, i.e., a captured biometric sample, an intermediate biometric sample, and a processed biometric
sample can be transferred through untrusted networks.
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Figure 3 shows three cases of biometric verification process model where the storage subprocess
stores a captured biometric reference, an intermediate biometric reference, and a processed biometric
reference.

data

capture
—

storage

captured
biometric
reference

intermediate
signal
processing

storage

intermediate
biometric
reference

final
signal

processing
=

storage

processed
biometric
reference

comparison

decision

captufed
biometric
samgle

intermediate
biometric
sample

/ processed
>
>

biometric
sample

comparison

o conpariso)

captyred
biometric
sample

Key

W N =

[}

The small blagk disks with Keyayin Figure 3 mean the same as in Figure 2.

This document considers_énly biometric data flows in Figure 3 and does not consider any othg
biometric datp flows such.as auxiliary data in renewable biometrics.

5.2 BPUrdle and biometric capability class

storage supprocess which stores captured biometric saifiples
storage supprocess which stores intermediate biometric samples
storage supprocess which stores processed biometric samples
Possible untrusted network.

score

4 decision

intermediate
biometric
sample

processed
biometric
sample

Figure 3 —Biometric verification process model

I non-

5.2.1 Overview

When implementing biometric systems, the various biometric subprocesses that compose the system
are often grouped together into components called biometric processing units (BPUs). The groupings
reflect the physical and architectural details and the grouping of biometric subprocesses in the system
implementation. Commonly used combinations of BPU functionalities are described and defined as
BPU roles in this document. In principle, a BPU can include any grouping of biometric subprocesses
but, in practice, BPUs commonly comprise biometric subprocesses that are sequential in the overall
process flow for a biometric verification. BPU roles that equate to commonly used combinations of BPU
functionality are defined in 5.2.2.
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NOTE Only commonly used combinations of BPU functionalities are expressed as BPU role, i.e. there are
BPUs whose functionalities cannot be expressed as a BPU role. For example, a BPU does not have an expression
of a BPU role if it consists only of the decision subprocess. In such cases, declaration expression is used for the
BPU function report. In policy-based authorization where authorization is done based on defined policies which
include those on authentication, a service consuming the result of authentication can have a preference for the
configuration for biometric verification. Biometric capability classes are specified for this purpose. For the
benefits of BPU roles and biometric capability classes, see NOTE in 7.2.2.3, B.1.2.5, and B.1.3.5. See also B.3.

5.2.2 BPUrole

5.2.2.1 General

Biomelric products and systems are often implemented using one or more BPUs.’ Thg grouping of
subprgcesses into BPUs typically matches the physical structure of the product or $ystem, e.g. a
physicpl sensor unit may contain the sensor itself plus signal processing elements. The typical grouping
of biorhetric subprocesses into a BPU defines the BPU role. The BPU roles\described in this document
reflect subprocess groupings that are commonly found in biometric products and systems} Although the
concepjt of BPUs and BPU roles can be applied to multimodal and mulfi-biometric systemis, the concept
of BPUroles is not extended to multimodal and multi-biometric systéms in this document.

5.2.2.2 BPU role for biometric enrolment

The all-BPU-enrolment role is a BPU role which contains all the subprocesses used| in biometric
enrolment, that is data capture, intermediate signal processing, final signal processing, and storage
subprgcesses. The all-BPU-enrolment role is presented in Figure 4. There is a variation whre processed
biomefric sample is replaced with renewable biometric sample.

/ Captured intermediate processed \
biometric . biometric biometric
sample sample

final

i / signal
processing processing

3

Figure 4 — All-BPU-enrolment role

data
capture

The serser-BRYU ralaic o BDIL wn‘e "A'yhin]q coptains tha data contra conbnracace T oy oo htain the fina]

T DT o ToOrCTo DT U TUT cIrco ottt co ptuT SO o P o T e IoT T ity © O

signal processing subprocess and the intermediate signal processing subprocess. If it contains the final
signal processing subprocess, then it shall also contain the intermediate signal processing subprocess.
There are three patterns of sensor BPU role which are shown in Figure 5. There is a variation where
processed biometric sample is replaced with renewable biometric sample.
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Figure 5 — Patterns of sensor BPU role

nd-others-if-any BPU role is a BPU role which shall, contain the storage subproce
ain the capture subprocess. It may contain the intérmediate signal processing a
focessing subprocess. If it contains the intermeédiate signal processing subprocesp, then
pntain the final signal processing subprocessx»There are three patterns of storage-and-
BPU role which are depicted in Figure 6. There are variations where processed bi

ss but
d the

etric

/ \ Y
captpred intermediate processed proces 5_ed
biometric] A biometric biometric biomefric
sample e diate sample Ginal\ sample sample
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processing processing
3 X
- J \ J
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biomgtric biometric
sample .
signal
processing
i

10

\

Figure 6 — Patterns of storage-and-others-if-any BPU role
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The all-BPU-verification role is a BPU role which contains all the subprocesses used in biometric
verification. The all-BPU-verification role is presented in Figure 7. There are variations where
processed biometric sample is replaced with renewable biometric sample.

-
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) biometric biometric biometric
data sample _/final sample=
capture / S|gnal_
processing processing
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decision

comparison
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biometric
reference
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proceg
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signal
processin

d
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processed
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sample

comparison,
scoré

mef
mpi

final
signal
processing

decision

processed
biometric
reference

storage

comparison
decision

Figure 7 — All-BPU-verification role

nsor BPU role, which is defined in 5.2.2.2, is used also in bjometric verification.

mparator-with-storage BPU role is a BPU role which shall contain the storage, cofparison, and
n subprocesses. But it shall not contain the captuté subprocess. It may contain the
processing and the final signal processing subprocess. If it contains the intermpediate signal
sing subprocess, then it shall also contain thefinal signal processing subprocess. T
hs of comparator-with-storage BPU role which are depicted in Figure 8. There 3
processed biometric sample is replaced{#ith renewable biometric sample.

intermediate

here are three
ire variations

procpﬁ/sed

biometric

sample

comparison

comparison
decision

.

omparisor

score
decigi

processed
biometric
reference

[

interphediate processed i
bigmetric biometric comparison
sample score
ampl Final sample

signal
processing

omparisor

processed
biometric
reference

\

decision

comparison
decision

>

\

/

Figure 8 — Patterns of comparator-with-storage BPU role

The comparator BPU role is a BPU role which shall contain the comparison and decision subprocessess
but shall not contain the storage subprocess. It may contain the data capture, intermediate signal
processing, and final signal processing subprocess. If it contains a subprocess of the three, then it
shall also contain the latter subprocess(es). There are four patterns of comparator BPU role which are
shown in Figure 9. There are variations where processed biometric sample is replaced with renewable

biometric sample.
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Figure 9 — Patterns of comparator BPU role

The storage BPU role is a BPU role which consists only of the storage subprpcess. There is orlly one

pattern for t
biometric sa

4 processed

-

o

biometric X
reference

storage

)

5.2.3 Biometric capability class

5.2.3.1 General

Figure 10 — Storage BPU role

e storage BPU role as shown in Figure 10. There is a variation where processed the
ple is replaced with renewable biometric sample.

In this document, BPU roles can be combined into a higher order structure representing the fungtional
capability of [the combination. This construct is named biometric capability class. The biometric

capability clagsesdefined in this document are described in 5.2.3.2 and 5.2.3.3.

5.2.3.2 Bio

Clric CApP4aDIIIty Classes 10T DIomelric enroiment

There are three classes. In the first and the second classes, all the subprocesses are executed at the
client side while the biometric reference is stored at the server side in the last class. The all-in-one
enrolment class is a biometric capability class which consists of an all BPU enrolment role.

Combination of sensor BPU role and sensor-and-others-if-any BPU role makes sensor-and-storage class.
There are three cases of sensor-and-storage class as depicted in Figure 11. There are variations where
processed biometric sample is replaced with renewable biometric sample.

12
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Figure 11 — Three cases of sensor-and-storage class

There 3 : SH¥e where-the shaded parts
are executed at the server side. There are variations where processed biometric sample is replaced
with renewable biometric sample.
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Figure 12 — Three cases of sensor-only-enrolment class

5.2.3.3 Biometric capability classes for biometric verification

There are four classes. In the first three classes, all the subprocesses are executed at the client side
while the biometric comparison subprocesses is executed at the server side in the last class. The all-in-
one verification class is a biometric capability class which consists of an all BPU verification role.

A combination of sensor BPU role and comparator-with-storage BPU role makes sensor-and-comparator
class. There are three cases of sensor-and-comparator class as depicted in Figure 13. There are
variations where processed biometric sample is replaced with renewable biometric sample.
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Figure 13— Three cases of sensor-and-comparator class
A combpination of storage’BPU role and comparator BPU role makes storage-and-others cl
four cases of storage-and-others class as shown in Figure 14. In three cases, the sensor
plays g role in the)storage-and-others class. There are variations where processed the bio
is replpced with a'renewable biometric sample.
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Figure 14 — Four cases of storage-and-others class

There are three cases for sensor-only-verification class as shown in Figure 15 where the shaded parts
are executed at the server side. There are variations where the processed biometric sample is replaced
with a renewable biometric sample.
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Figure 15 — Three cases of sensor-only- verification class
NOTE The scope of this document is restricted to biometric enrolment and verificationl However, the

technology can be applied to biometric identification where the configuration at the client side is one of
the configurations in Figure 15. The processing at the server side of biometric identification can validate the
processing at the client side with the ACBio instance generated at the client side.

5.3 Framework for use of ACBio

5.3.1 General

The technology in this document is designed to be used for remote biometric authentication for policy-
based authorization, for example, in on-line bankings/shoppings (see B.3). In such cases, the provided
service can change depending on how the authentication result can be trusted, that is the policy on
authorization of the service provider. The policy may contain the configuration of biometric enrolment/
verification process. In such a circumstance, the configuration is generally negotiated before the
enrolment/authtentication itself, i.e., in the negotiation phase of enrolment/authentication, and also
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checked at the enrolment/authentication phase whether the configuration satisfies the condition which
is already negotiated at the negotiation phase. The biometric capability classes are defined so that they
are used in the enrolment/authentication phases. See B.1.2.5 and B.1.3.5 for examples of how biometric
capability class is used.

ACBio validation information is provided by ACBio instances which are data structures that can provide
assurance concerning the recognition performance and security capabilities of the BPU. ACBio instances
contain X.509 certificates that authenticate the BPU and assure the information it provides. The X.509
certificates are provisioned through a production process conducted between the BPU manufacturer
and the relevant certification authority.

ACBio gives information to the validator of a biometric verification process how it is done. For that to

be done, in 5!
the enrolmen
process. The
certificate bu
are generalizd

5.3.2 Prep:

In the produc
with the publ
what shall be

iration in the production process

prepared in the production process of BPUs.

3.2 to 5.3.5 glve an overview of what shall be done 1n the production process 01 BPUs,
[ process of the biometric reference, the biometric verification process, and thelval

ASN.1 module specified in this document uses the X.509 certificate as-publlic-key
[ the concept itself is not limited to the X.509 certificate. In 5.3.2 to 5.3.5, the-descr]ptions
d by using the term “public-key certificate” instead of “X.509 certificate

dation

Lion process, the manufacturer of BPU prepares the BPU reperttand stores it into the BPU
ic key pair of the BPU and the public-key certificate of the-public key. Figure 16|shows
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Figure 16 — Preparation in the production process

The manufacturer of a BPU shall generate a public/private key pair (1 in Figure 16) and request the
public-key certificate authority to issue a public-key certificate for the public key (2 in Figure 16) in
advance. The private key is used to digitally sign the BPU report.

If security evaluation of the BPU is done by an evaluation organization (4 in Figure 16), a BPU security
report (see 7.2.3) digitally signed using the private key of the evaluation organization is issued () in
Figure 16), which is to be a part of the BPU report.

The manufacturer of the BPU shall generate the BPU report which is digitally signed with the private
key of the manufacturer (6 in Figure 16). The BPU report provides trusted information about the BPU to
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the validator when ACBio instance is checked. Next, the manufacturer shall generate a public key pair of
the BPU (7 in Figure 16) and have a BPU certificate (see 7.1) issued by a BPU certification authority (8 in
Figure 16). The BPU certificate is a public-key certificate of the public key of the BPU. The private key of
the BPU is used later to digitally sign ACBio instances generated by the BPU.

The manufacturer should rotate keys to sign different BPU reports to anticipate the impact of any
potential leakage of previously used keys, and it is additionally recommended to embed a different
private key per product of the BPU, for example.

The BPU report or its referrer, the private key of the BPU, and the BPU certificate shall be stored in
the BPU before shipping the product of the BPU. The BPU shall have a function to generate a digital
signature for digitally signing ACBio instances using the BPU’s private key.

Examples of p
and B.1.3.2 fo

5.3.3 Preparation in the subject enrolment process
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into a BPU.
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Therefore, any AE€Bio instance sent to the BRT certificate contains no BRT certificate eve
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model

ificate
ificate

under
e (1 in
17).

called
/). The

e is digitally signed using the privatekey of the BRT certification organization. The BRT

stored.

of the
cation
Ccess.

is not
n if the
subject

20

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=fc72f1e28056995e68775b0067ac1909

isg

BwWw N R

stq

5.3.4

ACBio
valida
partin

Figure

Figure
stores

refere

© ISO/IEC 2019 - All rights reserved

of
BRT

enrolment

A 4

storing
in
BPU

ISO/IEC 24761:2019(E)

storing
in
BPU

enfolment of BRT
stqring of BRT in BPU

1Ce.

uance of BRT certificate
ring of BRT certificate in BPU

3

issuance
of
BRT Certificate

BRT certification organization

Figure 17 — Prepardtion in the enrolment process

ACBio instance generation in.the biometric verification process

applies the challenge-resppnse mechanism to prevent the success of replay
or shall send the challefige to the claimant and the claimant shall make all the BPUs that take a
the biometric verification set the challenge into the ACBio instances they generat¢

httackes. The

18 outlines the (biometric verification process and its validation process when ACBio is used.
18 shows three/cases of biometric verification process models where the storage subprocess
a captured biometric reference, an intermediate biometric reference, and a processed biometric
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The small bldck disk in Figure 18 means that an untrusted network may intervene at the points, i.e.

biometric dat

In a biometr

h in Figure 18 canbetransferred through untrusted networks.

c verification, process, each BPU shall pack the BPU certificate information (tHe BPU

certificate itgelf or itseferrer), the BPU report information (the BPU report itself or its referrer)
into the data|of type(agBioContentInformation (see Clause 6) to show later which subprocesd(es) of
Verification are executed on which BPU. In addition, the BRT certificate information

ACBio instance shows which biometric reference is used in the biometric ver1f1cat10n The data of type
ACBioContentInformation shall also contain the challenge from the validator, called the control value,
and the hash value(s) of the input/output biometric data to/from the BPU, which enables the validator
to validate the consistency of the transmission of biometric data between BPUs.

By adding the digital signature to the data of type AcBioContentInformation with the private key of the
BPU, the ACBio instance is generated.

Examples of ACBio instance generation are provided in B.1.2.4 for the STOC model and B.1.3.4 for the

OCBC model.
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Validation of biometric verification process with ACBio instances

In this ACBio framework, the validator receives not only the comparison decision, the result of
biometric verification, but also the ACBio instance(s) with which the validator can validate the result of
the executed biometric verification.

The validator can validate the authenticity and integrity of ACBio instance by verifying the digital
signature with the BPU certificate. This shows also that the BPU has taken a part of the biometric
verification process. The validator can obtain the result of security evaluation of the BPU by referring
to the BPU report, and the authenticity of the biometric reference used in the biometric verification
process by referring to the BRT certificate. The validator can also validate the consistency of the
communication between BPUs and between the BPUs in the biometric verification process by checking

the ha
the va
can de

NOTE
the apy
to BPU

If nece
the ev

Examy
for the

6 Al

6.1 ¢

6h values in the biometric process blocks. By checking the control value in the AGB
idator can know whether there has been a replay attack or not. With all of these
cide the level of trust for the result of the executed biometric verification process.

In the cheking process, two types of indexes are used, one from BPU reports and the
lication program which calls BPUs. The integrity of the former is achieved by‘the digital s
reports while that of the latter is achieved by the digital signature of ACBio/instances.

ssary, the validator can connect to relevant organizations such:asthe BPU certificaf
hluation organization, and the BRT certification organizatiof,gas shown in Figure 1

les of validation of biometric verification process withcA€Bio instances are provi
STOC model and B.1.3.5 for the OCBC model.
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In Claﬂ:ses 6 to 8, data structures are defined and explained. The definitions are spec

notati
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n, which is in line with ISO/IEC 8824. The whole specification of the data structur
ASN.1 module in Annex A, which’shall be used and encoded using BER in a system
cument. Examples of ACBigiinstances are provided in B.1.2 for the STOC model an
model.

Bio instance is data of ASN.1 type AcBioInstance as follows:

nstance ::= SEQUENCE ({

content®ype CONTENT-TYPE.&id({ContentTypeACBio}),
content CONTENT-TYPE.&Type

({ContentTypeACBio}{@contentType}) }
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the validator

other given by
ignature given

ion authority,
3.

ded in B.1.2.5

fied in ASN.1
bs is provided
ronforming to
l B.1.3 for the

The type AcBioInstance corresponds to the type contentinfo of CMS. The latter is constrained by an
extensible object set while the former is constrained by an object containing only signedpataacBio. The

object

ContentTypeACBio CONTENT-TYPE ::

signedDataACBio CONTENT-TYPE ::

id-signedDataACBio OBJECT IDENTIFIER ::

©150/1

of class conTENT-TYPE is defined as follows:

{signedDataACBio }

{
SignedDataACBio

IDENTIFIED BY id-signedDataACBio }

{iso(l) standard(0) acbio(24761) contentType(2) signedDataACBio (1) }
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SignedDataACBio is specified as follows:
SignedDataACBio ::= SIGNEDDATA { EncapsulatedContentInfoACBio }

The types signedpataacBio specified above replaces the CMS types signedpata together with the
following definitions:

SIGNEDDATA { EncapsulatedContentInfo } ::= SEQUENCE ({
version CMSVersion,

digestAlgorithms SET OF DigestAlgorithmIdentifier,

encapContentInfo EncapsulatedContentInfo,
certlfificates [0] IMPLICIT CertificateSet OPTIONAL,
crls| [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos}

The following types appeared in the above definition of sTeNEDDATA are impoftted from RFC 3852)/5911:
CMSVersion, [PigestAlgorithmIdentifier, SignerInfos. version shall take'the value as specified in
RFC 3852/5911.

The type EncapsulatedContentInfoisaparameter in the above definition and is notimported from CMS.
In the definition of the type signedpataacBio, the following typeréplaces EncapsulatedContentInfo.

EncapsulatedContentInfoACBio ::= SEQUENCE ({
eConftentType CONTENT-TYPE.&id({ContentTypeACBioContentInfo}),
eConjftent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
({ContentTypeACBioContentInfo} {@eContentType})) }
ContentTypeACBioContentInfo CONTENT~TYPE ::= {acbioContentInformation}

As in the abpve definition, the.type EncapsulatedContentInfoACBio is constrained by an |object
containing a gingle object acbi&CpntentInformation of the class contEnT-TYPE. This object is deffned as
follows:

acbioContentfinformatiegn CONTENT-TYPE ::= {

ACBiofontentInformation

IDENT|IIRIED BY id-acbioContentInformation }

id-acbioContentInformation OBJECT IDENTIFIER ::=
{iso(l) standard(0) acbio(24761) contentType(2) acbioContent (3)}

Therefore, an ACBio instance is a data of type AcBioInstance, essentially the same as the CMS type
ContentInfo,withthe contentoftype signedpataacBio onthe contentoftypeacBioContentInformation.

Table 1 shows the structure of type ACBioContentInformation. ACBioContentInformation consists of
five fields, version, BPU information block, control value, biometric process block, and BRT certificate
information where the first four fields are mandatory. An ACBio instance shall have the last field if and
only if the BPU contains the storage subprocess and stores the BRT used in the executed biometric
verification. The digital signature of signedpataacBio shall be generated with the private key of the BPU.

NOTE Any ACBio instance used in enrolment does not contain a BRT certificate because it is not issued yet.
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Table 1 — ACBioContentInformation

ACBioContentInformation

Version
BPU Information Block

BPU Certificate Referrer Information

BPU Report Information

Control Value

Biometric Process Block

ProcessIndex[1]

ProcessIndex[L]

BPUIOExecutionInformation[1] (for input)

BPUIOExecutionInformation[M] (fer\input)
BPUIOExecutionInformation[1] {for output)

BPUIOExecutionInformation[N] (for output)

BRT Certificate Information

In ASN.1 notation, the type AcBioContentInforitation is specified as follows:
ACBio(dontentInformation ::= SEQUENCE %

version Version DEFAULT vy

bpulnformation BPUInf&rmation,

controlValue OCTET STRING (SIZE(16..256)),

biometricProc¢ess BiometricProcess,

brtCertificateInformation BRTCertificateInformation OPTIONAL }
Versioh is the version of the format of AcBioContentInformation.

Versiqn 4 %=/ INTEGER { v1(1l), v2(2) }

The type BPUTRToTmatIon 15 Qetinmed 1 6.2 The detait of eacir type Im BruTntormation is defined in
Clause 7.

A control value is an octet string of 16 byte length which is sent from the validator and with which the
validator can check to which validator’s request the ACBio instance is generated to. It shall be set to
controlvalue field to make it infeasible to replay a biometric verification process.

The type BiometricProcess is defined in 6.3. The type BRTCertificateInformation is defined in 6.4.
The detail of the type in BRTCertificate, which is used in BRTCertificateInformation, is defined in
Clause 8.

6.2 BPU information block

BPU information block carries the static information of BPU, information which does not depend on
each execution. This block is mandatory and consists of two components, BPU certificate referrer
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information and BPU report information. ASN.1 type BpUInformation is defined for this block of

information:
BPUInformation ::= SEQUENCE {
bpuCertificateReferrerInformation BPUCertificateReferrerInformation OPTIONAL,

bpuRe

BPU certifica

portInformation BPUReportInformation}

te referrer information of type BPUCertificateReferrerInformation

is the referrer

information to X.509 certificate for the public key of the BPU. If the ACBio instance contains the BPU
certificate in the field of certificates in SignedbataacBio, BPU certificate referrer information can be

omitted. BPU
BPUCertifica
bpuCe

crlsR

URI Visi

ertificate isspecifiedin 71

teReferrerInformation

SEQUENCE {
rtificateReferrer URI,
ferrer URI OPTIONAL}

bleString (SIZE(1l..MAX))

BPU report information of type BPUReportInformation is the BPUxreport itself or its referre

report contai
result of secu

BPUReportInf]
bpuRe]

bpuRe

6.3 Biome

Biometric pra
execution. Th
nInformation
of indexes of
expression is
the BPU. bpu1l
and,bpuOuput
the BPU send
mandatory.

hs the information about functions implemented in the BPU and the information
rity evaluation of the BPU. BPU report is defined inZ2.

brmation CHOICE {

joort BPUReport,

portReferrer URI}

tric process block

cess block carries the runtime information of BPU, information which depends

IList, and bpuOuputExecutionInformationlList. executedProcessIndexList

The ASN.1 typeBiometricprocess is defined as follows:

BiometricPro
execu
bpuln
bpuOu

ProcessIndex

BPUIOExecuti

cess

SEQUENCE {
tedProcessIndexList ProcessIndexList,
putExecutionInformationList BPUIOExecutionInformationList OPTIONAL,

putExecutionInformationList BPUIOExecutionInformationList }

List = SEQUENCE SIZE(l..MAX) OF ProcessIndex

onInformationList SEQUENCE OF BPUIOExecutionInformation

r. BPU
of the

each

is block consists of three components: executedProcessIndexList, bpulnputExpcutio
is the list
the subprocesses éxecuted in the BPU when declaration expression is used. Wh¢n role
used, executedProcessindexList is the list of executionIndex (see 7.2.2.3) execiited in
nputExecutienTfAformationList contains the information on the input data to the BPU
FxecutionfnformationList contains the information on the output data from the BPU. If
5/receivesydata to/from other BPUs, then the corresponding components in this blgck are

executedProcessTndexList iS a list of data of type ProcessIndex. When declaration expression is
applied, this type is also used for subprocessIndex in type FunctionDefinition (See 7.2.2.2.2) which
describes the function of a subprocess in a BPU. A BPU report in an ACBio instance contains as many
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data of type FunctionDefinition as the number of subprocesses in the BPU. The subprocessIndex
in the type FunctionDefinition which corresponds to the executed subprocess shall be set to the
above executedProcessIndexList. When role expression is applied, this type processindex is used for
executionIndex in type ExecutionInformation (See 7.2.2.3) which describes an execution pattern of
a BPU. A BPU report in an ACBio instance contains as many data of type ExecutionInformation as the
number of execution patterns in the BPU. The executionIndex in the type ExecutionInformation which
corresponds to the executed execution pattern shall be set to the above executedProcessIndexList.

bpulnputExecutionInformationList consists of the elements of type BPUTOExecutionInformation as
many as the input data to the BPU.

bpuOuputExecutionInformationList consists of the elements of type BPUTOExecutionInformation as
many as the output data from the BPU.

For expmple, in case of a BPU which contains only the storage subprocess such as‘a)STQC card, there
iS N0 YouInputExecutionInformationList but bpuOuputExecutionInformationhist” with one element
corresponding to the biometric reference from the storage subprocess.

The ddfinition for type BPUTOExecutionInformation is given as follows:
BPUIOHxecutionInformation ::= SEQUENCE ({

dataType DataType,

bpuIOIndex IOIndex,

subprocessIOIndex IOIndex,

hash Hash}

Hash {:= SEQUENCE {

algorithmIdentifier AlgorithmIdernitifier,

hashvalue OCTET STRING}

BPUIO]nformation consists of four,components, dataType, bpuIlOIndex, subprocessIOIndelk, and hash.

dataTspe indicates the type of‘the input/output data to/from the BPU. The type pataTypq is defined in
7.2.2.2.3.

On exgcution, the appli¢gation program, which utilizes the function of the BPU, shall unigfiely assign an
integer to each biometric data stream from/to BPUs. Such an integer given by the applicdtion program
shall e set to_<¥purorndex. If another BPU generates an ACBio instance with the same integer in
ppuTOlndex in.the biometric process block, it means that there was a communication Hetween these
two BIPUs In this way, the validator can reconstruct the data flow among BPUs.

10 ] 11ng bpulnpu 3 rmationList/
bpuOutputStaticInformationList in the BPU information block shall be set to subprocessIOIndex
of BPUIOExecutionInformation. The combination of bpuroIndex and subprocessIoIndex makes the
connection between the data flow inside BPU and the data flow in the whole biometric verification
process.

hash contains the hash value of the input/output data to/from the BPU and the identifier of the hash
algorithm. The type aAlgorithmIdentifier is imported from ISO/IEC 9594-2.

6.4 BRT certificate information

BRTcertificateInformation contains a list of the BRT certificates or the list of the referrer to each of
the BRT certificate, as the following ASN.1 notation. A BRT certificate contains information about the
biometric reference stored in BPU. An ACBio instance generated in biometric verification shall contain
the BRT certificate Information if and only if the BPU contains the storage subprocess while an ACBio
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instance generated in enrolment contains no BRT certificate even if the BPU contains the storage
subprocess. A list of more than one element is used if multi-modal fusion biometric verification is used.
BRT certificate is specified in Clause 8.

BRTCertificateInformation ::= CHOICE {
brtCertificatelList BRTCertificatelist,
brtCertificateReferrerList BRTCertificateReferrerList}

BRTCertificatelist ::= SEQUENCE SIZE (l..MAX) OF BRTCertificate

BRTCertificajteReferrerList ::= SEQUENCE SIZE (1..MAX) OF URI

7 Definition of components in BPUInformationBlock

7.1 BPU cdrtificate

A BPU certifigate is an X.509 certificate for the (public) key of BPU. The structiire of BPU certifjcate is
described in Table 2.

Table 2 — BPU certificate

field content

tbsCertificate version as ordinary
serialNumber as ordinary,
signature as ordinafy
validity as ordinary
issuer afrusted third party or a public CA in the vendor whidh

produces/sells the product of the BPU

subject identifier of the subject including the serial number of|prod-

uct, the product name and version of the product, and fhe
name of the product vendor

subjectPublicKeyInfo as ordinary

issuerUnjqueldentifier as ordinary

subjectUniqueldentifier |as ordinary

exténsions

signatureAlgofithm as ordinary

signatureValu

v~

as ordinary

The basic pant of BPU certificate consists of nine fields:; version, serialNumber, signature, validity,
issuer, subject, subjectPublicKeyInfo, issuerUniqueldentifier, and subjectUniqueldentifier, all of
which are the subfields of the field tbscertificate of the type certificate for X.509 certificate which
is defined in ISO/IEC 9594-8. Here the field issuer is a trusted third party or a public CA in the vendor
which produces/sells the product of the BPU. The field subject is the identifier whose description
shall conform to ISO/IEC 9594-2 and shall include the serial number of product, the product name and
version of the product, and the name of the product vendor. The serial number of product in the subject
field shall be the leaf entry of the identifier. The product name and version shall be the entry next to the
leaf. Other seven attributes in the basic field are used as ordinary.

The BPU certificate shall be stored in the certificates field of SignedbpataacBio or
AuthenticatedDataACBio type field of the ACBio instance, or the referrer to the BPU certificate shall be
stored in bpuCertificateReferrerInformation.
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BPUCertificateReferrerInformation consists of two components, bpuCertificateReferrer and
crlsReferrer. In ASN.1 notation, BPUCertificateReferrerInformation is described as follows:

BPUCertificateReferrerInformation ::= SEQUENCE {

bpuCertificateReferrer URI,

crlsReferrer URI OPTIONAL}

7.2 BPUReportinformation

7.2.1

General

BPU red
on the
BPUReg

BPUReq

BPURed
field o
of par:
consis
generg

NOTE

verifica
verificd
latter d

In ASN

BPUReg

portinformation contains information about function(s) implemented in the BRU-an|
security of the BPU. Either the BPU report itself or the referrer information to it

ortInformation ::= CHOICE {
bpuReport BPUReport,

bpuReportReferrer URI}

f fixed value of id-contentBPUReport and the second of type contentBPUReport,
imeterized s1GNEDDATA with encapsulated content of type BPUReportContentInfor

ted using the private key of the product venderof the BPU.

The functions of and data flow in a BRU'inn enrolment mcanay be different from tho
tion. In such a case, two BPUReports maecany be prepared, one for enrolment, anothe
tion. Otherwise, one BPUReport can be prepared for both enrolment and biometric vg
ase is noted in 7.2.2.2.1.

.1 notation, BPUReport is described as follows:
ort ::= SEQUENCE {
contentType CONIENT-TYPE.&id({ContentTypeBPUReport}),

content CONTENT-TYPE.&Type

({ContentTypeBPUReport} {@contentType}) }

ortInformation. In ASN.1 notation, BPUReportInformation is described.as. followsg:

d information
shall be set in

ort 1is defined in a similar way to acBioInstance. BP¥Réport consists of two sjelds; the first

hich is a type
ation, which

[s of two components, bpuFunctionReport _dd bpuSecurityReport. The signature shall be

e in biometric
- for biometric
rification. The

ContertTypeBRUReport CONTENT-TYPE ::= { contentBPUReport }
ContertBPUReport ::= SIGNEDDATA { EncapsulatedContentInfoBPUReport }
EncapsulatedContentInfoBPUReport ::= SEQUENCE ({

eContentType CONTENT-TYPE.&id({ContentTypeBPUReportContentInfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type

({ContentTypeBPUReportContentInfo} {@eContentType})) }

ContentTypeBPUReportContentInfo CONTENT-TYPE ::= { bpuReportContentInformation

BPUReportContentInformation ::= SEQUENCE ({

bpuFunctionReport BPUFunctionReport,
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bpusSe

BPUFunctionR

curityReport BPUSecurityReport}

eport and BPUSecurityReport are defined in 7.2.2 and 7.2.3.

The types BPUReport and BPUReportContentInformation are constrained with object sets containing a
single object of class conTENT-TYPE. These objects are defined as follows:

contentBPUReport CONTENT-TYPE

Conte

IDENT

{
ntBPUReport

IFIED BY id-contentBPUReport }

bpuReportCon
BPURe

IDENT]

tentInformation CONTENT-TYPE
portContentInformation

[FIED BY id-bpuReportContentInformation }

7.2.2 BPUHRunctionReport

7.2.2.1 Gern

BPU function
datato/from {
and role expr
declaration e}
for a BPU of

function repo
is described 4

BPUFunctionR|
bpuFuy|

bpukuy
7.2.2.2 BPl

7.2.2.2.1 Gg

BPUFunctionR
performance

eral

report contains information about function(s) implemented in the BPU and input
he BPU. There are two ways of expression for BPU function report: declaration expr

kpression is almost the same as in the first editionvof this document. BPU function

t can be expressed only in declaration expféssion. In ASN.1 notation, BPUFunction
s follows:

eport

CHOICE {
nctionReportDeclaration BPUEunctionReportDeclaration,

hctionReportRole BPUFunctionReportRole }
JFunctionReportDeclaration

bneral

LportDeclaration includes the definition of function of BPU and may include fun
level (quality) of the function. In ASN.1 notation, BPUFunctionReportDeclarati

described as flollows:

BPUFunctionR

putput
ession

ession. The role expression is a new expression introduced in this document whiile the

report

PU role may be expressed in both expressions. If a BPU is not of any BPU role, the BPU

Report

Ctional

on 1S

EportDeclaration SEQUENCE {

bpuSubprocessInformationList BPUSubprocessInformationList,

bpulnputStaticInformationList BPUIOStaticInformationList OPTIONAL,

bpuOu
BPUSubproces
BPUIOStaticI

NOTE
BPUFunctionR

30

tputStaticInformationList BPUIOStaticInformationList }

sInformationList SEQUENCE SIZE (1l..MAX) OF BPUSubprocessInformation

nformationList SEQUENCE SIZE(1..MAX) OF BPUIOStaticInformation

eport in ISO/IEC 24761:2009.

The specification of BPUFunctionReportDeclaration in this document is the same as that of
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bpuSubprocessInformationList is alist of elements of type BPUSubprocessInformation as many as the
number of the subprocesses implemented in the BPU. The type BPUSubprocessInformation is defined
in7.2.2.2.2.

bpulnputStaticInformationList 1S a list of elements of type BPUIOStaticInformation as many
as the number of the input data to the BPU. bpuoutputstaticInformationList 1is a list of elements
of type BPUTOStaticInformation as many as the number of the output data from the BPU. The type
BPUIOStaticInformation is defined in 7.2.2.2.3.

In enrolment, storage subprocess shall output the hash value of the input of biometric sample which is
to be stored as the biometric reference, and the hash value is to be set in the BRT certificate. Therefore,
bpuOutputStaticInformationList shallhave such a member ifitisan expression for a BPU with storage
subprdcess in enrolment.

When |the function of and data flow in a BPU in enrolment are different from.thos¢ in biometric
verificption, the number of the elements in bpusubprocessInformationList might nof be equal to
the number of the subprocesses in the BPU. It might be the sum of the nuniber of the|subprocesses
in enrnolment and that in biometric verification. In this case, bpuSubprocessInforfationList iS
dividefl into two groups, one for enrolment and another for biometric verification. subpfocessName of
functijonDefinition in @ member of a group of bpusubprocessInformationList might Have the same
value @s the value of subprocessName of functionDefinition in a_member in the other group but the
value of the field subprocessTndex shall be different from that of-the' corresponding memper of the list.
If the bpuSubprocessInformaitonList 1S expressed as above, Sg-are bpulnputStaticInflormationList
and bguoutputStaticInformationList expressed in a similaryay: there might be two members in the
list where the value of subprocessI0oIndex of one membefds different from that of the other while the
values|of dataType are the same.

7.2.2.2.2 BPUSubprocessinformation

BPUSulprocessInformation  contains information about the function and result |of biometric
performance evaluation for the subprocess, of type FunctionDefinition and PerfdrmanceReport
definef in 7.2.2.2.2 and 7.2.2.2.3 respectively.

BPUSuljprocessInformation ::= SEQUENCE {
functionDefinition FunctionDefinition,
performanceRepoxt\ PerformanceReport OPTIONAL
FunctjonDefinition

FunctionDefinizion consists of seven Components; subprocessName, subprocessIndex, inputIndexList,
outpuflIndexList, and functionDescription.

subprdcessName is of type SubprocessName and takes a value which represents the[name of the
subprgcess.

To each subprocess in the BPU, the vendor of the product of the BPU shall assign a unique integer.
subprocessIndex is such an index given to the subprocess.

A pair of components biometricType and biometricSubtype indicates the modality of biometric
data processed in the subprocess. The types BiometricType and BiometricSubType are defined in
[SO/IEC 19785-3. biometricType is mandatory if subprocessName does not take the value decision.

To each data stream which comes into or goes from any subprocess in the BPU, the vendor of the product
of the BPU shall assign an integer. These integers shall be assigned uniquely within the BPU. If an input/
output to/from a subprocess is given, then it is on one of the streams and is given the integer assigned
to the data stream naturally. Each member of inputIndexList and outputIndexList are given in this
way. Any subprocess except data capture shall have inputIndexList. Comparison subprocess shall have
two members in inputIndexList. In the case of multibiometrics, inputIndexList/outputIndexList may
have more than two members.
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descriptionFunction is for supplementary description of the function of the subprocess.
The ASN.1 notation for type FunctionDefinition is given as follows:
FunctionDefinition ::= SEQUENCE {

subprocessName SubprocessName,

subprocessIndex ProcessIndex,

biometricType BiometricType OPTIONAL,

biometricSubtype BiometricSubtype OPTIONAL,

inputjindexList IOIndexList OPTIONAL,

outputIndexList IOIndexList,

functfionDescription OCTET STRING (SIZE(1l..MAX)) OPTIONAL}
SubprocessNape ::= ENUMERATED ({

data-fcapture (1),

interpmediate-signal-processing(2),

finalfsignal-processing(3),

storage (4),

compajrison (5),

decisfion (6),

sample-fusion(7),

featuyfre-fusion (8),

scoref-fusion(9),

decisfion-fusion (10),

ProcessIndex| ::= INTEGER\V'(0..65535)

I0IndexList [::= SEQUENCE SIZE(l..MAX) OF IOIndex
I0Index ::= [INLEGER (0..65535)
PerformanceReport

Performance report contains information about performance evaluation of the BPU and is given with
an ASN.1 type performanceRreport. This type is defined as parameterized s1eNEDDATA With encapsulated
contentoftype PerpformanceReportContentInformation, which consists oftwocomponentsnameproduct
oftype Name and resultPerformanceTest oftype ResultPerformanceTest. The value of nameProduct
shall take the same as subject in the BPU certificate. Type ResultPerformanceTest has four optional
components, testResultEnrol, testResultAcquire, testResultVerify and testResultExtension.
Appropriate components for the BPU shall be set. If testResultverify is set, testResultEnrol should
be also set to show the performance of enrolment under which the performance of verification is
accomplished. The last field is for extension. The types of other fields are defined in ISO/IEC 29120-1.
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The signature in performancereport shall be generated using the private key of the organization which
evaluated the performance of the BPU.

NOTE ISO/IEC 29120-1:2015 only specifies machine readable data formats for testing and reporting of
biometric recognition performance. The requirements are defined in the ISO/IEC 19795 series.

In ASN.1 notation, PerformanceReport is described as follows:
PerformanceReport::= SIGNEDDATA { EncapsulatedContentInfoPerformanceReport }
EncapsulatedContentInfoPerformanceReport ::= SEQUENCE ({

eContentType CONTENT-TYPE.&id({ContentTypePerformanceReportContentInfo}),

eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type

({ContentTypePerformanceReportContentInfo} {@eContentTypel})) }

ContenftTypePerformanceReportContentInfo CONTENT-TYPE ::= { perfofmanceReportfontentInfor
matiorn }
PerfoymanceReportContentInformation ::= SEQUENCE ({

nameProduct Name,

resultPerformanceTest ResultPerformanceTest )}
Resulf]PerformanceTest ::= SEQUENCE {

testResultEnrol TestResultEnrol QRTIONAL,

testResultAcquire TestResultAcgltire OPTIONAL,
testResultVerify TestResultVerify OPTIONAL,
testResultExtension TestResultExtension OPTIONAL }
TestRqsultExtension ::= OCEET STRING (SIZE(l..MAX)) -- For extension

The tyjpe PerformanceRgpsrtContentInformation is constrained with an object set contgining a single
objectlof class conTENg=®¥PE. The object is defined as follows:

perfoymanceRepoxntCfontentInformation CONTENT-TYPE ::= {
PerformanceReportContentInformation

IPENTIFIED BY id-performanceReportContentInformation }

7.2.2.2.3 BPUIOStaticInformation

BPUIOStaticInformation is a data type which gives information about input/output to/from the BPU,
and consists of two components; dataType and ioIndex.

BPUIOStaticInformation ::= SEQUENCE ({
dataType DataType,
ioIndex IOIndex}

A pair of components biometricType and biometricSubtype indicates the modality of biometric
data of input/output to/from the BPU. biometricType is mandatory if processedLevel of dataType
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field does not take either comparison-score Or comparison-decision. The types BiometricType and

BiometricSub

Type are defined in ISO/IEC 19785-3.

dataType is of type pataType which consists of two components, processedLevel and purpose. The
former takes a value which corresponds to one of captured data, intermediate data, processed data,
comparison score, or comparison decision. The latter takes a value which corresponds to biometric
reference or biometric sample.

There shall be the component purpose if the first component processedrevel takes the value raw-
data,intermediate—data,processed—data,Orrenewable—datafrhetyperenewable—dataShallbeapphed
to renewable biometric sample and renewable biometric reference. There shall not be the component
purposeifthEprocessedLevel takesthe\EﬂueComparison—score,Comparison—decisionOrhashed—dat&

NOTE Ray

An input/outj

the value of th
information.

DataType =
proce
purpo

ProcessedLev
raw—d
inter
proce
compa
compa
hashe

renewj

Purpose
refer

sampl

F data is the old term for captured data used in ISO/IEC 24761: 2009.

ut to/from a BPU is one of input/output to/from a subprocess in the BPU. ioIndex s
e corresponding member of a certain data of type Functionbefinition in-BPU subp

SEQUENCE {
ssedLevel ProcessedLevel,
se Purpose OPTIONAL}

1

ENUMERATED {
hta (1),
ediate-data(2),
ssed-data (3),
rison-score (4),
rison-decision (5),

d-data (6),

bble-data (7),

ENUMERATEB, \{
ence (1N,

. ()}

hall be
rocess

7.2.2.3 BPUFunctionReportRole

Type BPUFunctionReportRole isa sequence of type BPUFunctionReportRoleSingle:

BPUFunctionR

eportRole SEQUENCE OF BPUFunctionReportRoleSingle

Type BPUFunctionReportRolesingle consists of two fields as follows:

BPUFunctionR
nameR

execu

34

eportRoleSingle::= SEQUENCE ({
ole NameRole,

tionInformationList ExecutionInformationList }
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The first field namerRole of type NameRole is to show of which BPU role the BPU is, namely all-BPU-
enrolment role, all-BPU-verification role, sensor BPU role, storage-and-others-if-any-BPU-role,
comparator-with-capture BPU role, comparator BPU role, or storage BPU role. Type NameRo1e is defined
as follows:

NameRole ::= ENUMERATED {

all-BPU-enrolment-role (1),

all-BPU-verification-role(2),

sensor-BPU-role (3),

The
BPUFur

storage-and-others-if-any-BPU-role (4),
comparator-with-storage-BPU-role (5),
comparator-BPU-role (6),
storage-BPU-role(7) }

second  field executionInformationList of type ExéecutionInformatid
ctionReportRoleSingle shows the execution patterns of the'\BPU. If the BPU doe

multibliometrics, the list consists of only one member. If the BPY)is of sensor BPU role Y

finger
finger

Execut

Type B
(see 7.
secon(
execut

brint and finger vein, then the list consists of two members: one for fingerprint,

ionInformationList ::= SEQUENCE SIZE (1..MAX)"OF ExecutionInformation

xecutionInformation consists of six fields.“TFhe first field executionTndex of type
0.2.2.2.2) is the index assigned to this_e%écution of all the execution patterns of]

field piometricType together with thethird field biometricsubtype shows the
ion processes. The fourth field perfotmanceReport is information for performan

vein. Each member of ExecutionInformationList iS oftype ExecutionInformatior].

nList in
s not support
Vhich capture
the other for

ProcessIndex
the BPU. The
modality the
e evaluation.

The fifth and sixth fields are information“for the input and output of the BPU. They are the same as for

BPUFurjctionReportDeclaration.
ExecuflionInformation ::= SEQUENCE {
executionIndex ProcessIndex,
biometricType (BidometricType,
biometricgSubtype BiometricSubtype,
perfqofmanceReport PerformanceReport OPTIONAL,
bpulnputStaticInformationList BPUIOStaticInformationList OPTIONAL,
bpuOutputStaticlIntormationkist BPUIOStaticlInrformationLlist }
NOTE Role expression of BPU function report using BPUFunctionReportRole is a black-box approach while

declaration expression using BPUFunctionReportDeclaration is a white-box approach. In role expression,
there is no explicit information about subprocess(es) in the BPU. The left part of Figure 19 illustrates role
expression of BPU function report for BPU of comparator-with-storage BPU role. The right part contains more
information than on the left but the information contained on the left is equivalent to that on the right since there
are more implicit information in role expression than in declaration expression. Accordingly, the validation of

ACBio i

nstances in role expression becomes simpler than that in declaration expression.
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procgssed
bigmetric
sample

e E—

index 1

o

comparator-with-storage BPU role

\ . processed \ .
comparison . /o i comparison
decision sample decision
> > decision f——
ihdex 2 infdex 1 ndex 4

fingerprint

storage
fingerprint

4 4

Figure 1‘L — Comparison between role expression and declaration expression for-BRU

comparator-with-storage BPU role

7.2.3 BPUSecurityReport

BPUSecurityR
securityRepo

BPUSecurityR
cmSed]
bpSed]
secur

CMSecurityRe
BPU. This typ
eportContent
type Levell9

kport consists of three components,
rtExtension.

cmSecurityReport{/bpSecurityReport

cport SEQUENCE {
urityReport CMSecurityReport OPTIONAL,
urityReport BPSecurityReport OPTIONAL,

it yReportExtension SecurityReportExtensdion OPTIONAL}

port carries information about securjity evaluation of the cryptographic module
e is defined as parameterized s1GNEDDATA with encapsulated content of type cMsec
Tnformation, which consists of two-Components nameProduct of type Name, levell
90. The value of nameProduct shall take the same value as subject in the BPU cert

The second cpmponent 1eve119790 is to show the level in ISO/IEC 19790 which the BPU satisfig

signature in
evaluated the

BpsecurityReport shall be-generated using the private key of the organization
security of cryptographié¢ module of the BPU.

In ASN.1 notafion, cMSecurityReport is described as follows:

CMSecurityRe]
Encapsulated

eCont

pport

SIGNEPDATA { EncapsulatedContentInfoCMSecurityReport }

ContentFRfoCMSecurityReport::= SEQUENCE ({

entT7ype CONTENT-TYPE. &id ({ContentTypePerformanceCMSecurityReportContentIt

of

and

in the
hrityR
790 of
ficate.
s. The
which

pfo}),

eCont

nt [0] FEXPTTCTT OCTET STRING

(

ContentTypeP
ntInformatio

CMSecurityReportContentInformation

nameP

level
Levell9790
36

( CONTAINING CONTENT-TYPE.&Type

{ContentTypePerformanceCMSecurityReportContentInfo }{@eContentType}))}

erformanceCMSecurityReportContentInfo CONTENT-TYPE
n }

SEQUENCE {

roduct Name,

19790 Levell9790 }

ENUMERATED {

{ cmSecurityReportConte

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=fc72f1e28056995e68775b0067ac1909

ISO/IEC 24761:2019(E)

levell (1),
level2 (2),
level3 (3),
leveld (4) }

NOTE The four security levels of cryptographic modules and evaluation requirements for them are defined
in ISO/IEC 19790.

The type cMsecurityReportContentInformation is constrained with an object set containing a single
object of class conTENT-TYPE. The object is defined as follows:

cmSecyrityReportContentInformation CONTENT-TYPE ::= {
CMSecurityReportContentInformation

IQENTIFIED BY id-cmSecurityReportContentInformation }
BPSecyrityReport ::= OCTET STRING (SIZE(1l..MAX))

Type BpsecurityReport carriesinformation about security evaluation of the biometric prqcessingin the
BPU. This type is defined as parameterized s1GNEDDATA with encapsulated content of type[prsecurityre
porthntentInformation,MﬁﬁchCOHSBtSOfthrEE(XanonentSnameProduct OftypEName,requirements
of typ¢ Requirements, and optional resultPerformanceTest (of type ResultPerformancerest defined
in 7.2.2.2.3. The value of nameProduct shall take the same¥alue as subject in the BPU cértificate. The
second component requirements isto show a set of seCiirity requirements which the BPU satisfies. The
third domponent is used if the performance evaluatien was done together with security|evaluation of
the BPU. The signature in BpsecurityReport shall be-generated using the private key of th¢ organization
which jevaluated the security of the BPU.

In ASN.1 notation, BPSecurityReport is destribed as follows:
BPSecyrityReport ::= SIGNEDDATA {,EncapsulatedContentInfoBPSecurityReport }
EncapdqulatedContentInfoBPSecurityReport::= SEQUENCE ({
eContentType CONTENT=TYPE.&id({ContentTypePerformanceBPSecurityReportCohtentInfo}),
eContent [0] BEXPLICIT OCTET STRING

( GONTAINING CONTENT-TYPE.&Type

({CententTypePerformanceBPSecurityReportContentInfo }{@eContentTypel))}

ContertTypeRerformanceBPSecurityReportContentInfo CONTENT-TYPE ::= { bpSecuritlyReportConte
ntInfqriation }

BPSecurityReportContentInformation ::= SEQUENCE ({
nameProduct Name,
requirements Requirements,

resultPerformanceTest ResultPerformanceTest OPTIONAL }

Requirements ::= SEQUENCE OF Requirement
Requirement ::= OBJECT IDENTIFIER
NOTE An example of Requirement is an identifier assigned to a Protection Profile which is a set of security

requirements specified to the product category (see ISO/IEC 15408-1). At the time of making this document, there
is a trend to specify Protection Profiles for biometric products. The ISO/IEC 19989 series is also standardized to
make security evaluation of biometric products based on ISO/IEC 15408 possible.
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The type BPSecurityReportContentInformation is constrained with an object set containing a single
object of class conTEnT-TYPE. The object is defined as follows:

bpSecurityReportContentInformation CONTENT-TYPE ::= {
BPSecurityReportContentInformation
IDENTIFIED BY id-bpSecurityReportContentInformation }
The last component securityReportExtension is for extension.

SecurityReportExtension ::= OCTET STRING (SIZE(l..MAX)) -- For extension

8 BRT celltificate

8.1 Genergl

BRT certificafe is a non-X.509 certificate to the biometric reference issued by a certain BRT certifjcation
organization. It contains information about the biometric reference stored in @ BPU, such as the|issuer
and validity pleriod, etc.

Type BrRTCertf ficate is defined similarly to BPUReport. BRTCertificate consists of two fields; the first
field of fixed alue of id-contentBRTCertificate and the second of typeContentBRTCertificatelwhich
is a type of parameterized siGNeEDDATA with encapsulated contenf of type BRTCContentInfornjation.
The signaturg shall be generated using the private key of the BB €ertification organization.

In ASN.1 notafion, BRTCertificate iS described as follows:

BRTCertificgte ::= SEQUENCE {

conténtType CONTENT-TYPE.&id({ContentTypeBRTCertificate}),

conté¢nt CONTENT-TYPE. &Type ({ContentTypeBRTCertificate} {@contentType}) }
ContentTypeBRTCertificate CONTENT-TYPE s:= { contentBRTCertificate }
ContentBRTC¢rtificate ::= SIGNEDDATA({ EncapsulatedContentInfoBRTCertificate }
EncapsulatedContentInfoBRTCertificate ::= SEQUENCE ({

eContentType CONTENT-TYPE.&id ({ContentTypeBRTCertificateContentInfo}),

eContent [0] EXPLICIKENOCTET STRING

( CONTAINING CONTENT-TYPE.&Type
{ContentTypeBRTCertificateContentInfo} {@eContentType})) }
ContentTypeBRTCertifictateContentInfo CONTENT-TYPE ::= { brtcContentInformation }

The followingattributesbind-the typecomrermerTeertricate—tota=comtemBRTCer T ricats,and the
type BRTCContentInformation tO id-brtcContentInformation.

The types BRTCertificate and EncapsulatedContentInfoBRTCertificate are constrained with object
sets containing a single object of class conTeEnT-TYPE defined as follows:

contentBRTCertificate CONTENT-TYPE ::= {
ContentBRTCertificate
IDENTIFIED BY id-contentBRTCertificate }
id-contentBRTCertificate OBJECT IDENTIFIER ::=

{iso(1l) standard(0) acbio(24761) contentType(2) brtCertificate (6)}
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brtcContentInformation CONTENT-TYPE ::= {
BRTCContentInformation
IDENTIFIED BY id-brtcContentInformation }
id-brtcContentInformation OBJECT IDENTIFIER ::=

{iso (1) standard(0) acbio(24761) contentType(2) brtcContent (7)}

8.2 BRTCContentInformation

BRTCCteTtImformator—is eXPt essed—with—EBEF—BIR (Biuxuctl te—Informatiomr—R ,Cord) which
is sperified in ISO/IEC 19785-1. BRTCContentInformation consists of two parts, sphrorBrTC and
bdbFoyBRTC. To express the former, SBH (Standard Biometric Header) of CBEFF is applied.[The latter is a
newly|defined BDB (Biometric Data Block) format for BRT certificate.

Type BRTCContentInformation is described as follows:
BRTCCdntentInformation ::= SEQUENCE ({
SPhForBRTC SBHFOrBRTC,

bdbForBRTC BDBForBRTC}

sbhFoqBRTC is of type sBHForBRTC and has nine element$; version, brtcIndex, brtcvalidityPeriod,
biomefjricType, biometricSubtype, brtQuality, bdbEficryptionOptions, bdbIntegrityfPptions, and
bdbFoiymatForBRC. The types for these elements are ‘Specified in ISO/IEC 19785-3 begides version,
bdbEncryptionOptionsEHHibdentegrityOption&

versidn is used for specifying the version of formxat of sHBForBRTC.
brtcIrdex indicates the index of the BRT certificate.
brtcvdlidityPeriod contains the validity period of the BRT certificate.
biometfricType together with biometricsubtype shows the modality of the biometric reference.
brtQudlity contains the quality of the biometric reference.

bdbEndryptionOptions (@Nd bdbIntegrityOptions are encryptions option and integrity options of type
BooLEAN, and shall bé set to FALSE. bdbFormatForBRTC indicates the format owner and fprmat type of
BDBFo4BRTC.

In ASN.1 notation, sBaForBRTC is described as follows:

SBHFOYBRIC-: := SEQUENCE ({

version Version DEFAULT vl,

brtcIndex BIRIndex,

brtcvalidityPeriod BDBValidityPeriod,
biometricType BiometricType,
biometricSubtype BiometricSubtype OPTIONAL,
brtQuality Quality OPTIONAL,
bdbEncryptionOptions BOOLEAN (FALSE) ,

bdbIntegrityOptions BOOLEAN (FALSE),
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bdbFormatForBRTC BDBFormat}
bdbForBRTC is of type BDBForBRTC and has nine elements; version, issuerAndSerialNumberBRTC,
originalBDBHashList, originalBIRReferrer, originalBIRpatronFormat, originalBDBPosition,
userInformation,pkiCertificateInformation,and enrolmentACBioInstances.

version isthe

Optional field

version of the format BDBForBRTC.

issuerAndSerialNumberBRTC Of type IssuerAndSerialNumberBRTC

imported from

RFC 3852/5911 is a pair of information, the issuer of the BRT certificate and the unique serial number

issued by the

originalBDBHE

issuer. OCSP may be applied to check the validity of the BRT certificate.

i o ot L

ntifier

of hash algor
contains mor¢

originalBIRK
originalBIRp

originalBDBP
certificate in

userInformat
unique identi

pkiCertifica
certificate of
of the certific

enrolmentACH|
biometric refg

In ASN.1 nota

BDBForBRTC
versi
issue
origi
origi
origi
origi
userl
pkiCe

enrol

HashList
UserInformat
userl
userN

userU

40

ithm. The former is the hash value of the biometric reference. If originalBDEHS
 than one element, they are of a single biometric reference and of different hashralgd

Fr—rrer Trerort It

containg twa fiolde hach valiig and a]gr\rifhm id
HHHBR A0 85 a5S—Yde— 1+ =

Lferrer isthe referrer to the original BIR.

bsition indicates the position of the biometric reference corresponding to th
he original BDB.

ion is an optional field of type Userinformation whicliléontains identifier, nan
ier of a person whose biometric reference is the object-of the BRT certificate.

teInformation is an optional field and contains)information about X.509 pub
the user, the serial number of the certificate, thediame of issuer, and the unique id¢
hte. This field links BRT certificate to X.509 certificate.

ioInstances is an optional list of ACBig”instances generated at the enrolment

rence.

kion, BDBForBRTC is described as follows:

SEQUENCE {

on Version DEFAULT vZ,

rAndSerialNumberBRFC IssuerAndSerialNumber OPTIONAL,
nalBDBHashList HashList,

nalBIRReferrer URI OPTIONAL,

nalBIRPatronFormat PatronFormat,

naiBDBPosition INTEGER,

btronFormat is the patron format of the original BIR, which is of typelBat ronFormaf

EhList
rithm.

s BRT

e, and

lic-key
ntifier

of the

nformation UserInformation OPTIONAL,
rtificateInformation PKICertificateInformation OPTIONAL,
mentACBioInstances SequenceOfACBioInstances OPTIONAL}

SEQUENCE SIZE(1l..MAX) OF Hash

ion SEQUENCE {
dentifier OCTET STRING,
ame Name OPTIONAL,

niqueldentifier UniquelIdentifier OPTIONAL}
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PKICertificateInformation ::= SEQUENCE ({
pkiCertificateSerialNumber CertificateSerialNumber,
pkiCertificateIssuerName Name OPTIONAL,
pkiCertificatelIssuerUniqueldentifier Uniqueldentifier OPTIONAL}

SequenceOfACBioInstances ::= SEQUENCE SIZE (1..MAX) OF ACBioInstance

8.3 Format Owner and Format Type values

The Fgrm e - te—shatttuse-the e etmrab—theFormat Type for
the BopForsrTC shall use the value 0001 hex (1 decimal), which has been registered as th¢ value for the

BDBFoyBRTC.

Thus, te resulting ASN.1 Object Identifier value for the BDBForBRTC is:
{iso fegistration-authority cbeff (19785) organization(0) iso-iec<jtCl-SC27 (25B)

bdbs (0) biometric-reference-template-certificate (1)}
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Annex A
(normative)

ASN.1 module for ACBio

AuthenticationContextForBiometrics {iso(l) standard(0) acbio(24761) module(l) acbio(2) version2(2)}

DEFINITIONS AUTOMATIC TAGS ::= BEGIN
IMPORTS (2
-- ASN.1 Modul¢ AlgorithmInformation in RFC 5912 h\

Algorit
FROM Al

me

RFC 5280 r
Certifi
FROM PK

sec

RFC 5755 r
Attribu
FROM PK

secu

ISO/IEC 197
Biometr
BDBVali
FROM CB

typ

ISO/IEC 291
TestRes
FROM Ma
iso (1)

RFC 3852 Cr
CMSVers
IssuerA
CONTENT
FROM Cr

iso

imIdentifier (19

.
orithmInformation-2009 {iso(l) identified-organization(3) dod(6) internet (1) s&Egkgty(S)
hanisms (5) pkix(7) id-mod(0) id-mod-algorithmInformation-02(58)}
bvised as RFC 5912 (l/b‘
ate, Certificatelist, CertificateSerialNumber, Name, UniquelIdentifie <:)
X1Explicit-2009 { iso(l) identified-organization(3) dod(6) interne &
rity(5) mechanisms (5) pkix(7) id-mod(0) idfmodfpkixlfexplicitf%%) }
AN
bvised as RFC 5912 Os\
eCertificate Q
XAttributeCertificate-2009 { iso(l) identified-or as;%ation(3) dod (6) internet (1)
Fity (5) mechanisms (5) pkix(7) id-mod(0) id—mod—a§\ ute-cert-02(47) }
5 Common Biometric Exchange Formats Framewoerb
cType, BiometricSubtype, BIRIndex, 5\'\0
ityPeriod,Quality, BDBFormat, PatronFo
FFF-DATA-ELEMENTS {iso standard l9785§@bdules(0)
bs-for-cbeff-data-elements (1) } xS)
0-1 Machine readable test d?t\J?or biometric testing and reporting
h1tEnrol, TestResultAcquir, ,\}EstResultVerify
~hineReadableBiometricTesgingAndReportingTestReport {
tandard (0) MRTDBTR ) testReport (l) module(l) rev(0) }
ptographic MessaGe ntax revised as RFC 5911
on, DigestAl@thmIdentifier, SignerInfos,
dSerialNun‘E%q CertificateSet, RevocationInfoChoices,

TYPE

pti@ icMessageSyntax2009{

P*\ mber-body (2) us(840) rsadsi(113549)

pkcs (1) pkes-9(9) smime (16) modules (0) cms-2004-02(41) };

ACBioInstance

42

:= SEQUENCE ({

contentType CONTENT-TYPE.&id ({ContentTypeACBio}),

content

CONTENT-TYPE. &Type

({ContentTypeACBio}{@contentType}) }
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ContentTypeACBio CONTENT-TYPE ::= {signedDataACBio}
SignedDataACBio ::= SIGNEDDATA { EncapsulatedContentInfoACBio }
EncapsulatedContentInfoACBio ::= SEQUENCE ({

eContentType CONTENT-TYPE.&id({ContentTypeACBioContentInfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
({ContentTypeACBioContentInfo}{C@eContentType})) }
ContentTypeACBioContentInfo CONTENT-TYPE ::= {acbioContentInformation}
ACBioContentInformation ::= SEQUENCE ({

version Version DEFAULT v2,

bpulnformation BPUInformation,

controlValue OCTET STRING (SIZE(16..256)), 552)
biometricProcess BiometricProcess, <:>
brtCertificateInformation BRTCertificateInformation OPTIONAL}
Versiof ::= INTEGER { v1(1l), v2(2) } /\@
BPUInf¢rmation ::= SEQUENCE { (]Ex
bpuCertificateReferrerInformation BPUCertificateReferrerInformation @Q

OPTIONAL,

bpuReportInformation BPUReportInformation} CE§:>
BPUCerfificateReferrerInformation ::= SEQUENCE ({ s\\
bpuCertificateReferrer URI,

URI ::F VisibleString (SIZE(1l..MAX))

crlsReferrer URI OPTIONAL} OQ

BPURep¢rtInformation ::= CHOICE ({ &Q:>
bpuReport BPUReport, Qb
bpuReportReferrer URI} 5\\'0
BPURep¢rt ::= SEQUENCE ({ $
contentType CONTENT—TYPE.&id({Contené@ypeBPUReport)),
content CONTENT-TYPE.&Type xS)
((ContentTypeBPUReport}g@ \%ﬁentType)))
Conten§TypeBPUReport CONTENT-TYP {contentBPUReport }
Conten{BPUReport ::= SIGNEDDATA } EncapsulatedContentInfoBPUReport }
EncapsylatedContentInfoBP rt ::= SEQUENCE {
eContentType CO TYPE. &id ({ContentTypeBPUReportContentInfo}),
eContent [0] LICIT OCTET STRING

( INING CONTENT-TYPE.&Type
({ ntTypeBPUReportContentInfo} {@eContentType})) }
Conten TypdEEy eportContentInfo CONTENT-TYPE ::= { bpuReportContentInformation }

BPURep r\ tentInformation ::= SEQUENCE ({

bpuFunctionReport BPUFunctionReport,
bpuSecurityReport BPUSecurityReport}
BPUFunctionReport ::= CHOICE ({
bpuFunctionReportDeclaration BPUFunctionReportDeclaration,
bpuFunctionReportRole BPUFunctionReportRole }

BPUFunctionReportDeclaration ::= SEQUENCE ({
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bpuSubprocessInformationList BPUSubprocessInformationList,

bpulnputStaticInformationList BPUIOStaticInformationList OPTIONAL,

bpuOutputStaticInformationList BPUIOStaticInformationList }
BPUSubprocessInformationList ::= SEQUENCE SIZE(l..MAX) OF BPUSubprocessInformation
BPUSubprocessInformation ::= SEQUENCE ({

functionDefinition FunctionDefinition,

performanceReport PerformanceReport OPTIONAL}
FunctionDefinition ::= SEQUENCE {

subprocessName SubprocessName,

subprocessIndex ProcessIndex,

biometrfcType Biometriclype OPTIONAL,

biometrjcSubtype BiometricSubtype OPTIONAL, hsz)
inputIn¢lexList IOIndexList OPTIONAL, <:>
outputIfdexList IOIndexList, h(‘
functiofDescription OCTET STRING (SIZE(1l..MAX)) OPTIONAL} /\f&)
SubprocessName| : := ENUMERATED { tx

data-capture (1),

intermefliate-signal-processing(2),

final-s}gnal-processing(3),

storage|4),

comparigon (5),

decisiof(6),

sample-fusion(7),

featuretfusion (8),

score-ffsion (9),

decisiop-fusion (10),

-}

ProcessIndex :}= INTEGER (0..65535)

I0IndexList ::¥ SEQUENCE SIZE(1l..MAX) OF IOIndexS)

IOIndex ::= INFEGER (0..65535) ’\(\){‘

PerformanceRepprt ::= SIGNEDDATA ({ EncagsulatedContentInfoPerformanceReport }
EncapsulatedCoptentInfoPerformanc t ::= SEQUENCE {
eContenfType CONTENT-TYRE" ({ContentTypePerformanceReportContentInfo}),
eContent [0] EXPLICI TET STRING
( CONTAINT ONTENT-TYPE. &Type
({CpntentT rformanceReportContentInfo} {@eContentType})) }

ContentTypePerformgdnceReportContentInfo CONTENT-TYPE ::= { performanceReportContentInformation }

PerformanceRep N\ tentInformation ::= SEQUENCE {

nameProduct Name,

resultPerformanceTest ResultPerformanceTest }
ResultPerformanceTest ::= SEQUENCE ({

testResultEnrol TestResultEnrol OPTIONAL,

testResultAcquire TestResultAcquire OPTIONAL,

testResultVerify TestResultVerify OPTIONAL,
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testResultExtension TestResultExtension OPTIONAL }

TestResultExtension ::= OCTET STRING (SIZE(l..MAX)) -- For extension
BPUIOStaticInformationList ::= SEQUENCE SIZE (1l..MAX) OF BPUIOStaticInformation
BPUIOStaticInformation ::= SEQUENCE ({

dataType DataType,
ioIndex IOIndex}

DataType ::= SEQUENCE ({
processedLevel ProcessedLevel,

purpose Purpose OPTIONAL}

ISO/IEC 24761:2019(E)

ProcesgedLevel ::= ENUMERATED {
raw-data (1),
intermediate-data (2),
processed-data(3),

comparison-score (4),

hashed-data (6), @(')

renewable-data(7), \\

L) %
AN

Purpos ::= ENUMERATED { \
reference (1), ()
sample (2) } Q
BPUFun¢tionReportRole ::= SEQUENCE OF BPUFunctionReportRolé;angle
BPUFun¢tionReportRoleSingle: := SEQUENCE { &Q:>
nameRole NameRole, Qb
executionInformationList ExecutionInformat ist }
NameRo}e ::= ENUMERATED { $

.\Q)

all-BPU-enrolment-role (1),
all-BPU-verification-role(2), xS)
sensor-BPU-role (3), N \b
storage-and-others-if-any, }Q\role(4),
comparator-with-stora e*B?U—role(S),
comparator-BPU-rol

storage-BPU-rol

Execut onInformatio&%&Qt ::= SEQUENCE SIZE(1l..MAX) OF ExecutionInformation

Execut onInformath. = SEQUENCE {
executi dex ProcessIndex,
bion@}; cType BiometricType,

bi\ tricSubtype BiometricSubtype,

comparison-result (5), (1/

performanceReport PerformanceReport OPTIONAL,

bpulnputStaticInformationList BPUIOStaticInformationList OPTIONAL,

bpuOutputStaticInformationList BPUIOStaticInformationList }
BPUSecurityReport ::= SEQUENCE {

cmSecurityReport CMSecurityReport OPTIONAL,

bpSecurityReport BPSecurityReport OPTIONAL,

securityReportExtension SecurityReportExtension OPTIONAL}
CMSecurityReport ::= SIGNEDDATA { EncapsulatedContentInfoCMSecurityReport }

EncapsulatedContentInfoCMSecurityReport::= SEQUENCE ({
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eContentType CONTENT-TYPE.&id({ContentTypePerformanceCMSecurityReportContentInfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
({ContentTypePerformanceCMSecurityReportContentInfo }{@eContentType}))}
ContentTypePerformanceCMSecurityReportContentInfo CONTENT-TYPE ::= { cmSecurityReportContentInformation }
CMSecurityReportContentInformation ::= SEQUENCE ({
nameProduct Name,

levell9790 Levell9790 }

Levell9790 ::= ENUMERATED {
levell (1),
level2 ),

level3 (3), '\q

leveld [4) } (19
BPSecurityRepoft ::= SIGNEDDATA { EncapsulatedContentInfoBPSecurityReport } h(‘
EncapsulatedCoptentInfoBPSecurityReport::= SEQUENCE { ’\fz)

eContenfType CONTENT-TYPE.&id({ContentTypePerformanceBPSecurityReportContentInfo} tx

eContenft [0] EXPLICIT OCTET STRING @(')

( CONTAINING CONTENT-TYPE.&Type

({CpntentTypePerformanceBPSecurityReportContentInfo }{@eContentTyp ﬁ:)
ContentTypePerformanceBPSecurityReportContentInfo CONTENT-TYPE ::= { bpSecuﬁEXy eportContentInformation }
BPSecurityRepoftContentInformation ::= SEQUENCE ({ ()
nameProfluct Name, QQ
requirefpents Requirements, \Q

N

resultP¢rformanceTest ResultPerformanceTest OPTIONAL } <>‘

Requirements :}= SEQUENCE OF Requirement Qb
Requirement ::§ OBJECT IDENTIFIER 5&
SecurityReportExtension ::= OCTET STRING (SIZE(l..MAXégSé— For extension
BiometricProce$s ::= SEQUENCE { A.\

executeflProcessIndexList ProcessIndexLisgS)

bpulnpufExecutionInformationList BPUaéﬂgecutionInformationList OPTIONAL,
.

bpuOupufExecutionInformationList ExecutionInformationList }

ProcessIndexLigt ::= SEQUENCE SIZE(l..MAX) OF ProcessIndex

BPUIOExecutionfnformationList NCE SIZE(1..MAX) OF BPUIOExecutionInformation

BPUIOExecutionfnformation ::=
dataTyp¢ DataType, @0
bpuIOInglex IOInder~
subproc¢ssIOIn OIndex,

hash Ha };)&C)

Hash ::= SEQUEN

algorithmIdentifier AlgorithmIdentifier,
hashValue OCTET STRING}

BRTCertificateInformation ::= CHOICE {
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brtCertificatelList BRTCertificatelist,

brtCertificateReferrerList BRTCertificateReferrerList}

BRTCertificateList ::= SEQUENCE SIZE (1..MAX) OF BRTCertificate
BRTCertificateReferrerList ::= SEQUENCE SIZE(1l..MAX) OF URI
BRTCertificate ::= SEQUENCE ({

contentType CONTENT-TYPE.&id({ContentTypeBRTCertificate}),
content

CONTENT-TYPE. &Type ({ContentTypeBRTCertificate} {QcontentType}) }

ISO/IEC 24761:2019(E)

ContentTypeBRTCertificate CONTENT-TYPE ::= { contentBRTCertificate }
ContentBRTCertificate ::= SIGNEDDATA { EncapsulatedContentInfoBRTCertificate }
EncapsflatedContentInfoBRTCertificate ::= SEQUENCE {

eContentType CONTENT-TYPE.&id({ContentTypeBRTCertificateContentInfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type

({ContentTypeBRTCertificateContentInfo}{@eContentType})) }

Conten{TypeBRTCertificateContentInfo CONTENT-TYPE ::= { brtcContentInformation }

BRTCCofptentInformation ::= SEQUENCE {

sbhForBRTC SBHForBRTC,

bdbForBRTC BDBForBRTC}

SBHForBRTC ::= SEQUENCE ({

version Version DEFAULT vl,

brtcIndex BIRIndex,

brtcvValidityPeriod BDBValidityPeriod,

biometricType BiometricType, &::>
biometricSubtype BiometricSubtype OPTIONAL, Qb
brtQuality Quality OPTIONAL, 5\\'0
bdbEncryptionOptions BOOLEAN (FALSE), ~S§
bdbIntegrityOptions BOOLEAN(FALSE),:SSa
bdbFormatForBRTC BDBFormat} xS)

BDBFOrBRTC ::= SEQUENCE { %

.
version Version DEFAULT v, ,\\

issuerAndSerialNumberBRTq IssuerAndSerialNumber OPTIONAL,
originalBDBHashLis List,

originalBIRRefe RI OPTIONAL,

originalBIRP@QnFormat PatronFormat,

originalBDQesitlon INTEGER,

N

(-19

N
©
5
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userInformation UserInformation OPTIONAL,

pkiCertificateInformation PKICertificateInformation OPTIONAL,

enrolmentACBioInstances SequenceOfACBioInstances OPTIONAL}

HashList

UserInformation

SEQUENCE SIZE (1..MAX)

OF Hash

::= SEQUENCE ({

userIdentifier OCTET STRING,

userName Name OPTIONAL,

userUniqueldentifier Uniqueldentifier OPTIONAL}

PKICertificateInformation

SEQUENCE {

pkiCertificateSerialNumber CertificateSerialNumber,

pkiCert
pkiCert
SequenceOfACBi
-- Useful defi
SIGNEDDATA { E
version
digestA
encapCo
certifi
crls [1
signerI
-—- contentType
id-signedDataA
{iso (1)
id-acbioConten
{iso (1)
id-contentBPUR
{iso (1)
id-bpuReportCo
{iso (1)
id-contentBRTC
{iso (1)
id-brtcContent
{iso (1)
id-performance
{iso (1)
id-cmSecurityR
{iso (1)
id-bpSecurityR

{iso (1)

-- ContentType

signedDataACBio CONTENT-TYPE

ficatelssuerName Name OPTIONAL,

ficateIssuerUniquelIdentifier UniqueIdentifier OPTIONAL}

Instances SEQUENCE SIZE(1..MAX) OF ACBioInstance

itions

capsulatedContentInfo } SEQUENCE {

CMSVersion,
gorithms SET OF DigestAlgorithmIdentifier,
tentInfo EncapsulatedContentInfo,

ates [0] IMPLICIT CertificateSet OPTIONAL,

IMPLICIT RevocationInfoChoices OPTIONAL,

O

fos SignerInfos}

object identifiers

Bio OBJECT IDENTIFIER <2
acbio(24761) contentType (2) signedl@Bio(l)}

standard (0)

Information OBJECT IDENTIFIER

standard(0) acbio(24761) contentType (2) adgésbontent(B))

pport OBJECT IDENTIFIER

.
standard (0) acbio(24761) contentType&?§ bpuReport (4) }

tentInformation OBJECT IDENTIFIE®=

standard(0) acbio(24761) cont\*FType(Z) bpuReportContent (5) }
.

brtificate OBJECT IDENTIE, &F

standard (0) acbio(24761)y FontentType(Z) brtCertificate (6)}

nformation OBJECT FIER

standard (0) acbif( 61) contentType (2) brtcContent (7)}

eportContent rmation OBJECT IDENTIFIER

standard ( 10(24761) contentType (2) brtcContent (8)}

>portC<§QInformation OBJECT IDENTIFIER
stadgér (

WXK ontentInformation OBJECT IDENTIFIER

0) acbio(24761) contentType (2) brtcContent (9)}

standard(0) acbio(24761) contentType (2) brtcContent (10)}

objects

SignedDataACBio

IDENTIFIED BY id-signedDataACBio }

acbioContentInformation CONTENT-TYPE

= |

ACBioContentInformation

IDENTIFIED BY id-acbioContentInformation }
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contentBPUReport CONTENT-TYPE ::= {

ContentBPUReport

IDENTIFIED BY id-contentBPUReport }
bpuReportContentInformation CONTENT-TYPE ::= {

BPUReportContentInformation

IDENTIFIED BY id-bpuReportContentInformation }
contentBRTCertificate CONTENT-TYPE ::= {

ContentBRTCertificate

IDENTIFIED BY id-contentBRTCertificate }

brtcContentInformation CONTENT-TYPE ::= {

ISO/IEC 24761:2019(E)

BRTCContentInformation
IDENTIFIED BY id-brtcContentInformation }
perforpanceReportContentInformation CONTENT-TYPE ::= {
PerformanceReportContentInformation

IDENTIFIED BY id-performanceReportContentInformation }
cmSecufityReportContentInformation CONTENT-TYPE ::= {
CMSecurityReportContentInformation

IDENTIFIED BY id-cmSecurityReportContentInformation }
bpSecufityReportContentInformation CONTENT-TYPE ::= ({
BPSecurityReportContentInformation

IDENTIFIED BY id-bpSecurityReportContentInformation }

END --|AuthenticationContextForBiometrics
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Annex B
(informative)

Implementation examples

B.1 Examples of the implementation of ACBio

B.1.1 Genejral

|

In this documgnt, the protocol for ACBio is not specified. In this Annex, two examples of iniplementation

of ACBio are
case of OCBC

B.1.2 An Ej

B.1.2.1 Genleral

In this examp
of two BPUs:
processing, fi
the processed

B.1.2.2

B.1.2.2.1 (a3

Products of B
be evaluated

B.1.2.2.2 (3

Vendors of B
subprocesses

In production process

piven including protocols; one for a case of STOC (STore On Card) model, the othg
[On Card Biometric Comparison) model.

rample of the implementation of STOC Model

e, the STOC model of a biometric verification process means a biometric system con
one is a biometric device which has the functionsief data capture, intermediate
hal signal processing, comparison and decision, ahd’the other is a STOC card which|
biometric reference. This example is mainly fectised on STOC card.

se of declaration expression

PUs, i.e. STOC cards and biometfic devices used in a biometric verification process,
it a certain evaluation organization and issued their BPU security reports.

se of declaration expression

PUs indexes everyysubprocess and stream in accordance with the rule in 7.2.2,
and streams in)the biometric device and those in the STOC card are indexed

Figure B.1 an|
card are as s
[I0Index mean

d Figure B.2,then the BPUFunctionReport of the biometric device and that of thg
hown in _EFigtire B.3. In Figure B.1 and Figure B.2, SIndex means subprocess ind
s subprocess 10 index.

r for a

Kisting
signal
stores

should

If the
as in
STOC
bx and
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~

4 IOlIndex :1 IOIndex :2 I0Index :3
raw intermediate processed
biometric /\ biometric biometric
sample inter- sample ) sample
data »'mediate > f_mall
capture signal /3 signal
. rocessin
SIndex -1 Processing 9
SIndex :2 SIndex 3
biometric device M
IOIndex .4
! processed
biormetric
| reference
storage
SIndex -4
STOC card

Figure B.1 — A biometric enrolment process ofa STOC model and an example of indexing for

declarationexpression

biometric

I0Index :5 I0Index 6 I0Index .7
raw intermediate processed
biometric biometric

sample sample

final
signal

Dy, V-1 net
FTOUCTSSY PTOULCCS3ITy

SIndex .6 SIndex

> omparisop/
SIndex .

IO0Index :9

comparison
score

» decision
s

SIndex :9

processed

biometric device

| biometric

: reference
i IOIndex :8

! IOIndex :11
processed

4 biometric

£
— ITCTCTCI

Sindex .10

STOC card

LA~

IOIndex -10

comparison
decision

Figure B.2 — A biometric verification process of a STOC model and an example of indexing for
declaration expression

As written in the NOTE in 7.2.2.2, bpuSubprocessInformationList, bpulnputStaticInformationList,
and bpuoutputStaticInformationList are divided into two groups: one for enrolment and another
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for verification. Figure B.3 is an example for BPUFunctionReports. The whole of BPUFunctionReport
for the STOC card is shown in Figure B.3. BPUSubprocessinformation and BPUIOInformation in
BPUFunctionReport for the biometric device are depicted in Figure B.4 and Figure B.5 respectively.

BPUFunctionReport

BPUFunctionReportDeclaration

BPUSubprocessinformation

FunctionDefinition (for enrolment)

storage (name of function)

4 (subprocess index)

4 (index of input)

DescriptionFunction

BPUFunctionReport

BPUFunctionReportDeclaration

BPUSubprocessIinformation

BPUSubprocessInformation (for enrolment)

BPUSubprocessinformation (for verification)

BPUIOInformation (for input for enrolment)

BPUIOInformation (for output for enrolment)

BPUIOInformation (for input for verification)

QuplityEvaluation

Fu

hctionDefinition (for verification)

BPUIOInformation (for output for verification)

storage (name of function)

10 (subprocess index)

11 (index of output)

DescriptionFunction

Qu

plityEvaluation

BPUIO

nformation (for input for enrolment)

Bid

metricType

Bid

ImetricSubtype

Ty

eData

processed-data (processed level)

sample (purpose)

4

kubprocess 10 index)

BPUIO

nformation (for output)

Bid

metricType

Bid

metricSubtype

Ty

eData

processed-data (processed level)

reference (purpose)

11

(subprocess 10 index)

BP

Figure B.3

FunctionReport of the STOC card

BPUFunctionReport of the biometric device~\_

— Examples of BPUFunctionReports for a STOC model in declaration expresgion
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FunctionDefinition

data-capture (name of function)

1 (subprocess index)

1 (index of output)

DescriptionFunction

Qu

alityEvaluation

FunctionDefinition

intermediate-signal-processing (name of fun

ction)

2 (subprocess index)

1 (index of inputl)

2 (index of output)

ISO/IEC 24761:2019(E)

FunctionDefinition

data-capture (name of function)

5 (subprocess index)

5 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

intermediate-signal-processing (name of function)

6 (subprocess index)

5 (index of input1)

6 (index of output)

DescriptionFunction

Qu|

plityEvaluation

Fu

hctionDefinition

final-signal-processing (name of function)

3 (subprocess index)

2 (index of inputl)

3 (index of output)

DescriptionFunction

plityEvaluation

H

PUSubprocessinformation (for enrolment)

DescriptionFunction

QualityEvaluation

FunctionDefinition

final-signal-processing (name 'of function)

7 (subprocess index)

6 (index of inputl)

7 (index of output)

DescriptionFunefion

QualityEvaluatioh

FunctionDefifiition

comparison (name of function)

8 (stbprocess index)

7 (index of inputl)

8 (index of input2)

9 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

decision (name of function)

9 (subprocess index)

9 (index of inputl)

10 (index of output)

DescriptionFunction

QualityEvaluation

BPUSubprocessInformation (for verific

Figuré B.4 — Examples of BPUSubprocessinformation for a biometric devji
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BPUIOInformation (for output)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level)

sample

(purpose)

3 (subprocess 10 index)

BPUIOInformation (for input)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level)

reference (purpose)

8 (subprocess 10 index)

BPUIO

Information (for enrolment)

BPUIOInformation (for output)

BiometricType

BiometricSubtype

TypeData

B.1.2.2.3 (a3

Compared wi
not have to in
the streams f
enrolment an
of the STOC cz
10 index.

| comparison-decision (processed level)

10 (subprocess 10 index)

se of role expression

BPUIOInformation (for verification)

Figure B.5 — Examples of BPUIOInformation for a biometric device

h declaration expression, role expression is more impljcit but simpler. Vendors of B
dex every subprocess and stream in BPUs but should index streams from/to the B
fom/to the biometric device and that from the STOG card are indexed as in Figure
1 Figure B.7 for verification, then the BPUFunctienReport of the biometric device and that
ird are expressed as in Figure B.8. In Figure.B:6-and Figure B.7, I0Index means subp

comiparator

PUs do
PUs. If
B.6 for

rocess

-

data
capture

-

raw intermedigje
- biometric bioxgeiric
sample /4(% saple
» mediate ¥ final
signal signal
Processi¥ig proeessing

IO0Index -1

~

biemetric device

processed
biometric
sample

10Index .2

processed
biometric
reference

storage storage

STOC card

Figure B.6 — A biometric enrolment process of a STOC model and an example of indexing
for role expression
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comparator
) ) IOIndex :4
raw intermediate processed ) .
biometric biometric biometric comparison Comp_arlson
sample /4% sample sample score decision
data »' mediate ¥ final »Compariso » decision
capture signal signal
Processing proecessing
processed
biometric
biometric device ! reference
. I0Index 3

Fig

| 1OIndex :5 Q
i processed (1/
biometric /\@

referencv

storage

ra \
S@‘JC card

L

ure B.7 — A biometric verification process OQQTOC model and an example o
for role e@ression

findexing
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BPUFunctionReport BPUFunctionReport
BPUFunctionReportRole BPUFunctionReportRole
comparator-BPU-role storage-BPU-role
ExecutionInformation (for enrolment) ExecutionInformation (for enrolment)
1 (executionIndex) 1 (executionIndex)
BiometricType BiometricType
BiometricSubtype BiometricSubtype
BPUIOInformation (for input) BPUIOInformation (for output)
TypeData TypeData
processed-data (processed level) processed-data (processed level)
sample (purpose) sample (purpose)
1 (subprocess I0 index) 2 (subprocess 10 index)
ExegutionInformation (for verification) ExecutionInformation (for verification)
P (executionIndex) 2 (executionIndex)
BiometricType BiometricType
BiometricSubtype BiometricSubtype
BPUIOInformation (for input) BPUIOInformation (ferjoutput)
TypeData TypeData
processed-data (processed level) processedl-data (processed level)
reference (purpose) sahple (purpose)
3 (subprocess 10 index) 5 (subprocess 10 index)
BPUIOInformation (for output) =N
TypeData BPUFunctionReport of the biometric device
|comparison-decision (processed level) A __:
4 (subprocess 10 index) A l

\
\
XN

BPUFunctionReport of the STOC card

Figurg B.8 — Examples of BPUFunctionReports for a STOC model in role expression

B.1.2.3 Ine

Biometric ref

hrolment process

reference. It or its referrer is to beistored in brtcertificateInformation of ACBioContentInform

B.1.2.4 Ine

On an executi

kecution process

bn of biometric verification, two inputs are given to a STOC card; the firstis a contrg

from the validator, thessécond is the BPU [0 index to the output from the STOC card. Called with PER
BIOMETRIC QPERATION command, which is specified in ISO/IEC 7816-11, with parameters ing

the above tw

p, the"STOC card digitally signs the whole field of the type aAcBioContentInformat

brence is stored to a STOC/card in this process. A BRT certificate is issued to the biometric

htion.

| value
FORM
luding
ion to

get the ACBI

picted in

Figure B.9 when declaration expression is used. When role expression is used, 10, index of executed
subprocess, is replaced with 2 of executionIndex, and 11, the subprocess 10 index for output, is replaced

with 5 (see Fig

gure B.7 and Figure B.8).
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application
program

Control Value,
BPU IO indexes
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data

raw intermediate processed

P biometricm/\ar biometric biometric
sample ;rmediate S2MP1/final\__sample

h . —><Comparisol
/ signal /S|gna|
processing processing

~

comparison comparison
score decision

decision

capture
processed
bi i
ontrol Value, index
OPERATION /

7

__Biometric reference

a >
[

ACBio instance

/

o

/7/\

ACBioContantInformatio n/

Wersion

BRLI T formation,élo ck

/
]
/

on

BPL Report

BPU Cericate Referrer Informat

Information

Control Value”

/

Biometric Process

Block

10 (index of executed subprockss)

BPU Output Information

/
TypeData I
/

| processed-data
reference

BPU

10 index for output from BPL

11 (the subprocess 10 index for output)

hash

of biometric reference N\«
[OID of hash algorithm 9

|hash value
BRT Certificate Infarmation /

verification

B.1.2.5 An example of protocol

Figure B.9 — ACBio instance generation on a STOC card on an execution of bigmetric

In thid example, it is assumed that all of the subprocesses of biometric verification are done at the
claimant and also that therg:is a system at the claimant which sends and receives messag¢s to/from the

systenn of the validator,\biometric device, and STOC card, as shown in Figure B.10.
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Key

1to 15 order g¢f protocol execution

The following shows an example of the‘protocol for this STOC model:

1y
2)

3)

4)

5)

6)

58

10
STOC
card
3T—51—91H
4
7’ 1 3 v v 16
3,4 1
— >
5 2
—> <—
6
Biomatric System System
devipe 8 of of
i T’ claimant validator
4—
14 15
_— _—
6,9, 12, 15

Figure B.10 — An example of protocol for a STOC model

The clainjant requests authehtication to the validator, via the system of claimant.

The systgm of validator sends the control value and the candidate list of hash algorithms, |digital
signaturdalgorithms, modalities, and biometric capability classes according to the ACBio validation
policy, anld requests the execution of biometric verification to the system of claimant. Herelin this
example, [storage*and-others class is assumed to be contained in the candidate list of bigmetric
capability classes.

The system of the claimant checks if any of the list of modalities and biometric capability classes
are satisfied at the claimant. In this case, the biometric device and STOC card can configure storage-
and-others class in the list of biometric capability classes. If there is a set of BPUs which satisfy
the modalities and biometric capabilitiy classes, the system of the claimant also checks if the data
types of the data flows between the BPUs are consistent.

The system of the claimant inquires available hash algorithms and digital signature algorithms to
the biometric device and the STOC card.

The biometric device and the STOC card return available hash algorithms and digital signature
algorithms to the system of claimant side.

The system of claimant decides the hash algorithm and the signature algorithm, and sends the
validator's control value, the hash algorithm, and the signature algorithm to the biometric device
to request execution of data capture, intermediate signal processing, and final signal processing.
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7) The biometric device captures the biometric information from the claimant and generates the
processed biometric sample through data capture, intermediate signal processing, and final signal
processing subprocesses.

8) The biometric device sends the termination message of final signal processing to the system of the
claimant.

9) The system of the claimant calls the STOC card to get the processed biometric reference with the
validator's control value, the hash algorithm and the signature algorithm selected in step (6), and a
BPU IO Index for the output data (processed biometric reference) of the STOC card.

10) The STOC card generates an ACBio instance (see B.1.2.4 for details).

11) TH
th

12) TH
th

pr
bi

13) T}
de

pr]
a)
b)
‘)

e STOC card returns the processed biometric reference with the ACBio instance(ty
P claimant.

e system of claimant calls the biometric device for execution of comparison and

ocessed biometric reference, and the BPU 10 Index assigned to they¢comparison d
bmetric device.

e biometric device receives the processed biometric reference and executes co
cision subprocesses. The biometric device also generatescan’ACBio instance with
ocedures.

Restore the BPU Information block and set it to bpdInformation of ACBioContent]
Set the validator’s control value to controlvalte of ACBioContentInformation.
Generate the biometric process block as folows;

1a) (The case of declaration expression used for BPU report) Set th

executedProcessTndexList\In this case, the subprocess indexes correspo
capture, intermediate signal processing, final signal processing, comparison
are setin executedProcessIndexList.

1b) (The case of rele expression used for BPU report) Set the execu

execution of the functions at the biometric device to executedProcess
BPUFunctignReportRoleSingle is expressed as in Figure B.8, 2 is set as
member.of executedProcessIndexList.

2) T¢ make bpuTnputExecutionInformationList field, the following should
the value processed-data and the value reference respectively to proces
purpose of dataType. Set the BPU IO index, assigned to the input of the bioms

the system of

decision with

e processed biometric reference received from the STOC card, the BPU\IO index a$signed to the

ecision of the

mparison and
the following

nformation.

P subprocess

indexes corresponding to. the subprocesses executed at the biometric devices to

hding to data
and decision

L ionIndex in

executionInformationList INn BPUFunctionReportRoleSingle corresponlding to the

IndexList. If
the only one

be done. Set
sedLevel and
tric device, to

d)

bpuIOIndex. Set the subprocess 10 index of the input data (processed biomet

ric reference)

to the comparison subprocess to subprocessT0Index. Set the pair of the has
processed biometric reference received and the hash algorithm to hash.

h value of the

3) To make bpuOutputExecutionInformationList field, the following should be done. Set the
value comparison-decision to processedLevel of dataType. Set the BPU IO index, assigned

to the output data of the biometric device, to bpuToTndex. Set the subproce

ss 10 index of

the output data (comparison decision) of the decision subprocess, which was assigned by
the product vendor of the biometric device, to subprocessI0Index. Set the pair of the hash

value of the comparison decision and the hash algorithm into hash.

Generate signedbDataACBio with the data generated as in a), b) and c), using the digital signature

algorithm selected in (6).

14) The biometric device sends the result of decision subprocess and the ACBio instance to the system

of

©150/1

the claimant.
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