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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1

International Standards are drafted in accordance with the rules given in the ISO/TEC Directives,
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A vulnerability is a weakness of software, hardware, or online service that can be exploited. An
exploitation of vulnerabilities results in a disruption of the confidentiality, integrity, or availability of
the ICT system or related information assets, which may cause a breach of data privacy, interruption of
operation of mission critical systems, and so on.

Vulnerabilities can be caused by both software or hardware design and programming flaws.
Poor administrative processes and a lack of user awareness and education can also be a source of
vulnerabilities, as can unforeseen changes in operating environments. Regardless of the cause, an
exploitation of such vulnerabilities may result in real threats to mission-critical information systems.

Indiviquals and organizations, including businesses and governments, rely heavily
ftware components used in operating systems, applications, networks, and critical national
ructure. Vulnerabilities in these components increase risk to the information-residing on them,
creasing risks to users and owners of the information. In addition, the lack of awareness about
these yulnerabilities also increases risk.

and s
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thus ix

Inappr]

opriate disclosure of a vulnerability could not only delay the deployment of the

{;

on hardware

vulnerability

resolution but also give attackers hints to exploit it. That is why vulnetrability disclosyire should be

carriedl out appropriately.
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This International Standard prevides guidelines for vendors to be included in their busi

when
inform

ability disclosure is a process through which vendors-and vulnerability finde
atively in finding solutions that reduce the risks associated with a vulnerability. It

[ion.

als of vulnerability disclosure include the following:
suring that identified vulnerabilities are-addressed;
nimizing the risk from vulnerabilities;

oviding users with sufficient information to evaluate risks from vulnerabilities to t

Lting expectations to prometepositive communication and coordination among iny

Feceiving informatidn about potential vulnerabilities and distributing vulnerabi
ation.

rs may work
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such as reporting, coordinating, and publishing information about a vulnerapility and its

heir systems;

olved parties.

TIIESS processes
|

ity resolution

©150/1

EC 2014 - All rights reserved


https://iecnorm.com/api/?name=1d7899a7704ee535d055938f92b3c28e



https://iecnorm.com/api/?name=1d7899a7704ee535d055938f92b3c28e

INTERNATIONAL STANDARD ISO/IEC 29147:2014(E)

Information technology — Security techniques —
Vulnerability disclosure

1 Scope

This International Standard gives guidelines for the disclosure of potential vulnerabilities in products
and online services. This International Standard details the methods a vendor should use to address
issuesfrelated to vulnerability disclosure. This International Standard

a) prpvides guidelines for vendors on how to receive information about potential vulperabilities in
their products or online services,

b) provides guidelines for vendors on how to disseminate resolution information about ulnerabilities
inftheir products or online services,

c) provides the information items that should be produced through'the implementation of a vendor’s
vUylnerability disclosure process, and

d) prpvides examples of content that should be included in the information items.

This Igternational Standard is applicable to vendors who-réspond to external reports of yulnerabilities
in theif products or online services.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies] For undated
referefces, the latest edition of the referenced document (including any amendments) applies..

[SO/IHC 27000:2012, Information technology — Security techniques — Information security management
systems — Overview and vocahulary

ISO/IEC 30111, Informatioh:technology — Security techniques — Vulnerability handling processes

3 Terms and definitions

For the¢ purpaoses of this document, the terms and definitions in ISO/IEC 27000 and the following apply.

31
advisory
announcement or bulletin that serves to inform, advise, and warn about a vulnerability of a product

Note 1 to entry: An advisory may include advice on how to deal with the vulnerability. An advisory typically
contains a description of the vulnerability at a specific point in time. An advisory can include a list of vulnerable
products or services, potential impact, resolution and mitigation information, and references. Such items included
in the advisory are relevant at the time the advisory is published and may evolve over time. An advisory may be
published by a vendor, finder, or coordinator and may be revised if more information becomes available.

3.2

coordinator

optional participant that can assist vendors and finders in handling and disclosing vulnerability
information

Note 1 to entry: A coordinator can actas a trusted liaison between involved parties (vendors and finders), enabling
positive communication between them.

© ISO/IEC 2014 - All rights reserved 1
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3.3
finder

individual or organization that identifies a potential vulnerability in a product or online service

Note 1 to entry: Finders can be researchers, security companies, users, governments, or coordinators.

3.4

online services
service which is implemented by hardware, software, or a combination of them and provided over a
communication line or network

Note 1 to entry: The vendor of an online service may also be referred to as a service provider. Online services are

e often

similar to pro
appears to usel
they only use t

3.5
product
system imple

3.6
remediation
patch, fix, upg

Note 1 to entr
hardware char
terms includin

Note 2 to entry
cases, a tempol

3.7

service
means of deliy
specific physi

3.8
vendor
individual or

3.9
vulnerability
weakness of S

[SOURCE: ISO

Note 1toentry
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s as a single instance of software and that users do not install, manage, or deploy the softw
he service.

mented or developed for sale or to be offered for free

rade, configuration, or documentation change to either remove or mitigate a vulner

y: A remediation typically takes the form of a configuration change, binary file repla
ge, source code patch, etc. Remediations are usually provided by vendors. Vendors use d
b patch, fix, hotfix, and upgrade.

: Actions that reduce the impact of a possible attack'or mask the vulnerability (which are,
ary action) are often called countermeasures or'workarounds.

rering value to users by facilitating results users want to achieve without the owner
cal or logical resources and the(isks related to ownership

brganization that deyeloped the product or service or is responsible for maintainin

=

oftware, hardware, or online service that can be exploited
IEC 27000:2009, 2.46 — modified.]

Weaknessesinasystem canbe caused by software and hardware design flaws, poor adminis
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4 Abbreviated terms

CCE
CPE
CSIRT
CVE
CVSS

Common Configuration Enumeration
Common Platform Enumeration

Computer Security Incident Response Team
Common Vulnerabilities and Exposures

Common Vulnerability Scoring System
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ID identifier

IT information technology
PC personal computer

PDF portable document format

PGP Pretty Good Privacy

PoC proof of concept

PSIRT[ product Security Incident response team

SRM secure receiving model
SW software

URL uniform resource locator
5 Concepts

5.1 General

The puirpose of this clause is to provide background irformation and context to help 1

nerahjility handling processes

ISO/IEC 29147: Vulnerability disclosure and’ISO/IEC 30111: Vulnerability handling procesj
standdrds, as Figure 1 shows.

ISO/IEC 29147 provides guidelines for vendors to include in their normal business pr

eaders better

30111: Vul-

esarerelated

bcesses when

receiving information about potential vulnerabilities from external individuals or orgapnizations and

when [distributing vulnerability resolution information to affected users. This target
persons, users, and organizations who require methods to receive vulnerability repof
requirgd, to disseminate advisories.

s individuals,
ts and, when

ity information

reported by individuals or organizations that find a potential vulnerability in a product or ¢nline service.

with received

bort potential

vulnerabllltles ISO/IEC 30111 deals Wlth the investigation, trlage and resolutlon of vulnerabilities,
regardless if the source of the potential vulnerability was external to the vendor or from within the

vendor’s own security, development, or testing teams.
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ISO/IEC 29147
Vulnerability disclosure

Develop vulnerability
disclosure policy

ISO/IEC 30111
Vulnerability handling processes

Develop vulnerability
handling policy and
organizational

framewark
Develop capability to
receive and
disseminate
vulnerability information
Receive Identify

vulnerability report
from external
source

:

vulnerability from
internal source

:

Acknowledge receipt

i
)

Inform finder

Disseminate
advisory

L Verify report

Vulnerability
verified?

Develop resolution

Y

Engage in
post-resolution
activities

Figure 1 — Mapping of ISO/IEC 29147 and ISO/IEC 30111
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5.3 Products and online services

5.3.1 Products

Products are systems provided by vendors to users either for sale or for free. There are many different
types of products including but not limited to custom software built under contract for specific user’s
license use, libraries intended to be included in other products, commercial off-the-shelf (COTS) products
for mass markets, community-developed projects, and recreational or hobbyist offerings.

For the purposes of this International Standard, the distinction between hardware and software

products is seldom relevant. There are very few cases of vulnerabilities in pure hardware systems. In
most cases_so-called hardware vulnerabhilitieg nr“rnqlly occurin low-level software or firmware.

Depenfing on sales, distribution, and support models, vendors may or may not have acfurate lists of
users. [This can be relevant when considering notifying affected users of a vulnerability.

5.3.2 | Vulnerability

A vulnrability is generally a set of conditions that allows the violation ¢f an explicit or implicit security
policy|of the user. Typically, the violation of the user’s security policy results in a negative jmpact or loss
to the piser. One common way to categorize loss is to consider the impact to the confidentiglity, integrity,
and availability of an asset. For example, a vulnerability that allowed an attacker to insftall malicious
softwdre on a user’s system might severely impact confidentiality and integrity since the attacker could
use the¢ malicious software to read or change sensitive information. A vulnerability in a nefwork product
that cqused the product to experience a system error would impact availability. The actyal impact of a
vulnerjability depends on how the vulnerable product is'used and other subjective factor

Vulnerabilities are often caused by implementation‘defects in software. A vulnerability can[be associated
with the security policy if one exists. One comuion type of vulnerability includes buffer ¢verflows and
related low-level memory management errors-that allow specially crafted input to confrol execution
of the pulnerable software program. SQL jinjection and cross-site scripting vulnerabilitief are common
types ¢f vulnerabilities found in web applications. Many other sets of conditions can causd or contribute
to vulnherabilities, including design .decisions, default configuration settings, weak authentication or
access| control, lack of awareness*dr education, or even unexpected interactions betwe¢n systems or
changgs in operating environments.

More information about types of vulnerabilities can be found in the Common Weakness| Enumeration
(CWE) and the Open Web*Application Security Project (OWASP). Both of these organizations focus on
training developers and engineers on current security threats including how to discover and rate them
and hgw to progranimatically make code and applications better. Links to both of these sites are located
in B.4.

Many stakehelders (predominantly vendors and users) seek to identify and resolve vjulnerabilities,
either |remaving them entirely (usually by patching or updating software to remove defects) or by
mitigating” or working around vulnerabilities to reduce the likelihood and/or impactTof successful
attack. Vulnerability disclosure provides vendors and users with information to resolve and mitigate
vulnerabilities and to make better risk decisions.

Attackers also seek to identify vulnerabilities, but typically do not attempt to disclose or resolve
vulnerabilities. Attackers seek to exploit vulnerabilities for some gain, almost always causing loss to
users.

5.3.3 Product interdependency

Many products are complex systems that include other products in some way. Products can use source
code from other products, softwarelibraries, or other types ofinterfaces. Some products are substantially
similar but sold under different brands by different vendors. Different products that support the same
network protocol or file format may be affected by a vulnerability in the protocol or format. A user or

© ISO/IEC 2014 - All rights reserved 5
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vendor may not be certain which products are affected by the vulnerability. These interdependencies
are important since products that use or interact with a vulnerable product may also be vulnerable.

5.4 Stakeholders

This subclause enumerates major stakeholders in the vulnerability disclosure process.

5.4.1 User

Users may directly operate software or hardware products or make use of an online service. Users may
be referred to as consumers, customers, or end users. Due to the interdependencies of modern software

products, use

Users need in
decisions and
information t

5.4.2 Vend

fformation about vulnerabilities, particularly remediation, in order to make effecti

o | 4 1 Lo al 4+ | o il 4+ 11 H
) lllay ITULU RNITUVV lJl CLIDCI_)’ VVIIICIT LUllllJUllCllLb Ul lJl Ugucits Luc_y al'T aLLuau_y uolus.

to use software products and online services more securely. Providing' vulner
b users is discussed in Clause 9.

r

Ve risk
ability

' be an
mber
r free,

A vendor dev¢lops a product or online service or is responsible for maintainifg it. A vendor may
individual or prganization such as a commercial business or an open source project. There are a
of different tefms used to describe individuals or organizations who deliVer software products f

including de

software products within a supply chain may be called a supplier<Forthe purposes of this Intern
Standard, the|term “vendor” shall be used to mean all of them,

Vendors are rpsponsible for the quality of their products andonline services. Vendors use vulner]
disclosure toflearn about vulnerabilities, to develop resolutions and mitigations, and to dis
information tp users.

There are mpny types of vendors with varioys* models for developing, selling, supportin

distributing
actas custom
component vd

5.4.3

An intermedi
a combinatior

a) systemh
software

contract)

Intermediate Vendor

loper, maintainer, or distributor. Similarly, an individual or organization that d

oducts. Some vendors integrate products into a system or service, and these vendo
brs or users of the component ptoducts. These intermediate vendors may be depeng
ndors for vulnerability resolution and mitigation information.

hte vendor gets a subsystem from a vendor and uses it to supply a system or sery
of both) to a user (or another intermediate vendor). Typical examples are the follo

buses thatlise a PC and an operating system to add their own healthcare adminis
and sell.the combined system to a medical doctor (maybe together with a maint

plivers
htional

ability
ribute

p, and
I's may

ent on

ice (or
ving:

ration
bnance

b) telecomn]

unication providers that supply a mobile phone together with a service contract.

These intermediate vendors may learn about vulnerabilities through error reports from their customers
and additional early investigations (e.g. as part of quality controls for incoming goods). They shall report
vulnerabilities to their vendors. The difficult issue for intermediate vendors is that they may not be in a
position to simply wait for their vendor to solve the problem and remove the vulnerability.

They have a legal responsibility to inform their customers, as the customers may need to stop using the
device or some of its functionality or to work around the vulnerabilities in order to mitigate risk. This
holds especially when the vendor takes a long time to remove the vulnerability or is not able to do so at
all. If an intermediate vendor informs its customer, this may well mean that vulnerability is disclosed
before the vendor is able to deal with this.

Intermediate vendors may also be technically capable of producing and distributing workarounds to
at least protect the use of their product or service or even a specific configuration of the underlying
system (e.g. a more restrictive configuration of the operating system). Their intermediary role puts
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these vendors in the position of having to deal with trade-offs (e.g. informing their customers about
vulnerabilities quickly vs. communicating solutions in addition to problems).

5.4.4

Finder

Afinder is an individual or organization who identifies a potential vulnerability in a product or an online
service. A finder is often a security or vulnerability researcher. A finder may also be a user or vendor. For
the purposes of this International Standard, it is expected that a finder will attempt to inform a vendor
or coordinator about a vulnerability. In practice, a finder may choose not to attempt to inform a vendor
or coordinator or the attempt may fail. Receiving vulnerability information from finders is discussed in
Clause 7.

5.4.5

Coord
zone,

(CSIRTs) provide vulnerability coordination services on an operational basis;yand other C§

coordji

Comm

— hdlping finders identify and contact vendors,
— coprdinating vulnerabilities that affect multiple vendors
— pdrforming technical analysis and validation of vuliierability reports, and

— pyblishing advisories.

While
tobet

5.5 VYulnerability disclosure process summary

This s

outlings the vendor’s vulnerability disclosure process which consists of the five high-leve

©150/1

Coordinator

nators may work with other coordinators to obtain help with domain expertise, 1
hind cultural barriers and to share effort. Some Computer Security Ingident Reg

Inate individual cases. Some vendors also provide coordination services.

pn services provided by a coordinator include

coordinators often have interests in proteéting their constituencies, coordinators s
bchnically objective and minimize risk to all stakeholders.

Ibclause summarizes the vulnerability disclosure process contained in ISO/IEC 3(

[ Receipt of Vulnerability Report

A 4

[ Verification

A 4

hnguage, time
ponse Teams
IRTs will help

hould attempt

111. Figure 2
steps.

Resolution Development

Post Release

Figure 2 — Summary vulnerability disclosure process
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5.5.1 Receipt of vulnerability report phase

A finder identifies potential vulnerabilities in products or online services and reports to the vendor. The
vendor acknowledges receipt of the report.

5.5.2 Verification phase

Thevendorinvestigatesthereport.Investigation ofteninvolves attempting to reproduce the environment
and behaviour reported by the finder. This may be a preliminary investigation, focused primarily on
the need for further effort by the vendor. Investigation may also include correlating similar or related
reports, assessing severity, and determining other affected products. The investigation determines

whether the
during the in

5.5.3 Resol

The vendor d
involve more
products affe
mitigation teq
and negative
functionality.

5.5.4 Release phase

The vendor d
documents th
to users, typi
deploy the rey
in cases of act
does not intr(
with other pr

5.5.5 Post-)

A vendor colld
For example,

5.6 Inforni

Figure 3 illus
main exchang

to users. A pq

estigation and notifies the finder of the results at the end of the investigation.

tion development phase

bvelops a resolution for vulnerabilities reported by a finder. Resolution‘developme
detailed investigation of the root cause of the vulnerabilities and determination o
‘ted by the same or similar vulnerabilities. The vendor typically dévelops remediati
hniques and performs positive tests to determine that the remediation works co
(regression) tests to provide assurance that the remediation does not disrupt e

e event. For a product, the vendor provides.the remediation and mitigation infori
Cally in the form of a vulnerability advisosy ‘and software patches or updates, ang
hediation. A vendor may release an advisory before a remediation is available, parti
jve exploitation or public discussion. The vendor should attempt to ensure the reme
duce new vulnerabilities, overall product quality issues, or have compatibility pr
bducts or services if possible.

'elease phase

cts feedback from users and updates remediation and mitigation information as nec
h remediation maybefound to be incomplete or to cause regression issues or side &

ation exchdange during vulnerability disclosure

trates information exchange during the vulnerability disclosure process. There a
es: potential vulnerability reports from finders to vendors and advisories from v

finder

ht may
[ other

bn and

rectly
Kisting

eploys the remediation. In an online service, the vendor deploys the remediatipn and

mation
users
Cularly
iation
blems

pssary.
ffects.

Fe two
bndors

coordinators.

tential vulnerability report is sent from a finder to a vendor either directly or t
A A4 D y 3

vendor may act as a finder and report a vulnerability to another vendor. An advisory

rough

is released by a vendor either privately to its users or to the public. This International Standard
focuses on these two exchanges from the perspective of the vendor receiving vulnerability reports and
disseminating remediation information.
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Finder |- [send-report-to |- - - >[ Coordinator ]—{ release-advisory-to |—> User

(optional)

: . A
1
send-report-to send- report -to |
| .
! || release-advisory-to | 1
1 1 .
b e e e e e e e e e e - - - l .
! ! —— release-advisory-to !
o !
I ! 1

v | use-product/online-service-of

— {send-report-to - = = = = = = o I

Vendor cepeemeem o N !

]release-advisory-to | . I

[ Cqordinator i
|

optional)

1

| .

| |re|ease-advnsory-to | !
1 .
l !

| release-advisory-to | * | use—prodluct/online—servic e-of |

~[send-report-to |- = = - = - - - Other Vendh ------- -
} release-advigory-to }—

Figure 3 — Vulnerability information exchange

5.7 Confidentiality of exchanged information

Since yulnerability information may beyused to attack vulnerable products and online servijices, sensitive
vulnerjability information should, (be& communicated confidentially. Vendors may widh to provide
securg confidential methods for-finders to report vulnerability information. Message infegrity is also
important, particularly in verifying that remediation information is authentic. Common ¢ryptographic
protodols such as Secure Seckets Layer (SSL), Secure Multipurpose Internet Mail Extensigns (S/MIME),
and Pretty Good Privaey,(PGP) can provide confidentiality and integrity. If there are dther security
requirgments, ISO/IEC 27010 may be of relevance. An example would be if a coordinator wishes to offer
a findgr anonymity service.

5.8 VYulnerability advisories

Vulnerfability information is generally published in an advisory. The advisory describes thelvulnerability,
usuallyfeeusing-enremediationand-mitigationbut-alse-includesinformationaboutaffdcted systems,
threats, impact, and related references. Users reading an advisory need sufficient information to make
informed risk decisions about how to remediate or mitigate the vulnerability.

Users should be able to cryptographically verify the authenticity and integrity of an advisory and
remediation (particularly patches and updates).

5.9 Vulnerability exploitation

In general, attackers seek to exploit vulnerabilities for some gain, almost always causing loss to users.
Various factors such as target population, exposure of targets, value of targets to the attacker, and cost
of exploit development can influence whether or not a vulnerability will be exploited by attackers. Any
attempt, however, to predict whether or not a vulnerability will or has already been used in attacks is
fraught with uncertainty. The most conservative assumption is that a vulnerability can and will (and
may have already been) used in attacks.

© ISO/IEC 2014 - All rights reserved 9
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6 Vulnerability disclosure policy considerations

6.1 General

This clause discusses considerations to be taken into account when creating a vulnerability disclosure
policy. Each vendor has different requirements and resources available for dealing with security
vulnerability information.

Vendors should define their responsibilities in the vulnerability disclosure policy. Vendors should
publicize their vulnerability disclosure policy or point to an existing public vulnerability disclosure
policy. Several examples are listed in B.1.

The disclosurje policy should state the intentions of the vendor, its responsibilities, as well wihat the

vendor expects from other stakeholders. The vulnerability disclosure policy should be simple‘an
to enable easly reporting of product vulnerabilities to the vendor. Vendors should consider in
placement of information related to product security. One such location may be a security. web pa
www.example.com/security).

6.2 Minimpm policy aspects

A clear
fuitive
be (e.g.

A vendor should create an overall vulnerability disclosure policy, but they may choose to publicize only

select sectionfs if the internal policy contains sensitive information. A*gulnerability disclosure
should, at leagt, include information about the following.

a) How the yendor would like to be contacted

b)

policy

Vendors who adopt a policy of vulnerability disclosure.will typically offer a security website or

page. This website/page provides information on the-vendor’s accepted method(s) for re
vulnerability information from a finder.

iy

2)
3)

Contact inormation might include one or moreof the following:

E-m

Examnlples of e-mail aliases that could be used include the following:

Phon nuy mhnr;

ajil address;
security-alert@example.eom;
security@example-com;
secure@example:com;
gsirt@exaiple.com;

dsirt@example.com

Web form.

eiving

Vendors can offer a web form that the finder has to complete. This has the advantage that the
vendor can distinguish between optional and mandatory information and automate the process
of entering data in a vulnerability database.

Secure communication options

Due to the risk aspect of clear text messages, vendors should provide a secure communications
channel. This can leverage technologies such as S/MIME or PGP to ensure information exchanges are
protected. Likewise, vendors can offer HTTPS for web portals for vulnerability report submissions.
Vendors should configure these capabilities prior to communication with finders.

c) Setting communication expectations

10
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Vendors should explain/set expectations for communication, including initial acknowledgement of
receipt of report and status updates. Vendors should provide updates to the finder using the agreed

m

d) In

ethod of communication.

formation that would be useful when submitting a possible vulnerability report

Itisimportantthat vendors maintain open and cooperative dialogue with finders so thatinformation
about vulnerabilities can be shared and risk for users can be reduced as efficiently as possible. Once
a finder has initiated contact regarding a potential vulnerability, vendors will have to determine
if the finder has provided enough information to confirm or refute the issue. This will be different
in each situation. A.2 lists examples of information that would be helpful to vendors. If the vendor
determines that the finder has not provided enough information, the vendor may contact the finder

to
te
th

In
in
ty]
A

he

p1]

In
ha

f)  Hg

Th
in

6.3

request for additional detalls. Intermediate vendors may wish to invite informa

e finder also reported the vulnerability there.

Out-of-scope services

most cases, the team dealing with vulnerability reports will not be able to deal
Cidents and other security related questions. Vendors should specify contact po
pes of requests.

vendor may wish to provide suggestions for submittingtadditional information

oviding a form for this purpose.

cases when a vulnerability affects multiple vendors, it is useful for vendors to kno
s also reported the vulnerability to the other affected vendors.

w submitted reports are tracked

e vendor should define a means tovtrack received information about possible
formation and communicate that me&thod with finders.

Dptional policy aspects

A vulngrability disclosure policy may contain multiple optional elements.

a) Cr

A
to
th

b) Sy

AS

edit to finder

yendor may acknowledge the contributions of the finder(s) who helped in the discov
vards resolution of the discovered vulnerability. Before doing so, the vendor shot
is acknowledgement is welcomed by the finder.

nchrohized public disclosure

saoonasremediationsareavailable thevendorandfindermavcometoacommonand

'minal vendor or other intermediate vendor may be the source of the vulnerability

Ipful to understanding the vulnerability and possible remedies. The vendor m

Fion on which
and whether

with security

ints for these

'hat might be
ight consider

v if the finder

vulnerability

bry or worked
1d verify that

synchronized

public disclosure.

Di

stribution

The vendor will offer a means for publishing security advisories which may include a website,
mailing list, etc., including information on how to subscribe and unsubscribe.
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7 Receipt of vulnerability information

7.1 General

This clause presents a guideline for vendors when receiving information on potential vulnerabilities
from either a finder or a coordinator, which helps vendors

a) ensure that their team responsible for vulnerability handling can receive vulnerability reports as
quickly and securely as possible, and

b) establish and maintain a working relationship with a finder or a coordinator.

7.2 Potentjal vulnerability report and its secure receiving model

Potential vulrjerability reports are sentto vendors or coordinators by findersin order to promptinitiation
of the vulnergbility handling process. They include a description of what product or online servjce has
a potential vullnerability and how the potential vulnerability is triggered. Reports may-include prjof-of-
concept (PoC] code that demonstrates the exploitation of the vulnerability. Since‘@ yulnerability [report
may include gensitive information such as PoC code, a vendor should provide(aymeans to receiye that
information securely.

7.3 Acknowledgement of receipt from finder or a coordinator

The vendor should respond to a vulnerability report within thetime period specified in the vgndor’s
vulnerability fisclosure policy. It is recommended that an ackndwledgement of receipt of a vulnerfability
report be proyided to a finder within seven calendar days.

7.4 Trackipg incoming reports

A vendor shduld have a tracking system that is-tised to record and track all reports on poftential
vulnerabilitiep. It shall be possible to unambigueusly track each report. This assignment can bg done
by the vendofr, an intermediate vendor, a finder, a coordinator, or any other party involved|in the
vulnerability disclosure process.

For tracking purposes, the vendor shotildassign a unique internal identifier to the potential vulnerability
report. It is pfeferred to use this unique identifier in all communication with the stakeholders inyolved
in the vulnergbility assessment.®Finders can also assign an internal identifier which can be inclyded in
the vendor’s tracking process:

7.5 On-going communication with finder

Vendors shoyld evaluiate the reported issue and make a determination whether it represents a
vulnerability prshot The vendor should inform the finder and coordinator, if involved, on the restilts.

An intermediate vendor should check whether it can decide on the potential vulnerability on its own or
needs to involve the vendor it got the related subsystem from. If another vendor needs to be involved in
the decision and if this delays the response, the intermediate vendor should inform the finder and/or the
coordinator about this fact and about the further processing.

7.6 Detailed information

During the investigations, the vendor can lack sufficient information to come to a complete assessment
of the vulnerability. In this case, the vendor should request that the finder provide additional input using
the agreed upon communication channels.

Follow-up communication between the vendor and the finder will be conducted using agreed methods.
One possibility is in web form. Examples of such web forms are shown in A.3.
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7.7 Support from coordinators

Coordinators can play the following multiple roles in the vulnerability disclosure process

a) actas atrusted liaison between involved parties;

b) coordinate advisory public release dates;

c) enable communication between involved parties (vendors and finders);

d) provide an environment or forum where experts from different organizations can collaborate on

addressing the vulnerability.

The cloice of a coordinator can depend on such factors as geographical proximity. |
acceptpble operation model.

In casps when there are multiple vendors affected by a vulnerability, venddrs“shou
coordinate the timing of release of their advisories, either directly or with the assistance of
A vendor can request that the coordinator provide or obtain a CVE identifiér)ln some cas
one coprdinator can be involved. Vendors can suggest that one coordinator act as a lead
reducq complexity and confusion.

ssible vulnerability reporting among vendors

As argsult of a detailed investigation of a reported viulnerability, a vendor can find it is cg
compdnent or underlying platform which another*¥endor supplies and whose vulnerabil
cannot resolve. In addition, vendors will sometifies encounter situations where it is desi
to repprt vulnerabilities to other vendors. This section describes how such vulnerabi
among vendors should be carried out.

8.2 Typical cases calling for vulnerability reporting among vendors

Typical cases when a vendor camreport vulnerability information to other vendors include

a) when the vendor believes that a vulnerability in their product or online service i
ponent or a toolwhich they are licensed to use by the second vendor;

b) when a vulnerability is identified with a new methodology or insight and many of g
prioducts andhonline services of the same category are also believed to be vulnerable;

c) when a yilnerability is identified in a protocol or format supported by other vendor
onlinelservices.

anguage, and

d attempt to
b coordinator.
es, more than
er in order to

used by some
ty the vendor
able for them
ity reporting

the following:

b caused by a

ther vendors’

5’ products or

vulnerability

information, it cannot be possible to do so in all cases. Even in cases where the vendor can be identified,
it cannot be possible to identify an appropriate point of contact (e.g. in the case of open-source software).
These cases can be handled effectively by requesting support from coordinators.

8.3 Reporting of vulnerability information to other vendors

A vendor could report vulnerability information to other vendors directly or indirectly through
coordinators in the same manner that a finder reports a potential vulnerability to a vendor. In this case,
the vendor might also inform them of the cases where the vulnerability is interrelated with its product
or online service and request the other vendor provide a resolution before its public disclosure so that it
can synchronize the vulnerability disclosure with the other vendor(s).
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9 Dissemination of advisory

9.1 General

This clause discusses aspects of disseminating an advisory. Vendors at this stage have confirmed the
presence of a vulnerability and are prepared to publish information to help affected users mitigate the
associated risk.

9.2 Purpose of advisory

An advisory provides information about a vulnerability and should contain information about the risk
based on sucdessful exploitation and how to mitigate it.

9.3 Consideration in advisory disclosure

The following things should be considered when devising a process for producing 'and distributing
advisories:

a) Any party producing and distributing vulnerability information as anc/advisory should cdnsider
the need$ of the intended audience. The content shall be appropriatesand effective both|in the
informatjonal content and distribution formats. Distribution formats‘are further described :ln 9.7.

1

b) Users shadll be able to verify the authenticity and integrity of an advisory. This can be accomplished
by various means including cryptographically signing the advisory. Accepting a counterfeitadvisory
and acting on it can cause systems to be compromised.

c) Ideally, ap advisory and a remedy for a vulnerability aresmade available at the same time. However,
special cifcumstances can arise when the vulnerabiljty is being actively exploited and detailg of the
vulnerabllity circulated. Under these conditions,aveéndor can better serve its users by releaging an
advisory [pulletin or alert with possible workatounds (if such exist) rather than waiting until the
remedy ig produced.

d) Ifavulnefability affects multiple vendors$.or products, vendors should try to coordinate an advisory
release sych that it minimizes risk.

e) Vendors $hould consider creating/a mailing list to which interested parties can subscribg¢. This
would inqlude adding the necessary links on the vendor website and a posted policy.

f) In order fo help advisory,eonsumers with assessing relative impact of different vulnerabhilities,
vendors ghould consider ising a vulnerability severity scoring system, such as CVSS.

g) Apublicdatabasethatrepresents a trusted repository for detailed and current vulnerability related
informatijon can-be leveraged. These are offered by both public and private sources and, i some
instanced, can.have a cost component to access the information.

9.4 Timing of advisory release

Vendors should work to balance risk when timing their advisory release. If no remediation exists for a
vulnerability but attacks are underway, then a vendor may have to release an advisory to inform users of
the risks and steps they can take to minimize or eliminate that risk. Otherwise, vendors should release
advisories at the same time that remediation is available. If the vulnerability is not actively exploited
by attackers, it is desirable to issue the advisory and the resolution promptly after it becomes available.
However, when multiple advisories with the same product or online service are related, it is better to
issue them at the same time to reduce the number of operation interruptions these collective resolutions
can cause.

When a vulnerability is being actively exploited by attackers or a vulnerability is released to the public
either intentionally or unintentionally, the responsible vendor should consider a prompt advisory with a
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workaround or tentative resolution. This might result in a short-term solution until a patch or fix can be
provided. In this situation, the advisory should be updated to provide the following most current details:

a) vendors should, when possible, attempt to coordinate advisory release in instances where their
products are affected by interrelated vulnerabilities. Releasing the information about the
vulnerability in one product can expose other interdependent products to a higher risk of an
attack. This situation will typically arise when a shared software library, protocol, module, or
other component is utilized in multiple products or online services. The use of a coordinator would
permit for controlled release and reduced risk to users. When considering aspects of a multi-vendor
vulnerability, the readiness of customer support staff of call centres and sales divisions and other
aspects should be considered.

b) fijder’s agenda for publication.
c) prevalence of activities exploiting the vulnerability.

d) advisory release schedule of other vendors (when it is a multi-vendor vulnecability).
9.5 Contents of advisory

9.5.1 | General

Advisgries published by vendors should contain sufficient information to be useful foy the targeted
audierice, which can include system administrators, developers, decision makers, prog]lct managers,
etc. It $hall help them to decide if the advisory is relevantfér them and how to deploy remediation.

Users pf advisories have different needs that could\be dependent on market segment jor regulatory
requirgements. Professional technical users such\as system integrators tend to require detailed
infornjation about the threats and workarounds¢Gonsumers typically appreciate information on how to
determine if they are using the affected products:. It also helps when it contains plain langufage and easy-
to-understand description(s) to fix the problem. It is recommended that the vendor analys¢ the expected
user bpse, based on the nature of their products, and provide information in an approprjate focus and
layout| Unless otherwise stated, the order of the sections does not indicate an ordered opg¢ration.

The following sections detail a list of items that should be contained in an advisory. The |ist of items is
not exhaustive and the vendor cah, depending on the circumstances, include additional information in
the adyisory.

9.5.2 | Identifier

A unique identifiershould be provided for each advisory in order for it to be easily referenced.

9.5.3 | Title

Itis recommended that the title of an advisory contain a reference to a product or some othpr description
that is informative to the users so that readers of the advisory can quickly decide if the advisory is
relevant for them.

9.5.4 Overview

The overview portion of the vulnerability report provides a brief, high-level summary of the vulnerability
so that users can understand the salient points of the report and quickly determine if the advisory is
applicable to their environment.

9.5.5 Affected products

This section of the advisory provides a list of known affected products and their versions. If relevant, it
can contain instructions on how to verify the version of the product currently in use. In the majority of
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instances, online services do not have version identifiers but can have a date when the last update/change

was made.

9.5.6

Intended audience

The advisory should list who the advisory is targeting from a readership perspective.

9.5.7 Description

The advisory should provide sufficient information that legitimate users can establish if they are
affected and to assess their exposure. At the same time, the advisory should not provide too much detail

in order to av
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should provide information describing the impact of the vulnerability (e.g. I
de execution). Additionally, a severity rating system (e.g. CVSS) canbe used to p
brmation to help users assess exposure to a given vulnerability.

diation

Khould provide information about what action the users sheuld take in order to ren
ulnerability and its impact. It often involves installationyof a software patch or an u
ftware products.

As appropriate or necessary, the advisory should provide a wotkaround by which the users can j
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b related advisories published by other parties or a reference to CVE ID.
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,avendor can acknowledge a finder for reporting the vulnerability and being coop
bcess, providingthat the finder wishes to be publicly credited.
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hould-contain the date when the advisory was first published. It can contain a modif
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hdvisory is subsequently updated.

9.5.13 Contact information

The advisory should provide contact information so that readers of the advisory can contact the vendor.

9.5.14 Terms of use

The advisory should provide information about the copyright and terms of use and redistribution of the

advisory.

9.6 Advisory communication

Vendors should establish and maintain appropriate methods for communicating advisories to their
users. Common methods include websites, mailing lists, feeds, and automatic update mechanisms. Each
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vendor can determine the best method as it applies to their user community. Vendors can also choose
to post advisories to public vulnerability discussion forums to share their information with a wider
audience.

9.7 Advisory formats

A consistent format for the advisories should be maintained in order to improve understanding of an
advisory. While changes to format should be made when required, they should not be too frequent as
users can customize some of their processes around certain features of an advisory.

When creating an advisory, the advisory producers should consider providing the content in both human

and machine-readable formats Examples of human readable advisaories are provided in

3.

9.8 |
Users
signin
compr]

Depen|

or credlentials on its website (e.g. public keys or certificates).

Advisory authenticity

bhall be able to verify authenticity of an advisory. This can be accomplished by cryp
b the advisory. Accepting a counterfeit advisory and acting on it~Can cause s
pmised.

ding on the cryptographic technique used, a vendor should publish required crypta

tographically
ystems to be

graphic items
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Annex A
(informative)

Details for handling vulnerability /advisory information

In order to help the vendor handle a vulnerability report, the vendor can request that the finder provide
the following detailed information. The vendor can offer a website or other electronic means to submit

this informat

on

The informat

on required will differ based on the vendor solution and the affected application/s

prvice.

much

ity;

arisk

ity;

Vhen a

The following information will be useful when submitting a report to a vendor.

A.1 Produlct

A.1.1 COTSbased

a) Product Name — common name used for the solution;

b) Operating System — installed operating system;

c) Version Number using the vendor nomenclature if possible¢— version number including major and
minor release details, if possible;

d) Technical Description — provide what actions were'being performed and the result in as
detail as possible;

e) Sample Cpde — if possible, provide the code that was used in testing to create the vulnerabi

f) Finder’s Jontact Information — best method to reach finder;

g) Other Pagties Involved — if there are other parties;

h) Disclosure Plan(s) — current plan-to disclose;

i) Threat/Rlisk Assessment <"contains details of the identified threats and/or risks including
level (high, medium, low{) for assessment result;

j)  Software|Configuration — details of the computer/device configuration at time of vulnerabi

k) Relevant [information about connected devices if vulnerability arises during interaction. Y

secondar

y device triggers the vulnerability, these details should be provided.

A.1.2 Hardware based

a)
b)

c)

d)
e)
f)

18

Hardware Model using the vendor nomenclature if possible;

Hardware Revision Number — can be obtained from the command line interface or other
management interface;

Technical Description — provide what actions were being performed and the result in as much
detail as possible;

Sample Code — if possible, provide code that was used in testing to create the vulnerability;

Finder’s Contact Information — best method to reach finder;

Other Parties Involved — if there are other parties;
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g) Disclosure Plan(s) — current plan to disclose;

h) Threat/Risk Assessment — contains details of the identified threats and/or risks including a risk
level (high, medium, low) for assessment result;

i) Software Configuration — details to computer/device configuration at time of vulnerability;

j)  Relevant information about connected devices if vulnerability arises during interaction. When a
secondary device triggers the vulnerability, these details should be provided.

A.1.3 Cloud based
a)

b) Fdr online services vulnerabilities, URL;

c) Fdronline service vulnerabilities, browser information including type and version;
d) Fdr online service vulnerabilities, input required to reproduce the vulnerability;

e) Technical Description — provide what actions were being performed and the resylt in as much
ddtail as possible;

f) Sample Code — if possible, provide the code that was used inffesting to create the vulnerability;
g) Finder’s Contact Information — best method to reach finder;
h) Other Parties Involved — if there are other parties;

i) Disclosure Plan(s) — current plan to disclose;

j)  Threat/Risk Assessment — contains details of the identified threats and/or risks including a risk
leyel (high, medium, low) for assessmentiresult;

k) Sdftware Configuration — details to‘computer/device configuration at time of vulneyjability;

1) Rglevant information about cennected devices if vulnerability arises during intera¢tion. When a
sefondary device triggers thevulnerability, these details should be provided.

A.2 Vulnerability reporting form

If posgible, a vulnerability reporting form should be used to obtain the necessary infgrmation. The
follow]ng are examples from CERT/CC and JPCERT.

A.2.1| CERT/CC vulnerability reporting form

Vulnenability Reporting Form

We accept reports of security vulnerabilities and serve as a coordinating body that works with affected
vendors to resolve vulnerabilities. If you believe you have found a security vulnerability that has not
been resolved, please complete the following form. As our vulnerability disclosure policy explains, we
send information submitted in vulnerability reports to affected vendors. By default, we will share your
name with vendors and publicly acknowledge you in documents we publish. If you do not want us to
share your name or publicly acknowledge you, select the appropriate responses below.

For additional information about the fields in this form, refer to the instructions. If you have any problems
or want to use another format for submitting this report, contact us.

Please provide as much information as you can. When you are finished, submit your report using the
button at the end of the form.

Your Contact Information
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Provide contact information about yourself in case we have additional questions regarding this
vulnerability report. This information is not required to report a vulnerability, but without it, we will be
unable to contact you.

Name:
Organization:
Email:

Telephone:

Can we provide your name to the vendor? Yes No

Do you want ffo be publicly acknowledged? Yes No

Vulnerability Description

Please descri
This field is r¢
Which systen
Check here if
Check here if
Impact of Exp
Describe the j
Vendor Contad
Which of the f
[ have not not
[ have not not]
[ have already
I represent th
The vendor h{
Who is the vq

vendor regardling(this problem, please share that contact information and any tracking number

us. If multipld

e the vulnerability;

quired.

configurations do you believe are vulnerable?

you believe the vulnerability is being exploited.

hn exploit is publicly available.

oiting this Vulnerability

pecific impact and how you would envision‘itbeing used in an attack scenario:
t Information

ollowing statements best describes¥your communication with the vendor or vendo
ified the vendor, and do not planrto.

ified the vendor, but planto.

notified the vendor:

e vendor of thevulnerable product.

s already acknowledged the vulnerability publicly.

endor.of the product that contains the vulnerability? If you have already contact

ed the
s with

vendors are affected, list them and explain how they are affected in Additional }

/endor

Information.

Vendor Name:

Contact Name:

Contact Email:

Contact Phone:

Vendor Tracking ID:

Additional Vendor Information

Provide any a

20

dditional information about the vendor and your communications with them.
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Upload a File

You can specify one (1) related file to send us:

CERT Tracking IDs

If you have one or more CERT Tracking IDs for this report, enter them here:
Additional Comments

You can provide any additional comments that you would like to include:

Submit Report

Thank|you for taking the time to complete our vulnerability reporting form. Click the btjtton below to
submif your report.

A.2.2 | IPA and JPCERT vulnerability reporting form
a) Agreement on Vulnerability Handling Policy

[ accept (The reporter agrees) that IPA and JPCERT/CC would maifitain and process|the reported
vulnerjability information in accordance with their vulnerability related information hand|ing guideline,
whichlis announced on the IPA website.

(If not|the case, IPA cannnot receive and handle the vulnerability report.)
b) Cdntactinformation of the finder
1)| Contact information
Address (with state-level accuracy instead of full address):
Affiliation:
Name (either full name or nickname):
E-mail address:
Phone number:
FAX number:

Other items\except “name” are optional if one of e-mail address, phone number, anf FAX number
is availdble.

2)| Acceptable use of reporter’s information, choose one from the following.

i)” The reporter agrees that IPA can send the reporter’s contact information to JFCERT/CC and

the product vendor.

ii) The reporter wants IPA to keep the reporter’s contact information in secret and to act as a
proxy in possible communication with JPCERT/CC and the product vendor.

iii) Reference to the reporter in acknowledgement of advisories.
[) Inadvisories by JPCERT/CC, choose one from the following two:
a. the reporter’s name and/or affiliation can be included;
b. the reporter’s name and/or affiliation shall not appear.
[I) Inadvisories by product vendors, choose one from the following two:

a. the reporter’s and/or affiliation name can be included;
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b. the reporter’s and/or affiliation name shall not appear.
If the reporter’s name can be included in advisories, please specify how it should be referred:
Reporter’s affiliation in Japanese:
Reporter’s affiliation in English:
Reporter’s name in Japanese:
Reporter’s name in English:

c) Vulnerability related information

1) Sourge of the information, choose one from the following three:
i) Reporter itself;
ii) Heporter’s acquaintance;
iii) BBS, blog, and so on (URL).
2) Prodfict in which the vulnerability is found
i) Hroduct name:
ii) Yoftware version:
iii) Hatch and fix:
iv) ljanguage version:
v) Deviation from standard configuration:
vi) Hroduct vendor’s name:
vii) Hroduct vendor’s URL:

Information about a miner versien, patches installed, a service pack, and hot fixes shquld be
inclugled in “Patch and fix”.

3) Anonpalous behavioureaused by the vulnerability
4) Procg¢dure for reproduction of the vulnerable condition
5) Probability oftHe reproduction, choose one from the following three:

i) Always

ii) (Qften
iii) Rarely

Additional comments for reproduction condition (such as dependency on version, language, and
SO on).

6) Possible threat caused by the vulnerability
7) Workaround
8) PoC (Proof of Concept) code
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9) Other comments from the reporter (including severity assessment)
d) Global availability of the product, choose one from the following five:
1) The software was developed outside of Japan.

2) The software was developed in Japan, and some products including it are distributed widely in
overseas countries.

3) The software was developed in Japan, and it has been also distributed in overseas countries.

4) The software was developed in Japan, and the reporter does not know whether is has been
distributed in overseas countries or not.

5)| Other ( )

e) Have you (Has the reporter) already reported the vulnerability to any other party than IPA? Choose
orle from the following two:

1)| Yes, I have.

— Date of the report:

— Identifier of the report:

— Name of the party:

— Name of its contact person:
— E-mail address of its contact:
— Phone number of its contact:
2)| No, I have not.

f)  Protocol for further communicatien. Do you (Does the reporter) want messages sent from IPA to be
erfcrypted?

CHoose one from the following:
Yeis
N¢

Please attaclithe public key if the case.

g) Other items which should be reported

A.3 Comtenmtof amradvisory

In addition to the advisory list provided in 9.5 this clause provides a more comprehensive list of fields
that can be included in an advisory.

Overview

This advisory should provide a summary on the vulnerability first so that the users can understand the
essential points quickly.

Vulnerable software

If possible, the advisory should provide a descriptive list of affected products and versions. This might
also include an explanation of how to confirm the version of these products including the vendor
nomenclature for naming and numbering.
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Unique identifier

Names can be confusing when dealing with vulnerability information. In some case, it can lead to
interpreting the incorrect vulnerability and potentially result in a system compromise. It is, therefore,
imperative that the advisory use both a unique numbering and naming convention. The current system
being used by many sources include that of CVE/MITRE who uses the following format:

CVE-YYYY-#### where ‘Y’ denotes the year of disclosure

This system would include an international scheme that could be referenced to find a particular
vulnerability number. This does not exclude the fact that a component might or might not have their own
numbering and naming conventions. It allows both the component owner and the interested parties to
determine thespetific details of the vulmerabitity amdensuresthat potentiat misinterpretatigns are
minimized.

Several methjds for exchanging vulnerability information exist currently. For example:
a) Unique Identifiers

1) Comtphon Vulnerabilities and Exposures (CVE) Identifiers and dictionary for sg¢curity
vulngrabilities related to software flaws;

2) Comtphon Configuration Enumeration (CCE) Identifiers and dictiehary for system configyration
issuep related to security;

3) Comipon Platform Enumeration (CPE) Identifiers and dictionary for platform/product naiming;
b) Scoring systems
1) Cominon Vulnerability Scoring System (CVSS).

These methodls can greatly aid in increasing the reach of the disclosed information to all intdrested
parties and should be considered by vendors when-eleasing disclosures.

To foster automated information exchange.and provide greater information consistency pmong
vendors, vendors should consider including Common Vulnerabilities and Exposures (CVE) and Cdmmon
Vulnerability [Scoring System (CVSS) information as part of their advisories. Both of them are part of
ITU-T recommendation X.1500 (Cybe¥k);

In most instahces, the CVE initiative does not issue CVE-identifier numbers directly but instead relies
on certain m¢chanisms to handle newly emerging information that are eventually provided tp CVE.
Therefore, to feceive a CVE-ID-number, the vendor should do one of the following:

a) contact one of thel€VE Numbering Authorities (CNAs) listed in the link below, which wi]l then
include a [CVE-ID\number in its initial public announcement about your new vulnerability;

b) contact ah.€mergency response team such as CERT/CC, DOE-CIAC, CanCERT, etc,;

c) provide the information to a vulnerability analysis team;
d) provide the assigned number CVE or other to the finder.
Alist of CNAs is located at http://cve.mitre.org/cve/cna.html.

Common Vulnerabilities and Exposures (ITU-T recommendation X.1520) is a list of information security
vulnerabilities and exposures that aims to provide common names for publicly known problems. The
goal of CVE is to make it easier to share data across separate vulnerability capabilities (tools, repositories,
and services) with this “common enumeration”. The intention of the CVE is to be comprehensive with
respect to all publicly known vulnerabilities and exposures. By citing the CVE in an advisory, users can
more easily distinguish which vulnerability is the subject of the advisory. More information on CVE is
available at http://cve.mitre.org.
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Common Vulnerability Scoring System (ITU-T recommendation X.1521) provides for an open framework
for communicating the characteristics and impacts of IT vulnerabilities. CVSS consists of three groups:
Base, Temporal, and Environmental. Each group produces a numeric score ranging from 0 to 10 and a
Vector, a compressed textual representation that reflects the values used to derive the score. The Base
group represents the intrinsic qualities of a vulnerability. The Temporal group reflects the characteristics
of a vulnerability that change over time. The Environmental group represents the characteristics of
a vulnerability that are unique to any user’s environment. CVSS enables IT managers, vulnerability
bulletin providers, security vendors, application vendors, and researchers to all benefit by adopting
a common language of scoring IT vulnerabilities. More information on the CVSS is available at http://
www.first.org/cvss.

Description

bntified in the
he cause, and

To ma
same [
other :

ke sure that the users do not confuse the vulnerability with other vulnerabilities.id
roduct, the advisory should clearly explain the vulnerability specifying themame,
ivailable information.

Threalts

The advisory should provide information about known threats that relate to the vulnera
ce of exploit or proof-of-concept code, discussion or evidence.afincident activity).

existeJ\
Impagt

hility, (e.g. the

The ad
Attack
a cras

lvisory should describe potential/expected consequences of attacks against the
s can have multiple impacts (e.g. an attack against@ buffer overflow vulnerabilit
h or execute code). Where possible, describe{secondary impacts (e.g. a cross

vulnerability.
y could cause
site scripting

vulnerjability directly allows an attacker to inject €ontent into a web page; however, the secondary
impact can be the exposure of cookies or other authentication credentials).

Solutipn

For product vulnerabilities, the advisoryshéuld provide information on how to install the fixed product,
update¢ and apply a security patch.

Workarounds

The advisory should provide workaround information if the users can protect the affeg¢ted products

in use
patch.

Refere¢

through operationalieffort or by limiting the use of it in some way without applyin

tnces

If add

ional information on the vulnerability that the users could refer to is available

should proyide the links as reference.

Credi

Io the security

the advisory

Some software vendors provide credit to the contributor for discovering and reporting the vulnerability.
Depending on the policy/practice of the vendor issuing the advisory, it should provide credit as
appropriate.

Revision history
The advisory should clarify the date on which the vulnerability and what was updated.
Contact information

The advisory should provide contact information in case the vulnerability information is unclear or the
security patch has caused some issue. When possible, the software revision, patch ID, fix number, date,
etc. should be included to ensure the specific software has been correctly identified to the end user.
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Annex B
(informative)

Sample policies, advisories, and global coordinators

B.1 Sample vulnerability disclosure policy

The following sample policy can be used as is or used to build upon. It can be applied to both so
and services-pased vendors. The policies and statements below do not reflect legal guidance.a
recommended that any company that posts a policy seek legal advice to determine fit and alignn

local legislati
Introduction

<company na
broader techr
related to pot
practice with

When to con

Contact the <
to security-al

You have

You have

After your ind

To ensure conpfidentiality, we encourage-you to encrypt any sensitive information you send to
b equipped to receive messages encrypted using S/MIME. A copy of the certificate that can

e-mail. We arg
be used to ser

The security-
product or se

or services. Alll content other than that specific to security vulnerabilities in our products or sg

will be dropp
support site>

<company na

n and laws.

me> is committed to resolving vulnerabilities to meet the needs of its customers a
ology community. This document describes <company name>\policy for receiving n
ential security vulnerabilities in its products and services.ahd the company’s stj
regards to informing customers of verified vulnerabilities,

fact the security emergency response team

fompany name> Computer Security Emergency Response Team (CSERT) by sending
brt@<company domain name> in the following-situations:

identified a potential security vulnerability with one of our products;
identified a potential security vulnerability with one of our services.

ident report is received, the appropriate personnel will contact you to follow-up.

d encrypted email can be found on our website with this policy.

hlert@<companyhame.com> email address is intended ONLY for the purposes of ref
Fvice security vulnerabilities. It is not for technical support information on our pr

ed. For teclhinical and customer support inquiries, please visit <link to company te

mé> attempts to acknowledge receipt to all submitted reports within seven days.

ftware
nd it is
nent to

nd the
eports
ndard

F email

us via

orting
pducts
rvices
hnical

Receiving security information from <Company Name>

Technical security information about our products and services is distributed through several channels.

a)

<company name> distributes information to customers about security vulnerabilities via e-mail to

<name and link to addressed used for contact>. In most cases, we will issue a notice when we have
identified a practical workaround or fix for the particular security vulnerability though there can
be instances when we issue a notice in the absence of a workaround when the vulnerability has
become widely known to the security community.

As each security vulnerability case is different, we can take alternative actions in connection with
issuing security notices. <company name> can determine to accelerate or delay the release of a
notice or not issue a notice at all. <company name> does not guarantee that security notices will be
issued for any or all security issues customers can consider significant or that notices will be issued

on any sp
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b) Security-related information can also be distributed by <company name> to public newsgroups
or electronic mailing lists. This is done on an ad hoc basis, depending on how <company name>
perceives the relevance of each notice to each particular forum.

c) <company name> works with the formal incident response community to distribute information.
Many company security notices are distributed by regional CSERT at the same time that they are
sent through company information distribution channels.

All aspects of this process are subject to change without notice, as well as to case-by-case exceptions. No
particular level of response is guaranteed for any specific issue or class of issues.

Disclaimer:

Use of{the information constitutes acceptance for use in an AS IS condition. Thereare no express
or implied warranties or assurances with regard to this information. Neither the author nor
the pyblisher accepts any liability whatsoever for any direct, indirect, or consequential loss or
damage arising from use of, or reliance on, this information.

B.2 Advisory samples

The following are some sample advisories. They should be referenced as a model of good content and
detail to provide to users. The advisories cited here are only aGdmmary. It is recommended that the
provided links be viewed to get the complete advisory for reference.

B.2.1| Advisory example from Microsoft

Microgoft Security Bulletin MS09-018 - Critical

Vulnerabilities in Active Directory Could Allow Remote Code Execution (971055)
Published: June 9, 2009

Versioh: 1.0

General Information

Executive Summary

This security update reSolves two privately reported vulnerabilities in implementatipns of Active
Directpry on Microseft“Windows 2000 Server and Windows Server 2003, and Actjve Directory
Applicption Mode (ADAM) when installed on Windows XP Professional and Windows Serjver 2003. The
more §evere vulnerability could allow remote code execution. An attacker who successflully exploited
this vulnerability  could take complete control of an affected system remotely. An attacler could then
installl prograimns; view, change, or delete data; or create new accounts with full user rights. Firewall
best practiee’s and standard default firewall configurations can help protect networks from attacks that
origingte dutside the enterprise perimeter. Best practices recommend that systems that fre connected
to the Internet have a minimal number of ports exposed.

This security update is rated Critical for all supported editions of Microsoft Windows 2000 Server, and
rated Important for supported versions of Windows XP Professional and Windows Server 2003. For
more information, see the subclause, Affected and Non-Affected Software, in this clause.

The security update addresses the vulnerability by correcting the way that the LDAP service allocates
and frees memory while processing specially crafted LDAP or LDAPS requests.

Recommendation. The majority of customers have automatic updating enabled and will not need to take
any action because this security update will be downloaded and installed automatically. Customers who
have not enabled automatic updating need to check for updates and install this update manually. For
information about specific configuration options in automatic updating, see Microsoft Knowledge Base
Article 294871.
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