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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The pfocedures used to develop this document and those intended for its further majntenance are
descriped in the ISO/IEC Directives, Part 1. In particular the different approval criterjia needed for
the diffferent types of document should be noted. This document was drafted in @ccordhnce with the
editor]al rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentjon is drawn to the possibility that some of the elements of this document may Ipe the subject
of pat¢nt rights. ISO and IEC shall not be held responsible for identifying any or all such|patent rights.
Detail$ of any patent rights identified during the development of the doeument will be in th¢ Introduction
and/of on the ISO list of patent declarations received (see www.iso.org/patents).

Any trpde name used in this document is information given fox the convenience of userg and does not
constifute an endorsement.

For an explanation on the meaning of ISO specific tényms and expressions related §o conformity
assessment, as well as information about ISO’s adherentee to the WTO principles in the Technical Barriers
to Tradle (TBT), see the following URL: Foreword —-Suipplementary information.

The committee responsible for this document isJISO/IEC JTC 1, Information technology, SC 87, Biometrics.
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Introduction

The performance of biometric systems can vary according to environmental

conditions

(see e.g. ISO/IEC 19795-1:2006, C.2.6, ISO/IEC TR 19795-3:2007, Table 4). Environmental conditions can
affect subjects’ ease of use and comfort in using the systems, subjects’ biometric characteristics, and

also the devic

es used for acquisition of biometric samples.

This International Standard provides a generic methodology to analyse the influence of environmental

conditions on

biometric system performance.

NOTE Environmental conditions can affect several elements involved in the recognition process. However,
the proposed ,valuat;uu lllCthUdUlUs_y dUCD ll.Ut d;ot;usu;oh VVh;\'h Ulc thclll ;D affcbtcd. Thc ;utcut;uu Of this
methodology ig to quantify the overall influence analysing the biometric system performance.

For this Inter
parameters (g
noise) that ca
conditions su

These evaluat
or more pred
(artificially cd

There are twa

national Standard, environmental conditions has to be understood as all gtmoq
.g. temperature, humidity) and other physical and chemical phenomena (é.g. illumi
h surround the biometric system and influence in its performance. Certain environ
Ch as vibration are not dealt with in this International Standard.

ions consistof carrying outa similar “end-to-end” biometric performance evaluation
bfined environments. These environments can be real (naturally occurring) or md
ntrolled).

possible ways to carry out an “end-to-end” biometric performance evaluation: perfc

pheric
nation,
mental

inone
delled

rming

scenario eva
assessed in m

uations or operational evaluations. In scenaripiévaluations, biometric systerns are
odelled environments considering a real-world/target application and population]These
evaluations afe specified as a special case of scenario test\based on ISO/IEC 19795-2. An evaluation
performed in| a controlled environment can be reproducible, unlike in an operational envirgnment
which uncontrolled parameters can affect the system/{n operational evaluations, biometric systems
are analysed in real environments using a target poptlation. These evaluations are specified as a $pecial
case of operafional evaluations based on ISO/IEC 19795-6. Operational testing can lack the precision of
scenario testing (in terms of the levels of the environmental parameters), but the testing will benefit
in terms of bping operationally realistic. This International Standard provides testing requirgments
specific to enyironmental testing for both kirids of evaluations.

n that
meter.
ipants

The methodoJogy addresses how to(test several environmental factors; however, an evaluatid
conforms to fhis International Stanidard can consider as few as one single environmental parg
The test parajmeter or parametérs to assess and control has to be previously defined by partid
involved in thie evaluation.

The targets of this kind efevaluations include:

Analyse how one-or a combination of environmental factors can affect the biometric s
performance @nd quantify this influence.

ystem

Analyse K
system working in a reference evaluation environment.

ow 2 hiametricsustem works in a snecificcantrolled environment comparedtoth
J | ¢ 4 F

e same

Analyse how a biometric system behaves in a real environment compared to the same system
working in a modelled environment simulating the operational environment.

The results of these evaluations can inform suppliers and users so that they can assess which
environmental conditions are likely to affect the performance of a biometric system under conditions
they expectto encounter. Results canalso indicate whether the particular biometric modality and method
of implementation is appropriate for the situation under which the system is expected to be used. Also
this methodology can be used for examining environmental parameters under which biometric systems
poorly.
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Information technology — Evaluation methodology for
environmental influence in biometric system performance

1 Scope

This International Standard addresses

— fu
fo

fo

— Te
en

— af¥

ddta to record, and test results, and

This Ixy
— de

damental requirements for planning and execution ol environmental perior mang
 biometric systems based on scenario and operational test methodologies,

ecifications to define, establish, and measure specific conditions to assess, including
" equipment,

guirements for establishing a baseline performance in order to6)compare the
vironmental parameters,

pecification of the biometric evaluation including requirements for test population,

ocedures for carrying out the overall evaluation.

ternational Standard does not

e evaluations

requirements

influence of

estprotocols,

termine which parameters should be analysed for a specific biometric modality (Thiis is currently

C

— S
C

— cld

ha

Sy

2 Conformance

Envirg

ered in [SO/IEC/TR 19795-3)),

cify requirements to perform a vulnerability analysis modifying environmental fz
ered by ISO/IEC 19792.),

1ssify biometric systems upon,pérformance against different environmental condit

ecify requirements for .détérmining the functional effects of environmental
rdware components (Such as corrosion, electrical interference, breakage, etc.)
stems.

evalu
opera

Furth

ictors (This is

ions, or

fonditions on
of biometric

nmental~tests of biometric systems shall be based on scenario evaluations or operational
ions.<S¢enario evaluations shall conform with mandatory requirements of Clau
ional evaluations shall conform with mandatory requirements of Clause 8.

se 7 whereas

e at least two

evaluation conditions: the reference evaluation environment and one target evaluation environment.
Both shall consider at least one environmental parameter to assess such as temperature, humidity,
illumination, etc. These evaluation conditions shall be selected, specified, measured, and recorded in
accordance with Clause 6.

3 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 19795-1:2006, Information technology — Biometric performance testing and reporting — Part 1:
Principles and framework

© ISO/IEC 2015 - All rights reserved
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ISO/IEC 19795-2, Information technology — Biometric performance testing and reporting — Part 2: Testing
methodologies for technology and scenario evaluation

ISO/IEC 19795-6, Information technology — Biometric performance testing and reporting — Part 6:
Testing methodologies for operational evaluation

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19795-1 and the following
apply.

4.1
ambient conliitions

real environment

common, preyailing, and uncontrolled atmospheric and weather conditions in a room oy place

Note 1 to entry: A test described as “conducted at ambient conditions” was performed at whatever corlditions
were prevailing at that time on that day.

4.2
baseline performance
performance pf a biometric system in a reference evaluation environment

4.3
controlled cgnditions
climatic and ghysical conditions that are constrained or managed or kept within certain bounds for the
testing purpoge

4.4
environmeng generator
specialized test equipment used to establish and maintain the controlled conditions of the test

4.5
environmental conditions
all atmosphetfic parameters (e.g. temperature, humidity) and other physical and chemical phenpmena
(e.g. illumination) that can surround the:biometric system and influence in its performance

Note 1 to entry}: These can be controplledor ambient.

4.6
evaluation condition
environmentdl conditionunder which an evaluation is executed

4.7
evaluation configuration
physical layofit\of the environment in which the biometric system is going to be tested including the
necessary equipment and test instruments for performing tests

4.8

evaluation environment

environment in which the biometric system is evaluated considering the environmental conditions and
the evaluation configuration

4.9

extreme condition

condition that entails very high or very low values of the environmental parameters and may be hostile
for systems operation or even human life

2 © ISO/IEC 2015 - All rights reserved
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instrument
calibrated equipment used to measure and/or record environmental parameters (such as temperature,

humid

ity, illumination, and sound)

Note 1 to entry: In some cases, instruments have the integrated capability of both measuring and recording
parameters in one piece of equipment.

4.11

measuring point
specific value for an environmental parameter that is being assessed

412

opera
condit

Note 1

413

refer
evalu
metrid

fional environment
ons under which the biometric system is expected to operate

Lo entry: This is a combination of environmental factors and operational procedures.

nce evaluation environment
ion environment in which the biometric system is analysed{to obtain baseline
S

4.14
set po

nt

specific value for an environmental parameter that is being controlled

4.15

target evaluation environment

evalu
studyi

5 O

51 1

An eny
or mot
one of
scenar

ion environment in which the biometric@ystem is analysed to obtain performan
hg the influence of certain environmental conditions

yerview

ntroduction

rironmental evaluation.is a set of trials carried out to analyse the biometric perfo}
e biometric systems*working in particular environmental conditions to determin
more of the cenditions. These may be executed as one of two types of biometri

syste

io evaluations and operational evaluations. Scenario evaluations analyse “end to e
performance in a modelled environment whereas operational evaluations analys

biomefric systém performance in an uncontrolled operational environment.

Once

performance

re metrics for

mance of one
P the effect of
c evaluations:
nd” biometric
b “end to end”

e/biometric evaluation is carried out in each of the different evaluation conditiops, a group of
perforpdnce metrics will be calculated. These metrics are specific for these evaluation c<ﬂ1ditions.

The number of evaluation conditions to analyse will depend on the following aspects:

— if the evaluation environment is real or modelled and how many variations of environmental
parameters are feasible;

— if the objective is analysing the influence of one or more environmental parameters separately and
how many measuring points are going to be examined per each parameter;

— if the objective is checking how a biometric system works in a particular environment.

These aspects are not independent. A decision on conducting a scenario or operational evaluation
will depend upon the objectives of the environmental evaluation, the number of parameters to assess,
and whether the environment is real or modelled. The following subclauses describe both kinds of

enviro

nmental evaluations and their main characteristics.

© ISO/IEC 2015 - All rights reserved
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5.2 Scenario evaluations

Scenario evaluations consist of defining one or more specific evaluation conditions as well as a reference
evaluation environment and carrying out a similar scenario testin each of them. In these evaluations, the
biometric system and environmental parameters will be recorded at the same time in order to determine
error rates and throughput rates for the specific evaluation conditions. This approach provides insights
into the degree to which biometric systems are influenced by one or more environmental parameters. A
schema of this evaluation methodology is shown in Figure 1.

Environmental evaluation —Scenario Test Methodology
- . Reference
Environment
Scenario
Scenario Test procedures | Evaluation

Test subjects l
Evaluation

Test Result TostResutt

- Baseline
Performance metrics ~ ;
: Performance metrics

Envirehmental
influence

Figure 1 — Scenario Test Methodology illustration
Scenario evaluations are develeped in a controlled environment usually in a test facility.|These
evaluations are suitable for

— measurinlg the influehee of one or more controllable environmental parameters, or

— analysing how one-er more biometric systems perform in a specific environment whose parameters
are set to|defified values or kept inside a particular range.

In both cases, g 2 g ing paints or
ranges, and the environmental parameters being controlled shall be determined prior to the test.

5.3 Operational evaluations

Operational evaluations consist of determining a specific environment and selecting one or more
environmental parameters to assess. In these evaluations, the relevant biometric system performance
and the selected environmental parameters to assess will be recorded at the same time. This approach
provides insights into the degree to which biometric system performance is influenced by the assessed
parameters of the operational environment.

Operational evaluations are carried out in an uncontrolled environment. When performing this type of
evaluation, it may be difficult to isolate the impact of environmental parameters on users, algorithms,
or equipment; the impact is measured for the system as a whole.

4 © ISO/IEC 2015 - All rights reserved
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Environmental conditions should reflect those typically encountered when the system is not under
evaluation. Thus, an operational test may permit operationally viable practices such as use of a canopy
for outdoor collection of facial images. Therefore, for this evaluation, the operational environment
including physical layout as well as the environmental parameters that are going to be assessed shall be
described.

In addition, it will be necessary that evaluators specify which evaluation conditions are of interest. It
will require conducting a preliminary analysis of the operational environment for knowing the potential
values of the environmental parameters.

This analysis shall be carried out before planning the operational evaluation in order to determine the
following aspects:

— inptruments for measuring and recording the environmental parameters to assess;
— thg localization of such instruments;

— thp definition of the reference evaluation environment.

6 Eyaluation conditions specification

6.1 Introduction

Biomefric systems can be tested in different evaluation gonditions in order to analyse whether their
performance is influenced by environmental conditions™@r not. This Clause defines reqpirements for
defining and measuring such evaluation conditions for\dll'potential environmental paramleters that can
be tested during this kind of evaluations.

6.2 Definition of evaluation conditions

6.2.1 | Description of the evaluation conditions

In gengeral, the evaluation environmental conditions shall be defined considering the following two
aspectfs:

— Environmental parameters to assess: These are the environmental conditions whose influence
is|going to be studied:*Such conditions will be established to a specific value or parrow range
dgnominated measuring point. It is mandatory to specify at least one parameter.

— Environmental-parameters to control: These environmental conditions may influehce biometric
pdrformaneedbut they are not the target of the trial. Such conditions will be establishg¢d to the same
sef point'specified for the reference evaluation environment. It is optional to specify any control
parameter.

6.2.2 Types of environmental parameters

One or more environmental parameters shall be established for the specification of the evaluation.
Environmental parameters shall be described using units in the SI system whenever possible.

An environmental evaluation may consider the following types of environmental parameters:

a) Temperature: This parameter shall be specified using Celsius degrees [°C].

b) Humidity: This parameter shall be specified by the percentage of relative humidity using [%].
c) Illuminance: This parameter shall be specified using lux [Ix].

d) Irradiance: This parameter shall be specified using watts per square meter [W/m?Z].

e) Noise: This parameter shall be specified by the noise level using decibels [dB].

© ISO/IEC 2015 - All rights reserved 5
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f) Atmospheric pressure: This parameter shall be specified using kilopascals [kPa].
6.3 Selection of the evaluation conditions

6.3.1 General

The selection of the evaluation conditions entails two activities. Firstly, the parameters to be assessed
and/or controlled shall be defined and reported depending on the type of biometric evaluation (e.g.
temperature, humidity). This decision is mainly based on the biometric modality of the system under
test as well as the type of technology used by its capture sensor. These parameters shall be selected by

parties involved in the evaluation.

NOTE I1SO
modality basis

Then, the mead

to assess andl/or control respectively. This specification shall consider two aspects: the ty

biometric per
the recognitid

This subclaus
environmenty
also the aspec

NOTE Sing
performance a
specified for th

6.3.2 Refer

The referenc
parameters u

Evaluation conditions for this environment'shall be specified for the environmental parameter

assessed and
environment

If some paraimeters are dependent, the specification of these parameters shall be according t

dependency.

The laborato
equipment. T
to obtain per

test, apart frogm the common factors that affect biometric systems.

suring points and set points shall be specified for the selected environmental para

formance evaluation (i.e. scenario or operational evaluation) and the-different ph
n process (i.e. enrolment and verification).

e establishes requirements to select the measuring and ,set*points for both ty

ts above mentioned.

e it is mandatory for scenario test methodology to carlky out evaluations to obtain the b
bart from any other evaluation performed in the targetevaluation conditions, these values
e reference evaluation environment and the targetevaluation environments.

ence evaluation environment for scenario evaluations

h

b evaluation environment defines the values or ranges for different environ
hder which baseline performance data will be obtained in scenario evaluation.

controlled. The values shatl'be defined considering the values proposed for a stz
n Annex A.

nerefore, the-evaluation configuration is not disturbed by anything and it will be p
formance results considering only the influence of the environmental parameter

IEC/TR 19795-3[1] lists environmental factors that can impact performance on a modality-by—

neters
pes of
hses of

pes of

(i.e. target evaluation environment and reference evaluation environment) considering

aseline
can be

mental

5 to be
indard

b their

[y testing environment should reach these reference values without any addjitional

pssible
under

6.3.3 Targ

evdaluatlon environments

6.3.3.1 General

This Clause describes how to select the evaluation conditions for carrying out enrolment and verification
functionalities depending on the type of biometric evaluation and the particular objectives to achieve
in the environmental evaluation.

Itis recommended that the value or range of environmental factor/factors to be assessed will be relevant
to the target environment (modelled or real).

© ISO/IEC 2015 - All rights reserved
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6.3.3.2 Enrolment evaluation conditions

This environment shall be the environment in which users are enrolled. For scenario evaluations, this
environment shall be selected by parties involved in the evaluation considering the objectives of the
environmental testing. There are two possibilities for selecting it:

similar to the reference evaluation environment, or

— aspecific environment.

NOTE 1

If the target evaluation is a scenario evaluation to analyse the influence of one or a combination of

environmental parameters, the proper enrolment environment will be an environment similar to the reference

evalua

ion environment

NOTE 2

enviropment can be selected considering both options. The most appropriate enrolment envirenm

on the

NOTE §
evaluaf
enrolm
NOTE 4
enrolm
evaluaf

For op
perfor

6.3.3.3

6.3.3.3

The v
Verifig

6.3.3.3

The ev

If the target evaluation is a scenario evaluation to analyse a specific environment,
bbjectives to achieve with the environmental testing.

In the case of a scenario evaluation performed to obtain the baseline performance for
ion, the enrolment environment can be selected similar to the operational environm
ent is going to be carried out.

If an objective of the evaluation is to determine the influence of specific environme
ent rates and/or the quality of enrolments, these parameters canybe specified in addition ]

ion environment.

erational evaluations, this environment shall be thé¢articular environment wherg
med during typical operations.

Verification evaluation conditions

.1 General

brification evaluation environment is the environment in which biometric tria
ation evaluation conditions vat'yfor scenario and operational evaluations.

.2 Evaluation conditions for scenario evaluations

aluation conditions for scenario evaluations depend on three potential objectives.

a)

C

Qua
ditlermined, each with one or more measuring points. In these evaluation conditions, €

ntify the inflGence of one single parameter. In this case, a set of evaluation cond

ditions shall be as follows.

Theenvironmental parameter to assess shall be fixed to a defined value or a nart

the enrolment
ent will depend

an operational
ent where the

ntal factors on
o the reference

enrolment is

s take place.

tions shall be
nvironmental

ow range.

THe rest of environmental conditions to control shall be kept inside the rang

b specified in

EXAMPLE 1

the reference evaluation environment defined for the target evaluation. The range may vary

depending on whether the environmental parameters can be isolated and o

n the testing

capabilities of the laboratory. The way to select this reference evaluation environment has been

explained in 6.3.2.

If the biometric system under test is a vascular system and the assessed parameter is

illumination, the evaluation conditions have only a specific set of measuring points for the illumination
parameter. The values of the rest of mandatory parameters to be controlled, such as temperature, relative
humidity, or noise are kept inside the range specified in the evaluation for the reference evaluation
environment.

The values for the environmental parameter to assess should be:

— Different values covering the biometric system operational range (e.g. one measuring point for
the minimum value, another for the maximum value, and two more between the boundaries)

©150/1
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Extreme conditions.

Annex A provides guides to select the operational range and extreme conditions values.

b)

Quantify the influence of a combination of parameters. The selection of the measuring points

is similar to objective (1), with the additional condition that the experimenter shall identify
dependencies between parameters being assessed.

Analyse how the biometric system or systems work in a specific environment. In this case, the

environmental parameters of the evaluation conditions shall be fixed to the corresponding value or
range specified for such environment.

EXAMPLE

2

If the biometric system under test is a vascular svstem and it is necessarv to k
4

ow its

performar
environmeé
of 35 °C, r4

6.3.3.3.3 Ex

The evaluatio
which the bio
shall be ident
to specify the

If the objectiy

ranges for rel
those potenti

6.4 Measu

6.4.1 Gene

In order to ai

parameters shall be measured and recorded‘during the biometric trials. Instruments and requirg

to perform th

NOTE Ann
examples cons

6.4.2 Instri

The equipment for measduring the environment shall meet the following requirements:

instrume
be assess

ce for a temperature of 35 °C, a relative humidity from 40 % to 60 % and noise level of 50
ental parameter values of the evaluation conditions will be precisely maintained at a-temp
lative humidity from 40 % to 60 % and noise level of 50 dB.

raluation conditions for operational evaluations

h conditions for operational evaluations are determined by the operational environr
metric system or systems are going to work. The environmental{parameters to be as
fied and their expected operational ranges shall be specified~However, it is not ned
r measuring points because these values shall be recorded-but not controlled.

e of the evaluation is to study a specific operational énvironmental condition, va
bvant environmental parameters shall be specified=Such ranges and values shall be
hlly encountered in the operational environment,

rement and recording of the environmental conditions
ral
nalyse the environmental influence in performance results, the selected environ

s task shall be specified.

ex B contains additional ‘information about measuring and recording instruments as
dering environmental\parameters such as temperature, humidity, and illumination.

1ments to measure and record environmental conditions

hts shall be able to measure the maximum and minimum value of the measuring pd
ed;

dB, the
brature

nentin
sessed
essary

ues or
within

mental
ments

well as

ints to

— the resolution of the instruments shall be appropriate for recording changes, and

— instruments shall be calibrated previously.

NOTE

climatic chamber).

In many situations these instruments can be integrated into generation and control devices (e.g.

6.4.3 Requirements for measuring and recording environmental conditions

The environmental parameters to be measured and recorded during the test of one evaluation
environment will be the specific parameters selected for it. These parameters shall be recorded at the
same time as the biometric attempt. When the sensor and point of capture are not collocated, parameters
shall be measured at all relevant points, potentially including at the point of sample acquisition and at
the sensor.
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There are two ways to record these parameters. On one hand, the outcome of the biometric system
comparison can be recorded together with the value of the environmental parameters. On the other
hand, the outcome of the biometric system and environmental parameters can be recorded separately
but both shall have a date-time stamp to be able to associate it.

7 Biometric scenario evaluation

7.1 Introduction

This clause specifies a general scenario covering all requirements for executing biometric performance
evaluations. This scenariaisbased on an/n:‘(‘ 19795-1 and IQ(]I/IF'F 19795-2 and ithasheen adapted to

analysle the influence of environmental factors.

Biomefric scenario evaluations shall be performed following both the requireménts spgcified in this
clauseland scenario testing requirements specified in ISO/IEC 19795-2.

7.2 Define evaluation objectives
The fol]lowing evaluation objectives shall be defined:

— A description of the biometric system to analyse. This consists,of an explanation of th¢ modality the
system is based on as well as the components that compose the system to test.

— A guide of how the biometric system works. This guide/will be used during the subsefuent tests.

— THhe environmental parameter or parameters to:assess as well as the environmental|parameter or
pdrameters to control.

— TRe specification of the reference and tatrget evaluation environments and the specific parameter
values for all measuring points and set points.

7.3 Environment

7.3.1 | Environment for enrolment

Enrolmentalways shall be earried outin the enrolment environment. This shall be selected|in accordance
to 6.3.B.2.

7.3.2 | Generation\and control of the environmental conditions

7.3.2.1 General

The particular controlled conditions specified for each scenario shall be achieved. Environmental
conditrons sttattbe generated specificatty for each defimed measuring poimnt, witcit may also include
extreme conditions environment. These changes shall be performed in a controlled manner which may
require the use of an environment generator.

NOTE Annex B contains additional information about the environment generators functionality as well as
examples considering environmental parameters such as temperature, humidity, and illumination.

7.3.2.2 Environment generators to generate and control environmental conditions

The environment generators for generating the corresponding environmental parameters shall meet
the following requirements.

— Environment generators should be capable of exceeding maximum and minimum values for
evaluation conditions. It is recommended to exceed it in order to avoid nonlineal conditions near
limits.
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values.

Environment generators shall be calibrated previously.

The resolution of the environment generators shall be sufficient to obtain environmental condition

In the case that environmental conditions are generated inside the environment generator, this

environment generator shall have enough space to introduce a biometric sensor and the user’s
biometric characteristic.

NOTE
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system undéer.evaluation should be located in the specified evaluation configuratipn in a
llows usef interaction as per the biometric system supplier’s recommendations. If if is not
et the recommendation of the biometric system supplier, placement shall be by agrgement
testing and the commissioning organizations, identifying any potential influences on

7.4 Test population

7.4.1 General

A wide set of users shall be chosen to participate in performance evaluation. The test crew shall be
specific and representative of the targeted user population. Factors like gender, age, ethnic origin, and
occupation shall be taken into account.

7.4.2 Size

The size of the test crew shall be established collaboratively by the commissioning organization and the
testing organization, based on the constraints of cost, time, complexity of the experiments, availability of
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the resources, and the required statistical confidence levels. The intended crew size will be documented
along with the rationale used to determine the crew size value.

NOTE1 The number of test subjects that are going to take partin the evaluation can be calculated taking into
account the rule of three or the rule of 30 defined in ISO/IEC 19795-1.

NOTE 2  After applying one of these rules, evaluators will obtain the following data:

— Number of test subjects to recruit. This number can be increased around 10 % to allow for subjects leaving
the evaluation before it has finished.

— Number of genuine and impostor transactions to execute per test subject to achieve a significant number of
comparisons.

— Nymber of genuine and impostor transactions to execute per test subject per environnllental variable
me¢asuring point to achieve a significant number of comparisons.

Since ¢ach test subject executes genuine and impostor tests under each environmental c¢ndition, tests
may b¢ time-consuming. Test duration shall be taken into consideration when‘determinirg test size.

7.4.3 | Selection

Test sybjects shall be selected randomly so long as the overall test ¢rew composition requifements (such
as agef gender, or other attributes) are met. Subjects shall not havé been involved previoufly during the
biomefric system implementation or during the algorithm training/tuning process.

7.4.4 | Training and guidance of test subjects

7.4.4.1 Testinformation

Test suybjects shall receive relevant informationh about the evaluation: objectives, number of visits, and
legal igsues related to their participation in-the evaluation.

NOTE It is important that they know.and accept a visit schedule and all related legal issues i1} order to avoid
problefns while evaluation is performed:

7.4.4.2 Testinstructions

An expjlanation of evaluatien phases (enrolment and verification) and what test subjects shall do in each
of thede phases shall be.provided to them. If there are some instructions that test subjects shall follow
according to the envirenmental conditions, they have also to be explained.

NOTE Users-can know how to use the biometric acquisition sensor within the environmenf generators to
make their intéractions easier.

7.4.4.3 ~\‘Training

Test subjects shall perform practical trials. Test operators shall supervise these trials and correct
mistakes as necessary until each subject demonstrates proficiency in their interactions with the
biometric system.

7.4.4.4 Guidance

During the training and the enrolment process test subjects shall be guided, but during the verification
process, test operators will only check that test subjects interact correctly with the biometric system.

7.4.4.5 Feedback

If the biometric system shows information related to the capture of the biometric sample and the result
of matching per each attempt, it shall be made known to test subjects for improving their interactions.
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A minimum amount of feedback from the test operator is recommended.

7.4.4.6 Habituated vs. Non-Habituated

Through training, guidance, and test design, test subjects should be habituated to test devices before
conducting enrolment and verification trials. If habituation cannot be achieved, the impact of changing
levels of habituation on performance shall be minimized to the extent possible. This may be accomplished
by ensuring that all tests utilize habituated and non-habituated users in consistent proportions. Levels
of test subject habituation shall be reported.

7.4.5 Visits

The number of visits shall be more than one. At the first visit test subjects shall perform practice/tifaining
trials, then, perform the enrolment process and finally the first session of genuine and imanstor
transactions. Atthe subsequentvisits, test subjects shall only conduct genuine and imposter transafctions.

The number df transactions per subject per visit should be at least 10 genuine transactions and np more
than 10 impostor transactions. In addition, all transactions shall be done with disengagement frpm the
device. Test sfibjects shall execute movements to present their biometric characteristic to the cppture
sensor in a compliant way to the target application. The intention is to avoidthat test subjects gresent
their biometrjc characteristic to the capture sensor once and keep it positioned there to carry [out all
attempts and[transactions.

Depending on the biometric modality and the environmental conditions to assess, a period for
acclimatizatign shall be specified according to the real-world application. Acclimatization referq to the
subjects being adapted to the target environmental conditions.

In case this period is necessary, an acclimatization\approach shall be defined as part of the teqt plan.
This approach shall include the following:

— times in which this approach shall be carTied out,
— minimun] duration of the period foracclimatization,
— requiremients to achieve the test subject acclimatization, and

— criteria t¢ consider that test’subjects are acclimatized.

7.6 Levels|of effortand decision policies

Enrolment anld verification transaction constraints, including attempts, transactions, and timing, shall
be commensyrate.with the target application. The selected values shall be reported together wilth test
results.

7.7 Exception handling protocols

During the evaluation, different anomalies can happen. Test operators shall take action to ensure that
anomalies do not affect evaluation results. The following actions shall be taken for different types of
anomalies:

— Biometric system anomalies: These anomalies happen when the biometric sensor does not work
correctly. In this case, the test operator shall stop the evaluation and solve the problem. Once the
biometric system works well again, the evaluation can continue. Anomalies and its solution shall be
reported.

— Environmental anomalies: If changes to environmental conditions are detected, test operators shall
measure the environmental parameters and check if these are inside its specified range. If there are
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any parameters outside the range, they shall stop the evaluation and correct the potential problems.
Once the evaluation conditions are stable and inside the corresponding range, the evaluation can be
resumed. Test operators shall report these anomalies.

— Enrolment and verification anomalies: If test operators detect that the test subject has introduced
a wrong identifier, has presented a wrong biometric characteristic, or is using the device in a non-
compliant fashion, he shall cancel the attempt, inform the test subject about the anomaly, and repeat
the transaction.

7.8 Data to record and test results

7.8.1 [ Generat

Evalugtors shall monitor and review data recorded during testing to ensure thatévaludtion methods
are applied properly and that test equipment works correctly. All data recorded.during t¢sting shall be
saved.

Later, biometric comparison scores are used by evaluators to calculate performance statigdtics and these
will bgreported together with non-biometric data (e.g. user data and tridl data) and environmental data.

NOTE Any personal data (such as biometric data) needs to be taken‘and used in accorddnce with data
protection and privacy laws.

7.8.2 | Requirements for recording data

Envirdqnmental conditions measurements, data needed/for the calculation of performande metrics and
other flata which are required to report shall be recorded during the evaluation for edch evaluation
conditjon.

NOTE 6.4.3 addresses specific requirements fer recording environmental conditions.

Enrolment and verification errors possibly‘aused by environmental factors (e.g. fingerpript verification
errors| resulting from excessive heatiinduced sweating) shall be recorded. These erfrors shall be
considered when assessing system performance and usability.

It is r¢commended to record time synchronised video recording(s) of interaction of trial users with
biomefric system(s) preferably using a system capable of video analytics to assist efficienf analysis.

Itis recommended that {nformation should be collected from test subjects on biometric sy§tem usability.
This information can'bé collected in the form of exit surveys, usability information volurjteered by the
test subjects during\testing, or other methods.

7.8.3 | Requirements for calculating results

7.8.3. Baseline Performance

A first baseline performance test shall be conducted under reference environmental conditions and
in a conventional configuration (i.e. not configured in an environmental chamber). Results from this
first test shall be referred to as the Environment Baseline. A second baseline performance test shall
be conducted under reference environmental conditions and in the configuration used to generate
and control environmental parameters when the configuration of the biometric system under test is
potentially impacted by the presence of the environment generating equipment (e.g. an environmental
chamber). Results from this second test shall be referred to as the Configuration Baseline.

7.8.3.2 Configuration effects

Comparison of the Configuration Baseline performance against the Environment Baseline performance
shall determine the configuration effects. Since both baselines are established with the same reference
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environmental conditions, any changes in biometric performance are attributable only to the change in
configuration.

EXAMPLE A fingerprint reader is under test for the effects of temperature on matching performance. The
reader is installed within an environmental chamber with a “through hole” so that the subject’s hand can enter
the chamber and engage the reader. Because of the chamber configuration, the angle of presentation of the
fingerprint onto the reader is influenced, and viewing of the fingerprint sensor feedback indicators is impaired.
The reader as installed in the chamber is measured to have higher false reject error rates than the same reader in
the Environment Baseline.

7.8.3.3 Isolating the environmental effects

Results shall fpeexpressed—=asenvironment=specific performance retativetoConfiguratiom Baseline
performance.

EXAMPLE The following table represents biometric recognition performance test results, from a test of a
fingerprint sygtem at 5 temperature measuring points. The performance is expressed as the false nor-match
rate (FNMR) and false match rate (FMR) at the threshold setting used for the test. The same'numbers of genuine
attempts were|performed at each of the 5 temperatures, ranging from 0 °C to 40 °C. All walues are expressed as
percentages.

Performance Env1ron_ment Conflgm:atlon All temps 0°C 10 °C 20 °C 30 °C 40°c
Rate Baseline Baseline

FNMR 0,5 1,0 2,4 1,0 1,0 1,0 2,0 7,0
FMR 0,1 0,1 0,070 0,050 0,075 0,100 0,075 d,050

Using this sanjple data, the “Configuration Effect” is calculated'as Configuration Baseline — Envirgnment
Baseline:

— FNMR_Cdnfiguration Effect = (1,0 - 0,5) = 0,5 %

— FMR_Co:riguration Effect=(0,1-0,1) =0,0 %

Using the sanjple data, the “Temperature Effect — overall” is calculated as All temps — Configyration

Baseline:
— FNMR_Temperature Effect = (2,4=1,0) = 1,4 %
— FMR_Ten}perature Effect = (0,070 - 0,1) =-0,030 %
Using the sample data, the “Témperature Effect at 40 °C” is calculated as 40 °C — Configuration Bajseline:
— FNMR_TemperatureEffect at 40 °C = (7,0 - 1,0) = 6,0 %
— FMR_Tenjperatuie Effect at 40 °C = (0,050 - 0,1) =-0,050 %

Further conclusions can be reached by examining the data, such as: Performance is not affeqted by
temperaturesup to 20— C.

7.8.4 Requirements for reporting results

7.8.4.1 Performance metrics

Several rates are normally used to measure biometric system performance. Evaluators shall report the
same rates that ISO/IEC 19795-1 and ISO/IEC 19795-2 specified for their evaluation for each evaluation
conditions.

Environment Baseline and Configuration Baseline performance shall be reported.
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7.8.4.2 Non-biometric data
The following non-biometric data shall be reported along with performance metrics:

Trial users: The number of users that have participated in each trial and their demographic details.

Environmental data: Data collected during evaluations about environmental conditions. It includes
metrics and/or graphics of the environmental parameters that shall be controlled during all

evaluation.

En
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Environmental measurements obtained for the calculation of the baseline performance.
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how to handle environment generators and all necessary details to carry out the evaluation.

7.9.3

Calibrate environment generators and check how they work if it is necessary.

Test activities

7.9.3.1 Procedures before the first visit

Recruit test subjects.

the corresponding environmental conditions.
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Check calibration of all environmental measurement instruments and recalibrate if necessary.

Introduce the biometric system in the evaluation environment specified for enrolment and establish

15


https://iecnorm.com/api/?name=7d6d9d20114df8bd183649d771835d9f

ISO/IEC 29197:2015(E)

— Conduct a system operability analysis for enrolment and verification processes.

7.9.3.2 Baseline testing

The baseline testing can be carried out in one of the following ways:
— during the first visit only, or

— during a portion of the follow-on visits.

NOTE Collecting baseline values across all of the test subject visits is preferred if it is suspected that system
performance due to increased habituation of the subjects can change throughout the test period.

7.9.3.3 Firgt visit

— Explain tgst instructions to test subjects.
— Train tes{ subject for enrolment.

— Carry ouff enrolment.

— Generate|the first evaluation conditions. Do not forget to introduce-the biometric system|in the
modelled|environment before starting to adjust the corresponding galdes.

— Wait unti| these conditions are stable. During this time test operators can perform the trainling for
test subjgcts in verification process.

— Verify tedt subject in this trial.

— Perform fthe first session of genuine and impostor transactions. If the environmental conditigns are
modified [due to the interaction of the test subjectybetween each transaction, it is important fo wait
for the conditions stabilization and for the biometric system to get acclimatized.

— Generate|the next evaluation conditions and repeat the two previous steps for all the conditjons to
analyse. Iff applicable execute baseline tests.

7.9.3.4 Subsequent visits
— Remind the test subjects the.test instructions for the verification process.

— Establish| the first evaldation conditions to test. Remind to introduce previously the biometric
system in the environment.

— Execute the set ofvérification transactions as it was indicated at the first visit as well as the imjpostor
trials.

— Generate[thefiext evaluation conditions and repeat the two previous steps for all the conditjons to
analyse. If applicable execute baseline tests.

7.9.4 Post-test activities

— Analyse all the information collected during the evaluation.
— Calculate performance rates, graphics and metrics.

— Generate reports including all mandatory data to report.

— Generate post-test briefings to summarize results.
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8 Operational evaluation

8.1 Introduction

Evaluations shall be executed in accordance with ISO 19795-6 with special attention paid to the
following:

— environment;
— test period;

— datarecording processes;

— pdrformance measurements;
— inpostor transactions;
— reporting.

NOTE There are several differences between environmental scenarioand operational e¢valuations. In
particylar, operational evaluations are characterized by the following:

— Ogperational evaluations use ambient climate conditions rather thanstrictly a controlled climjate conditions.

— Pefrsonnel using the system may be operational users, or could’he a dedicated test crew, or ajcombination of
bojth.

— It [is possible to augment the testing by controlling/pthier environmental parameter, suth as artificial
illimination, noise, possibly wind, etc.

8.2 Environment

The enpjvironment shall be the operational;environment for performing enrolments and|verifications.
Envirdnmental conditions are not cehtrolled in this kind of evaluations; howevel, the tested
environmental parameters shall be tecorded. If additional test instruments are required in order
to recprd environmental parametérs, these instruments should be located so they mqdify the user
intera¢tions with the biometric'system as little as possible.

8.3 Testperiod

Testduration shall be'specified considering the environmental parameters to assess and the objectives of
the operational eyaludtion. During this period of time the number of transactions and the qorresponding
numbdgr of testsubjects should be calculated to achieve the desired confidence level from|the results.

The teptingorganization shall monitor the environmental conditions to assess and plan/c¢nduct testing
when théseConditions are most likely to be in the target range. Data collected when the ¢onditions are
outside-the aQ ree-shal-be-identiHed-and-ananalysisshall- beperformed-to-determ

are suitable for inclusion.

EXAMPLE If the objective of the evaluation is to analyse trends considering high temperatures, a proper test
period is summer because this is a period of time in which it is feasible to analyse such tendencies.

NOTE1 Time of day can be a significant test condition if sunlight illumination and illumination angle are
included in the test plan.

NOTE 2  Testing duration is likely to be longer for operational testing due to the variability and uncontrolled
nature of the target environmental parameters.

8.4 Datarecording processes

Methods of recording data shall include recording the environmental parameters to be assessed in the
environmental evaluation. These methods shall be in accordance with 6.4.
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8.5 Performance measurements

Evaluators shall report the same performance metrics that ISO/IEC 19795-6 specified for their
evaluations. In addition, non-biometric data such as environmental measurements, participant
demographic and usability information and error logs should be considered.

8.6 Impostor transactions
If false accept rates need to be generated, impostor trials shall be performed.

ISO/IEC 19795-6 describes several ways to conduct impostor tests in operational environments. For
environmental evaluations, impostor tests may be conducted in-line with operational use of the system,
through dedigated systems, or at dedicated times.

NOTE Performing impostor trials only during a specific interval of time can bias performance)resultp if this
period is selecfed when environmental parameters reach certain values.

8.7 Reporting

Environmentil measurements shall be reported together with the mandatory performance mettics.
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