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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and n
technd

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
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n-governmental, In liaison with 1SO and IEC, also take part in the work. In the field
logy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

rds adopted by the joint technical committee are circulated to national bodies for voting.
rnational Standard requires approval by at least 75 % of the national bodies casting a vot

pn is drawn to the possibility that some of the elements of this decument may be the su
ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

C 9594-5 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
mmittee SC 6, Telecommunications and information,eXchange between systems, in coll
The identical text is published as Rec. ITU-T X.519(10/2012).

eventh edition cancels and replaces the sixth edition (ISO/IEC 9594-5:2008), wh
cally revised. It also incorporates the Tec¢hnical Corrigenda ISO/IEC 9594-5:2008/C
C 9594-5:2008/Cor.2:2012.

C 9594 consists of the following parts;“under the general title Information technology —
nnection — The Directory:

art 1. Overview of concepts;.models and services
art 2: Models

art 3: Abstract service definition

art 4. Proceduires for distributed operation

art 5. Rrotocol specifications
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;;

+  of different levels of complexity; and
4+  of different ages.

This Recommendation | International Standard specifies the application service elements and application cpntexts for
two protodols — the Directory Access Protocol (DAP) and the Directory System Protocol (DSB)! The DAP pyovides for
access to the Directory to retrieve or modify Directory information. The DSP provides fer‘the chaining of fequests to
retrieve orfmodify Directory information to other parts of the distributed Directory System‘where the information may
be held.

In addition, this Recommendation | International Standard specifies the applicétion service elements and ppplication
contexts f@r the Directory Information Shadowing Protocol (DISP) and the Directory Operational Binding Mfanagement
Protocol (DOP). The DISP provides for the shadowing of information hefd in one DSA to another DSA | The DOP
provides for the establishment, modification and termination of bindings between pairs of DSAs for the administration
of relationghips between the DSAs (such as for shadowing or hierarchical relationships).

This Recolnmendation | International Standard provides the foundation frameworks upon which industry profiles can be
defined by| other standards groups and industry forums. Many~of the features defined as optional in these ffameworks
may be mpandated for use in certain environments through profiles. This seventh edition technically revises and
enhances the sixth edition of this Recommendation | International Standard.

This severtth edition specifies versions 1 and 2 of theDirectory protocols.

The first ghd second editions specified only version 1. Most of the services and protocols specified in this fedition are
function under version 1. However some enhanced services and protocols, e.g., signed errors, will not
function upless al Directory entities involved in the operation have negotiated version 2. Whichever version has been
differences between the services and between the protocols defined in the six editions, except for those
assigned to version 2,° are accommodated using the rules of extensibility defined in this|edition of
X.519 | ISO/IEC 9594-5.

hich isan integral part of this Recommendation | International Standard, provides the ASN.1 moglule for the
ecifications forthe Directory protocols.

Annex A,

hich is amintegral part of this Recommendation | International Standard, provides the ASN.1 modlule for the
| specification.

Annex C,
Directory (

hiehs an integral part of this Recommendation | International Standard, provides the ASN.1 modlule for the
Sl prnfnmlc

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
IDM protocol specification.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
Directory IDM protocols.

Annex F, which is an integral part of this Recommendation | Internationa Standard, provides the ASN.1 module which
contains all the ASN.1 object identifiers assigned to identify operational binding types in this series of
Recommendations | International Standards.

Annex G, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | International Standard.

Rec. ITU-T X.519 (10/2012) v
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

I nformation technology — Open Systems I nter connection —
The Directory: Protocol specifications

1 Scope

This Recommendation | International Standard specifies the Directory Access Protocol, the Directory System Protocol,
the Directory Information Shadowing Protocol, and the Directory Operational Binding Management Protocol which
fulfil the abstract services specified in Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4,
Rec. ITU-T X.525 | ISO/IEC 9594-9, and Rec. ITU-T X.501 | ISO/IEC 9594-2.

2 f

2.1 I

The follow
constitute
were valid

Refer ences

Nor mative r efer ences

provisions of this Recommendation | International Standard. At the time of publication, the editior
. All Recommendations and Standards are subject to revision, and parties)to agreements bas

Recommendation | International Standard are encouraged to investigate the possibility of applying the n

edition of
valid Inter
valid ITU-

211 I

fhe Recommendations and Standards listed below. Members of |EC and ‘I SO maintain registers @
national Standards. The Telecommunication Standardization Bureau of the ITU maintains a list
T Recommendations.

dentical Recommendations | I nternational Standards

Recommendation ITU-T X.200 (1994) | ISO/IEC. 7498-1:1994, Information technology — Op
Interconnection — Basic Reference Model: The hasic model.

Recommendation ITU-T X.213 (2001) | I1S©/JEC 8348:2002, Information technology — Op
I nter connection — Network service definition.

Recommendation ITU-T X.214 (1995)] ISO/IEC 8072:1996, Information technology — Op!
I nterconnection — Transport service definition.

Recommendation ITU-T X.500.({2012) | ISO/IEC 9594-1:2014, Information technology — Op
Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T X.501 (2012) | ISO/IEC 9594-2:2014, Information technology — Op
I nterconnection — The Directory: Models.

Recommendation. }FU-T X.509 (2012) | ISO/IEC 9594-8:2014, Information technology — Op
Interconnection—The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information technology — Op
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2012) | ISO/IEC 9594-4:2014, Information technology — Op
Interconnection — The Directory: Procedures for distributed operation.

ing Recommendations and International Standards contain provisions which, thfetigh reference i this text,

S indicated
ed on this
nost recent
f currently
f currently

en Systems
PN Systems
PN Systems
en Systems
en Systems
en Systems
en Systems

en Systems

Recommendation ITU-T X.520 (2012) | ISO/IEC 9594-6:2014, Information technology — Op

en Systems

Interconnection — The Directory: Selected attribute types.
Interconnection — The Directory: Selected object classes.
Interconnection — The Directory: Replication.

Syntax Notation One (ASN.1): Specification of basic notation.
Syntax Notation One (ASN.1): Information object specification.

Syntax Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Systems
Recommendation ITU-T X.525 (2012) | ISO/IEC 9594-9:2014, Information technology — Open Systems
Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract
Recommendation ITU-T X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract

Recommendation ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract

Rec. ITU-T X.519 (10/2012) 1
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| SO/IEC 9594-5:2014 (E)
—  Recommendation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

—  Recommendation ITU-T X.690 (2008) | ISO/IEC 8825-1:2008, Information technology — ASN.1
encoding rules. Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

212 ISO/IEC Standards
—  ISO/EC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

213 Other references
— Recommendation ITU-T E.164 (2005), The international public telecommunication numbering plan.
—  Recommendation ITU-T X.121 (2000), International numbering plan for public data networks.

— |ETF RFC 793 (1981), Transmission Control Protocol — DARPA Internet Program — Protocol
Soecification.

4+ |ETFRFC 1738 (1994), Uniform Resource Locators (URL).

4+ |ETF RFC 2025 (1996), The Smple Public-Key GSS-API Mechanism (SPKM).

+ |ETF RFC 2246 (1999), The TLS Protocol Version 1.0.

1+ |ETF RFC 3546 (2003), Transport Layer Security (TLS) Extensions.

4+ |ETF RFC 3986 (2005), Uniform Resource Identifier (URI): Generic Syntax.

+ |ETFRFC 4511 (2006), Lightweight Directory Access Protocol (LDAP)! The Protocol.

2.2 INon-nor mative r efer ences

1+ Recommendation ITU-T X.217 (1995) | ISO/IEC 8649:1996, Information technology — Open Systems
I nter connection — Service definition for the Association€oentrol Service Element.

4+ Recommendation ITU-T X.224 (1995) | ISO/IEC 8073:1997, Information technology — Open Systems
I nter connection — Protocol for providing the connéction-mode transport service.

4+ Recommendation ITU-T X.225 (1995) | ISO/EC 8327-1:1996, |nformation technology — Open Systems
I nter connection — Connection-oriented Session protocol: Protocol specification.

4+ Recommendation ITU-T X.226 (1994)}1SO/IEC 8823-1:1994, Information technology — Open Systems
I nterconnection — Connection-oriented Presentation protocol: Protocol specification.

4+ Recommendation ITU-T X.227.(1995) | ISO/IEC 8650-1:1996, Information technology — Open Systems
Interconnection — Connection=oriented protocol for the Association Control Service Element: Protocol
specification.
4+ Recommendation ITU-T X.650 (1996) | ISO/IEC 7498-3:1997, Information technology — Open Systems
I nter connection —+Basic Reference Model: Naming and addressing.

4+ Recommendation” ITU-T X.881 (1994) | ISO/IEC 13712-2:1995, Information technology|— Remote
OperationsiOS realizations — Remote Operations Service Element (ROSE) service definition.

4+ |ETFREE-896 (1984), Congestion Control in IP/TCP Internetworks.
4+ |IETERFC 1006 (1987), 1SO Transport Service on top of the TCP Version: 3.

+ ~JETF RFC 1277 (1991), Encoding Network Addresses to Support Operation over Non-OS Lower
Layers.

— |ETFRFC 2126 (1997), 1SO Transport Service on top of TCP (ITOT).

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

31 Basic Directory definitions

The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) theDirectory;
b) (Directory) user;
c) Directory System Agent (DSA);

2 Rec. ITU-T X.519 (10/2012)
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d) Directory User Agent (DUA).

3.2 Distributed Operation Definitions
The following terms are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:

a) chaining;
b) performer;
c) referral.
3.3 Protocol specification definitions

The following terms are defined in this Recommendation | I nternational Standard.

NOTE — The terms defined in this clause are generalized definitions to cover both the OSI and the TCP/IP case, except where
exceptigns are indicated.

331 stract syntax: The specification of data types and/or data values by using notationcrules|which are
independent of the encoding technique used to represent them.

332 plication-association: A cooperative relationship between two application-entitiesiestablished by the Bind
operation.

333 plication-context: (OS| only definition); a set of rules commonly shared by  two applicationtentities in
order to support an application-association.

334 plication-context-name: An ASN.1 object identifier that identifies (names) an application-context.

335 plication layer: The top layer of the OSl seven layer model representing the semant|cs of the

communicgtion.

336 application-entity: A representation of the external behaviour of an application process in the form of its
communicgtion capabilities.

337 application-entity title: The Directory distinguisheéd name of an application-entity, and in pafticular, an
application-entity representing a Directory application process.
338 application process. A process within a_system which performs information processing for g particular
purpose, in particular processing Directory operations:

339 Bind operation: An operation type used for establishing an application-association.
3.3.10 [Directory operation: An operationtype for the exchange of Directory information.

3.3.11 (directory protocol-data-unit.’A unit of datafor a Directory protocol consisting of control information and in
general, alo application data as specified by Directory operations.
NOTE 1 —A Directory PDU imthe OSl environment includes all the protocol elements of the OSl Presentation Layer and if
relevant, protocol elements©f ACSE in addition to the Directory-specific protocol elements.

NOTE 2 — The term "application-protocol-data-unit (APDU)" is a unit of data defined by an OS| application protocgl. This term
is not used for edition-5 and subsequent editions of these Directory Specifications. However, the abbreviation may appear in
certain ASN.1 elements.

3.3.12 ipitiator: The application process that initiates an application-association by issuing a Bind request

3.3.13 IpcalFmatter: A decision made by a system concerning its behaviour that is not subject to the requirements of
these Directory Specifications.

3.3.14 operation: An exchange between two application processes to perform a particular task. It consists of a
reguest from one application-process to the other one and the return of zero or more responses (result and/or errors). An
operation implies a certain process to be performed by the application process receiving the request.

3.3.15 protocol-data-unit: Comprised of the presentation protocol elements or the ACSE protocol elements of a
Directory protocol-data-unit.

3.3.16 presentation layer: The sixth layer of the OSI Reference Model.

3.3.17 protocol error: An unrecognized or unexpected protocol-data-unit or a protocol-data-unit with an unexpected
or invalid parameter is received.

3.3.18 responder: The application-process that receives a Bind request and either accepts or refuses the
application-association.

Rec. ITU-T X.519 (10/2012) 3
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NOTE - Initiator and responder are defined with respect to a single transport-connection. The initiator is also the application
process that initiated the transport-connection (see clause 8.4). A DSA can be both an initiator and responder simultaneously.

3.3.19 session layer: Thefifth layer of the OSI Reference Model.

3.3.20 session-protocol-data-unit: (OSI only definition); a unit of data at the OSl Session Layer consisting of
control information and in general, it also carries a Directory protocol-data-unit.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
AC Application Context
ACSE  Association Control Service Element

APPTCAonT=tty
AFI Authority and Format Identifier
APDU  Application-Protocol-Data-Unit
DAP Directory Access Protocol
DISP  Directory Information Shadowing Protocol
DOP Directory Operational Binding Management Protocol
SA Directory System Agent
DSP Directory System Protocol
SP Domain Specific Part
DUA Directory User Agent
oT End of TSDU
DI Initial Domain Identifier
DM Internet Directly Mapped
I[Pv4 Internet Protocol, Version 4
I[Pv6 Internet Protocol, Version 6
I[TOT  1SO Trangport Service on top.of \TCP
DAP  Lightweight Directory Acegess Protocol
I Length Indicator
SAP  Network-Service-Actess-Point
DU Protocol-Data-Unit
I Parameter Group |dentifier
| Parameter | dentifier
PPDU  Préesentation-Protocol-Data-Unit
Parameter Value
SPDU Identifier

TCP/IP  Transmission Control Protocol/Internet Protocol
TPDU  Transport-Protocol-Data-Unit

TPKT  Transport Packet

TSDU  Transport-Service-Data-Unit

URI Uniform Resource Identifier

5 Conventions

The term "Directory Specification” (as in "this Directory Specification”) shall be taken to mean Rec. ITU-T X.519 |
| SO/IEC 9594-5. The term "Directory Specifications” shall be taken to mean the X.500-series Recommendations and all
parts of 1SO/IEC 9594.

4 Rec. ITU-T X.519 (10/2012)
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This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e, the 1988 edition of the series of CCITT X.500 Recommendations and the
I SO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the
I SO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systemsto refer to systems conforming to the third edition of the
Directory Specifications, i.e, the 1997 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:1998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525 and X.530, the 2000 edition of Rec. ITU-T X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Diregtory Specification uses the term fifth edition systems to refer to systems conforming to the fifth ed|tion of the
Directory | Specifications, i.e, the 2005 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:2005 edition.

This Diredtory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edjtion of the
Directory | Specifications, i.e, the 2008 edition of the series of ITU-T X.500 Recommendation$ and the
I SO/IEC 9594:2008 edition.

This Diregtory Specification uses the term seventh edition systems to refer to systems.conforming to the seventh edition
of the Directory Specifications, i.e.,, the 2012 edition of the ITU-T X.500-Series Recommendations and the
I SO/IEC 9694:2014 edition.

This Diregtory Specification presents ASN.1 notation in the bold Courier New.typeface. When ASN.1 typesfand values
are referenjced in normal text, they are differentiated from normal text hy) presenting them in the bold Cqurier New
typeface. The names of procedures, typically referenced when specifying the semantics of processing, are diffferentiated
from normal text by displaying them in bold Times New Roman. Ageess control permissions are presented in italicized
Times New Roman.

If the items in a list are numbered (as opposed to using
procedure,

or letters), then the items shall be considered steps in a

The syntgx of Open Systems Interconnection (OSH addressing related terms follow the rules established by
Rec. ITU-T X.650 | ISO/IEC 7498-3. This syntax-has been established to make a distinction between afterm for a
specific pyrpose and a more general term. As an .example, transport-address is hyphenated to signal it is a sgecific term
used in an|OS| context, while transport addresswithout a hyphen has a more general meaning.

6 Common protocol specification

6.1 Dir ectory associations and oper ations

The protoqols for these-Directory Specifications are described as a set of operations. An operation is defined jn terms of
arequest gent from pnesystem to another system expecting this other system to process the request, and if agplicable, it
returns ong or more replies constltutl ing the result. An operatlon can either be a Bind operation or an operatipn invoked

Hbl e results.

NOTE 1 — The currently defined operations will return either one or more results or asingle error.

Directory protocols defined by these Directory Specifications may use an OS| protocol stack, a TCP/IP protocol stack
or both. The specification provided by this clause is independent of the particular protocol stack. The OSI specific
specification is given in clauses 7 and 8, while the TCP/IP specific specification is given in clauses 9 and 10.

A process within a system that processes Directory operations is called an application process. An application-entity is
the reflection of the external behaviour of an application process.

Before Directory operations can be invoked between two Directory application processes, an application-association
has to be established between the corresponding application-entities. An application-association is a cooperative
relationship between two application-entities formed by the exchange of control information within the request and
result of aBind operation and by the use of a common underlying service.

NOTE 2 —Thisis amoadified definition of application-association as given by Rec. ITU-T X.217 | ISO/IEC 8649, and is intended
to cover both the use of an underlying OSI protocol stack and an underlying TCP/IP stack.

Rec. ITU-T X.519 (10/2012) 5


https://iecnorm.com/api/?name=bb901b1a98fa5f4b51fe6d58388b1a6b

| SO/l EC 9594-5:2014 (E)

An application-association is terminated using an unbind exchange. The unbinding of an application-association is not

defined as an operation.

6.2 Specification for Directory operations

These Directory Specifications specify several operation types. An operation type is specified by the oPERATION
ASN.1 information object class. Possible errors associated with an operation type are defined by the ERrRors ASN.1

information object class.

OPERATION ::= CLASS {
&ArgumentType OPTIONAL,
&ResultType OPTIONAL,
&Errors ERROR OPTIONAL,

&operationCode Code UNIQUE OPTIONAL }
WITH SYNTAX {

NT &ArgumentTypel]
&ResultTypel

S &Errors]
koperationCode] }

ode Code UNIQUE OPTIONAL }

ER &ParameterType
[CODE &errorCodel] }

Code ::= CHOICE {
local INTEGER,
globall OBJECT IDENTIFIER,

-}

The orERATION information object class is a convenient way te_express the syntax of Directory requests,
errorsfor @ particular operation type.

This ASN[L information object class has the following figlds:
@ ThesargumentType field specifies anopen data type for the request part of an operation.

D) The srResultType field specifies anopen data type for one or more replies constituting the r
request. If thisfield is absent, there is no result associated with the operation.

¢) The &Errors field specifiesione or more errors that can occur as the result of processing the
thisfield is absent, there-iso error associated with the operation.

d) The soperationCode field specifies the type of Directory operation to be performed. T
absent for the Bind-aperation. See clause 6.4 for currently defined operation codes.

Directory pperations may in(principle be performed in two different modes:

a) if aDirectory operation shall be completed before a new Directory operation may be invoked
of operation is synchronous; or

ln) if_several operations may bein progress at the same time, the mode of operation is asynchrono

If al Direqtory operations defined for a particular type of application-association:

results and

bsult of the

request. If

nis field is

, the mode

a) consist of both arequest and one or more results and/or errors; and
b) arealowed only to beinvoked by adesignated system,

such operation may be executed in either synchronous or asynchronous mode. Otherwise, the mode of operation is

always asynchronous.

The opERATION information object class does not in itself imply any sequencing. A Directory request may have no
result and/or error, or a request may have severa results and/or errors. However, it does tie together a request with
possible responses (results and errors) by carrying the same operation code and the same invoke id (see below).

However, specification of a particular operation type may dictate sequencing restrictions.
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An error is a report of the unsuccessful performance of an operation. An error is represented by the ERROR ASN.1
Information Object Class. The different fields are described below:

a) the sParameterType field specifies the data type of the parameter of the error specifying the nature of
the error; and

b) the serrorcode field specifies the code that identifies the error (see clause 6.5 for the defined error
codes).

Although not reflected by the opERATION Or the ERRORS information object classes, each invocation of a Directory
operation is assigned an InvokeId, Which is carried in the protocol. This makes it possible to indicate to what
Directory operation a particular request, result or error belongs. The definition of the 1nvoke1d isasfollows:

InvokeId ::= CHOICE ({
present INTEGER,
absent NULL,

-}

If an opergtion type does not specify an soperationCode, operations of this type cannot have InvokeId-assigned.

6.3 Directory protocol overview

6.3.1 Wse of underlying services

When twq application processes from different open systems interact, the application-association is redljzed as an
Application Layer protocol using either an OSl or a TCP/IP underlying service.

Details on|the use of the OSI service are given in clause 8, while the details on:the use of the TCP/IP servicg are given
in clause 10.

The OSI Transport Layer may either be supported using the service asdefined in Rec. ITU-T X.214 | ISO/IEC 8072 or
by using the specification in clause 8.5. In this latter case, the OS| {upper layer protocols stack are placed ¢n top of a
TCP/IP protocol stack.

6.3.2 TheDirectory Access Protocol (DAP)

Before aQUA and a DSA from different open systems can interact, a Bind operation has to be invoked betwegen them to
establish ah application-association supporting a Directary protocol called the Directory Access Protocol (DAP).

The Bind|operation (directoryBind) for establishing a DAP application-association is defined in clause 8 of
Rec. ITU-T X.511 | ISO/IEC 9594-3.

This editign and all previous editions of the,Directory Specifications only allow a DUA to invoke a Bind opgration and
to initiate pubsequent Directory operations. If the OS| underlying stack is used, Directory operations may be invoked
either in synchronous mode or in asynchronous mode. If the TCP/IP underlying stack is used, Directory opeérations are
always invoked in asynchronousimode.

All Direct@ry operations reqireeither asingle reply or asingle error to be returned.

6.3.3 he Directory System Protocol (DSP)

Before a gair of DSAs from different open systems can interact, a Bind operation has to be invoked between them to
establish ah application-association supporting a Directory protocol called the Directory System Protocol (DSP).

The Bind| opération (dsaBind) for establishing a DSP application-association is defined in clalise 11 of
Rec. ITU-T X.518 | ISO/IEC 9594-4.

Either DSA may invoke a Bind operation. Both the initiating and responding DSA may invoke subsequent Directory
operations. Directory operations are always invoked in asynchronous mode on the DSP.

All Directory operations require either asingle reply or asingle error to be returned.

6.34 The Directory I nformation Shadowing Protocol (DI SP)

Before apair of DSAs from different open systems can interact for the purpose of exchanging shadowing information, a
Bind operation has to be invoked between them to establish an application-association supporting a Directory protocol
called the Directory Information Shadowing Protocol (DISP).

The Bind operation (dsAshadowBind) for establishing a DISP application-association is defined in clause 7.4.1 of
Rec. ITU-T X.525 | ISO/IEC 9594-9.
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If the OSl underlying stack is used, the mode of operation is synchronous or asynchronous depending on the
application-context selected for the Bind operation. If the TCP/IP underlying stack is used, Directory operations are
always invoked in asynchronous mode.

All Directory operations require either asingle reply or asingle error to be returned.

6.3.5 The Directory Operational Binding Management Protocol (DOP)

Before a pair of DSAs from different open systems can interact for the purpose of maintaining operational bindings, a
Bind operation has to be invoked to establish an application-association supporting a Directory protocol called the
Directory Operationa Binding Management Protocol (DOP).

The DSA that may assume the role of initiator of the Bind operation depends on the DSA roles assigned for the
operationa binding(s) to be managed using the Directory operations on the application-association. Only the initiator
may invoke Directory operations. More than one operational binding type may only be managed within this application-
association if the DSA rolesfor the distinct types are compatible (e.q., a DSA assumes Role A for each binding type).

ry operations require either asingle reply or asingle error to be returned.

6.4 Operation codes

6.4.1 Operation codes for DAP and DSP
The following operation codes are used in the DAP and the DSP:

id-opcode-read Code ::= local:1l
id-opcode-compare Code ::= local:2
id-opcode-abandon Code ::= local:3
id-opcode-1list Code ::= local:4
id-opcode-search Code ::= local:5
id-opcode-addEntry Code ::= local:é6
id-opcode-removeEntry Code ::= local:7
id-opcode-modifyEntry Code ::= local:8
id-opcode-modifyDN Code ::= local:9
id-opcode-changePassword Code ::= local:10
id-opcode-administerPassword Code ::=.}kocal:1l1l
id-opcode-ldapTransport Code ::=‘local:12
id-opcode-1linkedLDAP Code :«= local:13

6.4.2 peration codes for DISP

The followiing operation codes are usedinthe DISP.
id-opcode-requestShadowUpdate Code ::= local:1l
id-opcode-updateShadow Code ::= local:2
id-opcode-coordinateShadowUpdate Code ::= local:3

The use of|these operation-codes is specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
6.4.3 per ation-eodes for DOP

The following operation codes are used in the DOP.

id-op-establishOperationalBinding Code ::= local:100
id-op-modifyOperationalBinding Code ::= local:102
id-op-terminateOperationalBinding Code ::= local:101

The use of these operation codesis specified in Rec. ITU-T X.501 | ISO/IEC 9594-2.

6.5 Error codes

6.5.1 Error codesfor DAP and DSP

The following error codes are used in the DAP and the DSP. The code id-errcode-referral isonly used in the
DAP. The code id-opcode-dsaReferral isonly used in the DSP:

id-errcode-attributeError Code ::= local:1l
id-errcode-nameError Code ::= local:2

8 Rec. ITU-T X.519 (10/2012)


https://iecnorm.com/api/?name=bb901b1a98fa5f4b51fe6d58388b1a6b

| SO/l EC 9594-5:2014 (E)

id-errcode-serviceError Code ::= local:3
id-errcode-referral Code ::= local:4
id-errcode-abandoned Code ::= local:5
id-errcode-securityError Code ::= local:é6
id-errcode-abandonFailed Code ::= local:7
id-errcode-updateError Code ::= local:8
id-errcode-dsaReferral Code ::= local:?9
6.5.2 Error codesfor DISP

Thefollowing error code is used in the DISP:
id-errcode-shadowError Code ::= local:1
6.5.3 Error codesfor DOP

The followi ng error codeisused inthe DOP:
id-err-ogperationalBindingError Code ::= local:100

6.6 bstract syntaxes

A protocol specification includes a specification of the data types that may be transfested as part of the protocol
exchanges| The data types are defined using an abstract notation like the ASN.1 notation and constitute the abstract
syntax for the protocol. The abstract syntaxes are quite similar for OSI communication and for TCP/IP communication,
although there are differences. Four abstract syntaxes are defined for each.'of these types of comfnunication
corresponding to the four different Directory protocols. Only for the OSlI communication are the abstragt syntaxes
assigned gbject identifiers. When establishing an OSI application-associgtion the relevant object identifjer for the
abstract syntax is signalled in the Bind (see clause 7.6.1).

7 Directory protocolsusing the OS| stack

This clauge defines the Directory protocols and their mapping onto the OSI Session Protocol. It incorporates the
relevant elements of the OSl Presentation Protocol as(defined by Rec. ITU-T X.226 | ISO/IEC 8823{1 and the
Association Control Service Element (ACSE) as defined by Rec. ITU-T X.227 | ISO/IEC 8650-1.

The relevant part of the OSI session protocol is defined in clause 8.3.

7.1 OSI-PDUs

The messdges of OSl-based protocols_are conveyed over an OS| application-association as Directory pratocol-data-
units represented by the os1 - ppu data type as follows:

OSI-PDU{APPLICATION-CONTEXT:protocol} ::= TYPE-IDENTIFIER.&Type (
OsiBind{{protocol}}\]
OsiBindResult{{protocol}} |
OsiBindError{{protocol}} |
OsiOpedration{{protocol.&Operations}} |
OsiUnbind |
PresentationAbort )

7.2 Directory PDU structure

A Directory PDU in the OS| environment consists of protocol elements from the OSI Presentation Layer as defined by
Rec. ITU-T X.226 | ISO/IEC 8823-1, of ACSE protocol elements as defined by Rec. ITU-T X.227 | ISO/IEC 8650-1, if
relevant, and Directory specific protocol elements for the protocol in question.

The 0siBind, the 0siBindResult and the osiBindError have presentation protocol elements and ACSE protocol
elements in addition to the Directory specific protocol elements, while the osioperation only has presentation
protocol elements in addition to the Directory specific protocol elements. The PresentationaAbort has only
presentation protocol elements.

The Presentation Layer protocol elements included within a specific Directory PDU comprise a PPDU.

NOTE 1 —The term PPDU (presentation-protocol-data-unit) is introduced here, as it is referenced when discussing presentation
protocol errors and by the Abort -reason datatype. The term is otherwise not relevant for these Directory Specifications.
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The ACSE protocol elements included within a specific Directory PDU comprise an ACSE PDU.

NOTE 2 —Rec. ITU-T X.227 | ISO/IEC 8650-1 uses the term APDU (application-protocol-data-unit) for an ACSE PDU. Asthe
Directory specific protocol elements of a specific Directory PDU in principle aso comprise an APDU, the term ACSE PDU is
used here to avoid confusion.

The following PPDUs are used by this Directory Specification:

a)

b)

0)

d)

CP PPDU, which is reflected by the cp-type datatype defined by Rec. ITU-T X.226 | ISO/IEC 8823-1.
Itis part of the osiBind datatype;

CPA PPDU, which is reflected by the cpa-pppu data type defined by Rec. ITU-T X.226 |
ISO/IEC 8823-1. It is part of the 0siBindResult datatype;

CPR PPDU, which is reflected by the cpr-ppDU data type defined by Rec. ITU-T X.226 |
ISO/IEC 8823-1. It is part of the 0siBindError datatype;

TD PPDU, which is reflected by the user-data data type defined by Rec. ITU-T X.226 |

ISO/IEC 8823-1. It is part of the osioperation datatype;

ARU PPDU, which is reflected by the aru-prDU defined by Rec. ITU-T X.226 | ISO/HEC 8823-1. It is
part of the aru-PPDU data type as defined by this Directory specification; and

ARP PPDU, which is reflected by the arp-ppDU defined by Rec. ITU-T X.226/|1SO/IEC| 8823-1. It
congtitutes the arp - pPDU data type as defined by this Directory specification,

There is po PPDU defined for the release of an application-association (0siUnbind’ and OsiUnbindResult).
However, the User-data data type defined by Rec. ITU-T X.226 | ISO/IEC 882341 is’'used to carry the dsiunbind

and osiUrbindResult.

The following ACSE PDUs are used by this Directory Specification:

9
[
q
q

4

7.3 $ession PDUs

In additior

Y
)

AARQ-apdu isapart of the osiBind datatype;

AARE-apdu is part of the osiBindResult datatype and'the osiBindError datatype;
RLRQ-apdu is part of the 0siunbind data type;

RLRE-apdu is part of the 0siunbindresult @atatype; and

ABRT-apdu is part of the ARU-PPDU data type:

to the Directory PDUSs, this Directary Specification also defines session-protocol -data-units (SPDUs). All
the Direct@ry PDUs are carried within an SRBU.

The following SPDUs are used by thisDirectory Specification:

CONNECT SPDU wsed to carry the 0siBind;
ACCEPT SPDU used to carry the 0siBindResult;

NOTE + The AARE ACSE-PDU (as represented by aaRE-apdu and AAREerr-apdu) iS according to clause 8.1.3 of
Rec. ITU-T X.227 | ISOAEC 8650-1 mapped onto the P-CONNECT response/confirm, where result is set as 'usgr rejection'.
Accord:Lng to clause62:5.6 of Rec. ITU-T X.226 | ISO/IEC 8823-1, a CPR PPDU shall beissued at the Presentation [ayer. Also,

accordi

)

g to clause.7.1.3 of Rec. ITU-T X.226 | ISO/IEC 8823-1, the CPR PPDU is conveyed in the SCONNECT rpsponse and
confirm session primitives.

REFUSE SPDU is used to carry osiBindError and it is used for rejecting an application-pssociation

d)
e

f)

9)

h)

dueto-Sessiomtayer corditions,
FINISH SPDU is used to carry the osiunbind to initiate termination of an application-association;
DISCONNECT SPDU is used to carry the osiunbindResult to complete termination of an
application-association;

ABORT SPDU is used to carry the aARu-pPPDU and ARP-PPDU in addition to be used on its own when
aborting due to a Session Layer problem;

ABORT ACCEPT SPDU carries no upper layer information, but it does indicate that an abort has been
received by the peer system; and

DATA TRANSFER SPDU isused to carry osiOperation.

Details of SPDUs are given in clause 8.3.
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74 OSl addressing

OSl defines addresses for the Network Layer and up to and including the Presentation Layer. The Address on the top of
the Network Layer is called the network-service-access-point (NSAP) address. The structure of an NSAP address is
defined in Rec. ITU-T X.213 | ISO/IEC 8348. A transport-address on top of the Transport Layer is defined asthe NSAP
address plus an optiona transport-selector. A session-address on top of the Session Layer is defined as the
transport-address plus an optional session-selector. A presentation-address is defined as a session-address plus an
optional presentation-selector. Only session-selector and presentation-selector are referenced by this Directory
Specification.

75 Procedure and sequencing

An application-association between two application processes is initiated by one of the application processes issuing an
OsiBind as defmed in clause 7.6.1. The initiating appl|cat|on process shall then wait for an OsiBindResult to
confirm the-application-association-establishment before sending ¢ . at-application-assaciation.

If an osiBindResult IS received, the initiating application process may send osioperatién containing osiReq,

An applicgtion-association is not established if an osiBindError (see clause 7.6:3)-i's received in response to the
0siBind, pr if the application-association is refused at the session level (see clause8.355).

Two applifation processes may amost simultaneously issue osiBind to each-other. This shall be considgred as two
independent application-association establishment attempts. If they both Succeed, the result will be two gpplication-

Protocol grors can occur within the session protocol, within theypresentation protocol elements, within|the ACSE
protocol ellements and within the Directory-specific protocol €l ements.
A protocol| error can be caused by:

4 anunrecognized or unexpected PDU received; or

) oneor more parameters on areceived PDU are invalid or unexpected.

NOTE 1 — According to the rules of extensibility specified in clause 12, unknown parameters shall be ignored. Clpuses 8.5 of
Rec. ITU-T X.226 | ISO/IEC 8823-1 and 7.4 of Rec. ITU-T X.227 | ISO/IEC 8650-1 specify similar rules.

NOTE 2 — Clauses 6.4.4.2 and 6.4.4.3 of ReclITU-T X.226 | ISO/IEC 8823-1 make a distinction between a protocol frror and an
invalid |PPDU. As the two cases cause the’ same type of abort, this Directory Specification does not make that| distinction.
Clause 7.3.3.4 of Rec. ITU-T X.227 | ISO/EC 8650-1 does not make that distinction either.

In both cages, the application-assotiation or an application-association under establishment/termination shall pe aborted.

If the probjem is detected within‘the session protocol, an ABORT SPDU shall be issued (see clause 8.3.8) with no User
Data

If the problem is detected within the presentation protocol, an arp-pPDU (see clause 7.6.7.2) shall be issued.

If the problem iSdetected within the ACSE protocol, an ARU-PPDU With abort-source Set t0 acse-jservice-
provider (sée'clause 7.6.7.1) shall be issued.

If the problem S detected WithiT a DITECtory protocot, an ARU-PPDU WIlh abort-source Bl 10 acse-service-user
shall be issued.

7.6 Directory PDU specifications
7.6.1 OSl Bind request

0siBind{APPLICATION-CONTEXT:Protocols} ::= SET {
mode-selector [0] IMPLICIT SET {
mode-value [0] IMPLICIT INTEGER(1)},
normal -mode-parameters [2] IMPLICIT SEQUENCE {
protocol-version [0] IMPLICIT BIT STRING {version-1(0)}

DEFAULT {version-1},
calling-presentation-selector [1] IMPLICIT Presentation-selector OPTIONAL,
called-presentation-selector [2] IMPLICIT Presentation-selector OPTIONAL,
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presentation-context-definition-list

[4] IMPLICIT Context-list,

user-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type

(AARQ-apdu{{Protocols}})}}}}}

Presentation-selector ::= OCTET STRING(SIZE (1..4, ..., 5..MAX))

Context-list ::= SEQUENCE SIZE (2) OF SEQUENCE {
presentation-context-identifier Presentation-context-identifier,
abstract-syntax-name Abstract-syntax-name,

trans

jErTSYHtEXTnEMETTTSC SEQUENCE OF Transfer-sSyntax-name }
Presentation-context-identifier ::= INTEGER(1..127, ..., 128..MAX)

Abstract]-syntax-name ::= OBJECT IDENTIFIER
Transfer]-syntax-name ::= OBJECT IDENTIFIER

AARQ-apdu{APPLICATION-CONTEXT:Protocols} ::= [APPLICATION 0] IMPLICIT SEQUENCE {
protodol-version [0] IMPLICIT BIT STRING {vefsionl(0)}

Associatlion-informationBind{APPLICATION-CONTEXT:Protocols} ::=

SEQUENCE SIZE (1..MAX) OF
EXTHRNAL
(WITH COMPONENTS {
identification (WITH COMPONENTS {..., syntax ABSENT}),
data-value-descriptor ABSENT,
data-value (CONTAINING TheOsiBind{{Protocols}})})
Applicatlion-context-name ::= OBJECT IDENTIFIER
AP-invo]:tion-identifier ::= INTEGER
AE-invocation~identifier ::= INTEGER
Implementation-data ::= GraphicString

-AE-invocation-identifier [9] AE-invocation-identifier OPTIONAL,
entation-information [29] IMPLICIT Implementation-data OPTIONAL,
information [30] IMPLICIT

DEFAULT {versionl\})
tion-context-name [1] Application-context-name,

-AP-title [2] Name OPTIONAL,

-AE-qualifier [3] RelativeDistinguishedName OPTIONAL,
-AP-invocation-identifier [4] AP-invocation-identifier OPTIONAL,
-AE-invocation-identifier [5] AE-invocatjion-identifier OPTIONAL,

-AP-title [6] Name OPTIONAL,
-AE-qualifier [7] RelatiwveDistinguishedName OPTIONAL,
-AP-invocation-identifier [8] AP-invocation-identifier OPTIONAL,

TheOsiBind{APPLICATION-CONTEXT:Protocols} ::=

[16]

The 0siBind is used for initiating an application-association. The osiBind includes presentation protocol elements
(see clause 7.6.1.1), ACSE protocol elements (see clause 7.6.1.2) and the Directory Bind protocol elements (see
clause 7.6.1.3). The Bind request shall be formatted according to the specification given in the relevant clauses that are

APPLICATION-CONTEXT.&bind-operation.&ArgumentType ({Protocols})

mentioned.

The osiBind is carried in the User Data parameter or the Extended User Data parameter of the session CONNECT

SPDU (see clause 8.3.3).

The responder of the application-association shall check the protocol elementsin the following sequence:

12

1) The session protocol elements shall be checked. If one or more of these protocol elements are

unacceptable, a REFUSE SPDU (see clause 8.3.5) shall be returned. Otherwise, continue.
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The presentation protocol elements shall be checked. If one or more of these protocol elements are
unacceptable, an o0siBindError including a provider-reason component and excluding a
user-data component (see clause 7.6.3.1) shall be returned. Otherwise, continue.

The ACSE protocol elements shall be checked. If one or more of these protocol elements are
unacceptable, an osiBindError shall be returned with result and result-source-diagnostic
components of the AAREerr-apdu present and with the user-information component absent as
specified in clause 7.6.3.2. Otherwise, continue.

The Directory Bind shall be checked according to rules for the Directory protocol in question. An
OsiBindResult (See clause 7.6.2) shall be returned if the responder is able to accept the Directory
Bind. Otherwise, an osiBindError shall be returned with the user-information component of the
AAREerr-apdu present.

If a protocol error is detected at any time during that sequence, the appropriate abort shall be issued as specified in

clause 7.5

76.11

R

Pr esentation protocol elements

The presentation protocol elements constituting a CP PPDU are those defined by the osiBind data type above except
for theem

Themode

NOTE
aways

The norm

g

q

pedded AARQ-apdu.

selector component shall always be set to 1.

| —Rec. ITU-T X.226 | ISO/IEC 8823-1 defines two modes of presentation-connection.<These Directory Specifications
Ise the normal-mode.

1-mode-parameters component has the following subcomponents:

q)

The protocol-version subcomponent shall be omitted or $ef-to version-1. If specified differently,
the responder shall return an  OsiBindError\* With provider-reason | S&t to
protocol-version-not-supported.

The value of the calling-presentation-selectsr subcomponent, if supplied, shall Be obtained
from locally held information.

For a definition of presentation-selector, see clalise 7.4.

The value of the called-presentation-selector subcomponent, if supplied, shall be obtained
from:

— information obtained from the AeccessPoint value of aContinuationReference asthe result of
aprevious Directory operation (see Rec. ITU-T X.518 | ISO/IEC 9594-4); or

— localy held information;

If the responder does notuse presentation-selector addressing or if the supplied presentationtselector is
not one for a Directory application-process, then the responder shall return an osiBindError with
provider-reasdn\Set {0 called-presentation-address-unknown.

The presentation-context-definition-1list subcomponent shall have two elements, leach being
a sequence type with:

— aprésentation-context-identifier that is selected by the initiator. It shall befan uneven
integer and shall be different for the two elements;

N dn abstract-syntax-name, which

i) for ane of the elements shall he an nhjprf identifier irlpnrifying the ACSE ahstiact syntax

(id-acseas); and

ii) for the other element shall be an object identifier for a Directory abstract syntax corresponding
to the type of application-association to be established (id-as-directoryAccessas,
id-as-directorySystemAS, id-as-directoryShadowAS or
id-as-directoryOperationalBindingManagementAS, as appropriate);

— Aatransfer-syntax-name-list, Which shal consist of one or more elements being the object
identifier for ASN.1 encoding rules as listed below:

i) {joint-iso-itu-t asnl1(1) basic-encoding(1)}, which is the object identifier for the basic encoding
rules (BER).

i) {joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1)}, which isthe object identifier
for the distinguished encoding rules (DER).

Rec. ITU-T X.519 (10/2012) 13
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7.6.1.2 ACSE protocol elements

iii) {joint-iso-itu-t asn1(1) packed-encoding(3) aligned(0)}, which is the object identifier for the
packed encoding rules (PER), basic aligned variant.

iv) {joint-iso-itu-t asn1(1) packed-encoding(3) unaligned(1)} ,which is the object identifier for the
packed encoding rules (PER), basic unaligned variant.

v) {joint-iso-itu-t asn1(1) xml-encoding(5) basic(0)}, which is the object identifier for the basic
XML encoding rules (XER).

See clause 8.1 for details on abstract syntaxes and transfer syntaxes.

€) Theuser-data subcomponent has the following elements:

NOTE 3—-The user-data subcomponent reflects the fully-encoded-data choice of the user-data of the CP PPDU
defined by Rec. ITU-T X.226 | ISO/IEC 8823-1. The fully-encoded-data consists of a sequence of pvb-1list. This
Directory Specification requires exactly one pvb-1ist. Therefore, the sequence-of type specifies exactly one value.

— the transfer-syntax-name subcomponent, if present, shall be the object identifier for the basic
encoctt g1 utes (BER),
NOTE 4 — According to clause 8.4.2.7 of Rec. ITU-T X.226 | ISO/IEC 8823-1: "The transfer syntax'ngme shall be

present when more than one transfer syntax name was proposed for the presentation context of the ‘presantation data
values'.

— the presentation-context-identifier Subcomponent shall be given.the same v@lue as the
presentation-context-identifier Of the element of the preésentation-lcontext-
definition-1list that specifiesthe ACSE abstract syntax;

— the presentation-data-values subcomponent shal hold/the/ACSE protocol elements as
specified in clause 7.6.1.2.

The ACSE protocol elements are those defined by the aarg-apdu @ata type above, except for the|embedded

TheOsiBind.

NOTE 1 —The ACSE protocol elements are the relevant components’ of the aarQ-apdu as defined by Rec. ITY-T X.227 |
ISO/IECQ 8650-1. Only the kernel functional unit of ACSE is used bythese Directory Specifications. According to dlause 9.1 of
Rec. ITU-T X.227 | ISO/NIEC 8650-1, the sender-acsé>requirements, theé mechanism-name, the| calling-
authenftication-value andthe application-context-dame-1list components are not relevant.

The prot¢col-version component shall be omitted.or set to versioni, i.e, bit O set. If the component|is present,
the initiatqr shall not include any bit after bit 0. If, the responder receives a Bind reguest with this component present
and bit 0 i$ set and one or more other bits are set,"those bits shall be ignored. If bit 0 is not set, but some othgr bit is set,
the responging application process shall reply.with an osiBindError (See clause 7.6.3) with Associatel-source-

diagnostjic S&f tO no-common-acse-version.

The application-context-name component shall:

@) forthe DAP, besette id-ac-directoryAccessAc;
) fortheDSP, be'sef to id-as-directorySystemac;
¢) for the DISR, be set to either:

- id<ac-shadowConsumerInitiatedAC;
—.%~%d-ac-shadowSupplierInitiatedAC;,

<~ 1id-ac-shadowSupplierInitiatedAsynchronousAC,; Or

- 1id-ac-shadowConsumerInitiatedAsynchronousAcC,

d) forthe DOP, besetto id-ac-directoryOperationalBindingManagementAC.

If the responder does not support the specified application-context-name, it shall reply with an osiBindError
(seeclause 7.6.3) with Associate-source-diagnostic SettO application-context-name-not-supported.

Thecalled-aAP-title component, if present, shall be obtained from:

— information returned in acontinuationReference astheresult of aprevious Directory operation; or
— localy held information.

If the responder does not recognize the called-aAP-title, it shal reply with an osiBindError (See clause 7.6.3)
with Associate-source-diagnostic Sett0 called-AP-title-not-recognized.

14
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Thecalled-AE-qualifier component, if present, shall be obtained from:
— information returned in acContinuationReference astheresult of aprevious Directory operation; or
— localy held information.

If the responder does not recognize the called-AE-qualifier, it shall reply with an oOsiBindError (See
clause 7.6.3) with Associate-source-diagnostic Sett0called-AE-qualifier-not-recognized.

The called-AP-invocation-identifier component may optionally be supplied if information about its value is
retained from a previous application-association. If the responder does not recognize the called-AP-invocation-
identifier, it shall reply with an osiBindError (See clause 7.6.3) with Associate-source-diagnostic Setto
called-AP-invocation-identifier-not-recognized.

The called-AE-invocation-identifier component may optionally be supplied if information about its value is
retained from a previous application-association. If the responder does not recognize the called-AE-invocation-
identi fipr;tt-sharephy-with-an — it tic setto
called-AE-invocation-identifier-not-recognized.

cl v, V cl O B ° O - ccl L0, vV 2 O ace-sou E-QlLagIlios

The calling-aAP-title component, if supplied, shal be obtained from localy held information) If thg responder
wants to ensure the identity of the initiator, but does not recognize the calling-aP-titlé) it may|reject the
application-association with an osiBindError (See clause 7.6.3) with Associate-sourcé-diagnostic Set to
calling-]AP-title-not-recognized.

responder wants to ensure the identity of the initiator, but does not recognize the €alling-AE-qualififer, it may
reject the gpplication-association with an osiBindError (see clause 7.6.3) with)Associate-source-di
setto calling-AE-qualifier-not-recognized.

The callling-AE-qualifier component, if supplied, shall be obtained from localy held informatiEn. If the

gnostic

The calling-AP-invocation-identifier component may optionally. be supplied. A receiving system may ignore
this value, |if present. If the responder wants to ensure the identity of thelinitiator, but does not recognize thejcalling-
AP-invocation-identifier, it may reject the application-assogiation with an osiBindError (See clause 7.6.3)
With Assofiate-source-diagnostic Sett0 calling-AP-invocation-identifier-not-recognized.

The callfing-AE-invocation-identifier componentsmay optionally be supplied. A responding system may
ignore thig value, if present. If the responder wants to €nsure the identity of the initiator, but does not reqognize the
calling-AE-invocation-identifier, it may reject the application-association with an o0siBindHrror (See
clause 7.6.3) with Associate-source-diagnostic Set t0 calling-AE-invocation-identiflier-not-
recognized.

The implementation-information component may hold implementation-specific information. This ipformation
does not alffect the appli cation-associ ation.establishment procedure.

Theuser{information component has the following subcomponents:
d) direct-referxence, if present, shall hold the object identifier for the basic encoding rules (jlfR);

) indirect-reference shall identify the Directory abstract syntax within the pres
contextsdefinition-list asdefinedin clause 7.6.1.1 d); and

tation-

¢) the single-AsN1-type shall hold the Bind protocol elements as specified in clause 7.6.1.3.

NOTE 2 —Theuser-information component corresponds to the user-information component of AARQ-apdii as defined
by Rec.|ITYU-T-X.227 | ISO/IEC 8650-1. This component iS a SEQUENCE OF EXTERNAL. These Directory SpecificaTons require
exactly pneeccurrence of EXTERNAL (see NOTE in clause 7.6.1).

7.6.1.3 TheBind protocol elements

The TheosiBind shall be the Bind request argument as defined for the Directory protocol in question.
NOTE — The Bind argument starts with the [16] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

7.6.2 OSl Bind result

An osiBindResult iSreturned by the responder if the osiBind is acceptable and the responder decides to engage in
the application-association.

OsiBindResult{APPLICATION-CONTEXT:Protocols} ::= SET {
mode-selector [0] IMPLICIT SET {mode-value [0] IMPLICIT
INTEGER (1) },
normal -mode-parameters [2] IMPLICIT SEQUENCE {
protocol-version [0] IMPLICIT BIT STRING {version-1(0)}
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DEFAULT {version-1},
responding-presentation-selector [3] IMPLICIT Presentation-selector OPTIONAL,
presentation-context-definition-result-list
[5] IMPLICIT SEQUENCE SIZE (2) OF SEQUENCE {

[0] IMPLICIT Result (acceptance),

transfer-syntax-name [1] IMPLICIT Transfer-syntax-name },
user-data CHOICE {

fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE(l) OF SEQUENCE {

result

transfer-syntax-name
presentation-context-identifier
presentation-data-values

Transfer-syntax-name OPTIONAL,
Presentation-context-identifier,
CHOICE {

single-ASN1-type [0]

) 3133}

OsiBindResult{APPLICATION-CONTEXT:Protocols} SET {
mode-selector [0] IMPLICIT SET {mode-value

[0] IMPLICIT

ABSTRACT-SYNTAX. &Type (AARE-apdu{{Protocols}}

INTEGER (075
normall-mode-parameters
protjocol-version

[2] IMPLICIT SEQUENCE {
[0] IMPLICIT BIT STRING {version-1(0)}
DEFAULT {version-1},
responding-presentation-selector [3] IMPLICIT Presentation-selector OPTIONAL,
presientation-context-definition-result-list
[5] IMPLICIT SEQUENCE SIZE (2) OF-SEQUENCE {

result [0] IMPLICIT Result (acceptance),

transfer-syntax-name [1] IMPLICIT Transfer-syntax-hame },
user]-data CHOICE {

fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE(Y) OF SEQUENCE {

transfer-syntax-name
presentation-context-identifier
presentation-data-values

Transfer-syntax-name OPTIONAL,
Presentation-context-identifier,
CHOICE {

single-ASNl-type [0] ABSTRACT>SYNTAX.&Type (AARE-apdu{{Protocols}}
) 3113}
Result :|:= INTEGER {
acceptlance (0),
user-rlejection (1),
provider-rejection (2)}
AARE-ap {APPLICATION-CONTEXT:Protocols} ::= [APPLICATION 1] IMPLICIT SEQUENCE {
protocdol-version f0] IMPLICIT BIT STRING {versionl(0)}
DEFAULT {versionl},
application-context-name [1] Application-context-name,
resuld [2] Associate-result (accepted),
result-source-diagnostic [3] Associate-source-diagnostic,
responding-AP-title [4] Name OPTIONAL,
responding-AE-qualifier [5] RelativeDistinguishedName OPTIONAL,
responding-AP-invocation+identifier [6] AP-invocation-identifier OPTIONAL,
responding-AE-invocation-identifier [7] AE-invocation-identifier OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
user-information [30] IMPLICIT
Association-informationBindRes{{Protocols|}}}
Associatlion-informationBindRes{APPLICATION-CONTEXT:Protocols} ::=
SEQUENCE/ SIZE (1) OF
EXquNAL (
WITH COMPONENTS {
identification (WITH COMPONENTS {..., syntax ABSENT}),

data-value-descriptor
data-value

ABSENT,
(CONTAINING TheOsiBindRes{{Protocols}})})

Associate-result ::= INTEGER {
accepted (0),
rejected-permanent (1),

rejected-transient (2)}(0..2, ...)

CHOICE {
INTEGER {

Associate-source-diagnostic
acse-service-user [1]
null
no-reason-given
application-context-name-not-supported
calling-AP-title-not-recognized

(O)I
(1),

(2)I

(3)'

16 Rec. ITU-T X.519 (10/2012)


https://iecnorm.com/api/?name=bb901b1a98fa5f4b51fe6d58388b1a6b

| SO/l EC 9594-5:2014 (E)

calling-AP-invocation-identifier-not-recognized (4),
calling-AE-qualifier-not-recognized (5),
calling-AE-invocation-identifier-not-recognized (6),
called-AP-title-not-recognized (7),
called-AP-invocation-identifier-not-recognized (8),
called-AE-qualifier-not-recognized (9),
called-AE-invocation-identifier-not-recognized (10)}(0..10, ...),
acse-service-provider [2] INTEGER {
null (0),
no-reason-given (1),
no-common-acse-version (2)}(0..2, ...)}
TheOsiBindRes{APPLICATION-CONTEXT:Protocols} ::=

[17]

APPLICATION-CONTEXT.&bind-operation.&ResultType ({Protocols})

The osiBindResult iscarried in the User Data parameter of the session ACCEPT SPDU (see clause 8.3.4).

7621

The presel
above, exa

Themode

The norma

g

[

7622 1/

The prot
the respon

4 Theprotocol-version subcomponent shall be omitted or set to vetsion-1.

Presentation protocol elements

htation protocol elements constituting a CPA PPDU are those defined by the osiBindResuldy
ept for the embedded AARE - apdu.

selector component shall always be set to 1.

1-mode-parameters component has the following subcomponents:

) The responding-presentation-selector Subcomponent, (if)'supplied, shall be obta
locally held information.

) Thepresentation-context-definition-result-1ligt subcomponent shall have two ¢
a sequence corresponding to the sequence of elements provided in the presentation-
definition-1list of the Bind request, each providing the result of the context negotiat
corresponding element as follows:

— Theresult shal be present and set to acéeptance.

encoding rules (BER).
) Theuser-data subcomponent hasithe following elements:

— The transfer-syntax-gdame subcomponent, if present, shall be the object identif
encoding rules elected by-the responder.

— The presentaticn>context-identifier subcomponent shall be given the same v
presentation-context-identifier Of the element of the presentation-
definition=-list Of the Bind request that specified the ACSE abstract syntax name.

— The presentation-data-values subcomponent shal hold the ACSE protocol €
specified.in clause 7.6.2.2.

\CSE protecol elements

bcolsversion component shall be omitted or set to versioni, i.e, bit O set. If the component
ler shall not include any bit after bit O.

data type

ined from

Hements in
context-
on for the

— The transfer-syntax-name shallbe present and specify the object identifier forl the basic

er for the

Alue as the
context-

ements as

is present,

The result component shall be set to accepted by the responder.

The result-source-diagnostic component shall take the acse-service-user choice and take the value nul1

Ol no-rea

son-given.

The application-context-name component shall be present and set to the value of the corresponding component
of the Bind request.

The responding-AP-title component, if supplied, shall be obtained from locally held information.

The responding-AE-qualifier component, if supplied, shall be obtained from locally held information.

The responding-AP-invocation-identifier cOmponent may optionaly be supplied. The initiator may ignore
this component, if present.
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The responding-AE-invocation-identifier component may optionaly be supplied. The initiator may ignore
this component, if present.

The implementation-information component may hold implementation-specific information. This information
does not affect the application-association establishment procedure.

Theuser-information component has the following subcomponents:

a) direct-reference, if present, shall hold the object identifier for the ASN.1 basic encoding rules
(BER).

D) indirect-reference shall identify the Directory abstract syntax within the presentation-
context-definition-list asdefinedinclause 7.6.1.1 d).

C¢) Thesingle-asN1-type shal hold the Bind result protocol elements as specified in clause 7.6.2.3.

7.6.23 TheBind result protocol elements

The TheogiBindRes shall bethe Bind result type as defined for the Directory protocol in question.
NOTE + The Bind result starts with the [17] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

7.6.3 DS| Bind error

OsiBindHrror{APPLICATION-CONTEXT:Protocols} ::= CHOICE {
normall-mode-parameters SEQUENCE {
protjocol-version [0] IMPLICIT BIT STRING {vexrsgion-1(0)}

DEFAULT {version-1},
responding-presentation-selector

[3] IMPLICIT Presentation<selector OPTIONAL,
presientation-context-definition-result-list

[5] IMPLICIT Resultrlist OPTIONAL,

provlider-reason [10] IMPLICIT Provider-reason OPTIONAL,
user|-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT\/SEQUENCE SIZE (1) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASNl-type [el

ABSTRACT-SYNTAX. &Type (AAREerr-apdu{{Protocols}}) }}} OPTIONAL[}

Result-list ::=
SEQUENCE SIZE (2) OF SEQUENCE {
resuylt [0] IMPLICIT Result,

transfer-syntax-name [1] IMPLICIT Transfer-syntax-name OPTIONAL,
provlider-reason [2] IMPLICIT INTEGER {
reason-not-specified (0),

stract-syntax-not-supported (1),
posed-transfer-syntaxes-not-supported (2)} OPTIONAL}

-reason ::=\INTEGER {
-not-specified (0),

temporfary-congestion (1),
local-[limit-exceeded (2),
called-présentation-address-unknown (3),
protocolX-Aversion-not-supported (4),

defau d (5)

user-data-not-readable (6),

no-PSAP-available (7)}

AAREerr—apdu{APPLICATION—CONTEXT:Protocols} HEE ] [APPLICATION 1] IMPLICIT SEQUENCE {

protocol-version [0] IMPLICIT BIT STRING {versionl(0)}
DEFAULT {versionl},

application-context-name [1] Application-context-name,

result [2] Associate-result
(rejected-permanent..rejected-transient),

result-source-diagnostic [3] Associate-source-diagnostic,

responding-AP-title [4] Name OPTIONAL,

responding-AE-qualifier [5] RelativeDistinguishedName OPTIONAL,

responding-AP-invocation-identifier [6] AP-invocation-identifier OPTIONAL,

responding-AE-invocation-identifier [7] AE-invocation-identifier OPTIONAL,

implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
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user-information [30] IMPLICIT

Association-informationBindErr{{Protocols}} OPTIONAL }

Association-informationBindErr{APPLICATION-CONTEXT:Protocols} ::=
SEQUENCE SIZE (1) OF
EXTERNAL (
WITH COMPONENTS ({

i

dentification (WITH COMPONENTS {..., syntax ABSENT}),

data-value-descriptor ABSENT,
data-value (CONTAINING TheOsiBindErr{{Protocols}})})

TheOsiBindErr{APPLICATION-CONTEXT:Protocols} ::=

[18]

APPLICATION-CONTEXT.&bind-operation.&Errors.&ParameterType ({Protocols})

The osiBindError is carried in the Reason Code field of the session REFUSE SPDU (see clause 8.3.5).

7631 P
The preserltation protocol elements constituting a CPR PPDU are those defined by the osiBindError.datatype above
the embedded AAREerr-apdu.

except for

The norma

NOTE
normal
encodin

q

[

NOTE
that the

respond
€

)

p

)

1-mode-parameters component has the following subcomponents:

| — The CPR-PPDU is a choice between X.410 mode and normal mode. These Directory-Specifications ¢nly use the
mode. The CHOICE statement is retained to ensure bitwise backward compatibility whefi using other than BER or similar

0.
4

totion oy ot | alanaant
CXtatrorPTOtOCOIr Crermerts

The protocol-version subcomponent shall be as specified in clause.7.6.2.1.

The responding-presentation-selector Subcomponent; if/supplied, shall be as specified in
clause 7.6.2.1.

The presentation-context-definition-result-list Subcomponent shall be specified as
follows:

— if thergection is not related to presentation context negotiation, the result element shall be set to
acceptance, transfer-syntax-name,Shall be present specifying the object identifier for the
encoding rules by the responder, and previder-reason element shall be absent;

— if the abstract syntax in question is‘not supported by any of the proposed transfer syptaxes, the
result element shall set to provider-rejection and the provider-reason element shall be
present with the appropriate valug; or

— if the abstract syntax in quéstion is not supported at al and the previous bullet does not apply, the
result element shal\set t0 user-rejection and the provider-reason elemeft shall be
present with the appropriate value.

The provider-reason subcomponent shall be present if the application-association is rejegted due to
problems detected.within the presentation protocol elements of the Bind request. Otherwise|it shall be
absent.

— Clause 6.2.4.9 of-Rec. ITU-T X.226 | ISO/IEC 8823-1 states for provider-reason: "If present, this shal indicate

rejection is bysthe responding presentation-service-provider; if absent this shall indicate that the rejectign is by the
ng PS-user-

The-user-data subcomponent shall be absent if provider-reason subcomponent [s present.
Otherwise, it shall be present with the following elements:

— The transfer-syntax-name Subcomponent, if present, shall be the object identifler for the

ASN.1 basic encoding rules (BER).

— The presentation-context-identifier Subcomponent shall be given the same value as the
presentation-context-identifier Of the element of the presentation-context-
definition-1list oOf the Bind request that specified the ACSE abstract syntax name.

— The presentation-data-values subcomponent shall hold the ACSE protocol elements as
specified in clause 7.6.3.2.

7.6.3.2 ACSE protocol elements

The protocol-version component shall be as specified in clause 7.6.2.2.

The application-context-name component shall be present and set to the value of the corresponding component
of the Bind request.
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The result component shall be set t0 rejected-permanent OF rejected-transient based on local
considerations.

NOTE — According to clause 11.1.1 of Rec. ITU-T X.881 | ISO/IEC 13712-2, a Bind Error is carried in the A-ASSOCIATE
response/confirm with the Result parameter value of the A-ASSOCIATE service primitives set to "rejected (permanent)” or
"rejected (transient)”, and the error value of the Bind operation is mapped on the User Information parameter of these service
primitives. At the protocol level, that trandates to the result component being set to either rejected-permanent Or
rejected-transient. Most of the Bind errors reflect a permanent condition. However, the serviceError with problem
unavailable might be considered as being transient.

The result-source-diagnostic component shall take values as follows depending on the condition:

a) if the rgection is within a directory protocol, the acse-service-user choice shall be taken with the
vauenull Of no-reason-given; Of

b) if therejection is ACSE related or dueto errorsin a specified application process title, application-entity
title or application-context, the acse-service-user choice shal be taken with the appropriate value.

The value pf the responding-AP-title component, if present, shall be obtained from locally held informegion.

The respdnding-AE-qualifier component, if present, shall be obtained from locally held informatioh.

The resppnding-AP-invocation-identifier component, if present, may be ignored orretained for a future

association) with that DSA.

The resppnding-AE-invocation-identifier component, if present, may be ignored or retained for a future

association) with that DSA.
The impl¢mentation-information component may hold implementation-specific information.

Theuser{information component has the following subcomponents:

7.6.3.3 TheBind error protocol elements

The TheogiBindErr shall bethe Bind error type-asrelevant for the type of error.

764 ®OSl unbind request

TheOsiBindErr {APPLICATION-CONTEXT:Protocols} ::=

Os

presentation-data-values CHOICE {
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type (TheOsiUnbind) }}}
TheOsiUnbimd 7= [APPLICATION 21 IMPLICIT SEQUENCE X

d) direct-reference, if present, shal hold the object/identifier for the ASN.1 basic encading rules
(BER);

) indirect-reference shall identify the Directéry abstract syntax within the presemntation-
context-definition-list asdefinedinclause7.6.1.1 d);

¢) thesingle-AsSN1-type shall hold the Bind‘error protocol elements as specified in clause 7.6|3.3.

NOTE 1 The Bind error starts with the [18] tag“asdefined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

[18] |APPLICATION-CONTEXT.&bind-operation.&Errors.&ParameterType ({Protocols})

iUnbind ::= CHOICE {
fully-lencoded-data

[APPLICATION <1}~ IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
presentation-context-identifier Presentation-context-identifier,

reason [0] IMPLICIT Release-request-reason OPTIONAL}

Release-request-reason ::= INTEGER {normal(0)}

The osiunbind iscarried in the User Data of the session FINISH SPDU (see clause 8.3.6).

Only theinitiator of an application-association may invoke an unbind request.

20

NOTE 1 —Clause 8.5 of Rec. ITU-T X.880 | ISO/IEC 13712-1 defines a CONNECTION-PACKAGE information object class, where
the field srespondercanunbind specifies whether the responder may issue an unbind or not. It defaults to FALSE. The fourth
edition of this Directory Specification did not add the srespondercanunbind for any of the protocols. The IDM protocol
allows the responder to issue an unbind, except for the DAP protocol (see clause 9.2.2).

NOTE2-Clause 85 of Rec. ITU-T X.880 | ISO/IEC 13712-1 also defines an sunbindcanfFail field of the
CONNECTION-PACKAGE information object class with default equal FaLse. The fourth edition of this Directory Specification did
not add the sunbindcanFail for any of the protocols.
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7.6.4.1 Presentation protocol elements

The presentation protocol elements are only those defined by the user-data data type defined by Rec. ITU-T X.226 |
ISO/IEC 8823-1.

The presentation-context-identifier component shall be given the same value as the presentation-
context-identifier oOf the element of the presentation-context-definition-1ist of the Bind request that
specified the ACSE abstract syntax.

Thepresentation-data-values component shall hold the ACSE protocol elements as specified in clause 7.6.4.2.

7.6.4.2 ACSE protocol elements

The reason component shall be set to normal or be absent. The absence of reason component indicates normal
release.
NOTE 1 —According to clause 11.1.2 of Rec. ITU-T X.881 | ISO/IEC 13712-2, the reason shall alwaysbe set to normal.

NOTE 2 — According to Rec. ITU-T X.226 | ISO/IEC 8823-1, there are no presentation protocol elements for the nefmal release
of acornection. Normal release is accomplished by the normal release of the underlying session connection.

7.6.5 ®OSl unbind result

OsiUnbin(dResult ::= CHOICE ({
fully-lencoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF~SEQUENCE {

prejentation—context—identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type(TheOsiUnbindRes) }}}

TheOsiUnbindRes ::= [APPLICATION 3] IMPLICIT SEQUENCE {
reason] [0] IMPLICIT Release-response-reason OPTIONAL }

Release-lresponse-reason ::= INTEGER {normal (0)}

NOTE |- Pre-edition 5 specifications specify that the Result parameter of the A-RELEASE service as |defined by
Rec. ITU-T X.217 | ISO/IEC 8649 shall be set to 'affirmative'.

The osiugbindResult iscarried in the User Data of the session DISCONNECT SPDU (see clause 8.3.7).

7.6.5.1 Presentation protocol elements

The presentation protocol elements are only those @éfined by the user-data data type defined by Rec. ITY-T X.226 |
ISO/IEC 8823-1.

The presentation-context-identifier component shall be given the same value as the presentation-
context-lidentifier Of the eement-ofithe presentation-context-definition-1ist Of the Bind rnequest that
specified the ACSE abstract syntax.

Thepresgntation-data-values component shall hold the ACSE release request.

7.6.5.2 ACSE protocol.elements

The absenge of areasan‘component indicates normal release.

7.6.6 OSl gperations

OsiOperalti6n{OPERATION:Operations} ::= CHOICE {
fullym

presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASN1-type [0]

ABSTRACT-SYNTAX.&Type (OsiDirectoryOperation {{Operations}})}}}

OsiDirectoryOperation{OPERATION:Operations} ::= CHOICE {
request OsiReqg{{Operations}},
result OsiRes{{Operations}},
error OsiErr{{Operations}},
reject OsiRej}

The osioperation is carried in the User Information field of the session DATA TRANSFER SPDU (see
clause 8.3.10).
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7.6.6.1 Presentation protocol elements

The presentation-context-identifier component shall be given the same value as the presentation-
context-identifier Of the element of the presentation-context-definition-1ist Of the Bind request that

specified the Directory abstract syntax name for the Directory protocol in question.

Thepresentation-data-values component shall hold the Directory request, result, error or reject.

7.6.6.2 OSl Request

OsiReq{OPERATION:Operations} ::= [1] IMPLICIT SEQUENCE {
invokeId InvokeId,
opcode OPERATION. &operationCode ({Operations}),
argument OPERATION.&ArgumentType ({Operations}{@opcode}) }

NOTE 1 — The Request starts with the [1] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

The invokeId component identifies the particular invocation. Tt shall not be a value that has been used Tor

NOTE 2 — All currently defined Directory operations require a response.

OsiRes{OPERATION:Operations} ::= [2] IMPLICIT SEQUENCE {
invokelld InvokeId,
resul SEQUENCE {
opcade OPERATION. &operationCode ({Operations}),
resullt OPERATION. &ResultType ({Operations}{@.opcode}) }}

NOTE + The Result starts with the [2] tag as defined in-Rec. ITU-T X.880 | ISO/IEC 13712-1.
The invo}eID component shall be equal to the one specified in the corresponding request.
The opcode component shall be equal to the one specified in the corresponding request.

The result component shall hold the-result formed in accordance with the sResultType field of the opg
identified by the opcode component:for'the protocol in question.

7.6.6.4 @Sl error

OsiErr{OQPERATION:Opérations} ::= [3] IMPLICIT SEQUENCE {
invokegID Invokeld,
errcode OPERATION.&Errors.&errorCode ({Operations}),
error OPERATION. &Errors.&ParameterType ({Operations}{@.errcode}) }

The errcode component shall be set to the code for one of the errors identified by the ErRrors field of the o
information object identified by the opcode of the corresponding osiRequest.

The error component shall hold the parameters as identified by the errcode component.

76.65 OSlregect
Thetype osiRej isused for reporting erroneous use of the other Directory PDUSs. It is specified as follows:

OsiRej ::= [4] IMPLICIT SEQUENCE {

invokeId InvokeId,

problem CHOICE {
general [0] IMPLICIT GeneralProblem,
invoke [1] IMPLICIT InvokeProblem,

returnResult [2] IMPLICIT ReturnResultProblem,

22 Rec. ITU-T X.519 (10/2012)
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returnError [3] IMPLICIT ReturnErrorProblem,
..},
-}
NOTE — The Reject starts with the [4] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712.

The invokeId component shall be equal to the one specified in the PDU to be rejected, except if the invokeId cannot
be determined, it shall take the absent choice instead (see clause 6.2).

The problem component shall hold the Reject problem as defined by clause 7.6.6.6.
7.6.6.6 Reject problems

GeneralProblem ::= INTEGER {

unrecognizedPDU (0),
mistypedPDU (1),
badlyStructuredPDU (2) }

A Genera]lproblem is a fundamental problem with the form or structure of a Directory PDU. The possipilities are
specified gsfollows:

d) unrecognizedPDU — The leading tag of the PDU indicates that it is not @l .0siReguest, an
OsiResult, dN OsiError OF aN OsiReject.

) mistypedPDU — The structure of the PDU does not conform to the appropriate-definition.
¢) badlyStructuredPDU — The structure of the PDU cannot be determined based on the expected abstract

syntax.

InvokePrjoblem ::= INTEGER {
duplicateInvocation (0),
unrecognizedOperation (1),
mistypedArgument (2),
resourjceLimitation (3),
releasieInProgress (4)}

An InvokleProblem indicates that a component of an osiRequest was erroneous. The possibilities are Joecified as
follows:

@) duplicateInvocation — Seeclause7.6:6.2.

) unrecognizedoperation — The gpération code is not one of those defined for the Directofy protocol
in question.
¢) mistypedArgument — The argument is not formed according to the sargumentType fleld of the
operation identified by the épcode component.

@) resourceLimitation.+ The intended performer is not willing to perform the operatiop due to a
resource limitation.

€) releaseInPrdgress — Ihe intended performer is not willing to perform the operation bgcause it is
about to release’the application-association.

ReturnRelsultProblem’ ::= INTEGER {

unrecognizedInvocation (0),

resultfRespofiseUnexpected (1),

misty
A ReturnR ¥e specified
asfollows:

@) unrecognizedInvocation —The InvokeId was notone that identifiesan outstanding request.

D) resultResponseUnexpected— A result wasreceived for an operation for which no result is defined.
NOTE 1 — All the currently defined Directory operation types specify aresult.
C) mistypedResult — The result is not formed according to the srResultType field of the operation
identified by the opcode component.

ReturnErrorProblem ::= INTEGER {

unrecognizedInvocation (0),
errorResponseUnexpected (1),
unrecognizedError (2),
unexpectedError (3),
mistypedParameter (4)}
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A ReturnErrorProblem indicates that a component of an osiError was erroneous. The possibilities are specified as

follows:

7.6.7

Abort can pe caused by an application problem (aru-ppPDU) Or a Presentation Layer problem (ARP-PPDH).

d) unrecognizedInvocation — The InvokeId wasnot one that identifies an outstanding request.
b) errorResponseUnexpected—An error was received for an operation for which no error is defined.
NOTE 2 — All the currently defined Directory operation types specify one or more errors.
C) unrecognizedError — An error was received that was not one of those specified by these Directory
Specifications.
d) unexpectedError —An error was received that was not one of those identified by the &Errors field of
the operation identified by the opcode component; or

€) mistypedParameter — The parameter of the error result is not formed according to the
&ParameterType field of the error identified by the errcode component.

Presentation abort

PresentationAbort ::= CHOICE {
aru-ppdu ARU-PPDU,
arp-ppdu ARP-PPDU }
76.7.1 Sl application abort
ARU-PPDU ::= CHOICE ({
normall-mode-parameters [0] IMPLICIT SEQUENCE {
preslentation-context-identifier-1list
[0] IMPLICIT Presentation-context-identifier-[list,
user|-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE(l..MAX) OF SEQUENCE {
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOIECE ¥
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type (ABRT-apdu) }}}[}}
Presentation-context-identifier-list ::= SEQUENCE SIZE (1) OF SEQUENCE {
presentation-context-identifier Presentation-context-identifier,
transfler-syntax-name Trangfer-syntax-name}
ABRT-apdu ::= [APPLICATION 4] IMPLICIT SEQUENCE {

abort-jsource [0] IMPLICIT ABRT-solUrce }

ABRT-source ::= INTEGER ({
acse-jervice-user (0),

acse-

ervice-provider (1) }

The aBrT{PPDU is used if the@bort is caused by problems at the Directory Protocol level or within ACSE father than

within the presentation protoeel elements.

The ABRT

be set and pit 3 shall.be reset (see clause 8.3.8).

The ABRT

The recei
certain co

pPPDU is carfied in the User Data of the session ABORT SPDU and the Transport Disconnect field bit 2 shall

1PEDU_May cause loss of information in transfer.

t of an apnpm _Dnanr on-an-—ascociation—supnbartiina—tha DA R tarminatac all roauiact nracaccina cept for
O ABR TP PBE—0H—tH—aSS06ratOR—SapPpPorig—He—o/ A r—tEH it S H-equesS—proceSSHg-

nditions described in Rec. ITU-T X.518 | ISO/IEC 9594-4, thisis aso true for the DSP. It is a Directory user's

responsibility to confirm if requested modifications to the DIB occurred.

The receipt of an ABRT-PPDU On an association supporting the DISP is described in Rec. ITU-T X.525 |
| SO/IEC 9594-9.

The receipt of an ABRT-PPDU On an association supporting the DOP is described in Rec. ITU-T X.518 |
| SO/IEC 9594-4.

24
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Presentation protocol elements

The normal -mode-parameters component has the following subcomponents:

a)

The presentation-context-identifier-1ist Subcomponent indicates which transfer syntax is

used for the user data. Only ACSE information is included in the user data. It shall have one element

which is a sequence type with:

— the presentation-context-identifier Subcomponent shall be given the same value as the
presentation-context-identifier Of the element of the presentation-context-

definition-1list of the Bind request that specified the ACSE abstract syntax name;
— the transfer-syntax-name shall be the object identifier for the basic encoding rules (

b) Theuser-data subcomponent has the following elements:

7.6.7.1.2

BER).

— the presentation-context-identifier Subcomponent shall be given the same value as the

definition-list that specifiesthe ACSE abstract syntax;

defined in clause 7.6.7.1.2.

ACSE protocol elements

context-

— the presentation-data-values subcomponent shall hold the ACSE protocol elements as

If the abort is caused at the Directory Protocol level, the ABRT-source shal be set {0 aose-service-uger. If the

abort is cal
NOTE -

abort-
protoco

76.72 (
ARP-PPDU

provid
event -

Ised at the ACSE level, the ABRT- source shall be set to acse-service-provider.

diagnostics shall not be present if only the Kernel is used, which implies\that the abort is only used for
error. Theuser-information iSNot used, as these Directory Specifications provide no abort information.

DS| Presentation abort
::= SEQUENCE {

er-reason [0] IMPLICIT Abort-reason OPTIONAL,
identifier [1] IMPLICIT Event-identifier OPTIONAL }

Abort-r
reaso
unrec
unexp
unexp
unrec
unexp
invali

Event-i
cp-PP
cpa-P
cpr-P
aru-P
arp-P
td-PP
s-rel
s-rel

son ::= INTEGER {

-not-specified ().,
nized-ppdu ¢1) ,
ted-ppdu (2),
ted-session-service-primitive (3),
nized-ppdu-parameter (4),
ted-ppdu-parameter (5),
-ppdu-parameter-value (6)}

entifier ::= INTEGER'{
(),
(1)[
(2)I
(3)'
(4)I
(7).,
se-indication (14),
ge-confirm (15) }

(S ===

FABRT-apdu as defined by Rec. ITU-T X.227 | ISO/IEC 8650-1 -have” two additional parameters. The

signalling a

The ARP-PDU IS USed IT the abort 1S caused Dy problems within the presentation protocol Tevel.

The arp-PDU is carried in the User Data of the session ABORT SPDU, and the Transport Disconnect field bit 2 shall
be set and bit 3 shall be reset (see clause 8.3.8).

The arRP-PDU may cause loss of information in transfer.

Thereceipt of an arRP-PDU shall be treated as specified for aARu-ppu in clause 7.6.7.1.

The provider-reason component may take one of the following values:

@ reason-not-specified

b) unrecognized-ppdu indicating that an unknown PPDU was received;
NOTE — This may be a PPDU as defined by Rec. ITU-T X.226 | ISO/IEC 8823-1, but not used by this Directory

Specification. Some implementations may signal this as being an unexpected-ppdu. However,
requirement that an implementation shall recognize PPDUs not defined by this Directory Specification.

it is not a
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C) unexpected-ppdu indicating that a PPDU identified by the Event-identifier was received out of

sequence;

d) unexpected-session-service-primitive asindicated by the Event-identifier

€) unrecognized-ppdu-parameter — should not be used according to the rules of extensibility (see

Note 1 in clause 7.5);

f) unexpected-ppdu-parameter indicating that even a parameter was recognized, but it was not

expected at this particular time or placein aPPDU asidentified by the Event-identifier;

0) invalid-ppdu-parameter-value indicating that a parameter had an invalid value in a PPDU as

identified by the Event-identifier

The Event-identifier shal be present when referenced above. Otherwise, it shall be absent.

8

8.1

d) s-release-indication indicates the application-association has been terminated unexpectedly by the

Socciaonl-avar frmetian of tha noor ovctam:
OR-=—ay-eHHReHOR-6tHePe

Croy oter;

D) s-release-confirm indicates the application-association has been terminated unexpecte
local Session Layer function.

Directory protocol mapping onto OS| services

Abstract syntaxes and transfer syntaxes

As part of|an application-association the protocol elements of the supporting protocol have to be agreed b
two partie$. Thisis done by signalling the relevant abstract syntaxes as part of'the Bind operation. An abstrag
assigned ah object identifier, which is then carried in the Bind.

Each of the directory protocols requires two abstract syntaxes, one reflécting the protocol element of the ACS
and one reflecting the actual Directory protocol (Directory abstract.syntax).

NOTE + The protocol elements of ACSE are part of the Directory Specifications for edition 5 and subsequent edition
for bachward compatibility, it is still necessary to signal two abstract' syntaxes in the Bind operation.

The objectidentifiers for Directory abstract syntaxes are:

id-as-dilrectoryAccessAS OBJECT IDENTIFIER ::= {id-as 1}
id-as-dijrectorySystemAS OBJECT IDENTIFIER ::= {id-as 2}
id-as-dilrectoryShadowAs OBJECT IDENTIFIER ::= {id-as 3}
id-as-dilrectoryOperationalBindingManagementAS OBJECT IDENTIFIER ::= {id-as 4}

The ACSH abstract syntax is identified-by:

id-acsels OBJECT IDENTIFIER ::=
{joint]-iso-itu-t association-control(2) abstract-syntax(l) apdus(0) version(l)}

The ASN.] encoding rules for an abstract syntax are signalled by an object identifier.

The objeqt identifiers’for the ASN.1 encoding rules are defined in Rec. ITU-T X.690 | ISO/IEC 8
convenienge, the object identifier for BER is supplied here:

{ joint-lisofitu-t asnl(l) basic-encoding(1l) }

8.2

dly by the

etween the
[t syntax is

bE protocol

s. However,

B25-1. For

Application-context

An application-context is a set of common rules shared by two application-entities in order to support an
application-association. An application-context is identified by an application-context-name in the form of an object
identifier. The application-context-name is signalled by the Bind operation.

An application-context is defined using the following ASN.1 information object class:

APPLICATION-CONTEXT ::= CLASS {

&bind-operation OPERATION,

&Operations OPERATION,

&applicationContextName OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

BIND-OPERATION &bind-operation

OPERATIONS &Operations

APPLICATION CONTEXT NAME &applicationContextName }

26
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The sbind-operation field is used for specifying the type of Bind operation corresponding to the specified
application-context name.

The soperations field isused for listing all the Directory operations relevant to the application-context.

The sapplicationContextName field isused for supplying the object identifier for the application-context.

NOTE —This ASN.1 information object class is an abbreviated version of the one defined by Rec. ITU-T X.881 |
ISO/IEC 13712-2 and is provided here as certain specifications use the ASN.1 information object reference rather than the
assigned object identifier.

821 Application-context for DAP

directoryAccessAC APPLICATION-CONTEXT ::=
BIND-OPERATION directoryBind
OPERATIONS {read |

compare |

abandon |

list |

search |

addEntry |

removeEntry |

modifyEntry |

modifyDN |

administerPassword |

changePassword }

APPLICATION CONTEXT NAME id-ac-directoryAccessAC }

The direftoryaAccessac application-context is the one defining the DAR._Support of this application-context
requires sypport of the id-acseas andthe id-as-directoryAccessAs gbsract syntaxes.

For a DUA it implies support for at least one DAP operation type, beyond-possibly the Abandon operation type. For a
DSA it implies support of all the DAP operations.

822 Application-context for DSP

directorlySystemAC APPLICATION-CONTEXT ::= {

BIND-QPERATION dsABind

OPERAT|IONS {chainedRead ]
chainedCompare |
chainedAbandon |
chainedList |
chainedSearch |
chdinedAddEntry |
chainedRemoveEntry |
chainedModifyEntry |
chainedModifyDN |
chainedAdministerPassword |
chainedChangePassword |
chainedLdapTransport |
chainedLinkedLDAP }
APPLICATION CONTEXT NAME id-ac-directorySystemAC }

The diredtorysSystemac application-context is the one defining the DSP. Support of this application-contgxt requires
support of th€ 4d-acseas and the id-as-directorySystemas abstract syntaxes.

It implies support of all the DSP operations as listed above.
8.2.3 Application-context for DISP

shadowSupplierInitiatedAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAShadowBind
OPERATIONS {updateShadow |
coordinateShadowUpdate}
APPLICATION CONTEXT NAME id-ac-shadowSupplierInitiatedAC }

The shadowSupplierInitiatedac application-context is a DISP application-context for an application-association
where shadow updating is initiated by the supplier and the operation mode is synchronous.

NOTE — The terms "consumer” and "supplier" are used to designate two roles. These roles correspond to the two terms " shadow
consumer" and "shadow supplier”, respectively, used in Rec. ITU-T X.525 | ISO/IEC 9594-9.
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shadowConsumerInitiatedAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAShadowBind
OPERATIONS {requestShadowUpdate |
updateShadow}

APPLICATION CONTEXT NAME id-ac-shadowConsumerInitiatedAC }

The shadowConsumerInitiatedac application-context is a DISP application-context for an application-association
where shadow updating is initiated by the consumer and the operation mode is synchronous.

shadowSupplierInitiatedAsynchronousAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAShadowBind
OPERATIONS {updateShadow |
coordinateShadowUpdate}
APPLICATION CONTEXT NAME id-ac-shadowSupplierInitiatedAsynchronousAC }

The shadowSupplierInitiatedAsynchronousAcC application- context is a DISP appllcatlon -context for an
applicationF

shadowConsumerInitiatedAsynchronousAC APPLICATION-CONTEXT ::= {
BIND-QPERATION dsAShadowBind
OPERAT|IONS {requestShadowUpdate |
updateShadow}

APPLICATION CONTEXT NAME id-ac-shadowConsumerInitiatedAsynchronousacC) }

The shadowConsumerInitiatedAsynchronousAC application-context is a DISP -application-contgxt for an
application-association where shadow updating is initiated by the consumer and the gperation mode is asynctronous.

824 Application-context for DOP

directoryOperationalBindingManagementAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAOperationalBindingManagementBind
OPERAT|IONS {establishOperationalBinding |

modifyOperationalBinding’ |
terminateOperationalBinding}
APPLICATION CONTEXT NAME id-ac-directoryOperationalBindingManagementAC }

The diredtoryOperationalBindingManagementAC.@Qplication-context isthe one defining the DOP.

8.3 $ession Layer specification
831 $tructure of session-protocol-data-anit (SPDU)

A session-protocol-data-unit (SPDU) consists of an SPDU identifier (SI), zero or more parameters each ideftified by a
parameter|identifier (Pl) and possibly, a‘parameter value (PV) field. Related parameters can be grouped gnd then be
identified by a parameter group identifier (PGlI).

Thefirst pprt of an SPDU isthe SPDU identifier (Sl) field. It consists of asingle octet. The value is a binary pumber.

A length ipdicator (L1) iswused to indicate the length of an SPDU, the length of a parameter or the length of|a group of
parameters. LI fields indicating lengths within the range 0-254 shall comprise one octet. LI fields indicating lengths
within the|range 255-65.535 shall comprise three octets. The first octet shall then be coded 1111 1111 and fthe second
and third dctets shall Contain the length of the associated parameter field with the high order bits in the first of these two
octets.

Thevaluet G C : hSes 2
NOTE — Of the SPDU used by this Dlrectory Speuflcatlon only the DATA TRANSFER SPDU has a User Information field.

The bits of an octet are numbered from 1 to 8, where bit 1 isthe least significant bit.

Figure 1 illustrates the case where an SPDU has no parameters. The ABORT ACCEPT SPDU is an example. The LI
field then has the value 0.

S|L
Il

LL

X.519(12)_FO1

Figure 1 —SPDU without parameters
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Figure 2 illustrates the case where an SPDU has two separate parameters, each identified by a Pl. The first LI field
indicates the length of the SPDU, excluding the Sl field and the LI field itself. The two other LI fields indicate the
length of the parameters.

As an example: If the first PV is 3 octets and the second PV is 4 octets, then the first LI field has the value 11, the

second LI

Figure 3 i
identified

itself. Thejnext LI field indicates the length of the group excluding the PGI field and the L1 field itsalf. The tv

fieldsindi

As an exanple: If the first PV is 5 octets and the second PV is 3 octets, then the first Chfield has the va

second L1

832

The maximum transport-service-data-unit (TSDU) size expresses the maximum number of octets to be presq

Transport

for each direction of transmission (see clauses\8.3.3 and 8.3.4). If a Directory PDU including the sessiq
overhead gxceeds that maximum, it is necessary to segment the Directory PDU into multiple SPDUs.

Each appl
numbers i
zero, thei

Each appl

two numbgrsisused. A zexo value isinterpreted to mean an unlimited TSDU size. If either application proce;
zero, the re¢sponder shall 1ot send segmented data on the application-association.

field has the value 3 and the third LI field has the value 4.

S|L|P|L| P |P|L| P
Ffrf{rfry v |ifr|v

‘ y [ 4

X.519(12)_F02

Figure 2 — SPDU with parameters— Not grouped

[Justrates the case where an SPDU has two parameters grouped together, each identified by aPI» T
by a PGI field. The first LI field indicates the length of the SPDU, excluding the Sl field,and t

ate the length of the parameters.

field has the value 12, the third LI field has the value 5 and the fourth L1 field has the value 3.

[
G
|

X519(12)_FO03

Figure 3 - SPDU with parameters— Grouped

TSDU size and segmenting

|_ayer for transmission. The maximum _TSDU size is negotiated during application-association est

ilcation process proposes a maximum TSDU size that the initiator is permitted to send. The lesser
5 used. A zero value is interpreted to mean an unlimited TSDU size. If either application proceg
itiator shall not send segmented data on the application-association.

ication process alsorproposes a maximum TSDU size that the responder is permitted to send. The I¢

e group is
ne LI field
vo other LI

ue 14, the

nted to the
ablishment
n protocol

of the two
S proposes

psser of the
S Proposes

833 $ession. CONNECT SPDU
Table1 — Parameters of the CONNECT SPDU
PGI M/O Code Pl M/O Code Length

Calling SS-user Reference (0] 10 64 octets maximum

Connection I dentifier o 1 Common reference o 11 64 octets maximum
Additional Reference .
Information @) 12 4 octets maximum
Protocol options M 19 1 octet

Connect/Accept Item M 5 TSDU Maximum Size O 21 4 octets
Version Number M 22 1 octet
Session User Requirements M 20 2 octets
Calling Session Selector (0] 51 16 octets maximum
Called Session Selector (0] 52 16 octets maximum
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Table 1 - Parametersof the CONNECT SPDU

PGI M/O Code Pl M/O Code Length
User data M 193 512 octets maximum
Extended User Data M 194 10 240 octets maximum
The Sl field shall be given the value 13 ('OD'H).

The Connection Identifier is an optional parameter group that is filled with locally generated data that allows

identificati

on of this session connection. It may have the following optional parameters:

a) TheCalling SS-user Reference, i.e., areference selected by theinitiator;

NOTE 1 — An SS-user or session-service-user is according to Rec. ITU-T X.200 | ISO/IEC 7498-1 a Presentation La
using the Session Service.

) Common Reference; and
¢) Additiona Reference Information.

Connect/Alccept Item is a mandatory parameter group with the following parameters:
a) Protocol Options — Extended concatenation, as defined by Rec. ITU-T X225 ISO/IEC 832

q

Session User Requirements field shall be-set to '0002'H.
NOTE 2

Calling Se
value obtd
address, th

Called Ses
Otherwise,

er function

relevant for this Directory Specification. This field shall be absent orthe’value shall be s
(default value). However, an implementation should accept the value ‘01'H.

) The TSDU Maximum Size PV field shall be present if a TSDU M@aximum Size is proposed. If
Maximum Size PV field is present:

octets, in the direction from the initiator to the responder, encoded as a binary number,
first of the two octetsis the high order part of the‘number;

ii) the second two octets of the PV field shall cantain the proposed maximum TSDU size, &
octets, in the direction from the responder to the initiator, encoded as a binary number,
first of the two octetsis the high order part of the number.

value zero, the TSDU size is netlimited in the direction of transfer associated with t
octets.

) Version Number — This field shal be given the value '02'H.

— Only the session duplex functional unit is used by the Directory.

5sion Selector field shallhold the value of the initiator's session-selector, if oneis assigned, and S
ned from locally held information. If the initiator does not have a session-selector within its pr|
sfield shall beabsent.

ision Selector-field shall be present if it is known to be part of the addressing for the receivi
it shall be absent. If present, the value shall be obtained from:

information returned in aContinuationReference asthe result of aprevious Directory ope

7-1, is not
Ft to '00'H

the TSDU

i) the first two octets of the PV field shall contain the proposed maximum TSDU size, expressed in

where the

pressed in
where the

If this parameter is absent, the TSDU-Maximum Size is not limited. If either pair of octets has the

hat pair of

hall have a
psentation-

hg system.

ration; or

locally held information.

Both the User Data parameter and the Extended User Data parameter shall be supported, but only one of these two
parameters may be used for an instance of communication. If the user data to be included is 512 octets or less, the User
Data Parameter shall be used. If user datais larger than 512 octets, the Extended User Data parameter shall be used and
the User Data parameter shall not be used.

The OSl Bind request is carried as user data of the session CONNECT SPDU (see clause 7.6.1). The OSI Bind Request
shall not exceed 10240 octets.
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Table 2 — Parameters of the ACCEPT SPDU

PGI M/O Code PI M/O Code Length
Called SS-user Reference (@) 9 64 octets maximum
Connection Identifier (0] 1 Common Reference o 11 64 octets maximum
Additional Reference Information 0] 12 4 octets maximum
Protocol options M 19 1 octet
Connect/Accept Item (0] 5 TSDU maximum size (0] 21 4 octets
Version number M 22 1 octet
Session User Requirements M 20 2 octets
Calling Session Selector ¢} 51 16 octets maxjmum
Responding Session Selector (@) 52 16 octets maxjmum
User data M 193
The Sl field shall be given the value 14 ('0OE'H).
The Conngction Identifier is an optional parameter group that is filled with locally-generated data that allows
identificatiion of this session connection. It may have the following optional parameters:
@) the Cadlled SS-user Reference;
) Common Reference; and
¢) Additional Reference Information.
Connect/Alccept Item is a mandatory parameter group with the following.parameters:
@) Protocol Options— Thisfield shall be absent or the'value shall be set to '00'H (default value)| However,
an implementation should accept the value '01'H.
) TSDU Maximum Size — This field shall he,present if a TSDU Maximum Size is proposed by the
responder. The encoding and default for thisfield is as for the CONNECT SPDU (see clause 83.3).
¢) Version Number — Thisfield shall be given the value '02'H.
Session Uger Requirements field shall be set to '0002'H.
Calling S%on Selector field shall be present it the corresponding field was present in the CONNECT SPDU and shall
then hold the same value as that field. Otherwise, this field shall be absent.
Responding Session Selector field, if supplied, shall have avalue obtained from locally held information.
The User [Data parameter shall be'supported. It shall be used to carry the 0siBindResult (See clause 7.6.2).
The length of the ACCEPT, SPDU shall not exceed 65 539 octets.
8.35 $ession REFUSE SPDU
The session REFUSE SPDU is used by the responder to refuse an application-association.
Tapte3=Parametersof the REFUSESPDU
PGI M/O Code Pl M/O Code Length
Called SS-user Reference o 9 64 octets maximum
Connection Identifier (0] 1 Common Reference 0] 11 64 octets maximum
Additional Reference Information @) 12 4 octets maximum
Transport Disconnect O 17 1 octet
Session User Requirements (@) 20 2 octets
Version Number @) 22 1 octet
Reason Code M 50 See below.

The Sl field shall be given the value 12 (‘'OC'H).
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The Connection Identifier is an optional parameter group that is filled with locally generated data that allows
identification of this session connection. It may have the following optional parameters:

a) theCalled SS-user Reference;

b) Common Reference; and

c) Additional Reference Information.

The Transport Disconnect field indicates whether the underlying transport-connection shall be released or kept. The
encoding for thisfield shall be

a) bit1=0: Transport connection is kept;
b) bit 1 =1: Transport connection is released.
Bits 2-8 are reserved.

If thisfield is absent, the transport connection is released

The Sessign User Requirements field shall not be present if the Reason Code field is not set to 2. If the Raason Code
field is setfto 2, thisfield shall be present and be set to '0002'H.

The Reason Code field shall contain areason code in the first octet. Depending on the value of thisfirst octet| additional
octets may| be used. The following values are defined for the first octet:

@ 0. Rgection by called SS-user; reason not specified.
) 1. Reection by called SS-user due to temporary congestion.

¢ 2. Rejection by caled SS-user. Subsequent octets may be used for“user data up to a lenpth of 512
octets if Protocol Version 1 has been selected, and up to alength where the total length|(including
Sl and L1) of the SPDU does not exceed 65 539 octets if RPretocol Version 2 has been sel¢cted.

d) *128+1: Session Selector unknown.
) * 128+ 2: SS-user not attached to SSAP.
128 + 3: Session Protocol Machine congestion at connect time.
) * 128+ 4. Proposed protocol versions not supported.
) * 128+ 5. Rejection by the Session Protocol-Machine, reason not specified.

i) *128+6: Reection by the Session Pretocol Machine; implementation restriction stated in tie Protocol
Implementation Conformance Statetvient.
NOTE + Reasons marked with an asterisk (*) maybe considered persistent, others may be considered as transient.

- = D

All other alues are reserved.

8.3.6 $ession FINISH SPDU

Table 4 — Parameters of the FINISH SPDU

PGl M/0 Code PI M/O Code Length

Transport Disconnect @) 17

User Data| M 193

The Sl fieldshall he given the value 9

The Transport Disconnect field indicates whether the underlying transport-connection shall be released or kept. The
encoding for thisfield shall be;

a) bit 1 =0: Transport connection is kept; or

b) bit 1 =1: Transport connection is released.
If thisfield is absent, the transport connection is released.

The User Data field shall hold the osiunbind (see clause 7.6.4). The length of the User Data parameter is limited so
that the total length (including Sl and L) of the SPDU does not exceed 65 539 octets.

NOTE — The Enclosure Item parameter as defined for the FINISH SPDU by Rec. ITU-T X.225 | ISO/IEC 8327-1 is not relevant,
as only alimited amount of user data will be passed.
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837 Session DISCONNECT SPDU

Table 5— Parameter s of the DISCONNECT SPDU

PGI M/O Code PI M/O Code Length
User Data M 193

The Sl field shall be given the value 10.

The User Data field shall hold the osiunbindResult (See clause 7.6.5). The length of the User Data parameter is
limited so that the total length (including Sl and L1) of the SPDU does not exceed 65 539 octets.

NOTE — The Enclosure Item parameter as defined for the DISCONNECT SPDU by Rec. ITU-T X.225 | ISO/IEC 8327-1 is not
relevant, as only alimited amount of user datawill be passed.

838 $ession ABORT SPDU

Table 6 — Parameters of the ABORT SPDU

PGl M/O Code Pl M/O Code Length
Transport Disconnect M 17
Reflect Parameter Value (0] pale) 9 octets maxifmum
User Datdl O 193

The Sl field shall be given the value 25.

The Trangport Disconnect field shall indicate whether or not the transport connection is to be kept, together with an
optional rdason code. The encoding for thisfield shall be:

@) bit 1 =0: Transport connection is kept;
o) bit 1 =1: Transport connection is released;
¢) bit2=1: User abort;

( bit 3 = 1: Protocol error;

q bit 4 = 1: No reason;

f)  bit 5=1: Implementation restriction stated in the Protocol |mplementation Conformance Statgment.

Bits 6-8 are reserved.

The Reflegt Parameter Vaues field shall only be present if the Transport Disconnect field indicates protocdl error and
shall contdin an implementation-defined value and the semantics.

The User Pata field shall only-be present if the Transport Disconnect field indicates user abort and shall ¢ontain the
ARU-PPDU (See clause 7.6:7-1) or ARP-PPDU (See clause 7.6.7.2). The length of the User Data parameter iq limited so
that the totial length (inCluding Sl and LI) of the SPDU does not exceed 65 539 octets.

NOTE + The Enclosure Item parameter as defined for the ABORT SPDU by Rec. ITU-T X.225 | ISO/IEC 8327-1 is ot relevant,
as only plimited.amount of user data will be passed.

8.39 ion ABORT ACCEPT SPDU
The Sl field shall be given the value 26.
There is no parameter field associated with this SPDU.

8310 Session DATA TRANSFER SPDU

The Session DATA TRANSFER SPDU consists in principle of two concatenated SPDUs, where the first one is a so-
caled GIVE TOKEN SPDU. It consists in the form used by this Directory Specification only of the Sl field, which has
the value 1, and alength field with the value zero.
NOTE — Rec. ITU-T X.225 | ISO/IEC 8327-1 defines basic and extended concatenation. Extended concatenation is not used by
this Directory Specification. Basic concatenation is only relevant for the DATA TRANSFER SPDU and Table 7 of Rec. ITU-
T X.225| ISO/IEC 8327-1 specifies that the DATA TRANSFER SPDU shall be concatenated with the GIVE TOKEN SPDU. As
we are only using the full duplex functional unit, the Token item is not needed and neither is the User data.
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Table 7 — Parameters of the DATA TRANSFER SPDU

PGI M/O Code PI M/O Code Length

Enclosure Item (@] 25 1 octet

User Information field

The Sl field for the DATA TRANSFER SPDU shall also be given the value 1.

User Information field holds the complete or part of a Directory PDU. The LI field following the Sl field does not

include the User Information field.

The Enclosure Item PV field, if present, shall indicate whether or not this SPDU is the beginning or end of the Directory
PDU. This field shall be present if segmenting may be used. This field shall not be present if segmenting shall not be

used. The encoding for thisfield shall be:

a) bit 1 =1: Beginning of Directory PDU,;

bit 1 = 0: Not beginning of Directory PDU;
o) bit 2 =1: End of Directory PDU;

bit 2 = 0: Not end of Directory PDU.

Bits 3-8 arp reserved.
If thisfield is not present, segmenting is not allowed and this SPDU contains a complete Directory PDU.
Example df encoding:

Iff the Enclose Itemis not included, the encoding of the concatenated. SPDUs would be: '01 00 01 0(

Iff the Enclose is included and the SPDU holds the complete Directory PDU, the encoding of the cg
DUswould be: '01 00 01 03 19 01 03'H.

84 se of transport service

'H.
ncatenated

Before an| application-association can be established, .a.transport-connection, as defined by Rec. ITU{T X.214 |

ISO/IEC 8072, has to be established.

Only the initiator of atransport-connection is alowedto initiate an application-association.
NOTE + Thisrestriction is specified in clause 6.1:4 of Rec. ITU-T X.225 | ISO/IEC 8327-1.

A transport-connection may be establishéd by mapping onto the service as defined by Rec. ITU- X.214 |
ISO/IEC 8072 or by establishing a transpert-connection according to the specification in clause 8.5. In the former case,

all the sesgion SPDUs are mapped onte-T-DATA request and T-DATA indication. In the latter case, all sess
are carried by the User parameter of the DT TPDU.

on SPDUs

When an gpplication-associationis refused, or has been successfully connected and subsequently disconnected, by abort

or normal felease, the supporting transport connection may be either disconnected or reused.

The transpprt connection-may be kept for reuse provided that:

) the application process that established the transport connection requests retention of th
conhection by parameter in an ABORT SPDU or aFINISH SPDU; or

In)\the application process that established the transport connection receives a REFUSE SH
ABORT SPDU which indicates by parameter that the transport connection is to be retained.

To avoid contention for a retained transport connection, only the transport connection initiator may reuse th
connection by issuing a Bind request to establish a new application-association.

The Transport expedited flow is not used.

85 OSl Transport Layer on top of TCP

85.1 Scope and limitation
This clause defines | SO Transport Service on top of TCP (ITOT).

b transport

DU or an

e transport

NOTE 1 — Thisincludes specifying those functions of Rec. ITU-T X.224 | ISO/IEC 8073 together with the enhancements defined

by IETF RFC 2126 that are relevant for these Directory Specifications.
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NOTE 2 — Rec. ITU-T X.224 | ISO/IEC 8073 defines several protocol classes to cope with different qualities of network
connections. Protocol classes 0 and 2 are the only protocol classes considered here. These protocol classes have been designed to
be used over a type A network connection. A type A network connection is according to Rec. ITU-T X.224 | ISO/IEC 8073
defined as: "Network connection with acceptable residual error rate (for example, not signalled by disconnect or reset) and
acceptable rate of signalled errors’.

NOTE 3 — A TCP connection enhanced by IETF RFC 2126 is assumed to correspond to atype A network connection.

NOTE 4 — Rec. ITU-T X.224 | ISO/IEC 8073 specifies mandatory features not needed by these Directory Specifications. That
means that an implementation only supporting the OSI Transport Layer on top of TCP as defined here does not conform to
Rec. ITU-T X.224 | ISO/IEC 8073.

Network address structure is specified in clauses 11.3 and 11.4.

Direct use of the OSI Network Layer, eg., direct use of an OSl connectionless-mode network protocol, is not
considered here. If that is required, the relevant OSI documentation has to be consulted.

8.5.2

verview of the transport-protocol

8521

The functi
TCP and W

The transport-protocol specified here is a connection mode protocol, i.e., a formal transport-connection

establisheq
A messagd
Datatrans
The transp
853
8531 ¢(
The functi
A class def

This Direg
NOTE -

During thg

8532 (

Class 0 gi
over TCP.

Functions of the transport-protocol

hat is required for supporting the session-protocol as specified in clause 8.3.

before transfer of data may take place.
transmitted between two systems at the transport level is called a transport-protocol-data-unit (TPl
er isin full duplex mode by means of a two-way simultaneous communication.

prt-connection is released when it is not heeded anymore or as the résult of an error condition.
Protocol classes and options

bener al
bns of the Transport Layer are organized into classes.and options.
ines a set of functions. Optional functions defified within a class may or may not be implemented.

fory Specification specifies two classes, class 0 and class 2, for OS| transport over TCP.
- These two classes correspond to class 0 andiclass 2 as specified by Rec. ITU-T X.224 | ISO/IEC 8073.
connection establishment the characteristics of the connection are determined as follows:
selection of protocol class;and
the maximum TPDU sizel

Char acteristics of class0

es basic capahilities and shall be supported by an implementation claiming conformance to OS
It includes thefollowing capabilities:

connection establishment over an already existing TCP connection;
datatransfer with segmentation;

pns of the transport-protocol are those necessary to bridge the gap between the service available from the

has to be

DU).

| transport

flow control as provided by underlying TCP,

—  eror reporting; and

— implicit disconnect by TCP disconnection.

Class 0 provides the simplest type of transport-connection.

85.3.3 Characteristicsof class 2

Class 2 may optionally be supported by implementations claiming conformance to OSI transport over TCP. It includes

the followi

ng additional capabilities:

— explicit disconnect instead of implicit disconnect.

NOTE — According to clause 4.2.1 of IETF RFC 2126, multiplexing of multiple transport-connections over a TCP connection is
not supported by ITOT.
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A transport-connection may be terminated either with a Disruptive Disconnect or a Non-Disruptive Disconnect. A DR
TPDU and aDC TPDU are exchanged in both cases.

Non-Disruptive Disconnect is performed when there is no application-association using this transport-connection,
which is not to be kept for reuse.

A Disruptive Disconnect is performed when there is an application-association under establishment, established or
under termination on this transport-connection at the time the disconnection of the transport-connection isinitiated.

In both cases, the DR TPDU Reason code is set to 128+0 (‘80'H). In case of Non-Disruptive Disconnect, the Additional
Information parameter is set to '80'H.

854 TPDU types
The following TPDU types are relevant for this Directory Specification.

Validity within classes
TPDU type See clause Code
Class0 Class 2
CR TPDU (connection request) X X 8.5.6.1 11)10 0000
CC TPDU| (connection confirm) X 8.5.6,2 11p1 0000
DR TPDU (disconnect request) X X 85.6.3 10p0 0000
DC TPDU (disconnect confirm) X 8.5.6.4 1100 0000
DT TPDU| (data) X X 8.5.6.5 1111 0000
ER TPDU|(TPDU error) X X 8.5.6.6 01fL1 0000

NOTE + Class 0 only uses the DR TPDU to reject a suggested transport-connéction establishment, not to initiate a nelease of an
existing transport-connection.

8.5.5 General TPKT structure

The TCP does not have the concept of a delimited protocol>data-unit, but manages a continuous strearr] of octets.
Delimitation has to be performed by the overlying protocolZWhen a TPDU is exchanged using the TCP sypport, it is
prefixed wlith additional header fields, which together withthe TPDU constitute a transport packet (TPKT). This TPKT
provides the needed delimitation. The structure of a TPKT with the embedded TPDU is shown in Figure 4. [The TPKT
header fielps are identical for all TPDU types.

Clauses 8.5.5.1-8.5.5.3 describe the TPKT header fields, while clauses 8.5.5.4-8.5.5.7 describe the TPDU parpmeters.

The TPKT]| special header fields and the TPDU shall each consist of an integral number of octets. The octets jn a TPDU
are numbefed starting from 1 and incréasing in the order they are presented to TCP or received from TCP. The bitsin an
octet are fumbered from 1 to 8, where bit 1 is the lowest order bit. When consecutive octets are used to fepresent a
binary number, the lower octet nimber has the most significant value.

The encod|ng of TPDUs s shown asfollows:
@ octets are'shown with the lowest numbered octet to the left; higher numbered octets being fufther to the

right;
) withrh an octet, bits are shown with bit 8 to the left and bit 1 to the right, where bit 8 is the most
significant bit.
- TPKT ,
TPDU
[
Version |Reserved| |y | LI | | Fixedpat | Varisblepat = Datafield

X.519(12) F04
TPDU code

Figure4 - TPKT structure

8551 Versonfied

Thisis an 8-hit field that signals the version of the TPKT. It is an unsigned binary encoded integer and it shall have the
value 3.
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NOTE — This is the value specified by IETF RFC 1006 (version 3). This value is kept to allow compatibility with current
IETF RFC 1006 implementations. Also, for the same reason, it isthe value specified by IETF RFC 2126.

8552 Reserved field

Thisisan 8-hit field. It shall be set to binary zeroes. A receiving system should not try to interpret this field, but should
ignore its content.

8.5.5.3 Packet length

Thisisa16-hit field. It is an unsigned binary encoded integer that gives the total length in octets of the TPKT, including
all the TPKT specia headers.

85.54 Lengthindicator field
This field is contained in the first octet of the TPDU The value shall be an unsigned binary number mdlcatlng the

tota of tha THhN | elud: tha l ] ekl firalditcalf ol elud: tha Aot
Iength |n PEtEtS-or—the— | =4 = C/\\,uuunuU trC—TCrgorT IIIUIWI.UI Here—HSer—aht CI\\IIUUIIIU tRE—HSEF uuLu, } aﬂy The

maximumvalue shall be 254 (1111 1110).

8.5.55 [Kixed part

The fixed part contains frequently occurring parameters including the TPDU code. The lengthrand the strugture of the
fixed part flepend on the TPDU type and in certain cases on the protocol class. If any of the parameters of th¢ fixed part
have an invalid value, or if the fixed part cannot be contained within the header (as defined by L1), this is|a protocol
error.

The TPDY code field is contained in octet 2 of the TPDU. It is used to signa the type of TPDU.
8.5.5.6 ariable part

The variale part is used to define less frequently used parameters. If the Variable part is present, it shall contain one or
more paraieters.

Each paramneter contained within the variable part is structured as follows:

Octets\Bits 8 7 6 5 4 3 2 1
1 Parameter code

Parameter length (for example m)

Parameter value

2+m

Figure 5 — Structure of parameter within variable part

The paramieter code is afitunsigned binary encoded integer.
The parameter length is'an unsigned binary integer that shall hold the length in octets of the parameter value.

The pararrjeters defined in the variable part may be in any order. If any parameter is duplicated, then the last value shall
be used. A parameter not defined in this Directory Specification shall be treated as a protocol error in arly received

TPDU exceptmaCR TPDU maCR TPDU SIcapaameer st befgmoret———————————————

If the responder selects a class for which a parameter of the CR TPDU is not defined, it may ignore this parameter,
except for the aternative protocol class parameter, which shall always be interpreted.

A parameter defined in this Directory Specification but having an invalid value shall be treated as a protocol error in
any received TPDU.

8.5.5.7 User datafield

Thisfield contains transparent user data. Only the DT TPDU has adatafield.

NOTE — Rec. ITU-T X.224 | ISO/IEC 8073 aso defines user datafor the CR TPDU, the CC TPDU and the DR TPDU. However,
all SPDUs defined in clause 8.3 are mapped onto the user data field of the DT TPDU. These Directory Specifications have no
further use of the user data field.
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8.5.6 Structure and encoding of TPDUs
8.5.6.1 Connection request (CR TPDU)
8.5.6.1.1 Structure

The procedure for connection establishment is used in both classes to create a new transport-connection.

The initiator initiates a transport-connection by transmitting a CR TPDU to the responder, which replies with a CC
TPDU if the connection is accepted. Otherwise, a DR TPDU is returned.

Before sending the CR TPDU, the initiator assigns the transport-connection being created to a TCP connection.

During the connection exchange, all information and parameters needed for the operation shall be exchanged or
negotiated.
NOTE —1ti is recommended that the initiator start ati mer at the t| me the CR TPDU is sent Thistimer should be stopped when the
CONNeEct| I on.

The formgt of the CR TPDU is shown in Figure 6. The fixed part parameters are specified in clauses 8.5.6.1.2 to
8.5.6.1.6, While the parameters within the variable part field are specified in clauses 8.5.6.1.7 to 8.5.6(1.13.

1 2 3 4 5 6 7 8 D
' |
CR DST-REF y CLASS _
L 11110 0000|0000 0000 0000 0000 SRcl REF 1 opTION Veriable part

Figure 6 — Connection request (CR TPPU)

8.5.6.1.2 [Length indicator (L) parameter
See clause|8.5.5.4.

8.5.6.1.3 [TPDU codefield
Thisisthe|CR TPDU code parameter and shall take the value "1110 0000'B.

85.6.1.4 |DST-REF parameter
The DST-IREF parameter shall be set to binary zeroesby the initiator.

85.6.1.5 [SRC-REF parameter

SRC-REF parameter shall hold the refererice’identification of the requested transport-connection as seen by the initiator.
This valugshall not be zero and it shall not be avalue already in use for an existing transport-connection.

This mechanism is symmetrical..and provides identification of the transport-connection independent of the network
connection. The range of referénges used for transport-connections, in agiven system, isalocal matter.

85.6.1.6 [CLASSOPTION parameter
This paranpeter is used by the initiator to specify the preferred transport protocol class.

Bits 8 to } of pctet 7 are used to negotiate the transport protocol class to be operated over the requesteq transport-
connection. Thisparameter shall take the value:

—0006'BforctassO;or
— '0010'B for class 2.

The initiator may specify class 0 as an alternative protocol class in the variable part of the CR TPDU if it has specified
class 2 as the preferred protocol class.

Bits 4 to 1 of octet 7 shall be set to 0001. If the bits are not set as indicated, the responder shall refuse the connection
with Reason 128+2 ('82'H).
NOTE — Rec. ITU-T X.224 | ISO/IEC 8073 specifies that bit 4 and 3 shall always be set to 0. Bit 1 shall be set to 1, if non use of

explicit flow control is selected, as it is specified by IETF RFC 2126. Rec. ITU-T X.224 | ISO/IEC 8073 specifies that extended
format shall not be selected if the non-use of explicit flow control is selected, which requires bit 2 to be set to 0.
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8.5.6.1.7 Transport-selector parameters

The CR TPDU may hold two transport-selectors, one for the initiator (calling transport-selector) and one for the
responder (called transport-sel ector).

The parameter codes are:
1100 0001 for the calling transport-selector
1100 0010 for the called transport-sel ector

A parameter length is the length in octets of the corresponding transport-selector.

NOTE - The maximum length for a transport-selector is not defined. However, the length is restricted by the 254 octets
maximum CR TPDU size.

8.5.6.1.8 TPDU size parameter

This pararge oo WP P requested
transport-donnection. The coding of this parameter is:

Parameter jcode: 1100 0000

Parameter Jength: 1 octet

Parameter value: 0000 1101 8192 octets

0000 1100 4096 octets
0000 1011 2048 octets
0000 1010 1024 octets
0000 1001 512 octets
0000 1000 256 octets
0000 0111 128 octets
Default value: 65531 octets.

8.5.6.1.9 (Preferred TPDU size parameter

This paranpeter defines the proposed maximum TPRY size (in octets including the header) to be used over the requested
transport-donnection.

The coding of this parameter is:

Parameter [code: 1111 0000
Parameter Jength: Upto3
Parameter value: A hinary value. The binary value indicates the maximum TPDU size, expressed ag a multiple

of, 128 octets. This binary value shall be greater than or equal to 1.

Maximum|value 65531 octets

NOTE 1 — Rec, ITU<T X.224 | ISO/IEC 8073 allows the parameter length to be up to 4 octets. However, as the maximum TPDU
size is §5531the maximum value this parameter may takeis 511.

NOTE 2 ~The maximum value is determined by having a TPKT length of ‘FFFF'H minus 4 octets for the TPKT header fields.

8.5.6.1.10 Version number parameter

Thisfield shall not be included if class 0 is the preferred class.

Thisfield may be included if the preferred classis 2. If included, it shall have the following format.
Parameter code: 1100 0100

Parameter length: 1 octet
Parameter value: 0000 0001
Default value: 0000 0001
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85.6.1.11

Protection parameter

The use of this parameter is not defined by this Directory Specification. A receiving system may ignore this parameter
if it is present. This parameter shall not be present if class 0 isthe preferred class.

Parameter code: 1100 0101
Parameter length: Not defined by this Directory Specification
Parameter value: Not defined by this Directory Specification
8.5.6.1.12 Additional option selection parameter
This parameter shall not be present if class 0 isthe preferred class.
Parameter code: 1100 0110
Parametertength: +
Paramete value: Bit Option
8-2 Not applicable
1 Alwayssetto 0

Not applig

identical t¢ the required setting. If this parameter is present, the responder is only requited to check bit 1 for

able bits may take any value and shall not be checked by the responder. The defallt for bit 1 is

D, which is
the correct

setting. If bit 1 isset to 1, the responder shall refuse the connection with Reason 12842,

8.5.6.1.13|Alternative protocol class parameter

This paranpeter shall not be present if class O is the preferred class. It is optional if class 2 isthe preferred class.

The codiaan of this parameter is:

Parameter jcode: 1100 0111

Parameter Jength: 1

Parameter value: 0000 0000 indicating that class Qis-an aternative protocol class.

85.6.2 Connection confirm (CC TPDU)

85.6.2.1 [Structure
1 2 3 4 5 6 7 8 p
i, 10%000 DST:-REF SRc:-REF C?FI;TAI\CS)IS\I Variable part

Figure 7 — Connection confirm (CC TPDU)

8.5.6.2.2 [Length indicator (LI) field

See clause]8.5.5.4

8.5.6.2.3 LTRPDU codeparameter

Thisisthe CC TPDU code parameter and shall take the binary value 1101 0000.

8.5.6.24 DST-REF parameter

DST-REF parameter shall hold the reference of the initiator, i.e., it shall echo the value of the SCR-REF parameter of
the corresponding CR TPDU.

856.2.5

SRC-REF parameter

SRC-REF parameter shall hold the identification reference of the transport-connection as seen by the responder. This

value shall

40

not be zero and it shall not be avalue aready in use by the responder.
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85.6.2.6 CLASSOPTION parameter
Bits 8 to 5 of octet 7 are used by the responder to specify the selected transport protocol class. These bits shall take the
value:

— 0000 for class 0; or

— 0010 for class 2.

Bits 4 to 1 of octet 7 shall be set to 0001. If the bits are not set as indicated, the initiator shall consider it a protocol
error.

If class 2 is the only class proposed by the initiator and class 2 is not supported by the responder, a DR TPDU shall be
returned with REASON 128+2 and the SRC-REF parameter set to zero to indicate an unassigned reference.

NOTE — An implementation based on IETF RFC 1006 may not recognize the above situation and might accept the transport-
connection specifying class 0 as the selected class.

8.5.6.2.7 [Transport-selector parametersin thevariable part parameter
The CR TIPDU may hold two transport-selectors, one for the initiator and one for the responder.

The parameter codes are:
1100 0001 for the calling transport-selector
1100 0010 for the responding transport-sel ector

A parametgr length is the length in octets of the corresponding transport-selector.

8.5.6.2.8 [TPDU size parameter

This parameter defines the selected maximum TPDU size (in octets including\the header) to be used over the accepted
transport-dqonnection. The coding of this parameter isasin clause 8.5.6.1.8f

8.5.6.29 [Preferred TPDU size parameter

This parameter defines the selected maximum TPDU size (in octéets including the header) to be used over the accepted
transport-donnection.

The coding of this parameter isasin clause 8.5.6.1.9.

8.5.6.2.10 | Protection parameter

The use of| this parameter is not defined by this Directory Specification. A receiving system may ignore thig parameter
if it is present. This parameter shall not_be present if class O is the preferred class. For the encpding, see
clause 8.56.1.11.

8.5.6.2.11 | Additional option selection parameter
This paranpeter shall not be present if class 0 is the preferred class.

If present, [this parameter shall’be encoded as specified in clause 8.5.6.1.12. If bit 1 is not set correctly, the initiator shall
consider it|a protocol error:

85.6.3 [Pisconpectrequest (DR TPDU)

85.6.3.1 |Sttucture
The disconnect request (DR TPDU) is used for refusal of a connection request for both protocol classes.

For class 2, the DR TPDU is also used for initiating an explicit release of a transport-connection without necessarily
releasing the underlying TCP connection. Either one of the two sides may issue a DR TPDU to initiate release (see
clause 14.1 of Rec. ITU-T X.214 | ISO/IEC 8072).

1 2 3 4 5 6 7 8 0
L DR | | _
1000 0000 DST l—REF SRCl-REF REASON Variable part

Figure 8 — Disconnect request
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8.5.6.3.2 Lengthindicator (L) parameter

See clause 8.5.5.4.

8.5.6.3.3 TPDU code parameter

Thisisthe DR TPDU code parameter and shall take the binary value 1000 0000.
85.6.34 DST-REF parameter

This parameter shall hold the transport-protocol reference of the receiver.

85.6.35 SRC-REF parameters

If the DR TPDU is sent to reject a requested transport-connection, this parameter shall be filled with binary zeroes to
indicate that no reference has been allocated by the responder.

If the DR TPDU is sent to initiate the release of an existing transport-connection, this parameter shall hold th¢ transport-
protocol reference of the sender.

8.5.6.3.6 [REASON parameter

The Reasgn parameter defines the reason for disconnecting the transport-connection. This parameter shall fake one of
the following values.

The following values may be used for class 2:
1) 128+0 Normal disconnect initiated by session entity.
2) 128+1 Responder congestion at connect request time.
3) *128+2 Connection negotiation failed (i.e. proposed class 2hot supported).
4) 128+3 Duplicate source reference detected for the same pair of NSAPs.
) 128+4  Mismatched references.
) 128+5  Protocol error.
T 128+6 Not used.
) 128+7  Reference overflow.
) 128+8  Connection request refused.on this TCP connection.
10) 128+9 Not used.
11) 128+10 Header or parametertengthinvalid.

The following values can be used for both classes:

12) 0 Reason not.specified.

13) 1 Congestion.

14) *2 Ne, session functionality associated with the transport-address.
15) *3 Address unknown.

NOTE 1 Reasonsimarked with an asterisk may be considered as persistent, other reasons as transient.

8.5.6.3.7 |Additional clearing information parameter (variable part)

This parameter allows additional information related to the clearing of the connection.

The coding of this parameter is:

Parameter code; 1110 0000

Parameter length: Any value provided that the length of the DR TPDU does not exceed the maximum agreed
TPDU size or 128 when the DR TPDU is used during the connection refusal procedure.

Parameter value: Additional information. The content of this parameter is not defined by this Directory
Specification.
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8.5.6.4 Disconnect confirm (DC TPDU)
856.4.1 Structure

1 2 3 4 5 6
| !

LI DC DST-REF SRC-REF
1100 0000 | |

Figure 9 — Disconnect confirm

8.5.6.4.2 Lengthindicator (L) parameter
Seeclause 8.5.5.4.

8.5.6.4.3 [TPDU code parameter
Thisisthe]DC TPDU code parameter and shall take the binary value 1100 0000.

8.5.6.4.4 |DST-REF parameter

DST-REF |parameter holds the identification reference of the transport connection at the remote transport|entity and
shall be sef to the SRC-REF parameter of the DR TPDU received (it may be equal to zero).

8.5.6.45 [SRC-REF parameter

SRC-REF [parameter holds the identification reference of the transport connection at the local transport entity and shall
be set to the DST-REF parameter of the DR TPDU received (it may be equal t0°zéro).

85.65 [ata (DT TPDU)

8.5.6.,5.1 |Structures

1 2 3 4 p
DT [TPDU-NR
L {1111 0000| and EOT User data

Figure10 — Data TPDU for class0

1 2 3 4 5 6 p
|
DT TPDU-NR
L 11111 0000 DST[REF and EOT User data

Figure 11— Data TPDU for class2

NOTE } Extended format as defined in Rec. ITU-T X.224 | ISO/IEC 8073 is not used, as it has no meaning if gxplicit flow
control ft the transport level is not used. Clause 6.5.4 of Rec. ITU-T X.224 | ISO/IEC 8073 specifies: In class 2, [whenever a
transpofft entity requests or agrees to the transport expedited data transfer service or to the use of extended formats,|it shall aso
request pr.agree (respectively) to the use of explicit flow control.

8.5.6.5.2 Lengthindicator (LI) parameter

See clause 8.5.5.4.

8.5.6.5.3 TPDU code parameter

Thisisthe DT TPDU code parameter and shall take the binary value 1111 0000.

8.5.6.5.4 DST-REF parameter

This parameter shall hold the transport-protocol reference of the receiver (only if class 2 has been negotiated).

8.5.6.55 TPDU-NR and EOT parameter

EOT — When set to ONE, it indicates that the current DT TPDU is the last data unit of a complete DT TPDU sequence
(end of TSDU). EOT isbit 8 of octet 3in class 0 and bit 8 of octet 5 for class 2.
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TPDU-NR — TPDU send sequence number (zero in class 0). It may take any value in class 2 without explicit flow
control. TPDU-NR isbhits 7 to 1 of octet 3 for class O, bits 7 to 1 of octet 5 for normal formatsin class 2.

8.5.6.5.6 User datafield

Thisfield contains (part of) the SPDU or SPDU segment being transmitted.
NOTE — The length of thisfield is limited to the negotiated TPDU size minus 3 octetsin class 0 and minus 5 octetsin class 2.

85.6.6 TPDU error (ER TPDU)

8.5.6.6.1 Structure

1 2 3 4 5 6 p
|
LI ER DST-REF REAJ.E% Variable part
ULll1l UUUU | AU

Figure12—Error TPDU

8.5.6.6.2 [Length indicator (LI) parameter
See clause]8.5.5.4.

8.5.6.6.3 |TPDU code parameter
Thisisthe|ER TPDU code parameter and shall take the binary value 0111 0000.

8.5.6.6.4 [DST-REF parameter

DST-REF |parameter holds the identification reference of the transport, connection at the remote transport|entity and
shall be sef to the SRC-REF parameter of the rejected TPDU.
8.5.6.6.5 |[REJECT CAUSE parameter

000 0000  Reason not specified

0000001  Invalid parameter code

0000010  Invaid TPDU type

000 0011  Invalid parameter value

8.5.6.6.6 |Invalid TPDU parameter

Parameter |code: 1100 0001
Parameter |ength: Number_of.octets of the value parameter
Parameter value: Contains the bit pattern of the rejected TPDU header up to and including the dctet which

caused the rejection. This parameter is mandatory in class 0.

85.7 Jse of the-setVice provided by TCP

The use of the sérvice provided by TCP is expressed by reference to the conceptual calls as defined in clause 3.8 of
IETF RFC793.

8571 CP connection establisnment (socket connection)

A connection is established by the DUA or DSA issuing an active OPEN call and by the replying system having an
outstanding passive OPEN call (see clause 3.4 of IETF RFC 793).

When issuing an active OPEN, the initiator shall:
a) Specify the socket (IP address and TCP port number) of the responder as determined from:
— information returned in acontinuationReference asthe result of aprevious communication; or
— localy held information.

b) Settheactiveflag.

NOTE 1 — Because many operating systems do not support fixed outgoing TCP ports, only the dynamic allocation of local port
numbersis assumed here, but it is not an error to specify alocal port number if support is provided for that.

An active OPEN will fail if the responder has not issued a passive OPEN.
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When issuing a passive OPEN, the responder shall:

a)

It is alowed to use another port number.

Specify the local port number to be used. The "well known" TCP port number 102 is reserved for ITOT.

NOTE 2 — It is suggested that the TCP keep aive mechanism be selected, as this ensures the reporting of network connection

|oss.

85.7.2 Datatransfer

When aDUA or DSA issuesa SEND call to send a TPDU:
— the PUSH flag shall be set to ensure immediate delivery; and

— the URGENT flag shall not be set.

NOTE — For performance reason it is suggested that the Nagle algorithm (IETF RFC 896) be disabled (using the
TCP_NODELAY socket option). This feature allows TPKT data to be sent without delay.

8573

The conng

85731
An orderly
Either sidg
An orderly

85732

A system
communic

8.5.8 B
8581 ¢

The segmd

A system
interrupted

All DT TH

[CP connection release

Ction can be released by either:
closing the connection, which leads to terminating gracefully the message flow; or
aborting the connection, which leads to the deletion of ongoing messages.

Orderly release
release ensures that datain transit is not lost (see clause 3.8 of IETF RFC{Z93).
may at any timeinitiate an orderly release by issuing a CLOSE.

release is disruptive under the following conditions:

terminated; and

when supporting a transport-protocol class 2 class and the overlying transport-connection ha
terminated.

TCP abort

ption partner.
Flements of proceduresfor the transport-protocol

begmenting and reassembling

Inting and reassemblingprocedure is used in both classes to map an SPDU onto TPDUSs.

by other DT TPDUS on the same transport-connection.

The EOT
8582

arameter.ef aDT TPDU indicates whether or not there are subsequent DT TPDUs in the sequence

onnection establishment

when supporting a transport-protocol class O class and the overlying application-association has not been

s not been

should only issue an ABORT whenever itidetects a serious exception, such as an abnormally functioning

shall map an SPDU onto an ordered sequence of one or more DT TPDUs. This sequence shall not be

DUs exceptithelast DT TPDU in a sequence greater than one shall have alength of data greater than zero.

A transport-connection IS established by means of the initiator transmitting a CR TPDU to the responder, which replies

withaCC

TPDU.

Before sending the CR TPDU, the initiator assigns the transport-connection being created to one TCP connection. It is
this TCP connection over which the TPDUs are sent.

Only theinitiator of a TCP connection may initiate a transport-connection on that TCP connection.

During this exchange, al information and parameters needed for the two parties to operate shall be exchanged or
negotiated.

85821

References

Each system chooses a reference for the transport connection to be used by the peer system in the DST-REF parameter

when send

ing TPDUs o that system.
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This mechanism is symmetrical and provides identification of the transport-connection independent of the TCP
connection. The range of references used for transport-connections for agiven systemisaloca matter.

8.5.8.22 Transport selectors

Calling, Called and Responding Transport-Selectors (optional) — When the TCP/IP addressing (IP address and Port
Number) unambiguously defines the transport address, this information may be omitted.

A transport-selector parameter with alength indicator set to zero shall be treated as having the "nil selector value".

NOTE — This requirement is as specified in clause 9.5.2 of Rec. ITU-T X.650 | ISO/IEC 7498-3 for the calling and called
transport-selector. For the responding transport-selector, this requirement is specified in clause 13.2.3 of Rec. ITU-T X.224 |
ISO/IEC 8073.

8.5.8.2.3 Protection parameter

This parameter and its semantics are not defined by this Directory Specification. A system shall be able to receive this
parameter,[but may ignore its content.

85.8.2.4 [Protocol class negotiation

Protocol class negotiation is optional. If the initiator does not support protocol class negotiation, it'shall spegify class 0
asthe preferred protocol class.

If the initigtor supports protocol class negotiation, it may specify either class O or 2 as the preféerred protocol ¢lass. If the
preferred ¢lass is class 2, it may propose class O as an aternative class. If the preferred class is class O, [t shall not
propose an alternative class. The initiator should assume when it sends the CR TPDU that its preferred clpss will be
agreed to, pnd commence the procedures associated with that class.

If the initiptor does not specify the class options according to the above, it shall by the responder be cons|dered as a

protocol effror
If the rezlmonder does not support protocol class negotiation, it may-return class 0 as the selected profocol class
independent of what the initiator specifies.

When the fesponder supports protocol class negotiation, it shall.select one class according to the following:

+ if the preferred transport protocol class in the’CR TPDU is class 0, then class O shall be returned in the
CC TPDU:

+ if the preferred transport protocol class'in the CR TPDU is class 2, and the aternative clasgis class O,
then class 0 or class 2 shall be returned; and

+ if the preferred transport protocol’class in the CR TPDU is class 2, and no aternative class i$ specified,
then class 2 shall be returned;<If class 2 is not supported by the responder, a DR TPDU shall be returned
with REASON 128+2 andthe SRC-REF parameter set to zero to indicate an unassigned reference.

The respol::ier shall indicate the selected classin the CC TPDU and shall follow the procedures for the selectgd class.

If the preférred classis not selécted, then on receipt of the CC TPDU, the initiator shall adjust its operation agcording to
the procedpres of the selected.class.

The initiatpr shall terminate the transport connection if:

4+ theinitiator specifies the preferred class as class 2 and does not specify class 0 as an alterngtive class;
and

+ \Sthe responder accepts the connection specifying class 0 as the selected class.

85.8.25 TPDU size negotiation

There are two mechanisms for negotiating the maximum TPDU size as specified by clauses 8.5.6.1.8 and 8.5.6.1.9 and
further developed under a) and b) below.

a) TPDU size can be considered as the primary mechanism. It is optional and does not have to be supported
by the initiator or responder. However, in its absence it has the default value of 65531 octets.
NOTE 1—Rec. ITU-T X.224 | ISO/IEC 8073 specifies a default of 128 octets, which is aso the minimum TPDU size.

IETF RFC 1006 and IETF RFC 2126 (and this Directory Specification) specify a default of 65531 octets, which is the maximum
TPDU size. This means that the maximum TPDU size is used when no TPDU size negotiation is performed.

The initiator may propose a maximum size for TPDUs, and the responder may accept this value or
respond with any value between 128 and the proposed value in the set of values available (see
clause 8.5.6.1.8).
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If this parameter is absent, the TPDU size defaults to 65531 octets (unless the preferred maximum TPDU
size parameter isincluded in the CR TPDU and supported by the responder).

An initiator shall support al the listed values for the maximum TPDU size asgiven in clause 8.5.6.1.8 up
to and including the maximum TPDU size proposed in the CR TPDU.

b) Preferred maximum TPDU size — The value of this parameter, multiplied by 128, yields the proposed or
accepted maximum TPDU size in octets. The initiator may propose a preferred maximum size for
TPDUs and the responder may accept this value or respond with asmaller value.
NOTE 2 —If this parameter is used in a CR TPDU without also including the TPDU size parameter, this will result in a
maximum TPDU size of 65531 octets being selected if the responder does not recognize the preferred TPDU size parameter.
Therefore, it is recommended that both parameters be included in the CR TPDU.

If the preferred maximum TPDU size parameter is present in a CR TPDU, the responder shall either:

— ignore the preferred maximum TPDU size parameter and follow TPDU size negotiation as defined
in @) above; or

—  usethe preferred maximum TPDU size parameter to determine the maximum TPDU siz¢ requested
by the initiator and ignore the TPDU size parameter or its default value. In this case, the responder
shall use the preferred maximum TPDU size parameter in the CC TPDU and shall not {nclude the
TPDU size parameter in the CC TPDU.

If the preferred maximum TPDU size parameter is not present in the CR TPDU, it shalbnot be included in the

corresponding CC TPDU. In this case, TPDU size negotiation is as defined in a) above.

8.5.8.2.6 [Option negotiation

There is n@ option negotiation.

85.8.2.7 [Version number
This paranpeter is only used in the CR TPDU and only for class 2 (see clause 8.5.6.1.10).

8.5.8.3 onnection refusal

NOTE 3 —If the resulting suggested maximum TPDU size based on the considerations above is not the default maxinum TPDU
size of $5531 octets, then the responder should include a selected TPDU size in the CCTPDU, as omission of this will result in
an impl{ed selected value of 65531 octets, which would violate @) or b) above.

NOTE |- Rec. ITU-T X.224 | ISO/IEC 8073 and IETF RFC 2126\ define protocol options to be set accorfling to the
commufications requirements. However, these Directory Specifications require all the options to be fixed (see clauges 8.5.6.1.6
and 8.56.1.12).

The connettion refusal procedure is used in both classes when the responder refuses a transport-connection ijn response

toaCR TRDU.

If a transgort-connection cannot be.aceepted, the responder shall respond to the CR TPDU with a DR T|PDU. The
Reason shgll indicate why the connection was not accepted. The source reference parameter in the DR TPQQU shall be

set to zerofto indicate an unassignhed reference.
If aDR THDU is receivedythe'initiator shall regard the connection as released.

der shall réspond to an invalid CR TPDU by sending an ER or DR TPDU. If an ER TPDU is feceived in

he timer on

c OpPUuOrid Superv

receipt of the DR or ER TPDU.

NOTE 3 — It is a local matter whether the initiator releases the network connection if no transport-connections are currently
assigned to it.

8.5.84 Normal release

The release procedure is used to terminate a transport-connection. The implicit variant is used only in class 0. The
explicit variant isused only in class 2.

NOTE — When the implicit variant is used for class O, the lifetime of the transport-connection is directly correlated with the
lifetime of the TCP connection. The use of the explicit variant of the release procedure for class 2 enables the transport-
connection to be released independently of the underlying TCP connection.
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8.5.84.1 Procedurefor implicit variant

In the implicit variant, both the initiator and the responder disconnect a transport-connection by disconnecting the TCP
connection to which it is assigned. See also clause 8.5.7.3.1.

8.5.8.4.2 Procedurefor explicit variant

When the rel ease of atransport-connection isto beinitiated, atransport entity:
a) If it haspreviously sent or received a CC TPDU shal:
1) sendaDRTPDU;
2) discard all subsequently received TPDUs other than aDR, DC or ER TPDU,;
3) consider the transport-connection released on receipt of aDR, DC or ER TPDU.
b) If @) isnot applicable and if there is an outstanding CR TPDU, it shall wait for the acknowledgement of

tha autstandina CR-TPDLL-if it reacaivesa CCTPDLL it shall fallaw the nraocedures-in itam 2) ove,
3 IGHIg- o HHHEeGEkY < = o—H-SHah—OH-OWHI8-PI H-Hem-a) X

NOTE 1 — This requirement ensures that the transport entity is aware of the remote reference for the transport-connection.

A transport entity that receives a DR TPDU shall:

¢) If it has previously sent a DR TPDU for the same transport-connection, consider the'transport-Lonnection
released.

d) If it has previously sent a CR TPDU that has not been acknowledged byya CC TPDU, consider the
connection refused. If the SRC-REF is not zero, a DC TPDU shall be’sent using the SRC-RREF as the
DST-REF.

NOTE 2 —In this case, the DR is associated to that connection regardless of the SRC-REF parameter.

@) If ¢) and d) are not applicable, send a DC TPDU and consider_the transport-connection released. If the
received DR has the DST-REF parameter set to zero, then aDC with SRC-REF set to zero shgll be sent,
regardless of the local reference.
NOTE 3 —If the entity receiving such a DR TPDU has previously decided to negotiate down the class, this entily is aways
entitled|to consider such a DR TPDU as spurious. Since no associatiornthas been made the transport-connection is nct released at
the resppnder side but the CC TPDU, when sent, will be answered by~a DR TPDU (spurious CC TPDU).

NOTE 4 — When the transport-connection is considered as released, the local reference is available for re-use.
NOTE % — After the release of a transport-connection, the network connection can be released or retained to enable ifs re-use for
the assignment of other transport-connections.

NOTE 6 — When a transport entity is waiting for a CCTPDU before sending a DR TPDU and the TCP connection i$ released, it
should ¢onsider the transport-connection rel eased.

8.5.85 rror release

This procegdure is used only in classes(O and 2 to release a transport-connection when either the local system {sissuing a
TCP abortjor a TCP abort is received from the peer system.

When eithpr a TCP abort is isSued or a TCP abort is received for a TCP connection, a transport-connectior] using this
TCP conngction, the system(shall consider that the transport-connection is released and so inform the TS-users.

On receipt|{of an N-RESET indication:
In class'0, an N-DISCONNECT request shall be issued.

In class 2, it is a local choice to issue an N-RESET response or an N-DISCONNECT request; one of
these primitives shall be issued.

9 IDM protocol

This clause defines the Internet Directly Mapped Protocol (IDM), a mapping of request-response service elements
directly onto the Internet TCP/IP protocol, bypassing the ACSE, Presentation, Session and Transport layers of the OSI
model. The protocol is deliberately minimal and is designed for simplicity of implementation. It is connection-oriented
and is fully asynchronous.

The protocol makes use of a number of protocol-data-units to transfer bind, request, response and error messages.

9.1 IDM-PDUs

The messages of the Internet Directly Mapped protocol are conveyed over a TCP/IP connection as protocol-data-units
called IDM-PDUs and are mapped onto TCP/IP as specified in clause 9.6. The TCP/IP connection may optionally be
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protected using TLS, as specified in clause 9.8. TLS is specified in IETF RFC 2246 and IETF RFC 3546. The ASN.1
definition for an IDM-PDU follows.

IDM-PDU{IDM-PROTOCOL:protocol} ::= CHOICE ({

bind [0] IdmBind{{protocol}},
bindResult [1] IdmBindResult{{protocol}},
bindError [2] IdmBindError{{protocol}},
request [3] Request{{protocol.&Operations}},
result [4] IdmResult{{protocol.&Operations}},
error [5] Error{{protocol.&Operations}},
reject [6] IdmReject,
unbind [7]1 TUnbind,
abort [8] Abort,
startTLS [9] StartTLs,
tLSResponse [10] TLSResponse,
cee )

IdmBind{|IDM-PROTOCOL:Protocols} ::= SEQUENCE {
protocolID IDM-PROTOCOL. &id ({Protocols}),

callingAETitle [0] GeneralName OPTIONAL,

calledAETitle [1] GeneralName OPTIONAL,

argument [2] IDM-PROTOCOL.&bind-operation.&ArgumentType
({Protocols}{@protocolID}),

e}
IdmBindResult{IDM-PROTOCOL:Protocols} ::= SEQUENCE ({
protocolID IDM-PROTOCOL.&id ({Protocols}),
respondingAETitle [0] GeneralName OPTIONAL,
result [1] IDM-PROTOCOL.&bind-operation.&ResultType
({Protocols}{@eprotocoliD}),
e}
IdmBindHBrror{IDM-PROTOCOL:Protocols} ::= SEQUENCE {
protocolID IDM-PROTOCOL. &id ({Protocols}),
--errcode IDM-PROTOCOL. &bind-operation.&Errors.&errorCode OPTIONAL
respondingAETitle [0] GeneralName OPTIONAL,
aETitlleError ENUMERATED {

calllingAETitleNotAccepted (0),
callledAETitleNotRecognized (1),
...} OPTIONAL,
error [1] IDM-PROTOCOL.&bind-operation.&Errors.&ParameterType
({Protocols}{@protocoliD}),

cee }

Request{lOPERATION:Operations}™~: := SEQUENCE {
invokelID INTEGER,
opcod OPERATION. §cperationCode ({Operations}),
argument OPERATION(&ArgumentType ({Operations}{@opcode}),
ce )

IdmResullt {OPERATION:Operations} ::= SEQUENCE {
invokelID INTEGER,
opcod OPERATION. &operationCode ({Operations}),
result OPERATION. &ResultType ({Operations}{@opcode}),
ce. }

Error{OPERATION:Operations} ::= SEQUENCE {

invokeID INTEGER,
errcode OPERATION. &Errors.&errorCode ({Operations}),

error OPERATION. &Errors.&ParameterType ({Operations}{@errcode}),
ce. }
IdmResult{OPERATION:Operations} ::= SEQUENCE {
invokeID INTEGER,
opcode OPERATION.&operationCode({Operations}),
result OPERATION. &ResultType ({Operations}{@opcode}),
Error{OPERATION:Operations} ::= SEQUENCE {

invokeID INTEGER,
errcode OPERATION. &Errors.&errorCode ({Operations}),
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error OPERATION. &Errors.&ParameterType ({Operations}{@errcode}),
}
IdmReject ::= SEQUENCE {
invokeID INTEGER,
reason ENUMERATED {
mistypedPDU (0),
duplicateInvokeIDRequest (1),
unsupportedOperationRequest (2),
unknownOperationRequest (3).,
mistypedArgumentRequest (4),
resourcelLimitationRequest (5),
unknownInvokeIDResult (6),
mistypedResultRequest (7).,
unknownInvokeIDError (8),
unknownError (9),
mis TETTOT tTo);
unsupportedIdmVersion (11),
unsuitableIdmVersion (12),
invalidIdmVersion (13),
.}
Unbind :
Abort ::= ENUMERATED {
misty (0),

(1) 4
(2) I
eLimitation (3),
tionFailed (4),
ildProtocol (5),
otSpecified (6),

::= NULL

se ::= ENUMERATED {

success (0),

operatfionsError (1),

protoclolError (2),

unavaillable (3),
..}

U is sent to request a binding between the sender and the responder. protocolID identifie$ the IpM-
protocol to be used (see clause 9.4). argument is avalue for the ARGuMENT field of the BIND-OPERATION
tified protocol. carlingaETitle iS the name of the local application entity sending the blind PDU.
itle isthe name af-the remote application entity to which thebind PDU is being sent.

sult PDU jistreturned in response to a successful bind request. protocolID is the same value(sent in the
ing bindPDU. result isavalue for the ResuLT field of the BIND-0PERATION Of the identified protocol.
respondingAETitle iSthe name of the remote application entity which sent thebindResult.

AnldmBihd&zror PDU isreturned in response to an unsuccessful bind request. protocolID isthe same v@lue sentin
the correspergHig-bind —errortS-a-valte he i he —respend ingaBTitle IS the
name of the remote application entity which sent the IdmbindError. aETitleError iS set to
callingAETitleNotAccepted if anldmbind PDU isreceived and the supplied callingaAETitle iShot acceptable
to the called system. aETitleError iS Set t0 calledAETitleNotRecognized if an ldmBind PDU is received and
the remote application entity knows the application entity which is binding, but does not accept the calledaETitle
sent in the l[dmBind PDU asits own name.

A request PDU is sent to request an operation. invokeID identifies a particular request and its associated responses,
and is a positive integer chosen to be different to the value sent in any previous request over that TCP/IP connection.
opcode isthe code for one of the operations listed against the opEraTIONS field of the chosen protocol. argument isa
value for the ARGUMENT field of the oPERATION identified by opcode.

NOTE — InvokeId in ITU-T X.500 systems is semantically equivalent t0 messageID in LDAP systems, as defined in
clause 4.1.1.1 of IETF RFC 4511.
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A result PDU isreturned in response to a successful operation request. invokeID and opcode are the same values as
sent in the request PDU to which this PDU is a reply. result is a vaue for the rResuLT field of the oPERATION
identified by opcode.

An error PDU isreturned in response to an unsuccessful operation request. invokeID has the same value as sent in
the request PDU to which this PDU isareply. errcode isthe code for one of the errors listed against the ErRroRrs field
of the operation in the request PDU. error isavalue for the PARAMETER field of the ERROR identified by errcode.

A reject PDU is returned in response to a protocol error detected in a received request, result Or error PDU
from which an invoke ID can be recovered. invokeID isthe invoke ID of the received PDU that wasin error. reason
isan integer code for the error, as described in clause 9.4.

Anunbind PDU is sent to close abinding in an orderly manner, as described in clause 9.2. It has no parameters.

A startTLs PDU issent by the TCP/IP initiator to request TL S establishment.

A tLSResponse PDU is sent by the TCP/IP responder following receipt of a startTLs PDU. A tLSRepponse Of
success |ndicates that the responder is willing and able to negotiate TLS. A tLSResponse other'than success
indicates fhat the responder is either unwilling or unable to negotiate TLS. The responder)shall | return an
operatidnsError if it detects any incorrect operations sequencing, such asreceipt of astartTrs\PDU aftpr TLS has
already bepn established. The responder shall return a protocolError if it does not support TL'S, either by design or
current configuration. The responder shall return unavailable if it supports TLS but is unable to establish[TLS at the
time of thg startTLs request.

9.2 $equencing requirements
9.21 Binding

The initiatpr of the TCP/IP connection shall send the bind PDU to theresponder. The responder shall reply by sending
either a bindResponse Or a bindError PDU. Once the bindrRegponse PDU has been received, an asgociation is
said to b;l? place between the initiator and the responder.

The initiatpr shall send a bind PDU before sending request PDUSs. It may send request PDUs after gending the
bind PDY but before receiving a bindResponse Or bindError. The responder shall process and reply to|a received
bind PDY before processing and replying to received réquest PDUSs.

If the protgcol permits the responder to initiate requests, the responder may initiate such requests as soon as it has sent a
bindResponse PDU. Theinitiator shall processthe bindresponse before replying to received request PDUS.

If abindBrror is received, the initiator may ¢hoose whether to attempt another bind by sending a new biphd PDU or
whether tolclose the TCP/IP connection:

If both application entities use the aETit1le information of the bind PDU, a bindError PDU with aETijtleError
Set t0 callingAETitleNotAccepted Of calledAETitleNotRecognized can be received as aresponsd to abind
PDU.

9.22 WUnbinding

When the PAP protocol is being used, only the initiator of the bind shall send an unbind PDU. For any othér protocol,
either thelinitiater-er responder may send an unbind PDU. An unbind is destructive in that the resflts of any
outstandingy operations are lost (undefined). To avoid loss of data, the initiator should only unbind when @l requests
have been frésponded to.

Either the initiator or responder may close the underlying TCP/IP connection at any time. Any outstanding requests are
lost.

9.23 Requests and responses

A request PDU may be sent at any time after sending abind PDU or bindrResult PDU, and requests the recipient
of the PDU to perform the indicated operation. The recipient of the request PDU shall reply with a result, error,
or reject PDU.

Requests are asynchronous and the order of the responsesis not guaranteed to be the same as that of the requests.

The receiver of aresponse shall use the invoke ID as the primary indicator of the request to which the response belongs,
and shall reject the response if theinvoke ID isin error.
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924  Reects

The reject PDU shall be used to indicate that a problem was encountered in processing a request, result, Of

error PD

u.

If any other protocol error occurs or if the invoke ID cannot be determined, the connection shall be closed.

9.3 Protocols
Protocols for use within the IDM protocol are defined through the use of the 1pM-PROTOCOL information object class,
defined asfollows:
IDM-PROTOCOL ::= CLASS {

&bind-operation OPERATION,

&Operations OPERATION,

&id QBJECT IDENTIEFIER-UNIQUE }
WITH SYNTAX {

BIND-OPERATION &bind-operation

OPERAT|IONS &Operations

ID &id }
Each instance of an 1oM-PROTOCOL class defines the Bind operation and request/response operations for usg within the
IDM protgcol. The bindoperation field defines the operation to be used for binding; the ARGUMENT fjeld of this
operation |s used with the bind PDU that signals the protocol, the RESULT field is used with the bindrReqult PDU,
and one off the errors given in the ERrORS field of this operation is used with the bindError PDU. The Operations
field defings the operations that may be used within the request, result and exror PDUs of the IDM protocol. The
id field i$ the protocol identifier. It also implicitly determines the application-context for a Bind operation. As a
consequenge, a separate 1DM-PROTOCOL is defined for each required application context.
94 Reject reasons
A reject|PDU isreturned in response to various error conditions, The error conditions and the reason code with which
they are signalled are described below:
A mistyppdPDU reason isreturned if the PDU isinvalidly eonstructed.
A duplicEteInvokeIDRequest reason is returned if 'a request PDU is received and the invokeID has|previously
been used gince the connection was established.
An unsupportedOperationRequest reasonisreturned if arequest PDU isreceived and the requested qperation is
not supported.
An unkndwnOperationRequest reason is returned if a request PDU is received and the requested gperation is
unknown.
A mistydedArgumentRequest reason is returned if a request PDU is received and the argument if invalidly
constructegl.
A resoupceLimitationRequest reason is returned if a request PDU is received and no operatigns can be
performed|because of resource limitations.
An unknopnInvekeIDResult reasonisreturned if aresult PDU isreceived and the invokeID does not|match that
of an opergtiento which aresponse is expected.

A mistypedResultRequest reasonisreturned if aresult PDU isreceived and the result isinvalidly constructed,

or the opc

ode does not match that of the corresponding request PDU.

An unknownInvokeIDError reason isreturned if an error PDU isreceived and the invokeID does not match that
of an operation to which aresponse is expected.

An unknownError reason is returned if an error PDU is received and the indicated error does not belong to the
indicated protocol or isnot permitted as a response to the operation.

A mistypedParameterError reason is returned if an error PDU is received and the parameter is invalidly
constructed, or the opcode does not match that of the corresponding request PDU.
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9.5 Abort reasons

An abort PDU is returned in response to various error conditions which are not covered by the Reject or the
BindError PDU. The error conditions and the reason code with which they are signalled are described below:

A mistypedPDU reason is returned if the PDU received has an invalid construction.

An unboundRequest reason is returned if a request PDU request is received before an association has been
established.

An invalidpPDU reasonisreturned if aDSA getsaPDU which isnot an IDM-PDU.

A resourceLimitation reasonisreturned if aBind PDU isreceived and no operations can be performed because of
resource limitations, e.g., maximum number of connections exceeded.

A connectionFailed reason is returned if the DSA was not able to create the TCP/IP connection in order to send a
Bind PDU:

An invalfidProtocol reason is returned if aresultBind, aBindResult Or a BindError PDU isteceied and the
protocolfID iSunknown or not supported.

A reasonNotSpecified reason isreturned if theinitiator or the responder wants to close the association for any other
reason.
NOTE + An abort may be generated by the underlying service of the initiator, resulting in protecel”that will not flov across the

connectjon, e.g., returning an abort with unboundrequest would be initiated by the underlying service as opposed fo the target
system which cannot be reached.

9.6 Mapping onto TCP/IP

Binary dafa resulting from encoding is partitioned and placed in one.or\more segments to be sent over the TCP/IP
connectior). Each segment has a header and carries the next fragment-er\portion of the encoded data. The divjision of an
IDM-PDU] into fragments and the size of any fragment are the €hoice of the sender and carry no significance. All
fragments pf an IDM-PDU shall be sent before another IDM-PDU.isS sent.

The formgt of a segment is determined by the version of;the segment. New versions are introduced ag additional
informatiop is required in the header. Thefirst octet istheversion field.

The versign number shall be the same for al IDM-RBUs within an application-association. If a request or fesponse is
received vjolating this rule, the receiver shall refurn an IdmReject with reason code invalideIdmVergion. This
reject shalll be transferred using the version agreed for the application-association.

If the verpion field indicates an unsupperted version, the receiving DSA shall return an 1dmreject with rpason code
unsupportedIdmversion. Thisreject shal be transferred using aversion 1 format.

An implenpentation shall support the version 1 format in the response to an IdmBind.

A DSA may aso reject an zdmBind if existing application-associations are using a version different frgm the one
suggested [ in  the format “-suggested by the IdmBind. In this case, an IdmReject with regason code
unsuitableIdmVersion' shall be returned. This reect shall be transferred using the same version as uged for the
request.

The format for aversion 1 segment (header plus fragment of an IDM-PDU) is asfollows:

version final length data
(1 octet) : (1 octet) (4 octets) (Iength octets)

version indicates the version of the IDM-PDU and its mapping onto TCP/IP. The version described in this Directory
Specification shall be indicated with the value 1. All packets on a connection shall have the same value of version.

For version 1, each IDM-PDU is encoded using the ASN.1 basic encoding rules without restriction.

Theformat for aversion 2 segment is as follows:

version final encoding length data
i (Loctet) : (1octet) : (2octets) (4 octets) (Iength octets)
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encoding indicates which transfer syntax(es) other than basic encoding rules (BER) are supported. This field is
considered as a bit string containing 16 bits defined as follows:

bit 1: distinguished encoding rules (DER);

i. bit 2: packed encoding rules (PER), basic aligned variant;

ii. bit 3: packed encoding rules (PER), basic unaligned variant;
v. bit 4: XML encoding rules (XER).

The other bits are reserved for future use.

The encoding field of 1amBind request specifies all the supported encoding rules. In the 1amBind response, at most,
one of the bits set in the TdmBind request can be set. If the encoding field of the 1dmBind response is not zero, the
corresponding encoding rules shall be used; otherwise basic encoding rules shall be used. The encoding field is not
used in other PDUs and shall contain zero.

final inglicates whether data holds a non-final IDM-PDU fragment (value 0), or the whole value or fing

(value 1).
lengthi
less signif
IDM-PDU

fragmentatjon should only be used if the length of the IDM-PDU cannot be expressed in 4 octefs.

data hol

5 the length of data field in octets. It is sent in 'network octet order' with more significant-octetd

be contained in one segment if the length can be expressed in the 4 octets ©of“the length 1

Is the next fragment of the IDM-PDU being conveyed, or the whole IDM-PDU if the who

conveyed

9.7
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Jseof TLS
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br of the TCP/IP connection mal_at any time request the establishment of TLS by sending astart
pr shall not send any PDUs following this request until it has received a TLSResponse PDU.
[LSclosure

of TLS closure are supported: graceful and abrupt.

Graceful closure

TCP/IPinitiator or responder may terminate the TLS connection by sending a TLS closure 3
s alért; it shall cease sending any further TLS Record Protocol PDUs and shall ignore any reg
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preceding

cant octets. The minimum value of length is 1. For performance reasons, it is recommended thaf the whole
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Upon receipt of a TLS closure aert that it did not solicit, a party may choose whether to leave the underlying TCP/IP
connection intact. If it chooses to leave the connection intact, it shall immediately respond with a TLS closure aert,
after which it may send and receive IDM PDUs. After a TLS connection has been closed, a DSA shall not respond to
any requests that were received prior to closure of the TLS connection.

Either party may choose to drop the underlying TCP/IP connection after sending or receiving a TLS closure alert.

9.8.22 Abrupt closure

Either the TCP/IP initiator or responder may abruptly close a TLS connection by closing the underlying TCP/IP
connection.
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10 Directory protocol mapping onto the IDM protocol

This clause gives definitions for mapping the Directory protocols onto the IDM protocol. The complete
DirectoryIDMProtocols moduleisgivenin Annex E. The components are repeated in this clause for clarity.

101 DAP-IP protocol

The DAP-IP protocol dap-ip (Directory Access Protocol over TCP/IP) is used to invoke operations of the
DirectoryAbstractService abstract service. It is defined as:

DAP-IDM-PDUs ::= IDM-PDU{dap-ip}

dap-ip IDM-PROTOCOL ::= {
BIND-OPERATION directoryBind
OPERATIONS {read |

compare |

abandon |

list |

search |

addEntry |

removeEntry |

modifyEntry |

modifyDN |

administerPassword |

changePassword }

ID id-idm-dap }

The operatjion and error codes for this protocol are the same as those given in-clalises 6.4.1 and 6.5.1.

Only DUASs shall initiate connections using this protocol. Only the initiatén of a connection shall request operations of
the protocql.

10.2 IDSP-1P protocol

The DSP{IP protocol dsp-ip (Directory System Protagel over TCP/IP) is used to invoke operatigns of the
DistributedOperations abstract service. It is defined.as:

DSP-IDM-PDUs ::= IDM-PDU{dsp-ip}

dsp-ip IPM-PROTOCOL ::= {

BIND-OQPERATION dSABind

OPERAT|IONS {chainedRead. |
chainedCompare |
chainedAbandon |
chainedlist |
chainedsearch |
chainedAddEntry |
chainedRemoveEntry |
chainedModifyEntry |
chainedModifyDN |
chainedAdministerPassword |
chainedChangePassword |
chainedLdapTransport |
cheinedirinicedEDAP—
ID id-idm-dsp }

The operation and error codes for this protocol are the same as those given in clauses 6.4.1 and 6.5.1.

DSAs may use this protocol, and both the initiator and the acceptor of a connection may request operations of the
protocol.

10.3 DI SP-1P protocol

The DISP-IP protocol disp-ip (Directory Information Shadowing Protocol over TCP/IP) is used to invoke operations
of theDirectoryShadowAbstractService abstract service. It is defined as:

DISP-IDM-PDUs ::= IDM-PDU{disp-ip}

disp-ip IDM-PROTOCOL ::= {
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BIND-OPERATION dSAShadowBind

OPERATIONS {requestShadowUpdate |
updateShadow |
coordinateShadowUpdate}

ID id-idm-disp }

The operation and error codes for this protocol are the same as those given in clauses 6.4.2 and 6.5.2.

DSAs may use this protocol, and both the initiator and the acceptor of a connection may request operations of the
protocol.

104 DOP-IP protocol

The DOP-IP protocol dop-ip (Directory Operational Binding Protocol over TCP/IP) is used to invoke operations of the
OperationalBindingManagement abstract service. It isdefined as:

DOP-IDM-PDUs ::= IDM-PDU{dop-ip}

M-PROTOCOL ::= {

ERATION dSAOperationalBindingManagementBind
IONS {establishOperationalBinding |
modifyOperationalBinding |
terminateOperationalBinding}
id-idm-dop }

ion and error codes for this protocol are the same as those given in clauses6.4.3 and 6.5.3.

use this protocol, and both the initiator and the acceptor of a connection may request operations of the

rotocol stack coexistence

defined an OSl network address format for an |DM+communications endpoint. This clause recommends an
I coexistence between DSAs supporting different protocol stacks, such as OSl, IDM and LDAP.[In order to

rals to contain LDAP access points, this claused'so specifies an OSl network address format fof an LDAP
ications endpoint. In order to allow referrals to contain Uniform Resource Identifiers (URIS), this flause also
NSAP address-like format that does.not*have the length restriction imposed on NSAP addfesses (see

4).

oexistence between OS| and'IDM stacks

ant implementation shall implement either the OSl stack as defined by clauses 7 and 8, the IDM stack as
clauses 9 and 10, or both.

If achaining DSA needs to forward a request to a target DSA and if the two DSAS do not support a protogol stack in
common, {hen the chaining BSA shall return instead a referral. That referral will be returned through each DSA that
request. If~any" one of these DSAs supports the target DSA's protocol stack, it may choose to send the
tly to thetarget DSA identified in the referral.

If none of |the chaining DSAs support the target DSA's protocol stack, the referral shall be returned to the DUA. That

If deploying wi products, some of which support only one protocol stack, it is
recommended that either:

a) DSAs holding knowledge of DSAs that support only one protocol stack should support that protocol
stack; or

b) the DSA towhich the DUA binds should support both protocol stacks.

11.2 Coexistencein the presence of LDAP

DSAs supporting either the OS| upper layer protocol stack or the IDM protocol stack may also choose to support an
LDAP. Interoperability between such DSAs may be accomplished through the use of chaining or referrals.
Interoperability between such DSAs and DUAs may be accomplished through the use of an LDAP or DAP.

In order for a DSA to be able to provide useful referrals for DUASs supporting only LDAP, it is necessary to represent
the LDAP access point of a potential target DSA in an OSI presentation address. Clause 11.3 defines an NSAP format
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for LDAP. A DSA getting a referral containing an NSAP of this type can convert it to an LDAP referral and send it
back to the connected LDAP client.

11.3 Defining network addressesfor Internet Protocol, version 4 support

The Directory addressing format as it is transferred in referrals and cross-reference information is in the OSl
presentation addressing format as defined in clause 6.9.1 of Rec. ITU-T X.520 | ISO/IEC 9594-6. For consistency, the
same format is used for non-OSl addressing.

Systems that simultaneously support a combination of OSI, OS| over TCP/IP, IDM and LDAP stacks can have asingle
OSl presentation address containing multiple network addresses for those protocol stacks. If an NSAP addressis for an
OSl stack, possibly on top of TCP/IP, pselector, sSelector and the tselector components, if present, shall be
recognized. Otherwise, they shall be ignored.

The OSI network address (NSAP address) format is specified in Rec. ITU-T X.213 | ISO/IEC 8348. It consists of three
parts:

a) the Authority and Format Identifier (AFI), which is a value alocated within Rec~ITU{T X.213 |
ISO/IEC 8348 and specifies the IDI format, the authority for allocating IDI values and the ISP format
(see below);

b) thelnitial Domain Identifier (IDI) identifies the authority for allocating DSP values (see below)); and
¢) the Domain Specific Part (DSP) holds the actual network address informatin,

An NSAPJaddress holding I1Pv4 and possibly a TCP port number is encoded as a sequence of hexadecimal anhd decimal
digits each) occupying a semi-octet (4 bits). A hexadecimal digit is encoded in_thewrange from '0000'B to [1111'B. A
decimal dipit is encoded in the range from '0000'B to '1001'B.

Clauses 11.3.1 to 11.3.3 specify NSAP address structures for communication over the Internet Protocol| version 4
(IPv4) for gifferent types of communication. They all have a common structure:

a) the AFI hasthe value 54, which according to Rec. ITU<D X.213 | ISO/IEC 8348 is the F.69 format;

h) thelDI isatelex number encoded as 8 decimal digits (4 octets), where the value shall be 00 7287 22;
¢) TheDSP has asubstructure as follows:

— thefirst octet is a prefix indicating thetype of communication over |Pv4;

— the next 6 octets hold the IPv4.address which is encoded according to the 4-comporent dotted
address. It is encoded in 12 decital digits with three digits per component (without the dats);

— abdecimal digit TCP port.fiumber, that may be absent if adefault value is available; and

— atrailing semi-octet withthe value 'F' to pack out the DSP to a full octet if the TCP port number is
present.
NOTE + The structures of the IDI and DSP are in accordance with IETF RFC 1277.

11.3.1  Definition of NSAP@ddressfor LDAP

An NSAPddress for an ItDAP access point is encoded as follows:
1+ the DSRprefix shall have the value 11,

4+ theTCP port number shall be present; and

+ ~atrailing hex 'F shall be added.

11.3.2  Definition of NSAP addresstor TDM over TPvZ4
An NSAP address for an IDM endpoint is encoded as follows:
—  the DSP prefix shall have the value '10';
—  the TCP port number shall be present; and
— atraling hex 'F shall be added.

11.3.3 Definition of NSAP addressfor I TOP over |Pv4

An NSAP address for an SO Transport on top of TCP (ITOT) access point is encoded as follows:
—  the DSP prefix shall have the value '03;
—  the TCP port number may be absent and then defaultsto 102; and
— atraling hex 'F shall be added if the port number is present.
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114 Definition of NSAP-like addressfor long addressing information

NOTE 1 — An OSI Network address (NSAP address) is restricted to 20 octets in length, while the naddress component in
PresentationAddress data type does not have a length restriction (see Rec. ITU-T X.520 | ISO/IEC 9594-6). It is therefore
possible to define NSAP address-like addresses with no length restriction. Such an address can also be part of an instance of a
PresentationAddress datatype.

NOTE 2 — The format defined in this clause may be used in al situations where a URI may be expressed and it allows for IPv6
support.

Octets 0-2 AFl = FF IDI (octets 1-2) \
Octets 3-n DSP=Address information ‘

An NSAP-like address with no inherent length restriction is encoded as follows:
a) the AFI has the value FF, which is a value that will never be alocated by Rec. ITU-T X.213 |

INalaVYiinfaXelsV.loN
TOUIIML'w OU=0,

n) thefollowing values are defined for IDI:

— 0000: The DSPis a Uniform Resource Identifier (URI) as defined by IETF RFC 3986 fgr an ITOT
access point; and

— 0001: The DSP is a Uniform Resource Identifier (URI) for non-OSl access points (LDDAP, IDM,
etc.)

NOTE 3 — Other values may be defined in the future.

12 ersionsand therulesfor extensibility

This clauge describes version negotiation rules and rules for extensihility) for the OSI-mapped protocols|defined in
clause 7, ahd the IDM-mapped protocols defined in clause 10.

The Direcfory may be distributed and more than two Directory application-entities (AES) may interoperate tp service a
request. The Directory AEs may be implemented conforming te:different editions of the Directory specificdtion of the
Directory gervice which may or may not be represented by different protocol version numbers. The version number is
negotiated|to the highest common version number betweentwo directly binding Directory AEs.

NOTE 1 —There are currently two versions of each Directory protocol. The first and second editions are of verqon 1. Most

featureq added in subsequent editions are also available in version 1. However, some enhanced services anfl protocols,
e.g., sighed errors, require that version 2 has been negotiated among all involved parties.

A DUA njay issue a request as specified in‘the latest edition of the Directory specification to which the|DUA was
implementfd. Using the rules of extensibility defined below, that request shall be forwarded to the appropriate DSA that
will respomnd to that request, regardless of ‘the edition of the intervening DSAs. The responding DSA shall function as
defined below.

NOTE 2 — An intermediate DSAtenly chaining the request may choose to examine selected elements of the Directory|PDU that is
needed to perform its function, e/g., name resolution.

12.1 Wse of extension markers

From seventh edition-of these Directory Specifications ASN.1 extensions markers are used as defined in ASN.1

A DSA system implementing PER shall recognise all ASN.1 up to and including the sixth edition of thesg Directory
Specificatipns.

122 DUA to DSA

12.21 Version negotiation

When accepting an association, i.e., binding, utilizing the DAP, the version negotiated shall only affect the
point-to-point aspects of the protocol exchanged between the DUA and the DSA to which it is connected. Subsequent
reguests or responses on the association shall not be constrained by the version negotiated.

NOTE — There are no point-to-point aspects of the DAP that are currently indicated by different protocol versions.

12.2.2 Request and response processing

The DUA may initiate requests using the highest edition of the specification of that request it supports. If one or more
elements of the request are critical, it shall indicate the extension number(s) inthe criticalExtensions parameter.
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NOTE 1 - If avalue defined by an extension is encoded in a CHOICE, ENUMERATED, Of INTEGER (USed as ENUMERATED) type and
if that type is essential for proper operation in a DSA implemented according to an earlier edition of these Directory
Specifications, it is recommended that the extension be marked critical.

When processing arequest from aDUA, aDSA shall follow the rules defined in clause 12.2.2.

When processing aresponse, a DUA shall:

a) ignoreall unknown bit name assignments within a bit string;

b)

enumerated style, provided the number occurs as an optional element of a SET Or SEQUENCE;

¢) ignore al unknown elements in SeTs, at the end of SEQUENCES, or in CHOICES where the

itself an optional element of a SET Or SEQUENCE.

ignore all unknown named numbers in an ENUMERATED type Or INTEGER type that is being used in the

CHOICE iS

NOTE 2 — Implementations may as a local option ignore certain additional elements in a Directory PDU. In particular, some
unknown named numbers and unknown crOICES in mandatory elements of sETS and SEQUENCES can be ignored without

invaliddting the operation. The identification of such elementsisfor further study.
d) not consider the receipt of unknown attribute types and attribute values as a protocol viglation;|and
@) optionaly report the unknown attribute types and attribute values to the user.
12.2.3  [KExtensibility rulesfor error handling
When progessing a known error type with unknown indicated problems and parameters, aDUA shall:
a) not consider the receipt of unknown indicated problems and parameters.as a protocol violation (i.e., it
shall not issue an osiReject OF aReject, asappropriate, or abort theapplication-association); and
o) optionally report the additional error information to the user.
When progessing an unknown error type, a DUA shall:
@) not consider the receipt of unknown error type as.a¢protocol violation (i.e., it shall ngt issue an
OsiReject OF aReject, asappropriate, or abort theapplication-association); and
Ib) optionally report the error to the user.
12.3 DSA to DSA
12.31 ersion negotiation
When estgolishing or accepting an association,.e., binding, utilizing the DSP, the version negotiated shall pnly affect
the point-{o-point aspects of the protocol, exchanged between the DSAs. Subsequent requests or responses on the
association shall not be constrained by thewversion negotiated.
NOTE 1 — There are no point-to-point @spects of the DSP that are currently indicated by different protocol versions.
When estgplishing or accepting anvassociation, i.e., binding, utilizing the DISP, the version negotiated shal| define all

aspects of
constraine

NOTE 2

When estd
aspects of
constraines

| by the version negotiated.
— Thereis currently only one version of the DISP protocol.
plishing or accepting an association, i.e., binding, utilizing the DOP, the version negotiated shal

the pretocol exchanged between the DSAs. Subsequent requests or responses on the associatig
i by the version negotiated.

NOTE

the protocol exchanged between the DSAs. Subsequent requests or responses on the association shall be

define al
n shall be

—Thereis currently only one version of the DOP protocal

12.3.2 Rulesof extensibility for operation processing

If any DSA performing an operation (after name resolution is completed) detects an element of criticalExtensions
whose semantic is unknown, it shall return an unavailableCriticalExtension indication as a serviceError Or
inaPartialOutcomeQualifier.

NOTE 1-If acriticalExtensions String with one or more zero values is received, this indicates either that the extensions
corresponding to the values are not present in the operation or are not critica. The presence of a zero value in a
criticalExtensions string shall not be inferred as either the presence or absence of the corresponding extension in the
Directory PDU.

Otherwise,

when processing a Directory PDU, a DSA shall:

a) ignore al unknown bit name assignments within a bit string; and
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b) ignore al unknown named numbers in an ENUMERATED type Or INTEGER type that is being used in the
enumerated style, provided the number occurs as an optional element of a SET or SEQUENCE,; and

NOTE 2 - For ENUMERATED, systems implementing PER cannot ignore named numbers before the extension
marker.

¢) ignore al unknown components in SETS, at the end of SEQUENCES, Or in CHOICES Where the CHOICE is
itself an optional element of a SET Or SEQUENCE.

NOTE 3 — Systems implementing PER cannot ignore components/aternatives before the extension marker.

12.3.3 Rulesof extensibility for chaining

If the PDU is a request, the DSA shall forward the request containing the unknown types and values to any additional
DSAs determined by the name resolution process.

If the PDU isa r&eponse the DSA shall process the unknown types and val ues as it would process known types and
arward to the

shall forwgrd a request with an unknown operation. A pre-fifth DSA may optionally forward areguest col taini ng an
unknown gperation.

NOTE { This latter extension rule requires that any new operation that might be chained must have its argument ¢lefined as a
sequende type where the first component shall be the name of the object to which the operation i§ addressed.

12.3.4 Rulesof extensibility for error handling

When progessing a known error type with unknown indicated problems and parameters, a DSA:

4 shall not consider the receipt of unknown indicated problems and parameters as a protocql violation
(i.e., it shal not issue an osiReject, Or aReject, as appropriate, or abort the application-agsociation);
and

) may attempt to recover, as appropriate to its understanding of just the error type, or may just return the
error (and its unknown indicated problems and parameters) to the next appropriate DSA or DUA.

When progessing an unknown error type, a DSA which is onby involved in chaining the request shall:

a) not consider the unknown error type as.a‘protocol violation (i.e., it shall not issue an osiR¢ject Or a
Reject, asappropriate, or abort the application-association); and

b)) not attempt to correct or recover from the error and its indicated problems and parameters; and
¢) return the unknown error type tothe next appropriate DSA or DUA.

When progessing an unknown error, a DSA“which is correlating multiple responses shal:

@ not consider the unknown error type as a protocol violation (i.e., it shall not issue an osiReject Or a
Reject, as appropriate, or abort the application-association); and

D) not attempt ta'correct or recover from the error and its indicated problems and parameters; and
¢) put the unknewn error in PartialoutcomeQualifier; and
d) continuecorrelating results as usual.

124 Rules-of extensibility for NSAP addresses

A DUA or aDSA may receive areference that has one or more NSAP addresses with an unknown rormat. 11 thisis the
case, then the DUA or DSA shall:

— not consider thisan error;
— not attempt to use an NSAP address with an unknown structure; and
— ignorethereferenceif al contained NSAP addresses have an unknown structure.

125 Rules of extensibility for object classes
Optional user attributes may be added to an existing object class without assigning a new object identifier.

A DSA not supporting an object class extension may reject any operation that attempts to create or modify an entry
resulting in an extension attribute to be present in the entry.
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12.6 Rules of extensibility for user attribute types

A user attribute type definition may be extended in such a way that its matching characteristics are not changed. This
may include:

— adding values to ENUMERATED and INTEGER types that are being used in the enumerated style;
— adding bitsto abit string.
A DSA isnot required to handle an attribute value that includes such extensions.

A DUA shall not consider the receipt of an extended attribute value as an error.

13 Conformance

This clause defines the requirements for conformance to this Directory Specification.

131 Conformance by DUAs

A DUA implementation claiming conformance to this Directory Specification shall satisfy the réquirements specified
inclauses[13.1.1t0 13.1.3.

13.1.1  $tatement requirements

The following shall be stated:

d) the operations of the directoryaccessac application-context and/or dap-ip protocol that the DUA is
capable of invoking for which conformanceis claimed;

) The bind security level(s) for which conformance is claimed(none, simple, strong — and if simple, then
whether without password, with password or with protected-password or if the userpwd is supported for
password policy); and whether the DUA can generateSigned arguments or validate signed resyits;

¢) the extensions listed in Table 1 of Rec. ITU-T.X.511 | ISO/IEC 9594-3, that the DUA s [capable of
initiating for which conformance is claimed;

d) whether conformance is claimed to Rule-based Access Control; and
@) if conformanceis claimed for strong authentication, or signed operations, identification of the[Certificate
and CRL extensions for which conferfnance is claimed.

13.1.2  $taticrequirements
A DUA sl:

4) have the capability of supporting the directoryaccessac application-context as defined by [its abstract
syntax in clause 7; and/or the dap - ip protocol defined in clause 10;

o) conform to the éxtensions for which conformance was claimed in clause 13.1.1 c);

¢) if conformanceis claimed to Rule-based Access Control, have the capability of supporting secprrity labels
asidentified in clause 19.4 of Rec. ITU-T X.501 | ISO/IEC 9594-2; and

d) confarm'to clauses 8 and 15 of Rec. ITU-T X.509 | ISO/IEC 9594-8 for the Certificatg and CRL
extensions for which conformance was claimed in clause 13.1.1 €).

13.1.3  [byamic requirements

A DUA shall:
a) conform to the mapping onto the used service defined in clauses 8 or 10, or both; and
b) conform to therules of extensibility procedures defined in clause 12.1.

132 Conformance by DSAs

A DSA implementation claiming conformance to this Directory Specification shall satisfy the requirements specified
inclauses13.2.1t0 13.2.3.
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13.21

Statement requirements

The following shall be stated:

62

a)

The application-contexts and IDM protocols for which conformance is claimed: directoryAccessAc,
directorySystemAC, directoryOperationalBindingManagementAC, dap-ip, dsp-ip, dop-ip,
or a combination of these. A DSA that claims conformance to the directoryOperationalBinding
ManagementAC Or t0 the dop-ip in support of hierarchical operational bindings shall also support the
directorySystemAC Of dsp-ip. If aDSA is such that knowledge of it has been disseminated, causing
knowledge references to the DSA to be held in other DSAs outside of its own DMD, then it shall claim
conformance to the directorySystemAC Of dsp-ip.

NOTE 1 — An application context shall not be divided except as stated herein; in particular, conformance shall not be claimed to
particular operations.

b)

The operational binding types for which conformance is claimed: shadowOperationalBindingID,
q:\nr-'i ficHierarchicalBRi nri'i'ngT'n' nnn_;:\nr"i ficHierarchicalBindi ngID 0O 3 C mb|nat|on

of these. A DSA that claims conformance to the shadowOperationalBindingID shall stpport one or
more of the application contexts for shadow suppliers and/or shadow consumers indicated in clauses 13.3
and 13.4.

Whether or not the DSA is capable of acting as a first level DSA, as defined.inRec. ITU-T X.518 |
ISO/IEC 9594-4.

If conformance is claimed to the application-context specified by directorysystemac and/or
associated with the dap-ip protocol, whether or not the chained mode)of operation is supported, as
defined in Rec. ITU-T X.518 | ISO/IEC 9594-4.

If conformance is claimed to the application-context specified by directoryaccesdac and/or
associated with the dap-ip protocol, the bind security level (s)for which conformance is claifned (none,
simple, strong, SPKM, SASL — and if simple, then whether without password, with passyord, with
protected password or the userpwd is supported for password policy); whether the DSA cgn perform
originator authentication as defined in clause 22.1-of\Rec. ITU-T X.518 | ISO/IEC 9594-4 and if so,
whether identity-based or signature-based; and whether the DSA can perform result authertication as
defined in clause 22.2 of Rec. ITU-T. X.518 | ISOHEC 9594-4.

If conformance is clamed to the appljcation-context specified by directorysystemac and/or
associated with the asp-ip protocol, the bind security level(s) for which conformance is claifned (none,
simple, strong, SPKM, SASL — and if~simple, then whether without password, with passwoyd, or with
protected password); whether the DSA" can perform originator authentication as defined in clause 22.1 of
Rec. ITU-T X.518 | ISO/IEC 9594-4 and if so, whether identity-based or signature-based; apd whether
the DSA can perform result “authentication as defined in clause 22.2 of Rec. ITU-T X.518 |
ISO/IEC 9594-4.

The selected attribute types defined in Rec. ITU-T X.520 | ISO/IEC 9594-6, and any Ot:jE attribute

types, for which\\conformance is clamed and whether for attributes based on the syntax
DirectorysString, conformance is claimed for the Universalstring, BMPString, Of UTF8String
choices.

The selected object classes defined in Rec. ITU-T X.521 | ISO/IEC 9594-7, and any other object classes,
for which conformance is claimed.

The-extensions listed in Table 1 of Rec. ITU-T X.511 | ISO/IEC 9594-3, that the DSA is|capable of
responding to, for which conformanceis claimed.

k)

m)

n)

0)

Whether conformance is claimed for collective attributes as defined-in clause 8.9 of Rec 1 TU-T X.501 |
ISO/IEC 9594-2 and clauses 7.6, 7.8.2 and 9.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Whether conformance is claimed for hierarchical attributes as defined in clauses 7.6, 7.8.2 and 9.2.2 of
Rec. ITU-T X.511 | ISO/IEC 9594-3.

The operationa attribute types defined in Rec. ITU-T X.501 | ISO/IEC 9594-2 and any other operational
attribute types for which conformance is claimed.

Whether conformance is clamed for the return of alias names as described in clause 7.7.1 of
Rec. ITU-T X.511 | ISO/IEC 9594-3.

Whether conformance is claimed for indicating that returned entry information is complete, as described
inclause 7.7.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Whether conformance is claimed for modifying the object class attribute to add and/or remove values
identifying auxiliary object classes, as described in clause 11.3.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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Whether conformance is claimed to Basic Access Control.
Whether conformance is claimed to Simplified Access Control.

Whether the DSA is capable of administering the subschemafor its portion of the DIT, as defined in Rec.
ITU-T X.501 | ISO/IEC 9594-2.
NOTE 2 — The capability to administer a subschema shall not be divided; specificaly, the capability to administer
particular subschema definitions shall not be claimed.

The selected name bindings defined in Rec. ITU-T X.521 | ISO/IEC 9594-7 and any other name
bindings, for which conformance is claimed.

Whether the DSA is capable of administering collective attributes, as defined in Rec. ITU-T X.501 |
ISO/IEC 9594-2.

The selected context types defined in Rec. ITU-T X.520 | ISO/IEC 9594-6, and any other context types,
for which conformance is claimed.

W)

)

y)
)

[N

3a)

13.2.2  $taticrequirements
A DSA shdll:

)

Whether conformance is clamed for contexts as defined in clauses 8.8, 89 and 12.8 of
Rec. ITU-T X.501 | ISO/IEC 9594-2, and in clauses 7.3 and 7.6 of Rec. ITU-T X.511 | ISO/ELC 9594-3.

Whether conformance is claimed for the management of the DSA Information Treg; as [defined in
clause 7.12 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Whether conformance is claimed to Rule-based Access Control.

NOTE 3 —The support of security labels requires the following minimal supportyef contexts. Confext lists as
per clause 88 of Rec. ITU-T X.501 | ISO/IEC 9594-2 and returnContexts as per clause 7.6 of
Rec. ITU-T X.511 | ISO/IEC 9594-3.

Whether conformance is claimed to integrity of Directory operations,

Whether conformance is claimed that the DSA can hold and previde access to encrypted and digitally
signed information.

If conformance is claimed for strong authentication, sigied operations, identification of the|Certificate
and CRL extensions for which conformance is claimed:

have the capability of supporting the\application-contexts whose abstract syntaxes are |defined in
clause 7, and the IDM protocols definged'in clause 10, for which conformance is claimed;

have the capability of supporting the information framework defined by its abstract |syntax in
Rec. ITU-T X.501 | ISO/IEC 9594-2;

conform to the minimal knowledge requirements defined in Rec. ITU-T X.518 | ISO/IEC 9594-4;

if conformance is claimed as a first-level DSA, conform to the requirements support of the rgot naming
context, as defined in Rec. ITU-T X.501 | ISO/IEC 9594-2;

have the capability of supporting the attribute types for which conformance is claimed, as defined by
their abstract syntaxes;

have the capability of supporting the object classes for which conformanceis claimed, as defined by their
abstract) syntaxes;

conform to the extensions for which conformance was claimed in clause 13.2.1i);
If the capability to administer subschema as defined in Rec. ITU-T X.501 | ISO/IEC 9594-2 |s claimed,

he DSA Shatt be abfe to do this admimnistration;

if conformance is claimed for collective attributes, have the capability of performing the related
procedures defined in clauses 7.6, 7.8.2 and 9.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

if conformance is claimed for hierarchical attributes, have the capability of performing the related
procedures defined in clauses 7.6, 7.8.2 and 9.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

have the capability of supporting the operational attribute types for which conformance is claimed;

if conformance is claimed to Basic Access Control, have the capability of holding ACI items that
conform to the definitions of Basic Access Control;

if conformance is claimed to Simplified Access Control, have the capability of holding ACI items that
conform to the definitions of Simplified Access Control;

have the capability of supporting the context types for which conformance is claimed, as defined by their
abstract syntaxes;
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0)

p)

o)

Y

if conformance is claimed for contexts, have the capability of performing the related procedures defined
in Rec. ITU-T X.511 | ISO/IEC 9594-3;

if conformance is claimed for the support of the families of entries feature, have the capabilities as
defined in clauses 7.3.2, 7.6.4 and 7.8.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

if conformance is claimed to the search relaxation feature, have the capabilities as defined in clause
13.6.2 of Rec. ITU-T X.501 | ISO/IEC9594-2 and in clause 10.2.2 of Rec. ITU-T X.511 |
I SO/IEC 9594-3. In particular an implementation shall specify:

—  whether it supports the inclusion of the RelaxationPolicy construct in asearch request;
—  whether it supports mapping-based matching, matching rule substitution, or both; and
— if it supports mapping-based matching, what mappings are supported;

if conformance is claimed to the hierarchical group feature, have the capabilities as defined in clause 7.5
of Rec. ITU-T X.511 | ISO/IEC 9594-3;

7.
~

W)

13.2.3  [Dynamie requirements
A DSA shdlk

in addition, the implementation shall declare:
—  what hierarchy options are supported;

if conformance is claimed to the basic administration of services, have the capabilities as|defined in
clause 16 of Rec. ITU-T X.501 | ISO/IEC 9594-2, and the basic checking precedures as [defined in
clause 13 of Rec. ITU-T X.511 | ISO/IEC 9594-3. This support includes:

—  support for entry count;
—  support of the service controls options entryCount and per forfnExactly;

— support of the notification extension defined in Clause 7.4 of Rec. ITU{T X.511 |
|SO/IEC 9594-3;

in addition, the implementation shall declare whether it supports:
—  service-specific administrative points different from‘autonomous administrative points;
— the context feature within search-rules;

— thefamilies of entries facility within search-rules, which also requires general conformance to that
feature;

—  the search relaxation feature within search-rules detailed as above in ), which also requifes that the
implementation claims general conformance to the search relaxation feature;

— hierarchical groups within search-rules;

if conformance is claimed to Rule-Based Access Control, have the capability of holding ACI| items that
conform to the definition of/Rule-Based Access Control;

if conformance is claimed to integrity of Directory operations, be capable of signing alll Directory
operations supported;

if conformance(s\claimed to the integrity of directory information in storage, be capable of [supporting
theattributeyalueIntegrityInfoContext {0 protect directory information;

conform.fo-clause 8 of Rec. ITU-T X.509 | ISO/IEC 9594-8 for the Certificate and CRL extensions for
which-cenformance was claimed in clause 13.2.1 aa).

a)
b)

<)

d)

if claiming conformance to any application-contexts defined in clauses 8.2.2, 8.2.3 and 8.2.4, conform to
the mapping onto used OS| services defined in clause 8;

conform to the procedures for distributed operation of the Directory related to referrals, as defined in
Rec. ITU-T X.518 | ISO/IEC 9594-4;

if conformance is claimed to the application-context specified by directoryaccessac and/or
associated with the dap-ip protocol, conform to the procedures of Rec. ITU-T X.518 | ISO/IEC 9594-4
asthey relate to the referral mode of the DAP;

if conformance is claimed to the application-context specified by directorysystemac and/or
associated with the dsp-ip protocol, conform to the referra mode of interaction, as defined in
Rec. ITU-T X.518 | ISO/IEC 9594-4;

if conformance is claimed to the chained mode of interaction, conform to the chained mode of
interaction, as defined in Rec. ITU-T X.518 | ISO/IEC 9594-4;
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NOTE — Only inthis caseis it necessary for a DSA to be capable of invoking operations of the directorySystemac

and/or dsp-ip.

f)
0)

h)
i)
)

conform to the rules of extensibility procedures defined in clause 12.2;

if conformance is claimed to Basic Access Control, have the capability of protecting information within
the DSA in accordance with the procedures of Basic Access Control;

if conformance is claimed to Simplified Access Control, have the capability of protecting information
within the DSA in accordance with the procedures of Simplified Access Control;

if conformance is claimed for the shadowOperationalBindingID, conform to the procedures of
Rec. ITU-T X.525 | ISO/IEC 9594-9 and Rec. ITU-T X.501 | ISO/IEC 9594-2 as they relate to the DOP,

if conformance is claimed for the specificHierarchicalBindingID, conform to the procedures of
Rec. ITU-T X.518 | ISO/IEC 9594-4 and Rec. ITU-T X.501 | ISO/IEC 9594-2 as they relate to specific
hierarchical operational bindings;

133 Conformance by a shadow supplier

A DSA impl

satisfy the[requirements specified in clauses 13.3.1 to 13.3.3.

1331  $tatement requirements
The following shall be stated:

)

IT_conformance 1S clamed Tor Ihe non-specificHierarchicalBindinglD, conjojm to the
procedures of Rec. ITU-T X.518 | ISO/IEC 9594-4 and Rec. ITU-T X.501 | ISO/IEC 9594-2 as they
relate to non-specific hierarchical operational bindings;

if conformance is claimed to Rule-based Access Control, have the capability of protecting information
within the DSA in accordance with the procedures of Rule-based Access Contral;

if conformance is claimed to the basic administration of services, have the"capability of handling the
search-rules as specified in clause 19.3.2 of Rec. ITU-T X.518 | ISO/IEC-9594-4.

ementation claiming conformance to this Directory Specification in the role of shadow supplier shall

The application context(s) for which _ conformance is clamed as a shadow| supplier:
shadowSupplierInitiatedAC, shadowConsumerInitiatedAC,
shadowSupplierInitiatedAsynchxonousAC, shadowConsumerInitiatedAsynchronousAC,
and disp-ip.

A DSA implementation claiming-conformance as a shadow supplier and not supporting disp-ip shall,
at a minimum, support either the shadowSupplierInitiatedAC or the
shadowConsumerInitiagedAc. If the DSA supports the shadowSupplierInitiatedac, it may
optionally support thé shadowSupplierInitiatedAsynchronousaAc. |f the DSA supports the
shadowConsumerInitiatedac, it may optiondly support the shadowConsumerInitiatedAsynchronousAC.
If claiming confOrmance to disp-ip, it shall be stated whether the implementation is fapable of
invoking the regquestShadowUpdate Operation, responding to a coordinateShadowUpdatp, Or both.

The security-level(s) for which conformance is claimed (none, simple, strong).

To which degree the unitofReplication is supported. Specifically, which (if any) of the following
optional features are supported:

~./ entry filtering on objectClass;

— theinclusion of subordinate knowledge in the replicated area;
— theinclusion of extended knowledge in addition to subordinate knowledge;
—  selection/Exclusion of attribute values based on contexts.

13.3.2  Staticrequirements

A DSA shall:
a)

b)

have the capability of supporting the application-contexts whose abstract syntaxes are defined in
clause 7, and the IDM protocols defined in clause 10, for which conformance is claimed;

provide support for modi fyTimestamp and createTimestamp Operational attributes.
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1333
A DSA shall:
a)
b)
134

Dynamic requirements

if claiming conformance to any application-contexts defined in clause 8.2.3, conform to the mapping

onto used OSI services defined in clause 8;
conform to the procedures of Rec. ITU-T X.525 | ISO/IEC 9594-9 as they relate to the DISP.

Conformance by a shadow consumer

A DSA implementation claiming conformance to this Directory Specification as a shadow consumer shall satisfy the
requirements specified in clauses 13.4.1 to0 13.4.3.

13.4.1

The follow
P
1)
0]
d)

13.4.2

A DSA shill:
P
1)
o}

13.4.3

A DSA shil:
P
b)

66

Statement requirements

ing shall be stated:

$tatic requirements

[Dynamic reguirements

The application context(s) for which conformance is claimed as a shadew/*|consumer:
shadowSupplierInitiatedAC, shadowConsumerInitiatedAC,
shadowSupplierInitiatedAsynchronousAC, shadowConsumerInitiatedAsynchronousAC,

and disp-ip.

A DSA implementation claiming conformance as a shadow consumer and not-supporting disp-ip shall,

at a  minimum, support either the  shadowSupplierlnitiatedAC

or the

shadowConsumerInitiatedAcC. If the DSA supports the shadowSupplierInitiatedac, it may
optionally support the shadowSupplierInitiatedAsynchromnousac. If the DSA supports the

shadowConsumerInitiatedAC it may optionally support
shadowConsumerInitiatedAsynchronousAc. If cIaiming eonformance to disp-ip,
stated whether the implementation is capable of responding,to the requestsShadowUpdate
requesting a coordinateShadowUpdate, Or both.

The security-level(s) for which conformance is claimied'(none, simple, strong).

the
t shall be
operation,

Whether the DSA can act as a secondary shadow~supplier (i.e., participate in secondary shadgwing as an

intermediate DSA).
Whether the DSA supports shadowing of everlapping units of replication.

have the capability of supperting the application-contexts whose abstract syntaxes are |defined in

clause 7, and the IDM protacols defined in clause 10, for which conformance is claimed;

provide support for modifyTimestamp and createTimestamp operationa attributes if g
units of replication-iS$'supported,;

provide suppert for the copyshal1po service control.

if elaiming conformance to any application-contexts, conform to the mapping onto used O
defined in clause 8;

conform to the procedures of Rec. ITU-T X.525 | ISO/IEC 9594-9 as they relate to the DISP.
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Common protocol specificationsin ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

CommonProtocolSpecification {joint-iso-itu-t ds(5) module (1)

commonProtocolSpecification(35) 7}
DEFINITIONS ::=
BEGIN

-- EXPORTS All

-- The types and values defined in this module are exported for use in the
-- other ASN.1l modules contained within the Directory Specifications, and for
-- the use of other applications which will use them to access Directory

- - serviees—6other—eappiticeations—may—use—them—for—their—ownpurposes;—but—this—

-- will mot constrain extensions and modifications needed to maintain or

-- improve the Directory service.
IMPORTS

opBindingManagement

-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
3:‘
FRO

establlishOperationalBinding, modifyOperationalBinding,
teOperationalBinding

OPERATI ::= CLASS {
&ArgumentType OPTIONAL,
&ResulltType OPTIONAL,
&Errors ERROR OPTIONAL,

&operationCode Code UNIQUE OPTIONAL }

NT &ArgumentTypel
&ResultTypel

[CODE |soperationCode] }

&errorCode Code UNIQUE.OPTIONAL }
WITH SYNTAX {

PARAMHTER &ParameterType

[CODE &errorCode] }
Code ::= CHOICE {

local INTEGER,
globall OBJECT <IDENTIFIER,

)

InvokeId ::=_CHOICE {
present\ “INTEGER,

UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0)

absent— NULL,;

e}
-- operation codes for DAP and DSP
id-opcode-read Code ::= local:1l
id-opcode-compare Code ::= local:2
id-opcode-abandon Code ::= local:3
id-opcode-1list Code ::= local:4
id-opcode-search Code ::= local:5
id-opcode-addEntry Code ::= local:é6
id-opcode-removeEntry Code ::= local:7
id-opcode-modifyEntry Code ::= local:8
id-opcode-modifyDN Code ::= local:9
id-opcode-changePassword Code ::= local:10
id-opcode-administerPassword Code ::= local:1l1l
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