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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies

that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The procedures used to develop this document and those intended for its further mainten
d¢scribed in the ISO/IEC Directives, Part 1. In particular, the different approval eritéri
for the different types of ISO/IEC documents should be noted. This document:was d
aqcordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.dsg.org/dire

ance are
i needed
rafted in
ctives or

w.iec.ch/members_experts/refdocs).

IHEE Standards documents are developed within the IEEE Societies and the Standards Coo
Committees of the IEEE Standards Association (IEEE-SA) Standards Beard. The IEEE dey
standards through a consensus development process, approved by thie American National S
Institute, which brings together volunteers representing varied viewpoints and interests to ad
fipal product. Volunteers are not necessarily members of the Instituté and serve without comp
hile the IEEE administers the process and establishes rules\to promote fairness in the c
d¢velopment process, the IEEE does not independently evaluate, test, or verify the accuracy
the information contained in its standards.

rdinating
elops its
tandards
hieve the
ensation.
bnsensus
of any of

Attention is drawn to the possibility that some of the elements of this document may be the subject

off patent rights. ISO and IEC shall not be held-esponsible for identifying any or all suq
rights. Details of any patent rights identified during the development of the document will
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents)
ligt of patent declarations received (see https;//patents.iec.ch).

Any trade name used in this documentis information given for the convenience of users and
cqnstitute an endorsement.

Fgr an explanation of the voluntary nature of standards, the meaning of ISO specific te
ejpressions related to conformity assessment, as well as information about ISO's adhs
thHe World Trade Organization (WTO) principles in the Technical Barriers to Trade (]
www.iso.org/iso/foreword:html. In the IEC, see www.iec.ch/understanding-standards.

[SO/IEC/IEEE 247486 was prepared by Joint Technical Committee ISO/IEC JTC 1, Inf
technology, Subcommittee SC 7, Software and systems engineering, in cooperation with the Sys

DevelopmentOrganization cooperation agreement between [SO and IEEE.

This firStedition cancels and replaces ISO/IEC TS 24748-6:2016, which has been technically r¢

h patent
be in the
r the IEC

does not

rms and
rence to
BT), see

ormation
tems and

Software Engineering Standards Committee of the IEEE Computer Society, under the Partner Standards

vised.

Thémain changes are as follows:

— changed from a Technical Specification to an International Standard;

— updated to reflect the process requirements of ISO/IEC/IEEE 12207:2017 and

ISO/IEC/IEEE 15288:2023;

— added material specific to software integration and systems-of-systems integration, a
system aggregation.

Alist of all parts in the ISO/IEC/IEEE 24748 series can be found on the ISO and IEC website.
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Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

Both ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 include an integration process that focuses
on aggregating the elements comprising a system. The integration process depends on a clear
understanding of interfaces of all kinds and the use, possibly repeated, of the verification process and
the validation process.

Systems that this document are concerned with are as described in ISO/IEC/IEEE 12207 and
ISO/IEC/IEEE 15288, i.e. systems that are human- made comprlsed of any mixture of products and

py

T
|
a

Sy

F

rq

ISO/IEC/IEEE 12207, ISO/IEC/IEEE 15289 summarises requirements for their content and
guwidance on their development. Although thissdocument identifies additional required inf
items with related content for the integrationrprocess, it does not require a specific namg,

ocesses (e.g. a review process or processes for prov1d1ng service to users) procedures (e g
injstructions), facilities, materials and naturally occurring entities (e.g. water, organisms;ming

7] humans,
operator

rals).

e purpose of this document is to elaborate and facilitate the usage of the integration’/process given in
O/1EC/IEEE 12207 and ISO/IEC/IEEE 15288 by providing requirements and guidance for the|planning
d performing of that process, including requirements for the information items to be proyided for

stems and software integration, considering:

the possible composition of that human-made system;

the context of the domain in which the system functions:

r life cycle process information items (documeftation) described in ISO/IEC/IEEE 15

cording media or explicit details for population of the information item's required content.

the underlying concepts of aggregation, integration, interface, synthesis, verification, and validation;

the life cycle stages of a system at which one or more parts-of the integration process can pccur;

288 and
provides

prmation

format,

NOTE This document is intended to be-consistent with the other parts of the ISO/IEC/IEEE 24748 iseries.
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Systems and software engineering — Life cycle
management —

Part 6:

System and software integration

1
Tl

Tl

2

Tl
CQ

IS
IS
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Scope

nis document:

provides supplemental requirements and guidance for the planning \and performin
integration processes given in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE12207;

provides guidance on therelationship between the integration pro¢ess’and other life cycle p|

specifies requirements for information items to be produced ‘as a result of using the in
process, including the content of the information items.

nis document is applicable to:

those who use or plan to use ISO/IEC/IEEE 12207 or ISO/IEC/IEEE 15288, or both, on
dealing with human-made systems, software-ifnténsive systems, and products and servicg
to those systems, regardless of the project scope, methodology, size, or complexity;

anyone planning or performing integration activities to aid in ensuring that the appli
the integration process and its relationships to other system life cycle processes co
ISO/IEC/IEEE 15288 or ISO/IEC/IEEE*12207.

Normative references

ne following documents are’referred to in the text in such a way that some or all of thei
nstitutes requirements. of this document. For dated references, only the edition cited ap
updated references, the latest edition of the referenced document (including any amendments

0/IEC/IEEE 12207:2017, Systems and software engineering — Software life cycle processes
0/1EC/IEEE~35288:2023, Systems and software engineering — System life cycle processes

Terms, definitions and abbreviated terms

g of the

[rocesses.

tegration

projects
s related

cation of
nform to

I content
blies. For
applies.

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC/IEEE 15288,
ISO/IEC/IEEE 12207 and the following apply.

[SO, IEC and IEEE maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

— IEEE Standards Dictionary Online: available at: http://dictionary.ieee.org

©
©
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NOTE

3.11

For additional terms and definitions in the field of systems and software engineering, see
ISO/IEC/IEEE 24765, which is published periodically as a “snapshot” of the Systems and Software Engineering
Vocabulary (SEVOCAB) database and is publicly accessible at www.computer.org/sevocab.

aggregate, noun
result of combining one or more physical, logical, or both, system elements

3.1.2
driver
launcher

external
(3.1.1) of]

3.1.3

interface
vhich two or more logical, physical, or both, system elements or software,system elemenits

point at
meet and

3.14

integrat
process (
system e
propertig

Note 1 to

3.1.5

dynamic component or simulator that activates the performing of functions of an aggréga
system elements

act on or communicate with each other

on

f planning for and aggregating a progressively more complete s€t of physical, logical, or bot
ements and activating their interfaces (3.1.3) to synthesize a system or part of a system who
s can be verified and possibly validated

entry: An outcome of integration is a system whose propertiés can be verified and possibly validated

logical interface

input-out
that dete

Note 1 to
link), or o

3.1.6
physical
physical

Note 1 to

3.1.7
stub

put flow between two or more system elements, or software system elements and the functi
Fmines it

bntry: A logical interface can be functional’@s’in process steps), informational (as in a communicatio
her.

interface
ink between two or more system elements

entry: A physical interfaceean be solid, liquid, gas, vacuum, thermal, electromagnetic field, or other.

compute

single or

" programs and-data files built to support software development and testing, but not intends
ded in the*final product

°2]
[¢”]

ns

bd

unified entity

© ISO/IEC 2023 - All rights reserv
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3.2 Abbreviated terms

API application program interface

ISC integration services components

MBSE model-based systems engineering

NDI non-developmental item

Ql quality assurance

SDHP software development plan

SEMP systems engineering management plan
Sql system-of-interest

4| Conformance

4]1 Conformance to processes

ISO/IEC/IEEE 15288 and further elaborated in 6.3. One supplemental integration process
is|added in 6.3.3. If using ISO/IEC/IEEE 15288:2023 outcomes, it would become outcome h)
ISO/IEC/IEEE 12207:2017 outcomes, it would becoméoutcome i).

42 Conformance to information item content

Cllause 7 provides requirements for a numhber of information items to be produced during the
ofla system.

Alclaim of conformance to the information item provisions of this document means that
— therequired information itéms stated in this document are produced, and

— the information items 'produced demonstrate conformity to the content requirements d
this document.

Cllause 7 contains the requirements for the content of the information items in this document.

it availdble'in a repository for reference, divided into separate documents or volumes, or ¢
ith other information items into one document. It is not required to treat every topic in this g
thie 'same order, using th

4.3 Full conformance

Conformance requirements for the integration process are specified in ISO/IEC/IEEE 12207:2017 and

outcome
. If using

life cycle

efined in

Ir| this documeént, each information item is described as if it were published as a separate dpcument.
Hpwever, information items are considered to be conforming if the information items are unpublished

ombined
ocument

pends on

A claim of full conformance to this document is equivalent to claiming conformance to the integration
process requirements identified in 4.1 and the requirements for the information items cited in 4.2.

© ISO/IEC 2023 - All rights reserved
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4.4 Tailored conformance

4.4.1 Processes

This document makes the following provision for a claim of tailored conformance to the integration
process: ISO/IEC/IEEE 12207:2017, Annex A and ISO/IEC/IEEE 15288:2023, Annex A provide
requirements regarding the tailoring of system and software life cycle processes. Those provisions
should be used to tailor the integration process requirements identified in 4.1 as the basis for a claim of
tailored conformance to the integration process as elaborated in this document.

4.4.2 Ipformation items

When this document is used as a basis for establishing a set of information items that do not qualify fpr
full confqrmance, the requirements in Clause 7 are selected or modified in accordance with this clauge.
The tailofed text, for which tailored conformance is claimed, shall be declared. Tailored ¢enformancel|is
achieved|by demonstrating that requirements for the information items, as tailored, are satisfied.

5 Integration concepts

5.1 Geperal

This claulse presents the concepts that apply to system integration;-including software systems. Thepe
concepts|lembody the definitions in ISO/IEC/IEEE 12207 and ISQ/TEC/IEEE 15288 and set the basis fpr
explaining the application of those concepts. The central concepts that this clause presents are those [of
interface| aggregation, synthesis, and integration.

There ar¢ conceptual relationships between the integration process and system and software life cydle
processef of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 42207, which this clause presents. This clause alfo
presents|the concepts associated with system integration as a process over the life cycle of a system,
including software systems.

Finally, this clause presents concepts on iteration and recursion in integration, and regression testing.

5.2 Interface concept

An interfiace has a set of logical ¢r physical characteristics required to exist at a common boundary pr
connectipn between system elements, systems, or the environment external to the Sol.

NOTE1 | Throughout this(document, statements referring to "system elements" inferentially can inclufle
elements pf other systemsj.ot the external environment.

A physical interface’is a physical link that binds two or more system elements within the Sol, or one
system e]Jement.of the Sol with one or more elements external to the Sol. A physical interface can be
consider¢d assystem element.

Alogical interface consists of an output flow, or an input flow, or a bi-directjonal, i.e. transactional, flaw
between two or more elements of the system so that the elements can exchange some mix of energy or
information items.

NOTE 2  Table 1 provides examples of system element integration involving physical interfaces (e.g. material
and thermal example of Table 1) and logical interfaces (e.g. the software-to-software example of Table 1).

The progressive definition of interfaces is an intrinsic part of applying the technical processes of
ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 and is critical to the success of integration. Inadequately
defined interfaces are common failure points in complex systems. Such inadequately defined interfaces
commonly include the points where independent systems or system elements not necessarily made
of the same technology meet and communicate with each other. Consideration for indirectly coupled
elements (e.g. via control mechanisms or shared memory in software systems) often involves complex

4 © ISO/IEC 2023 - All rights reserved
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analysis. Technical processes' activities and decisions should fully define interfaces so that integration,
and subsequent verification of system elements' properties, can be planned and performed successfully.

ISO/IEC/IEEE 12207:2017, E.5 and ISO/IEC/IEEE 24748-1:2018, D.5 provide a process view for the
management of interfaces and identify the purpose and outcomes with selected life cycle process
activities and tasks to facilitate the identification, definition, design, and management of interfaces of
the Sol.

5.

3 Aggregation and synthesis concepts

Tl

ag
el
ag
\(é
th
st

5

a
\'¢
i
is

bady, engines, hardware and software controls, air traffic procedures, and information it

Irltegration encompasses planning for and aggregating a progressively more complete set of

il:llteroperation among some set of elements to satisfy~their requirements and provide a

e integration of a system is based on the notions of aggregation and synthesis. For examp

gregated along with other elements not listed here to synthesize an aircraft operating in its
vironment. A synthesis performs functions not possible from the individual elements

e, wings,
ems, are
intended
that are

gregated. An aggregate has a functional consistency that allows the perforinance of subsequent

rification actions and possibly validation actions. Each aggregate is charactefized by a conf|
at specifies the implemented system or software elements that are aggregated‘and their conf|
atus. Aggregation can be done iteratively or recursively.

4 Integration concept

d activating their interfaces to synthesize a part of a system that can be verified and
lidated in keeping with strategy decisions for validation precess implementation. Integratio

egrating a yet more complete part of the system. The end result is a system or software sy
integrated within itself and at its interfaces for the system's intended purpose and use.

p

and naturally occurring entities of which the system is composed. Hence, system integr:

in
sq
to

N
Sy

A
cd
Te
fu
\(:
w
bd

Ilitegration of the system can involve a mix of\the hardware, software, data, humans, procs

ocesses for providing service to users), procedures (e.g. operator instructions), facilities,
volve interfacing and interoperating such things as mechanical items (e.g. assembly), funct

naturally occurring entities.

DTE 1
stems.

ISO/IEC/IEEE 15288:2023, 5.2.3 further explains concepts for interfacing systems and inter

nuclear power facility is an example of a system that includes a mix of every type of
nsidered in ISO/YEC/IEEE 12207 and ISO/IEC/IEEE 15288 and involves both products and
ble 1 gives illustrative examples of the types of elements that are to be integrated for the
nction properly in its operational environment over its life cycle. Table 1 illustrates the g
rificationds-typically done following integration, depending on the verification strategy and
hereas-validation can depend on factors other than successful confirmation that the inte
en established and checked, and its properties verified.

guration
guration

elements
possibly
h enables
basis for
ttem that

sses (e.g.
materials
tion can
ions (e.g.

ftware-based functions), people aud equipment, thermal flows, sets of processes, human c¢nstructs

operating

elements
services.
ystem to
oint that
riorities,
rface has

Table-t—Integratiomexamples

System elements Types of interfaces Verification Validation follows?
being integrated involved follows?
Fuel and cladding to|Material, thermal Yes Yes, but most likely done as part of validating
make reactor control the assembled reactor.
rods
Operator control panels|Mechanical, electrical, Yes Most likely yes. Each type of control can be
functional, human-ma- verified individually, then some combination
chine interface, proce- of controls can be validated, that is, validation
dural can occur at a higher level in the system.

© ISO/IEC 2023 - All rights reserved
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Table 1 (continued)

System elements
being integrated

Types of interfaces
involved

Verification
follows?

Validation follows?

Reactor control and
monitoring operating
system

Software, human-machine
interface, procedural

Yes

Most likely yes. Each type of control can be
verified individually, then some combination
of controls can be validated, thatis, validation

can occur at a higher level in the system.

Reactor rod control
software to flux densi-

Software to software

Yes

No, but validated at a higher level, such as

software to display

ty monitd

ring software

Facility s

Hardware, software, data, Yes
thermal, facilities, pro-

cesses

brver farm Probably, at several points

Reactor t
dium, sud
river

Naturally occurring entity, Yes

facility, thermal

o cooling me- Probably

h as a lake or

Reactor
power gr

cenerator to|Hardware, functional Yes Yes

d

NOTE 2
grid is a

NOTE 3
validation

Enabling
interface
consider
treatmen

Integrati
and pass
successfu
interface

Planning
processe
and test
validatio

A system
integrateg
during a
incremerj

Some of the integration results in products, some in services. In this éxample, electrical power to t

IEEE 1012 provides requirements and guidance for system, seftware, and hardware verification a
processes while the ISO/IEC/IEEE 29119 series provides détailed support for software testing,.

systems are integrated, just as systems-of-interest, and an Sol and its enabling systems a
d. If an Sol and its enabling system are interfaced the Sol and its enabling system can |
bd as a system-of-systems, or two systems, or’&s a new Sol, as a matter of perspective, per tl
t in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE,24748-1.

bn can be considered successfully completed when all of the required interfaces are checks
the required interface specificatiofi's for the integration step. Additional confirmation of t}
1l completion of integration is when subsequent verification and possibly validation of tl
properties is successful.

and performing of integration is done in conjunction with other system or software life cyc
5. Integration planning is“mostly done in conjunction with requirements, architecture, desig

1 processes.

can be integrated during a single stage, or involve multiple stages, of its life cycle and can |
d more than-once within a single life cycle stage, such as when a system is repeatedly modifig
lengthy._stage of operation and maintenance, or when capabilities are added in discre
ts.

roduct of the reactor, while electrical power from the grid at the peint of use is a service. Table 1|i
notional, for illustrative purposes only, and is not intended to be exhaustive:

processes, while performing integration is mostly done in conjunction with verification and

hd

re
pe
ne

pd
he
he

le
n,

he
bd
te

5.5 Re

atfonship of iIntegration to iife cycle processes

ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 recognize that any process can be invoked by any other
process and, conceptually, that applies to the integration process. In practice, the extent to which
integration is addressed when planning or performing other processes, as well as the extent to which
other processes are addressed when planning or performing the integration process, varies extensively.
Table 2 shows the relationship of some the other processes to the Integration process at a conceptual
level. Clause 6 addresses more specifics to consider as part of the integration planning or performing
guidelines.

© ISO/IEC 2023 - All rights reserv
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Table 2 — Conceptual relationship of integration to life cycle processes

ISO/IEC/IEEE 12207 and
ISO/IEC/IEEE 15288 process
groups

Relationship to integration pro-
cess when planning integration

Relationship to integration process
when performing integration

Agreement processes

Agreements for system or software
elements obtained from a supplier,
or elements provided to a supplier,
include requirements to be satisfied
for integration that supports suc-

System or software elements obtained
from a supplier are checked as spec-
ified in the agreement before accept-
ance for integration with the Sol.

LUDDfL{} vl ifibdtiull, Vd}iddtiUll dlld
deployment. Agreement of interfaces
between supplier and customer.

Ofrganizational project-enabling

Provisions of the life cycle model

Integration draws on the'infrastruc-

(@]

PSSEsS

tion effort is reflected in the specific
framework of each of these proceéss-
es: integration uses or provides input
to each of these processes,

pFocesses management process, infrastruc- ture and provisions.of the quality man-
ture management process, quality agement processyThe lessons learned
management process, and knowl- from a specific integration effort are
edge management process include captured ahd'made use of thrqugh the
capabilities for any interaction knowledge management procgss.
with the Integration process during
preparation, performing, or outcome
handling.

Technical management pro- Management of the intended integra~[Management of the actual integration

effort uses or provides input t¢ each of

these processes.

—

bchnical processes

Integration concepts,fequirements,
and solutions emergefrom the busi-
ness or mission analysis, systems
requirements, architecture defini-
tion, and design definition process-
es, drawing'on the system analysis

process

ran-
ainte-
all draw
bgration
e sys-

Implementation, verification,
sition, validation, operation, m
nance, and disposal processes
on or are supported by the int
process over the life cycle of th
tem.

NOTE

The relationships in Table2 also apply to enabling systems.

5/6 Progressive interface definition

Interfaces are progressively defined, with the first descriptions at a high level commonly ¢
th application ofthe business or mission analysis process, then throughout the applicati

directly to the integration process in two ways.

ccurring
pon of the
th those
and that

-3, relate

Integration planning should be done with a consideration of the system's or software system’s

entire life cycle, or remaining life cycle, in mind. There can be a need to integrate some part of the
system's elements at any stage of the life cycle.

a)

NOTE 1
b)
NOTE 2

requirement to integrate the changed parts of the software or system.
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A system’s complexity can impact integration planning and stage planning. A system can have any
mix of products and services and be composed of one or more of the following: hardware, software,
data, humans, processes (e.g. processes for providing service to users), procedures (e.g. operator
instructions), facilities, materials and naturally occurring entities. Since those various products and
services can have different life cycle models, the timing and outputs associated with each model should
support integration of the overall system at all affected stages of the system's life cycle.

5.8 Iteration and recursion in integration

5.8.1 eneral

Two forms of process application - iterative and recursive - are useful for applying the Integratiﬁn
process. [teration and recursion concepts are provided in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288
and explained in detail in ISO/IEC/IEEE 24748-1.

This discussion on iterative and recursive use of system or software life cycle processes.is not meant fo
imply any specific hierarchical, vertical, or horizontal structure for the Sol or enabling system.

5.8.2 Iterative application of processes

When the application of the same process or set of processes is repeated on the same system, the
applicatipn is referred to as iterative.

The integration process is used iteratively starting from a first aggregate of system elements, which
can inclyde software unit or software item configurations for,software system elements, until the
completipn of the Sol. The last successful iteration of the integration process results in the entirgdly
integratdd Sol.

The verification process is used with the integration-process to perform the planned verificatipn
procedurles related to the integration iteration.

The validation process can be used iteratively When performing the planned validation procedurgs
related t¢ a set of integration and verificatioractions.

5.8.3 Recursive application of processes

When th¢ same set of processes orthe same set of process activities are applied to successive levels of
system elements within the systeém structure, the application method is referred to as recursive.

The integration process iS\used by any system-of-interest at any level of the decomposition of the
system, Hence can be usedrecursively.

The verification and-validation processes can be applied following, as part of, or in conjunction with,
the integfation ptocess in each recursion.

5.9 Repression testing in integration

It is often necessary to re-run tests previously completed on a lesser set of a system's elements. Element
interfaces or simulated equivalents remain available for regression testing to be feasible. These
considerations can be carried over to ensuing life cycle stages.

5.10 Integration enabling systems

The purpose of an integration enabling system is to provide an environment that serves to prepare for
and perform the integration of any Sol for one or more life cycle stages. It can be viewed as a facility
including the necessary services, and the resources and tools for integration. Each integration enabling
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system is a system in its own right, in which its life cycle activities interact with those for the Sol to
enable successful integration of the Sol.

NOTE1 The enabling system is defined in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 and can apply in the
case of integration. An integration enabling system has its own life cycle composed of generic stages and uses the
system or software processes of ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288, but is instantiated for each Sol to
be integrated.

NOTE 2  For a given Sol, the composition of the enabling system can be different at different life cycle stages,
considering the particular composition of system elements that are being integrated at that stage.

NOPTE3  Otherindependent enabling systems can exist for verification, validation and delivery purp¢ses, or be
cdmbined with the integration enabling system.

ISO/IEC/IEEE 15288:2023, Annex D discusses system life cycle process implementation jusing an
agproach applicable for both MBSE and model-based systems and software engineering. When using
this approach, early model and method selection and potential compatibility issues for integration are
impportant planning considerations. The timing and content of the outputs of models (e.g. UML/SysML
difagrams, 3D models) and simulations (e.g. electrical loads, material flow),that enable the realjzation of
a pystem should be integrated among themselves and any activities to integfrate the system itgelf.

NOPTE4  ISO/IEC/IEEE 24641 specifies a reference framework for systems and software engineering with a
mpdel-based approach

6| Integration process planning and applicationrpurposes

6/1 General

This clause presents guidelines for planning and applying the integration process dtated in
[SO/IEC/IEEE 15288 and ISO/IEC/IEEE 1220% Guidelines for planning integration that are given in this
clpuse include material on strategy, integration resources, and integration plan development.

In| this clause, application guidelinessare first given in the context of the integration process of
ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288. Additional discussion focuses on the relatipnship of
otfher processes from ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 to application of the integration
pttocess. Finally, this clause preseits scenarios and approaches for system and software integiation.

6{2 Integration plannihg and application guidelines

62.1 General

This clause presents guidelines on integration planning, including integration strategy, ¢fficiency
off the strategy, integration context, and roles and competencies of the integration team. This clause
also presents guidelines for selection of methods used to apply the integration and guidelings for the
d¢velgpment of the integration plan.

6.2.2~ Integration strategy

The integration strategy defines which activities are performed, where, when, and how the activities
are performed, and who or what performs them. Some factors influencing the choice of integration
strategy include scalability and the choice of custom or ready-for-use integration solutions and
tools. Until obtaining the complete integrated system that conforms to its architecture and design
characteristics, system element integration activities include:

— obtaining each implemented system element that is to be integrated, including enabling system
elements;

— activation of logical and physical interfaces appropriate to the elements being integrated;

© ISO/IEC 2023 - All rights reserved 9
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— checking each interface to confirm that a basis for verification has been established;

— checking each applicable interface to confirm that a basis for any corresponding validation has been
established.

The integration strategy is typically described in an integration plan that identifies configurations of
expected aggregated elements that synthesize a part of the Sol, ordering of aggregate integration, and
the integration testing to be performed. Much of this information is commonly supplied via reference
to enabling systems and repositories, especially with regard to software integration strategy. The
integration strategy and the selected integration techniques are thus developed in coordination with
the verificatton and vattdation strategies:

The integration strategy is based on the architecture of the system and relies on the way the architectufe
of the system has been defined. Project objectives, such as delivery time, project cost, system security
and safetly, also influence the integration strategy, considering criteria such as deadlines, integration
cost, risk} availability of resources, and skills. The integration strategy should be as flexible’as possible.
For exanjple, in the case of large systems, the strategy can need revision when an initial operationfal
capability is required by stakeholders to reduce delays from need definition to, a partial realizatign
of benefifs before the final operational capability is available. Similarly, integpatien strategy revisiIn
can be wprranted if system rollback is necessitated when encountering unexpected anomalies during
integratipn of new elements into an operational software system.

6.2.3 Hfficiency considerations in the integration strategy

Efficiency of the integration strategy commonly involves optimizing the mix of workload, time and rigk
to obtain a complete integrated system operating in its contekt of use. It often involves defining the
appropripte order for:

— deve]oping integration supporting infrastructure and'resources;
— aggregating the implemented system elementsusing defined procedures;

— performing verification actions against.system requirements to check physical and logidal
interffaces before, during, and after the-aggregation of implemented system elements, as well as the
functionality of the resulting aggregate;

— perfgrming any validation actionstagainst stakeholder requirements to check system functionalitips
and fequirements within the résulting aggregate.

Efficiency of the integration ef the system is determined by considering the strategies for integratidn,

verificat;En and validation-together. That is, an efficient integration strategy can also support efficient
verification and efficient validation.

Efficiency considerations can be less clear when developing software integration strategy. Softwafe
integratipn can be driven by other priorities, e.g. need for a function, creating difficult elements first, pr
availability of existing source code. Continuous integration and automated testing of software system
elements| and-other characteristics of modern software approaches and enabling systems can tend fo
merge inflividual process instantiation and impact element synthesis and strategy.

NOTE1  Efficiency and effectiveness of integration can depend on the extent to which an obtained or acquired
enabling system is capable of providing automated integration services and testing environment, especially for
performing continuous integration and DevOps of the software systems.

NOTE 2  For efficient and effective interface checking, an approach can be adopted that integrates software
system elements up to a specific extent in the Sol. Then interfaces within the integrated aggregate are checked
via top-down execution using drivers and stubs for the elements that are still to be supplied.
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6.2.4 Integration context

Integration also includes the integration of the Sol in its context of existence and use, which can include
physical, organizational, social, legal, and environmental conditions. When the Sol has been formed and
subsequently verified, it has to be integrated with the context and transitioned into use.

The context of use is the environment in which the Sol is intended to operate alongside the contextual
constraints and enablers that are present, including other systems that may already be in place.
Incorporating context of use follows the same approach as an integration step that consists of
connecting the implemented elements of the Sol to the elements of the context, and checking that the
S¢Tcan operate under specified conditions.

The physical, organizational, social, legal, and environmental conditions, in which the Solis|intended
tq be used, are identified and described as applicable stakeholder requirements and/the ijmpact of
these are derived to the obtain the corresponding applicable system requirements. These cpntextual
cqnditions are then considered as factors during architecture and design definition to endo the Sol
wiith the required system characteristics. These system characteristics can have a significant|{effect on
the effectiveness of the Sol’s mission. For example, the physical context can inelude thermal cdnditions,
lighting, noise, or spatial layout. The organizational and social aspects ofthe‘context can include factors
sych as work practices, organizational structure and attitudes. Safety”aspects can include factors
sych as hazards to life and property while security aspects can inelude factors such as datalintegrity
agsurance and vulnerability to threats.

NOTE Elements for the context of use description are provided.in ISO/IEC 25063 which focuses mainly on
thle usability of an interactive system, including human operators er human users.

The following are examples of systems or products and their environmental conditions of use,

— Equipment for use in a cold store is designed to’consider the need for the workers to wear |nsulated
protective gloves or additional protective wear for overhaul and reassembly.

— Aticket machine, which is to be installedfor use in an outdoor car park, is designed to accommodate
the range of varying environmentalvconditions in which it is used or maintained, for|example
darkness to bright sunlight, precipitation, dry and dusty, or temperature extremes.

— Workingin cosmic space, in agacuum, with debris floating, or in an environment with high radiation,
limits ands restricts the time and actions that people can take for integration tasks. For|example,
in space stations and nuglear facilities, humans and manipulators or robots often work together to
perform integration tasks.

— An airline seat reservation system is designed to provide users with on-line service 24 hours a day
across all time'zones, while accommodating integration of system or software maintenance¢ updates
within desighdted timing requirements of a service level agreement.

— Application software on smart-phones that are deployed as a client terminal of a system (¢.g. smart
self-register shopping, on-line payment, on-line ticketing, route map guidance) are expedted to be
integrated for update with incremental functions or services through remote broadcapt on the
c¢ommunication network environment during system operation or maintenance.

Information items regarding taking physical context, i.e. environmental, factors into account can be
found in numerous standards, such as ISO 8995-1, ISO 15265 for workplaces, and in ISO 24500 for
elderly and disabled persons.

These last considerations are more part of operational concept and system requirements and so subject
to validation activity. The considerations can be seen as constraints to define and perform some
integration activities, that is, aggregation and/or verification.

6.2.5 Roles and competencies of integration team

The following roles and associated competencies should be included as project team members
involved in integration. In applying this document, one person can assume multiple roles and one role
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can be held by multiple individuals or subgroups within the organization, considering workload and
competence. There are no requirements for independence of roles in this document. For these roles and
competencies, it is not necessary to have one unique team member for each role. It is possible that one
person can be competent in more than one of the following areas, so that the project team size can vary,
depending on system complexity, organizational processes, roles, and staff. Larger projects can require
more than one person in each role.

— Requirements engineers, who provide the link to concepts, needs, expected operations, problem
analysis and requirements change resolution with respect to multiple system impacts.

i AI‘C , WIIO I1dVe (1€ Knowledge o (1€ % CIll dI'Cl C ure derlr Ol dnd de 1D
particularly in regard to interfaces. The architects give advice and expertise to team integrato,
concerning the composition of aggregates; architects analyse problem reports and partieipate fin
resolving them.

— Designers, who have knowledge of system element design, system element testing ard'technologips
thatfompose system elements. The designers give advice and expertise to the integrators concerning
the ifivolved system elements. Designers also analyse problem reports and participate in resolving
then].

— Integrators, who define the integration strategy, the integration procedures or operations, take
deliviery of system elements, tools and resources, perform the integration of system elements and
enablling systems, check the interfaces, confirm that the resulting aggregate of elements is ready fpr
veriffcation, and write the integration reports and problem reports.

NOTE 1 | Software integration is typically performed continuously byrsoftware developers, who use automatgd
tools to ir:[egrate, i.e. merge, new software branches into the baseline:

— Veriffication technologists, who apply tests to detefmine that the interfaces function to system
requjrements.

— Validation technologists, who apply tests to.determine that the verified interface functionality
meefs stakeholder requirements.

— Qualjty assurance technologists, who ¢onfirm that the results of the integration at each step haye
produced the required outcomes.

NOTE 2 | There are, of course, a numhber of functions, with their own roles and competencies, that can suppdrt
integration, but which are not listed above on the integration team. For example: configuration management,
knowledge management, risk management, for all the ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 processey.

6.2.6 Nethods used to perform integration

6.2.6.1 |Interface definition and analysis

To integrate twé or more system elements, the interfaces between the elements are defined. The
definitiop starts with an analysis of what the interfaces are, identification of interface linkaggs,
identificqtion of what passes across each interface or any other required properties. These are
determined and identified through the architecture definition and design definition processes.

A further part of interface definition and analysis is to determine possible relationships among a set
of interfaces. One method of analysis is the coupling matrix, or N square representation, which is
described in detail in Annex A.

The requirements for each interface are commonly captured in an interface requirements document,
or the equivalent. Once the interface has been put under configuration control using the configuration
management process, the properties to be controlled are captured in an interface control document, or
equivalent. The information item can also be incorporated into the integration plan.
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6.2.6.2 Integration scenarios

Sometimes, the term integration is interpreted based on a restrictive definition consisting of integrating
existing elements. That can be the case, for example, when dealing with industrial practices that consist
of using existing products, or NDI, that are to be incorporated into a given system at a particular life
cycle stage.

Three example cases are given below that demonstrate the importance of the system architecture
definition, beyond considerations of physical integration.

P}auucd ;utcsl Clt;Ull. Thla ;D thc L,}aaa;\, Clt}l_}l Ua\/h uacd ;ll thc dcvc}u}uucut atasc Ufﬂ D)’ DtCll ln Whlch
the system elements to be integrated are defined up front. Those system elements are de¢fined, or
identified as NDI, during architecture definition, to perform functions that are allocated tp them to
satisfy system requirements. These system elements can be developed specifically for th¢ system-
of-interest, can be existing and re-used as-is, or can be modified. The system.elements| can also
be NDI evolved by external parties. The selection of the system elements isyan architectural and
development decision. Planned integration can be achieved at design and build time and cgn also be
achieved through self-configuration during operation.

— Evolutionary integration (evolution/extension or contraction/adaptation). This is the approach used
when an existing in-service system (e.g. in its utilization stage) nieéeds to interoperate witT another
one, existing or not. The integration cannot occur without performing upstream definitjon tasks,
because that case can be considered as a request that includes’specific requirements. In pprticular,
some architecture and evaluation studies are performed,.including interoperability analyses (e.g.
compatibility of protocols, interfacing capability), integrability analyses (e.g. feasibility of finctional
exchanges or physical connection), and verificationand validation feasibility. These andlyses are
necessary inputs to the architecture definitioner modification in order to either modify or not
modify the interfacing system elements, or add/hew system elements. To do these analyses, it is
assumed that the engineering artefacts of the concerned systems or system elements are givailable.
Otherwise, a reverse engineering step has\to be performed to characterize the interfacing systems
or system elements.

— Capability extension, integrating existing system elements or NDI. This case often corfesponds
to a decision to develop a newt!capability of an in-service system (e.g. in its utilizatiqn stage),
incorporating an existing system element, or an NDI. This case is generally highly constrained by a
fast, narrowly bounded scopé€ effort and low-cost implementation, giving a limited set ofjavailable
options. Also, these system elements can be significantly complex. This case can be cqnsidered
as an extension request that includes specific requirements. Architecture and evaluation studies
should be performed.upstream, based on the requirements. The studies should include in particular
interfacing feasibility, interoperability analysis, integrability analysis (i.e. feasibility of flinctional
exchanges and‘of physical or other connection), and verification and validation feasibility. An "open”
architectuge,which includes interfaces that conform to accepted standards and modiiles with
strongly)cohesive and loosely-coupled properties, or a service-oriented architecture can be used
in addressing this situation. With such architectural characteristics, the integration is fgcilitated,
even-if the characteristics are not immediately apparent.

NOTEA  Adoption of NDI is driven by time-to-market constraints and the higher level of technology|readiness
of tThe NDI products. The use of NDI constrains the architecture of a system. Architecture decisions about NDI
have a significant impact on integration. Deciding early on in the system development to use NDI vs a “built in-
house” solution aids identification of the appropriate interface and performance of adequate verification and
validation actions.

NOTE 2 A Solisnotnecessarily static in its environment. The environment, or context of use, can change over
time, so the Sol has to adapt to new operating conditions, possibly by adding or modifying capabilities. Any type of
system is considered in this document, including evolving systems having dynamic self-configuration capability,
as discussed in ISO 15704. ISO/IEC/IEEE 15288, ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 24748-1 explain that a
system can evolve over time and that every life cycle process can be applied at any time during the system life
cycle. That is the case, in particular, with the integration process and related processes.
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NOTE 3

An extension can involve a mix of products, services, or both, that are not possible in the existing

system. Further, the extension can involve hardware, software, humans, data, processes (e.g. review process),
procedures (e.g. operator instructions), facilities and naturally occurring entities (e.g. water, organisms, and

minerals).

6.2.6.3 Alternative integration methods

Alternative integration methods are summarised in Table 3.

Table 3 — Integration methods

lntegr]ition
method

Brief description

Global intg¢gration

Principle: Also known as big-bang integration. All the implemented system elements-are aggre
gated in only one step. After each implemented system element has been integratédindividuallly,

the system elements are verified concurrently.

Advantage: No need for drivers or stubs to simulate absent system elements for verificatign

purposes.

Disadvantage: Interface anomalies are detected late. It can be difficult'to detect, diagnose, and
locate remaining anomalies in the global system. Expensive and inefficient to fix any issues.

Application: This method should be reserved for simple systéms with few interactions and fepv

system elements, where the technological risk is low.

(1)

© @ = @
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IZ> trafsttion
O stub or driver
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Table 3 (continued)

Integration Brief description
method
Bottom-up inte-|Principle: Starts with system elements performing very detailed functions or dealing with
gration acquisition from sensors and distribution or physical commands onto actuators. Continues

with system elements performing detailed or core functions or transformations of the system.
Ends with system elements related to overarching framework of the Sol, i.e. close to mission or
interfacing operators' or users' commands.

Advantage: No or few stubs to create. Early detection of implementation anomalies. Test cases
to check interfaces and functions are easy to define.

Disadvantage: Lower-level system elements are solicited a lot by higher-level test cas¢s. Absent
system elements from the upper levels are replaced by drivers. For example, when a 1qrge num-
ber of system elements exist at the same level and the program as an entity\does not gxist until
the last module is added, the bottom up approach becomes very compléxsince test ¢ngineers
cannot observe the system level functions from the partly integrated\system.

Application: Bottom-up physical integration is the most commonh way to integrate Hardware.
Also applies to software intensive systems.

Kley

(K zctaxn alamant

P eras
Sy SteH-ere et

> transition
O stub or driver
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Table 3 (continued)

Integration
method

Brief description

Top-down inte-
gration

Principle: Starts with system elements related to the overarching framework of the system-of-in-
terest that are generally close to the mission or users' vision and operations/commands, when
there are users and operators in the system-of-interest. Continues with system elements per-
forming core or detailed functions or transformations of the system. Ends with system elements
performing more detailed functions or close to acquisition from sensors and distribution or
physical commands onto actuators.

Advantage: Early availability of a skeleton of the system that allows detecting and easily
locating remaining anomalies. Test cases for verification actions are close to reality. Do€s npt
need many drivers.

Disadvantage: A lot of stubs to create. Difficult to check efficiently and exhaustively at th
lowest level system elements and interfaces with test cases from the operators. ‘apusers' leve

= o

Application: Mainly used in software intensive systems, or in systems with human operatofs
or users that pilot or interface with command-control subsystems.

A particular implementation of top-down integration method is the “0nion ring approach": th
integration starts from a kernel of the system or a backbone layefythen the kernel is used 3
a live stub or driver to integrate other system elements. The kernel can include one or severa
functionalities shared by a number of system elements.

D

—_— W

Integratipn
"with the
stream"

Principle: The system elements are integrated as the elements become available, after eadh
implemented system element has been verified individually before aggregation.

Advantage: Allows for quick start of integration.

Disadvantage: Can necessitate use of drivers, stubs, or simulation for absent system elements.
Inefficiencies can result if modification of the integration plan is necessary every time a system
element is integrated.

Application: Should be reserved for well-known and controlled systems without technological
risk.

Key

C—> transition

® system element

O stub or driver
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Table 3 (continued)

Integration Brief description
method

ncremental inte- | Principle: In a predefined order, one or a very few implemented system elements arq added to
gration an already integrated increment of systé€m elements.

—

Advantage: Allows for early detectigh of interface anomalies and facilitates locating rfemaining
anomalies in the new increment.

Disadvantage: Necessitates a larger number of drivers or stubs to simulate absent system
elements.

Application: Applies to_ any type of system architecture.

Key

® system element

> transition
O stub or driver
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Table 3 (continued)

Integration Brief description
method

Subset-by-subset|Principle: Implemented system elements are synthesized by subset, and then subsets are

integration synthesized together.

Advantage: Parallel integration of aggregates is possible. Delivery of partial products or ser-

vices is possible.

Constraint: Necessitates a system architecture defined with subsystems, i.e. collections of

s Daott ibad t s il 1 1ad £,
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Application: Applies to system architectures composed of subsystems. Applies well to produc
with functional or transactional chains.

Criteriontdriven|Principle: The most critical implemented system’elements with respect to the selected criterign
integratipn are integrated first. Criteria come from systemrequirements and are typically related to technicgl
risk or other priorities. Criteria commonly,address dependability, security, complexity, perfof-
mances or effectiveness, usability, technological innovation, availability, etc. The aggregates are
defined around system elements thateorrelate with technical risks or other prioritised criterip.

Advantage: Allows early and inténsive testing of critical system elements. Early check of design
choices.

Disadvantage: Drivers and stubs can often be difficult to define and realize.

Application: Appliestp any system architecture that includes critical system elements.

Key

® system element

C—> trapsition
O stub ¢r driver

NOTE 1 | Drivers.anhd stubs are of particular use in the verification and validation processes and can already pe
defined td support testing. By using integration process drivers and stubs for verification and validation, the cqst
burden fof €ach process can be decreased and the overall utility can be increased.

The selection of integration methods depends on several factors, such as the type of system elements,
their criticality, the delivery time, the order of delivery, technical risks, constraints, the verification
strategy, the validation strategy, the type of project and organization. Each integration method has
strengths and weaknesses that should be considered when defining the integration strategy.

Often, a mix of integration methods is selected as a trade-off between the methods listed above, in
order to optimise work and to adapt the process to the system under development. A "middle-out”
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solution is commonly selected, where the most suitable aspects of top-down and bottom-up methods
are combined and applied to address a project's specific integration needs.

NOTE 2  Integration process activity is not a phase of the project fixed in time; integration activity can also be
performed dynamically during operation through self-configuration arrangements of the Sol architecture. The
top-down integration method can be used in this case; the presence of stubs enables progressively building a
system driven by, for example, availability, scalability and adaptability requirements.

Sometimes critical factors elevate the need for method selections where integration becomes a key
driver and focus for life cycle stage, process and environmental decisions. Continuous integration is a

ajor-aspectand-characteristicofagiles e andis-highlighted
this document. In both approaches merged process strategies, instantiations and enabling systems

ISO/IEC/IEEE 12207:2017, Annex H discusses application of agile methods and ISO/IEC/IEEH 24748-3

DevOps provides a customer-focused, risk-managed approach driven by need for time-t¢-market,
cure and dependable software systems. DevOps practices are employed in highly a;Etomated

ejvironments that support and are especially integrated with the technical and technical manpagement
pttocesses described in ISO/IEC/IEEE 12207. IEEE 2675 provides ansxin~depth presentation of DevOps
cqncepts, including principles, organizational culture, and roles, and DevOps practices a$ applied
through ISO/IEC/IEEE 12207 software life cycle processes. Besid€s ‘continuous integration’, IEEE 2675
piesents a concept of ‘Left-shift and Continuous Everything’ t@ highlight the need for early performance
off practices commonly held until later in the life cycle, e.g.eontinuous delivery, testing, and QA during
d¢sign, using the same practices in development as in gperations and sustainment stages. IEEE 2675
indicates that the DevOps-based elaboration of ISQ/IEC/IEEE 12207’s process, activity, pnd task
rgquirements can be used across a software systents)life cycle.

62.6.4 Integration by layers of systems

Definition of a system, as shown on theé{left side of Figure 1, is performed on successive |layers of
abstraction; each layer corresponds o, an architecture of systems and non-decomposable system
elements. The integration, shown on.the right side of Figure 1, consists of following the opposite way of
cqmposition layer by layer.

Stakeholder ~ _ Deli ? f
Requirements "7 T~ ~—_aad) Vea,iv;:t};g
System T T T———__ System
Defined System Requirements - —————______ T TIZ---—__ ——— Integrated ‘
(level 1) . Architecture/Design _ __ __ ___ _——————————————====5%= | gygtem (level 1)
characteristics

_______ Deliverny of
_________ Validafed
Stak.eholder _________ Systeips
Requirements %[ T T T=——__
Defined System System T ——— Integrated
Requirements - ————————————————————==%=
(level 2) - System (level 2)
T Architecture/Design -7
characteristics -—- ;‘;
_ Delivery of]
nStak‘eholder ““““““ Validated
Reerir T ———__ Systems

_| Defined System System  -————— _ __TT=m—— Integrated
L] (level 3) Requirements - == | system (level 3)
Architecture/Design - -
characteristics -

Figure 1 — Integration by layer of systems

On a given layer, integration of implemented system elements can be done on the basis of the physical
architecture as established during the system definition. However, the functional or logical architecture
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can also be used as the basis for selection of the system elements that are integrated to perform a
function of the system.

NOTE1 The use of physical, functional, logical, or other architecture at a given layer is driven by the nature
of the system elements. For example, a system of services, with process and human elements, can be integrated
within itself, then can be integrated with physical elements.

The goal is to progressively form the Sol per specified system layer by forming aggregates, such that a
set of critical system elements or specific characteristics requiring to be integrated, are synthesized,
and verified and validated, with the optimum balance of time, cost, and risk obtainable. In that case,
the critepiendrivenrtethod-efntegrationean-be-the-bestapproach—Mixingseveral-methodssuehas
using different integration methods for different layers, or parts, of the system, can make the global
integratipn and validation of a Sol more efficient.

NOTE 2 | Many integrated systems are systems-of-systems, and the integration starts with coribination |of
existing vplidated, possibly NDI, systems. In that case the system-of-systems is the Sol; and eachiexisting systgm
is a system element within the Sol. That holds true for the enabling systems as well. Regréssion testing can
become irlcreasingly necessary as systems-of-interest are combined to make an increasingly, eéémplex system-f-
systems, que to the phenomenon of emergent behaviour. That is, system responses that are not foreseen based pn
the behavjour of the individual systems-of-interest before their combination into the system-of-systems.

6.3 Integration process application requirements and guidelines

6.3.1 (eneral

Any additional requirements and guidelines for the integration,process in ISO/IEC/IEEE 12207:2017
and ISO/IEC/IEEE 15288:2023 are described in 6.3.2, 6.3%3; and 6.3.4, which address the purpoge,
outcome$, and activities and tasks, respectively, of the~integration process. The treatment in each
subclaus¢ starts with a presentation of the integration process purpose, outcomes, or activities amd
tasks, as [described in ISO/IEC/IEEE 15288:2023, 6.4¢8.and ISO/IEC/IEEE 12207:2017, 6.4.8.

Provisions from ISO/IEC/IEEE 15288:2023 and MSO/IEC/IEEE 12207:2017 are highlighted in one
or more [boxes. The process purpose statements in ISO/IEC/IEEE 12207:2017 are harmonized with
those in [ISO/IEC/IEEE 15288:2015, so thefe is very little difference between those two standargs
in that respect. The outcome statements*in ISO/IEC/IEEE 12207:2017 are also based on those [in
ISO/IEC/IEEE 15288:2015. Many of the process purpose, outcome activity and task statements fin
ISO/IEC/IEEE 15288:2023 have beenh updated, so at this point the ISO/IEC/IEEE 12207:2017 tefxt
more aligned with systems than software. The minor differences between the text [in
ISO/IEC/IEEE 12207:2017 and ISO/IEC/IEEE 15288:2015 are also identified. These differences afe
ithin the ISO/IEGAEEE 12207:2017 text sections enclosed in braces, [system/softwafe
requirenjents].

In the cages of purpose.and outcomes, the ISO/IEC/IEEE 12207:2017 text is boxed and displayed firstjin
6.3.2 and 6.3.3. Thedboxed text for ISO/IEC/IEEE 15288:2023 follows to show the refinements that haye
been madle to these purpose and outcome statements. A supplemental outcome has been added in 6.3.3
for elabofatiényof the integration process. For activities and tasks in 6.3.4, there are more differences
so for beftet clarity, the texts of ISO/IEC/IEEE 15288:2023 and ISO/IEC/IEEE 12207:2017 are shown
side-by sid€, again with the differences nighlighted as stated above.

Following the side-by-side presentation of activities and tasks in 6.3.4, aligned groups of tasks are
discussed.

Notes that occur in ISO/IEC/IEEE 12207:2017 or ISO/IEC/IEEE 15288:2023 are not included in the
boxed material in this document. Most of the guidance given in those notes has been integrated into the
guidance given in this document.

6.3.2 Purpose
The differences between the purpose statements of ISO/IEC/IEEE 12207:2017 and
ISO/IEC/IEEE 15288:2023 are shown in the two text boxes below.
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The purpose of the Integration process is to synthesize a set of system elements into a realized system
(product or service) that satisfies [system/software] requirements, architecture, and design.

This process assembles the implemented system elements. Interfaces are identified and activated to
enable interoperation of the system elements as intended. This process integrates the enabling systems
with the system-of-interest to facilitate interoperation.

ISO/IEC/IEEE 12207:2017, 6.4.8.1

NOTE For any type of system element other than a physical element, the term assemble can be considered
as_meaning to combine the elements, which can have no physical attributes, e.g. elements that are logical,
prjocedural, thermal.

[SO/IEC/IEEE 15288:2023 is updated as indicated.

—

he purpose of the integration process is to synthesize a set of system elements iritg’a realisegl system
hat satisfies the system requirements.

ot

Thhis process encompasses planning for, preparing for, and aggregating a prégressively more ¢omplete
set of system elements. Interfaces are identified and activated to enable intéroperation and sulpsequent
verification and possibly validation of the requirements (including charactéristics) of the system glements
ap intended. This process also connects and checks out interfaces of'thé Sol with enabling syqtems for
which there is direct interaction.

et

I$O/IEC/IEEE 15288:2023, 6.4.8.1

The goal of the integration process is to progressively aggregate the implemented system elements,
pérhapsiteratively or recursively, in order to synthesize the system that is made of products, or|provides
sdrvices, or both, that conforms to its architecture and-design characteristics, its system requlrements,
o1f system/software requirements, and its stakehelder requirements, and achieves the intendgd system
purpose in its intended context of use.

The central thrust of the integration procéss is to check that the implemented system elemlents that
atle intended to interface do so and, through subsequent verification, do so correctly. In other words,
td check that the interfaces between the implemented system elements correspond to their definition
obtained during the performing of the architecture and design definition processes. In perforyming the
check, the interfaces on the implemented system elements are first identified, then activated t¢ confirm
that there is a basis for successful performance of verification actions. These checks demonstrate that
tHe system elements interopérate as intended in the system definition.

Re¢garding enabling systems, to facilitate the progressive aggregation of system elementy and the
sybsequent performing of verification actions, different kinds of enabling resources (e.g. products,
systems, services),-dare permanently or temporarily integrated with the concerned aggregpte. That
pyinciple is extended to the integration of the complete Sol in its operational environment|in which
ofher necessary enabling systems are interfaced with the Sol, for example, a maintenance system or a
logistics support system, so that the Sol can achieve its expected mission.

Software system integration iteratively combines implemented software system elementy to form
cqmplete or partial system configurations in order to build a product or service. In softyvare, the
linking involves merging source code of implemented elements that are then compiled into an informal
software engineering build. Software integration is typically performed daily or continuously during
development and maintenance stages, possibly even with operation, often using automated tools.
Continuous integration involves frequent inclusion, or replacement and archiving of items, in software
libraries under the configuration management process control.

Enabling systems for software continuous integration can provide automatic analysis, testing and
merging of program code, selecting components and generating suitable configurations for delivery to
individual user environments.
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6.3.3 Outcomes

The differences in wording for outcomes between ISO/IEC/IEEE 12207:2017 and
ISO/IEC/IEEE 15288:2023 are shown in the two text boxes below.

As aresult of the successful implementation of the Integration process:

a) Integration constraints that influence system requirements, architecture, or design, including
interfaces, are identified.

b) Approach and checkpoints for the correct operation of the assembled interfaces and syste
functions are defined.

c¢) Any enabling systems or services needed for integration are available.
d) A system composed of implemented system elements is integrated.

e) [The interfaces between the implemented system elements that compose.the system aile
Checked.

f) [he interfaces between the system and the external environment are checked.
g) [ntegration results and anomalies are identified.

h) [[raceability of the integrated system elements is establishegd:
ISO/IEC/IEEE 12207:2017, 6.4.8.2

ISO/IEC/JEEE 15288:2023 outcomes contain minor differences-and the prior outcomes €) and f) wefe
combined as indicated in the box below.

As aresylt of the successful performance of the integration process:

a) |ntegration constraints that influence system requirements, architecture, or design, including
nterfaces, are identified;

b) ppproaches and checkpoints for thé&orrect activation of the identified interfaces and system
functions are defined;

c) pnabling systems or servicestneeded for integration are available;
d) psystem composed of implemented system elements is integrated;

e) fhe system external interfaces (system to external environment) and system internal
nterfaces (between implemented system elements) are checked;

f) |Integratiomresults and anomalies are identified;

g) [raceability of the integrated system elements is established.
ISO/IEC/IEEEA5288:2023, 6.4.8.2

For the purposes of elaboration of the integration process, a supplemental outcome is added to the
above sets. The following outcome would become outcome i) if using the ISO/IEC/IEEE 12207:2017 set
or outcome h) if using the ISO/IEC/IEEE 15288:2023 set:

The strategy or strategies, as defined for the integration process, are established.

The definition of the system is impacted by technologies that support the system elements, how
to combine or connect the implemented elements and what verification actions to perform. Those
impacts should be identified and translated into system requirements, corresponding architectures
or characteristics and design properties, using the applicable corresponding technical processes. This
progressively drives and constrains where the interfaces are and what is supposed to go across them.
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For the correct operation of interfaces and system functions, the potential causes of any anomalies in
aggregating system elements that can alter their integrity, or their interface properties, and introduce
potential system malfunctions, should be identified. Anomalies can happen because of wrong system
elements, wrong configurations, wrong interfaces, or having several possible right or wrong ways to
connect the interfaces of system elements. Anomalies can affect security, safety of operators, operability,
interoperability, etc. To avoid such constraining issues, an approach and checkpoints should be defined
early during the system definition stage.

Enabling systems or services are made available prior to performing integration. Consequently, the
enabling systems or services are defined, developed, verified and validated prior to using them.

Regarding the traceability of the integrated system elements, the integration process) egtablishes
the configuration status of each implemented system element that is integrated, i.e. which yersion is
integrated, the history, rationale and impacts of modifications or changes, usingthe”confjguration

nagement process. The results of performing integration are recorded as well.

63.4 Activities and tasks

63.4.1 Integration process activity and task comparisons

[SO/1IEC/IEEE 15288:2023 and ISO/IEC/IEEE 12207:2017 introduce integration process actiyities and
taisks with the statements shown in the boxed text below.

I$0/1EC/IEEE 15288:2023, 6.4.8.3 ISO/1IECZIEEE 12207:2017, 6.4.8.3

he following activities and tasks shall be imple-|The project shall implement the following gctivities
ented in accordance with applicable organizationjaiid tasks in accordance with applicable drganiza-
pplicies and procedures with respect to the integra/|tion policies and procedures with respeft to the
on process. Integration process.

—

The activities and tasks for each standard dre discussed in the following clauses of this docurnent. The
task statements under 6.3.4.2 and 6.3.4.4.are better aligned and presented in side-by-side bpxed text
followed by the guidance information.The ISO/IEC/IEEE 15288:2023 task statements have changed in
6.3.4.3.1n 6.3.4.3, the tasks statements are presented in a single side-by-side box. The task groupings in
tHe guidance that follows are intended to highlight the task alignments.

63.4.2 Prepare for integration

There are five tasks tinder the "prepare for integration" activity, each of which is discussgd in this
sybclause.

a)l Tasks 1 and.2--Identify checkpoints and define strategy

The order of the tasks to define criteria and checkpoints versus defining the integration sfrategy is
rgversed-in ISO/IEC/IEEE 12207:2017 or ISO/IEC/IEEE 15288:2023, as shown in the boxed text below.

e

$OLYEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3

1) Identify and define checkpoints for the correct|1) Define the integration strategy.

activation and integrity of the interfaces and _ _ o ) _
the selected system functions as the system|2) Identify and define criteria for integration

elements are synthesized. and points at which the correct operation and
integrity of the interfaces and the selected
2) Define the integration strategy software system functions will be verified.

In actuality, the tasks are highly iterative, so either can be taken as first, knowing that the results
change as soon as the second task unfolds: both are done and the tasks strongly interact.

Generally, the Sol cannot be aggregated in a single round of combining elements. As mentioned in 6.2.2,
a strategy has to be defined describing the way the integration is to be prepared for and performed.
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The complete strategy is defined applying the following considerations and dispositions, which
implicitly require identifying and defining criteria for integration and points at which the correct
operation and integrity of the interfaces and the selected system and software system functions are
verified, on an ongoing basis:

— analyse the system architecture description, in particular physical and logical models, in order to:
— identify the system elements and their physical, logical or other interfaces;

— identify the system elements that perform the core functioning of the system;

— identify the system elements that perform functionalities related to the core functioning ofithe
qystem;

— identify the system elements that interface with the external elements to the systery;

— analyse system requirements and architecture descriptions to identify priorities \fer combining
systg¢m elements;

— study alternative integration techniques or methods, shown in 6.2.6.3, that,€an be relevant to the
systgm to be integrated;

— study enabling system alternatives, that can be relevant to the system\to be integrated;
— study alternative aggregates and sets of aggregates that can predefine the order of combination;

— analyse the verification and validation strategies to defite which system elements and whi¢ch
aggregates of system elements are necessary to performr the selected subsequent verification, amd
poss]bly validation, actions; the strategies contain thedist'of subsequent verification and Validatiﬂ:n
actions that should be performed; the list is the resalt of trade-offs between what is desired to be
verified and validated and what can be verified and:validated considering multiple constraints suth
as cast, deadlines, feasibility, security, safety, risk;

— perfgrm hazard analysis, security analysis,safety analysis, and risk analysis, to prevent unintend¢d
or unpdesired consequences that can appear during, or be generated by, integration performande;
the cpnsequences concern the integrity\of the system itself, the safety of operators inside or outsigle
the system, the integrators, and the environmental conditions;

— Evalyiate need for anti-counterf€it, anti-tamper, system and software assurance and interoperability
elements when identifying and defining checkpoints.

NOTE1 | The ISO/IEC/IEEES15026 series and the ISO/IEC 27000 family of standards give information pn
assurancg, integrity, and sgcurity.

— assess and select-one integration technique or method, or define a mix of these, considering the
preceding studies;

— definje the jorder for combining the system elements through the set of aggregates previoudly
defined;

— consider project parametersand constraints to minimise integration time, costand risk; synchronise
integration tasks with the master schedule of the project.

The integration strategy commonly allows for sequencing the aggregation order for implemented
system elements based on the priorities of the system requirements and architecture definition
focusing on the interfaces, and for minimizing integration time, cost, and risks. The strategy often
provides for subsequent verification against a sequence of progressively more complete system element
configurations. Itis dependent on system element availability and is consistent with a fault isolation and
diagnosis strategy. The integration strategy often is consistent with a regression strategy, particularly
for software, which is applied for re-verifying software elements when related software units and
potentially associated requirements, design artefacts, and information for users, are changed.
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Defining the integration strategy commonly accompanies defining the strategy for other processes that
occur, such as implementation, transition, operation and maintenance, and disposal.

For software systems, ISO/IEC/IEEE 12207:2017 reflects that software elements can occur both in
software systems, that is, systems where software is the predominant concern and the primary product
is data or information, and also in most other systems, where the primary output is a result other than
information and the software is not the primary concern. Often software system integration process
strategy definition involves different approaches for system or software element integration and that
for integration of software at an atomic level. More modern software methods and techniques typically
involve automated and ‘continuous’ software construction, integration, verification and storage,

ich tends to blur the lines for instantiation of the implementation, integration, verificgtion and
cqnfiguration management, or other, processes. The defined criteria for software integration’¢an allow
for different treatment of unit composition, interface and other aspects of developing software that fall
oytside the system or software element points identified for verification of the corfect operation and
integrity of the interfaces and the selected software system functions.

Integration strategy for software systems is typically determined by the architecture and design
d¢cisions. Conversely, architecture and design decisions are made with softwdre system integration in
mjind. Software system integration often involves reuse of existing opengeufce or proprietary|libraries,
ad well as integration of NDI or COTS software packages, since it is oftenl more cost-effective, quicker,
anpd more reliable to integrate proven software elements than to redevelop them. For example, [software
systems managing data are usually distinct from, and integrated with, transactional aprﬂlications.

Software integration works within the design perspectivenof containerization or encapsulation,
aning that executable software units or elements have-distinct boundaries with well-defined
infterfaces, often APIs.

Containerization improves portability of software-tg be integrated on different operating|systems.
Containerization can also reduce the threat of unwanted integration when malware threateng multiple
sqftware elements. This approach simplifies troubleshooting analysis, maintenance, and vetification,
aq well as integration. During development ot maintenance of software code, software integration is
pérformed continuously with software implementation and unit test. Configuration management and
vgrsion control tools allow developers to‘branch code for refactoring, development, and unit|test, and
then merge (integrate) the new code-back into the mainline or baseline version. The same pjrocedure
cdn be used for continuous delivery'0of new versions for testing or production use.

NOTE 2 IEEE 2675 provides.an ‘elaboration of the ISO/IEC/IEEE 12207:2017 integration procegs focused
o1} continuous integration, wlich is a key concept for DevOps. IEEE 2675, ISO/IEC/IEEE 12207{2017 and
ISP/IEC/IEEE 24748-3 each provide additional information and guidance that support integratiopn process
strategy development for software as well as strategies for the other closely related processes.

NOPTE3  Typical séftware integration techniques include APIs or webhooks, as well as use of ISC 3nd use of
orlchestration to handle integration with cloud or virtual services. See ISO/IEC 18384-1 and ISO/TS [23029 for
additional information.

The stratégy can include early dispositions and tasks related to other development activitieq in order
tq facjlitate the integration. In particular, consider using simulators, mock-ups, prototypes, ¢r virtual
efjvitonments during architecture and design activities to anticipate potential integration difficulties,
hdzards or threats and reduce integration time, cost and risk. The simulators, mack-ups, etc) can also
be used in integration of system elements not yet implemented (e.g. receiving data from interfacing
systems), in order to predefine and perform the sequence of aggregation. Wherever possible, an
integrated configuration includes its human operators.

The integration strategy should be refined to facilitate the maintainability of the Sol during integration
and subsequent activities, such as verification, validation, transition, operation, maintenance, and
disposal, and to help efficiently analyse causes of problems encountered during integration. To support
the foregoing, consider adding functions in the Sol, or in any enabling system, such as log data gathering
and recording, help to diagnosis. Throughout, version control is maintained through the configuration
management process.
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For projects involving multiple sources of system elements, such as suppliers, or development teams, the
availability of system elements for integration is typically part of the project schedule with milestones
under the project assessment and control process. At major integration points (e.g. completion of a
stage, element, or version) checkpoints for reviews and validation with stakeholders are typically held.
The frequency of these reviews is related to the selected life cycle model, development method, and
number of system elements.

The integration strategy is documented in the integration plan, described in 7.2. The integration plan
can be a standalone document or a portion of a project’s SDP or SEMP.

The integration ptam atso ndicates where, witen, how, and wito performs the Imtegration activities, Fpr
example,|this can be site locations, schedules, aggregation approach detail, and skills.

b) Taskp 3, 4, and 5 -Identify and plan for enabling systems or services, acquire access to them and
identify constraints and objectives from integration

The ordgr of tasks 3, 4 and 5 is changed in ISO/IEC/IEEE 15288:2023 from that’in the previotis
edition gnd ISO/IEC/IEEE 12207:2017. The order and minor differences in thé)text of the tasks
are shown in the boxed text below. Guidance discussion in this subclause follows the task order [in
ISO/IEC/JEEE 12207:2017.

ISO/IEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 122072017, 6.4.8.3

3) Identify constraints and objectives from|3) Identify and-plan for the necessary enabling
integration to be incorporated in the system systems _OF,~services needed to support
reqyirements, architecture or design. integration.

4) Identify and plan for the necessary enabling|4) Obtain or acquire access to the enabling
systems or services needed to support systems or services to be used to support
integration. integration.

(@)

5) Obt3in or acquire access to the enablingp5) Identify constraints for integration 4
systems or services, and materials to be used. be incorporated in the system/softwar
requirements, architecture or design.

[¢)

1) Task|- Identify and plan for necessary enabling systems or services

Integratipn planning, including integration strategy, efficiency of the strategy, and the roles and
compete;cies of the integratiom'team, are documented in an integration plan to be used by 4ll
participants in the integration activities. The structure of the integration plan and its requirements afe
defined in 7.2.

ISO/IEC/IEEE 15288:2023,5.2.3 and ISO/IEC/IEEE 12207:2017, 5.2.3 explain the concept of enabling
systems |instantiated\to the specific integration requirements and resources. Those subclausgs
provide information-on setting up integration enabling systems and their relationships with the Spl
to be integrated.\6/2.3 discusses efficiency considerations for integration enabling systems and 6.2.4
addressep considerations for the Sol in its context of existence and use. ISO/IEC/IEEE 15288:2023, 5.2.3
also explpifis concepts for interfacing and interoperating systems.

Just as for the Sol itself, requirements and interfaces are identified for the enabling systems.

Enabling systems for integration commonly include integration facilities, specialised equipment,
training systems, discrepancy reporting systems, simulators, measurement devices, and facility and
environmental security.

The usage of local or distributed test environments and tools are identified in support of the three
tasks described in b). For software, regression test suites and configuration management systems
for the integrated testing of software systems, incident and problem reporting systems, simulators
representing external systems or undeveloped elements, and software library management systems
for development operations, can be involved.
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Changes or specializations needed for the enabling systems to support the integration tasks need to
be identified and defined. The needs for these changes are provided to the stakeholders that govern
the enabling systems, including identification of requirements and interfaces for the enabling systems.
Enabling systems for integration commonly include integration facilities, specialised equipment,
training systems, discrepancy reporting systems, simulators, measurement devices, and physical,
information, or other, security. Especially for software, regression test suites and CM systems for
the integrated testing of software systems, incident and problem reporting systems, simulators
representing external systems or undeveloped elements, and software library management systems
for development operations can be involved.

Clhanges or specializations needed for the enabling systems to support the integration talsks need
be identified and defined. Typically, the enabling systems or services used for integfatiqn during
d¢velopment stages can also help support system element integration as the software system and
enjabling environments evolve to operational status. The “DevOps” approach supportsiiterativelsoftware
system implementation, integration, verification, transition, validation, operatioh’and maintenance
p

2

=t

ocesses.

Task --Obtain or acquire access to the enabling systems or services

et

/IEC/IEEE 15288:2023, 5.2.3 and ISO/IEC/IEEE 12207:2017, 5.2.3 give information on sgtting up
egration of enabling systems and their relationships with the SoLto be integrated, in particdlar about
e acquisition and validation of integration resources.

-+ —-

3] Task --Identify system constraints from integration

The text of this task is stated differently in ISO/IEC/IEEE 15288:2023 and ISO/IEC/IEEE 12R07:2017.
The guidance is specific in saying that the task is to {dentify system constraints from integration. For
ample, the integration sequence directly affects vepification (test) planning. This is a constraint from
inftegration on another process. As stated above, integration strategies are analysed to defie where,
when, how, and who performs the integration.activities. The analyses also include requiremgnts, such
ag accessibility, safety for integrators and operators, required interconnections for sets of implemented
system elements and for enablers, and«interface constraints. Those analyses generate comstraints,
sdme of which should be reflected backlinto changed system requirements baselines, the architecture
d¢scription and the design description; as feedback.

e

The constraints to be incorporated in baselines influence the utilization or operation of th¢ system,
sych as checkpoints to be incorporated in the system, the architecture and design characteriftics (e.g.
place or arrangement of smplemented system elements), input-output flows of information|items or
cgmmands exchanged with operators or users, interfaces with harnesses or simulators-drjvers and
stjubs.

63.4.3 Perfoerm’integration

The wording for the "perform integration" activity is different between ISO/IEC/IEEE 12207:2017 and
ISO/IEC/IEEE 15288:2023, as shown in the boxed text below.

I$OAEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3
b) Perform integration. This activity consists of|b) Perform integration. Successively integrate
the following tasks: [software] system element configurations

until the complete system is synthesized. This
activity consists of the following tasks:

There are three tasks in ISO/IEC/IEEE 12207:2017 wunder ‘"perform integration".
ISO/IEC/IEEE 15288:2023 has refined these into five tasks that more clearly explain the restated
outcomes in ISO/IEC/IEEE 15288:2023. The ISO/IEC/IEEE 12207:2017 and ISO/IEC/IEEE 15288:2023
tasks are aligned for guidance purposes in the discussions that follow.
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ISO/IEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3

1) Check interface availability and conformance|1) Obtain implemented [software] system
of the interfaces in accordance with interface elements in accordance with agreed
definitions and integration schedules. schedules.

2) Perform actions to address any conformance|2) Integrate the implemented elements.
or availability issues.

3) Check that the integrated software interfaces

3) Combine the implemented system elements in or functions run from initiation tonan
accdrdance with planned sequences. expected termination within an expected
range of data values.
4) Inteprate system element configurations until
the gomplete system is synthesized.
5) Che¢k for expected results of the interfaces,
selegted functions, and critical quality
characteristics.
This guidance discussion addresses and aligns tasks 1 and 3 of ISO/IEC/IEEEM2207:2017 with tasks|1,
2 and 5 of ISO/IEC/IEEE 15288:2023.
a) Task|--Obtain implemented system elements in accordance with'agreements and strategy
Some of|the implemented system elements, particularly software and physical elements, can be
provided| from within the project or received from externalguppliers, the acquirer, or other resources
and are flypically placed under CM control. System elements are handled in accordance with relevapt

health, s4
elements
task 1 of

to plan and conformance to interface definition{or other requirements. The delivered configuratio

conformg
Impleme

with defined procedures.

b) Task

The goal
or intera
system. ]
services

Checks of the interfaces can be done before, during, and after the combining of system elements

form an 4
interface

fety, security and privacy considerations. As part of the acceptance of the implemented syste
ISO/IEC/IEEE 15288:2023 emphasizes inglusion of checks for interface availability accordi

ince, compatibility of interfaces, the presence of mandatory information items, are checke
hted system elements that do not pdss checks are identified as such and handled in accordan

--Check the interfaces

for these tasks is to check the combination of interfaced system elements and the interfac
ction mechanisms_hetween system elements and between the external components of t}
'he checking is done in order to establish the conformance of the realized system of producf
br both, to the system architecture description and design descriptions.

ggregate.) The checks are performed to help ensure the operation of the external and intern
5, functions, and quality characteristics.

In each in

each element is verified and validated againstacceptance criteria specified in an agreement.

m

g
n,
d.

e

PSS
he
S,

ko
al

tegration step, when the implemented system elements are combined to form an aggregate, tl

ne

aggregate is prepared to check the functions it has to perform, and other architectural characteristics
and design properties, or quality characteristics. Preparation can consist of:

— adding and connecting to the system elements, through checkpoints, equipment such as probes,
sensors, spies, trackers, specific analysers, in order to observe the behaviour of the aggregate;

— adding and connecting drivers and stubs to simulate missing or absent implemented system

elem

ents or external components to the Sol.

Once the aggregate has been checked, it is ready for the planned verification process and possibly the
validation process, depending on the characteristics to be checked. Measures and data are collected
during or at the end of the operation of the aggregate. In practice, the line between checking the
interface and verification can be more theoretical than practical. The point is to check to some extent
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and then, when the interfaces between the aggregate appear to be satisfactorily established, to confirm
in detail that the interfaces meet all requirements, i.e. perform the verification process.

As part of the acceptance of implemented software system elements, selected elements are checked
to help ensure the elements meet acceptance criteria as specified in the integration strategy and
applicable agreements. Checking can include conformance to the agreed configuration, compatibility
of interfaces, and the presence of mandatory information items. The project assessment and control
process can be used in accordance with the integration strategy to plan and conduct technical reviews
of the integrated software system elements, for example a test readiness review to help ensure the
integrated element or system with its affiliated data and information items is ready for qualification
testing.

c)] Task--Aggregate system elements

This guidance discussion addresses and aligns task 2 of ISO/IEC/IEEE 12207:2017 avith tasks 3 and 4 of
[SO/1IEC/IEEE 15288:2023.

The combination of the implemented system elements follows the integratipn strategy as pfeviously
d¢fined and documented in the integration plan, in particular the order of combination|and any
rggression testing. The task is performed to achieve a complete or partiaksystem element confjguration
cqnnecting the implemented system elements as prescribed in the.integration strategy, lising the
defined procedures, interface control descriptions, and the related‘integration enabling systeins.

The integration performance is generally divided into sevéral steps, combining at each step some
impplemented system elements to form aggregates and integration configurations composed of the
aggregates and the necessary related enabling systems, tools or services. An integration step|can start
and end with two optional milestones that can be«alled "Integration Step Readiness Revjiew" and
"Iptegration Step Results Review," which identify the start and completion of the aggregating actions,
cqnfirming that the system is ready for the verification actions and possibly validation action$ that are
tg follow the integration step.

Fgr each integration step, an integration procedure is defined from the concerned system integration
aggregate approach detailed and documeénted, as stated in 7.2. The integration procedure|provides
the necessary information items anddata to perform the concerned step. These information {tems are
d¢fined and deduced from the integration strategy. The information items can be optional depending
o1 criteria, such as safety, security and complexity of the integration step.

Inf each step, the integration:procedure is used to perform the combining of the concerned ¢lements.
The integration procedure-explains in particular how the system elements are handled and c¢nnected,
i.g. physical, logical,_dx other, interfaces, using the enabling resources tools, systems, i.e. hprnesses,
simulators, etc., through actions to be directed or done by human operators. The integration ¢perators
sHould be skilled personnel trained to carry out assembly activities on simulators or mock-yps, prior
td performing.these activities on the target implemented system elements. The disposition i optional
d¢pending on-criteria, such as safety, security and complexity of integration operations.

I terms; of software, integrating the implemented elements can involve linking together [pieces of
01ect code or simply brmgmg together the implemented elements that are part of the [software
biled into

a “build” so that branched units are properly linked or merged in the assembled element Firmware
elements are fabricated, often as prototypes, and installed in hardware elements. If software functions
are not yet available for integration, emulated functionality, for example stubs or drivers, can be used
to temporarily support integration of software elements or represent input from external interfaces.
Successful aggregations result in an integrated software element, that is available for further
processing, i.e., additional software system element integration, verification, or validation.

Anti-counterfeit, anti-tamper, system and software assurance and interoperability concerns can arise
when performing integration and identifying and defining checkpoints. Integration and verification
processes often use fictitious data for security or privacy considerations. The ISO/IEC/IEEE 15026
series and the ISO/IEC 27000 family of standards include information on assurance, integrity, and
security considerations affecting integration.
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6.3.4.4 Manage results of integration

There are three tasks under the "manage results of integration" activity, each of which is discussed in
this subclause.

a) Task 1--Record results and anomalies

ISO/IEC/IEEE 15288:2023 varies from ISO/IEC/IEEE 12207:2017 by one word, which is highlighted in
the boxed text below:

ISO/IECAEEE-15268672623;648-3 ISOAECHEEE 1226726176483
1) Rec}:d integration results and [any] 1) Record integration results and anomalie$§
anoinalies encountered. encountered.

Include gdnomalies that would preclude or impede moving to subsequent verificationcand possibly
validatioph actions, such as ones due to the integration strategy, the integration enabling systenis,
performing the integration, or incorrect system or element definition. Where inconSistencies exist jat
the interface between the system, its specified operational environment and systems that enable the
utilization stage, the deviations lead to corrective actions.

NOTE For modern software development where integration occurs continuously, two strategies alre
commonly employed - rollback or fix forward.

Anomaly| resolution typically involves the technical processes, often repetitive application of the
implementation process. The quality assurance and project assessment and control process are us¢d
to analyge the data to identify the root cause, enable corrective-or improvement actions, and to record
lessons lgarned.

b) Task|2--Maintain traceability

ISO/IEC/IEEE 12207:2017 varies from ISO/IEC/IEEE~'5288:2023 by one word, which is highlighted fin
the boxedl text below:

ISO/IEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3
2) MariItain traceability of the integrated'system |2) Maintain traceability of the integrated
elenjents. [software] system elements.

Bidirectipnal traceability is maintained between the integrated system elements and the system
architectjure, design, and system or element requirements, such as use cases for software, and including
interface|requirements and definitions that are necessary for integration. Integrated software elemenits
and theirjcomponents are idéntified by version. Versions of integrated software elements are commonlly
traceablq to implemented-units, test procedures, and test cases.

c) Task|3--Providelinformation items

ISO/IEC/JEEE-12207:2017 varies from ISO/IEC/IEEE 15288:2023 by the words highlighted in the boxed
text belo;

ISO/IEC/IEEE 15288: —, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3
3) Provide key artefacts that have been selected|3) Provide key artifacts [and information items]
for baselines. that have been selected for baselines.

The integration plan is managed under the information management process, because the integration
plan can require changes to address events that can happen before and during integration performance.
For example, the order of combination of the implemented system elements can change due to delays
in delivery time of system elements or due to non-conformances that arise during verification or
validation following an integration step.

The configuration management process is used to establish and maintain configuration items
and baselines. The integration process identifies candidates for the baseline, and the information
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management process controls the information items. For the information management process, the test
cases, regression tests, and automated test scripts are typical artefacts that are baselined.

6.4 Other processes used in relationship to integration process application

6.4.1 General

As both ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 state, any process can invoke any other process.

As expected the 1ntegrat10n process can call on some processes more often than others. The material
ind other
ration of

Hetail the
elements
ent of the

very and
after Sol
inftegration. This often includes analysis and correction of petential anomalies and can involve [elements
frpom multiple suppliers.

64.3 Organizational project-enabling processes

The same processes that were applied during intégration planning can come into play during agplication
off the integration process. The life cycle niodel management process, infrastructure management
process, quality management process, and-knowledge management process should include capabilities
for interaction with the integration process while it is being performed, or for integration process
oytcome handling. These provisions:;should apply across the stream of projects the organization
eljgages in. Integration draws upor the infrastructure and provisions of the quality manpagement
prtocess. The lessons learned fram a specific integration effort should be captured and mafle use of
through the knowledge management process.

64.4 Technical management processes

Integration managenient uses the same processes as for project management, i.e. project |planning
pitocess, project assessment and control process, but instantiated to accord with integration gctivities.
The project assessment and control process can be used in accordance with the integration| strategy
example,
data and

, because
of the integration spec1f1c1t1es at the right level of detail. The | 1ntegrat10n manager is respon51ble for the
integration team, discussed in 6.2.5.

Configuration management supports necessary configuration identification, control, and change
management.

The quality assurance process supports work product audits and inspections, and problem, non-
conformance, or incident reporting and handling.

The information management process supports required integration-related information items.
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The integration plan, specified in 7.2, is regularly updated, because of events such as system element
delivery delays, anomalies that oblige the project to stop combining and subsequently verifying element
aggregates, or that necessitate a modification of the concerned aggregate, or part of it.

The integration plan considers the availability of skilled personnel and tools in order to launch the
activities and tasks at the right time. The integration is performed within a sequence of steps; each of
which concerns one or several aggregates.

Anticipation and flexibility of the integration organization and integration plan are key factors for the
successful achievement of integration within schedule and cost. Architecture and design definition, in

particularthe interfaces, 15 atso critical to controting integration schedute and cost.———— |

Through|the project planning process, the integration team identifies implemented system elémeénts,
baselineq and information items that are to be controlled as configuration items. Configuration items
are giver] unique identifiers. Configuration items are managed and maintained throughout'the entife
life cyclg in accordance with the organizational configuration management process.~Changes fo
configurjtion items are maintained.

6.4.5 Technical processes

6.4.5.1 | General

The integration process has multiple interactions with the technicalprocesses of ISO/IEC/IEEE 15288
and ISOAIEC/IEEE 12207 over the life cycle of a system. These“interactions are examined in this
subclause.

6.4.5.2 | Business or mission analysis process

Prelimingry studies of integration alternative strategies interact with development of a systen's
operatiofal concept and operational scenarios. The studies should consider such areas as feasibility,
effectivehess, cost, and risk analyses concerningithe integration of the Sol.

In particpilar, the process should:

— analyse the conceptof operations of the concerned organization and primary options of any potential
system-of-interest to identify the necessary corresponding integration concepts, principles and
capapilities to be set up;

— perfgrm feasibility, effectiveness, cost and risk analyses concerning the integration approach of the
potential Sol.

6.4.5.3 |Stakeholderneeds and requirements definition process

The process shauld address identification of stakeholders involved in integration of the Sol, including
stakeholers who are impacted by or need to be informed of integration of the Sol, their expectatio hs

tools 51mulators 1ntegrat10n procedures, Verlfication procedures) services and their utihzatlon the
refinement of objectives to define effectiveness requirements, and refinement of constraints to define
delivery timing and cost limits.

The scope should cover the initiation of acquisition/development of these various resources through
the definition of their respective requirements.

In particular, the process should:

— analysetheoperational concepts, operational scenarios ofthe Soland associated integration concepts
and principles in order to identify and define integration stakeholder needs and constraints;

32 © ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved


https://iecnorm.com/api/?name=528fb29d232221505c80d0a1532cc938

ISO/IEC/IEEE 24748-6:2023(E)

— incorporate, in the stakeholder requirements baseline, integration needs and constraints applicable
to the concerned system;

— from the integration strategy definition, provide feedback and recommendations about the ability
to integrate, through feasibility analysis of the implementation of the stakeholder requirements of
integration type applying to the concerned system;

— when anomalies in stakeholder requirements are identified during performance of the Integration
process, apply the stakeholder needs and requirements definition process to correct those
requirements.

64.5.4 System requirements definition process

The system requirements definition process should include the system requirements for inflegration,
inicluding system requirements for enabling systems used for integration.

In| particular, the process should:

— incorporate into the system requirements baseline integration type requirements, i.e. copstraints,
applicable to the concerned system;

— from the integration strategy definition, provide feedback and recommendations about the ability
to integrate, through feasibility analysis of the implementation of the system requirgments of
integration type applying to the concerned system;

— when anomalies in system requirements are identified during performance of the infegration
process, the system requirements definition process-is applied to correct those requiremgnts.

64.5.5 Architecture definition process

The integration of a system pre-supposes, that architecture and design activities are performed
dé¢fining these system elements and theirihterfaces. The interfaces can pre-exist, be re-used, pr can be
specifically developed.

NOTE In ISO/IEC/IEEE 15288:2023, the name of the architecture definition process is updated to the system
arfchitecture definition process.

Based on stakeholder and system requirements, the definition of the architecture of the systlem deals
wijith the structure and composition of the system elements and of their interfaces. The flesign of
system elements deals with the detailed description of characteristics and enablers of the njecessary
technologies for theirimplementation and interfacing.

Sqalability, interoperability, availability, portability, etc. are stakeholder concerns that are addressed
dyiring architecture definition to equip the architecture with related architectural characterigtics such
ay modularity, standardized interfaces, encapsulation.

Sqg, the jntegration activities consist of: defining the order of combining the system elemerjts to the
extent that the order is relevant; defining the subsequent verification actions based on architecture
and design characteristics, then performing the aggregation of the implemented system elements and
performing the verification and/or validation actions. However, note that, particularly in software, it is
common to develop, expand, or refactor software units without defining their order of integration into
the software product. The order of integrating the system elements can be flexible. Even for hardware
items, different subassemblies, i.e. aggregates, can be integrated in various sequences, though there
can be a critical path for supply and production of system elements. The critical path consideration
for supply and production often identifies integration constraints that influence requirements,
architecture, or design, including interfaces; these identified constraints are incorporated in the system
requirements, architecture or design.

Nevertheless, architecture and design definition activities and decisions should consider how the
integration is to be performed.
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In any case the integration of implemented system elements is based on the architecture and design
definition, whatever the life cycle scenario. In particular, the process should:

— from the integration strategy definition, provide feedback and recommendations through analysis
of logical and physical models of the concerned system to possibly ease the future integration, in
particular with interface concerns;

— use architectural characteristics, such as modularity, to facilitate the integration;

— study and identify expected or unexpected potential emergent behaviours or properties that can
happen . L . 9. . . )
inp
elem
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rticular, of threats or hazards that can be generated by the system due to interactions of syStem
nts;

— defirje interfaces in the context of their integration; the physical aspects of interfaces areConcerng¢d
with| physical aggregation of system elements; the logical aspects of interfaces, i.e ihput-output
flows and interactions, are concerned with functional performance of integration aggregates, that
is, sefts of system elements;

— defirje interfaces in the context of use, that is, the existing environment/ #Which influences the
interfface definition;

— apply the architecture definition process to correct the concerned architecture items when
anomalies concerning architecture, particularly anomalies withrinterfaces, are identified during
perf¢grmance of the integration process.

The archjtecture definition process for integration enabling systems includes in particular:

— participation in the refinement of the integration strategy, concerning mainly the relevance [of
aggregates definition, verification actions, and applicable techniques or methods;

— deve]opment of a logical view of the integration enabling system, e.g. how aggregation aﬂ:d
subsgquent verification tasks should be performed and synchronised; scheduling of delivery and
assembly of the system elements of the Sol;\planning of the verification actions;

— projgction or allocation of the logicalview onto a physical view including adequate capabilitig
e.g. tpols, simulators, integration pro€edures, verification procedures, and resources, such as skills,
perspnnel.

g

6.4.5.6 |Design definition process

The detdiled definition of_interfaces is an important input for the integration strategy. The use [of
certain tpchnologies can-affect the interfaces between system elements and their design to be able
to exchapge materjals; energy and/or information items. This can influence the order of interfacing
system elements ot‘the selection of integration methods, or both.

For integration“purposes, checkpoints should be added in system elements or at their interfacgs;

these shquld be incorporated in the design definition. Internal and external interface and integrati¢on
points ardWthrﬁoﬁbeWﬂMﬁWW iffed; i i i i

requirements.

Virtual environments or tools, such as MBSE, are increasingly used during design definition of systems
and system elements in mechanics, electricity, electronics, software, operator procedures, etc. The
MBSE and other virtual environments or tools also can be useful to prepare the future integration,
simulating the interfaces of the designed system elements, trading-off alternative definition of
aggregates, and simulating combination procedures. The results of using such tools during design
definition can influence the design of the system and its requirements.

When anomalies concerning design, in particular with interfaces, are identified during performance of
the integration process, the design definition process is applied to correct the concerned design items.
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6.4.5.7 System analysis process

The system analysis process refines approaches and methods for integration. In particular, the process
should:

— analyse pre-defined system elements, including NDI, of the architecture of the Sol to determine
the capability to integrate a selected system element. The analyses can include interoperability
evaluation;

— evaluate the integration strategy alternatives to improve effectiveness, reduce time and cost of

sy o
lllLCsl dllivll,

— evaluate the verification strategy alternatives, from an integration viewpoint, to reduce 1jisk, time,
and cost, of the integration;

— evaluate the validation strategy alternatives, from an integration viewpoint,‘to reduce rijisk, time,
and cost, of the integration.

64.5.8 Implementation process

Since the purpose of the implementation process is to realize ‘a'specified system element, the
inftegration process is used to confirm that intended interfaces are_established and that theif outputs
cqnform to requirements, setting the basis for elements to be¢ombined and then checked [together,
that is, integrated. Any changes in the requirements for an element are checked for possible impact on
infterface characteristics, the subsequent integration, and fellowing verification and possibly validation.

System element design and system architecture/definition can involve virtual envirpnments,
delling activities (e.g. MBSE), mock-ups, or any @ther convenient tools to model or simulat¢ element
aggregations. Those activities provide an early chéck on the feasibility of integration, the deffnition of
n¢cessary checkpoints, and an opportunity to simulate the interface properties.

The technique of using early checks allowsddentifying and correcting integration mistakes parlier in
d¢velopment and more easily mitigating risks. The result of the checking activity can lead to modifying
tHe architecture and/or modifying the design of system elements and/or their interfaces.

plementation and integration are commonly performed as one process during software dev¢lopment,
alpng with verification.

64.5.9 Verification process

tegration checksrare followed by performance of verification actions applied onto the aggriegates to
check the conforfnance of the assembly to the system requirements, architecture and design.

Fgr example;the verification process can include:
— inspection of dimensions of the physical faces of each system element to be connected;

— .@btaining objective evidence that the integrated software fulfils its specified requirenments and
identifies anomaties in INtegration-related information 1tems, €.g. SyStem,/software requirements,
architecture, design, test, or other descriptions, and processes, software elements, items, and units;

— establishing that an expected service product is created and is ready for planned verification;
— checking the voltage that is required between the delivered and used power;

— checking the position and/or polarity of pins;

— checking the compatibility of interface protocols in the software domain.

Integration activity is not limited to physically, logically, or both, combining implemented system
elements. When an implemented system element is combined with another, the interfaces are checked.
Verification actions are performed at selected points in combining the implemented system elements.
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Transition process

Transition moves a system, or one or more parts of a system, into a new environment. The moves
in themselves can impact at least those interfaces that bear on the operational environment and
new interfaces can be activated that were not in use before. Consequently, integration planning for
transition, should consider the need for additional interface checking and other potential verification.
Moving into the operational environment implies that the system, or the parts being transitioned, can
require validation as well. Overall, transition can require careful attention to maintaining integration
of the elements that are affected.

For soft
provide
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transitio

6.4.5.11

Validatio
possible

are systems,
ervices in a different environment.

ition process is often used for recurring deployments of software to different enviromment
le from a development environment to an integration or test environment, or between vario
onments. Transition for software systems can involve the physical relocation ofhardware, tI
n and activation or deactivation of physical or virtual infrastructure or enabling systems
locations, or no change to the physical infrastructure. Transition can involvetransfer betwe
fions. Integration of humans and procedures into the system is typically performed during tl
h process.

Validation process

h of the implementation of certain stakeholder and system requirements are not alwa
using the complete system, due, for example, to security, safety, physical, or econom

constraints. Such validation is addressed by forming temporary aggregates to exercise the concerng
requirenjents.

The valid

is to obtdin the maximum confidence in the use of the’system, before its final delivery, i.e. transfer
property|from supplier to acquirer. Because of theZhumber of requirements to validate, time and co
can exceg¢d expectations, so a validation strategy.has to be established.

A validat

on strategy is based on the balance'between what is desired to be checked, that is, stakehold

requirenjents, using relevant validation techniques (e.g. demonstration, test), and what can be checkg

consider
capabilit
checked

NOTE

be validatled include in particular the end-to-end performance, the usability, the interoperability with the oth|
systems, gxisting or notand the physical environment resistance thresholds (e.g. mechanical, climatic, chemic
bacterioldgical, electro=magnetic). Operational scenarios, as defined during the concept definition activities eat
in the deyelopment.stage, are used in particular to validate the operational concept on which the Sol lies. T
validation progess confirms that a work product fulfils requirements for a specific intended use of an integrat

software

ation process is regularly used by the system«integration activities. The purpose of validatign

he
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he
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of
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bd

ng all constraints or limits (e.g. technical feasibility, cost, time, availability of validati

Concerning the.integration of the Sol in its environmental context, or context of use, attributes

udction.

n

es and qualified personnel; contractual constraints). The difference between what should be
ind what can be checked for the complete end-to-end Sol reflects potential risks. The selecti¢pn
of validafion actions should be made according to acceptable risks if validation actions are dropped o

t.

to
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The validation process is linked to the integration process. In particular, validation should:

— provide potential inputs from the validation strategy to elaborate the integration strategy, in
particular those inputs that address concerns that can best be examined in the intended operational
environment, such as safety and security;

— perform validation actions to check the implementation of stakeholder requirements that are
relevant with concerned submitted aggregate of system elements;

— when anomalies are identified, apply the validation process to correct the concerned processes.
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