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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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ribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria
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d Trade Organization (WTO) principles in the Téchnical Barriers to Trade (TBT) see t}
www.iso.org/iso/foreword.html.

document was prepared by ISO/IEC JTEA-Information technology, SC 37, Biometrics.

second edition cancels and replaces'the first edition (ISO/IEC TR 24741:2007), whig
hically revised with the following changes:

terminology is revised to align'with that of ISO/IEC 2382-37;

clauses on “Overview of biometric technologies” and “Example applications” have been
reflect state of art;

clauses on “Biometrics and information security” and “Biometrics and privacy”
considerably expanded.
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Introduction

“Biometric recognition” is the automated recognition of individuals based on their biological and
behavioural characteristics. The field is a subset of the broader field of human identification science.
Example technologies include, among others: fingerprinting, face recognition, hand geometry, speaker
recognition and iris recognition.

Some techniques (such as iris recognition) are more biologically-based, some (such as signature
recognition) more behaviourally based, but all techniques are influenced by both behavioural and
biological elements. There are no purely “behavioural” or “biological” biometric systems.

“Biometric |[recognition” is frequently referred to as simply “biometrics”, although this latte® word
has historifally been associated with the statistical analysis of general biological data, The word
“biometricy”, like “genetics”, is usually treated as singular. It first appeared in the vocabulaiy of
physical and information security around 1980 as a substitute for the earlier descriptor; “automatic
personal identification”, in use in the 1970s. Biometric systems recognize “persons.\by recognizing
“bodies”. The distinction between person and body is subtle, but is of key importanté/in understanding
the inherer]t capabilities and limitations of these technologies. In our context;‘biometrics deals with
computer recognition of patterns created by human behaviours and biological structures and is ustially
associated more with the field of computer engineering and statistical patternh analysis than with the
behavioural or biological sciences.

Today, bionjetrics is being used to recognize individuals in a wide variety of contexts, such as computer
and physical access control, law enforcement, voting, border crossing, social benefit programs|and
driver licenfsing.

vi © ISO/IEC 2018 - All rights reserved
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Information technology — Biometrics — Overview and
application

1 Scope

This document describes the history of biometrics and what biometrics does, the various biometric
tec}:{:ologles in general use today (for example, fingerprint recognition and face recognitipon) and the

archlitecture of the systems and the system processes that allow automated recognition’using those
techpnologies. It also provides information about the application of biometrics invariofis business
domfains such as border management, law enforcement and driver licensing, the societdl and jurisdiction
congdiderations that are typically taken into account in biometric systemsyand the international
standards that underpin their use.

2 Normative references

There are no normative references in this document.

3 [Terms and definitions
No terms and definitions are listed in this document,

ISO gnd [EC maintain terminological databases for\ise in standardization at the following afdresses:

— [EC Electropedia: available at http://www«electropedia.org/

— [SO Online browsing platform: available at http://www.iso.org/obp

4 |Introduction and fundamental concepts

4.1 | What are biometric.technologies?

The|definition of biométrics in ISO/IEC 2382-37[27] is “automated recognition of individugls based on
their biological and/behavioural characteristics”.

NOTE1 The all<encompassing term “biometrics” refers to “the application to biology of the modern methods
of statistics”. Imthe context of this document, we are concerned with automated technologies that anjalyse human
charpcteristiesfor recognition purposes; the general application of statistics to biological systems fis a separate
discipliné.

The leerm—biometric—characteristie’—is—defined—as—biological and-behavieuralcharaeteristic of an
individual from which distinguishing, repeatable biometric features can be extracted for the purpose
of biometric recognition”. So, biometric technologies are related to physical parts of the human body
or the behavioural traits of human beings, and the recognition of individuals based on either or both of

those parts or traits. A fuller explanation of the various biometric technologies is given in Clause 6.

NOTE 2  ISO/IEC 2382-37 recommends the use of the term “biometric” only as an adjective and deprecates its
use as a noun in places where the fuller term biometric characteristic (as above) would be more appropriate.

The perfect biometric characteristic for all applications would be:
— Distinctive: different across all subjects;

— Repeatable: similar across time for each subject, over a long time period (several years);

© ISO/IEC 2018 - All rights reserved 1
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— Accessible: easily presented to a sensor (for example, camera or fingerprint scanner or finger-
geometry measurement device);

Universal: observable on all people;
— Acceptable: the subject is prepared to use the biometric characteristic in the given application.

Unfortunately, no biometric characteristic has all of the above properties, and practical biometric
technologies must compromise on every point: there are great similarities among different individuals;
biometric characteristics change over time; some physical limitations prevent presentation; not all
people have all characteristics; “acceptability” is in the mind of the subject. Consequently, the challenge

of biometrie-deploymentis—to—developrobustsystems—to—deal-with—the—vagartes—and—rariations of
human beings.

4.2 What biometric systems do

It has been recognized since 1970 that for some applications there are three pillars of autompted
personal refognition (IBM 1970[25]):

a) something known or memorized;

b) something carried;

c) apersonal physical characteristic.

The origingl context for this concept was secure access controlto computer data. The underlying
assumptior]s were that persons authorized to access secure~data would cooperatively make posjitive
claims (e.g.|“l am authorized to access data on the system?} and could be counted on to protect their
Personal Idpntification Numbers (PINs) and passwords. Inisuch applications, biometric technologigs do

indeed compete with PINs, passwords and tokens, but hiave received less acceptance. For example, most

web-based
have been 1
vary across
levels of seq

However, i
requiremen

access control requires a User ID and an'@ssociated password, not biometrics. Passw
hore widespread than biometrics in such applications because they are easily replaced

applications, require no specialized*acquisition hardware, can be created with diffd
urity and are exactly repeatable under conscious control.

ts. For example, PINs, passwords and tokens cannot logically be used in applications w

enrolled indlividuals have little motivation to protect their accounts against use by others, such as

amusement
system as K
the truth of

Biometric

their bodie
and tokens
inapproprig

parks. Similarly, inapplications where the claim is negative (e.g. “I am not enrolled i
at”) PINs, passwords and tokens cannot logically meet the requirements of demonstr3
the claim.

Eystems pecognize persons by observing physical and behavioural characteristic
5. Biomeétric characteristics are not as easy to transfer, forget or steal as PINs, passw
so they can be used in applications for which these other authentication methodg

ords
can
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h many applications, PINs,(pdsswords and tokens cannot logically meet the secyrity
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with
| the
ting

s of
ords
are

security.

tes Biometrics can be combined with PINs and tokens into “multifactor” systems for atlided

Although biometric technologies cannot directly “identify” persons, they can link bodies to records of
attributes, which we will call “identities”. Consequently, biometric recognition can become part of an
identity management system.

Biometric recognition is used in two main classes of applications: 1) those that use biometric
comparison to verify a biometric “claim of identity”; and 2) those that search a database of the biometric
characteristics of known individuals to find and return the identifier attributable to a single individual.
The former applications are called “biometric verification” and the latter, “biometric identification”.
Biometric systems can also be used to “cluster” characteristics, labelling together those that come from
the same bodily source, even when the bodily source cannot be attributed to any known individual.
Such types of systems are gaining application in law enforcement.
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Biometric verification systems verify claims (test hypotheses) regarding the source of a biometric data
record in a database. The claim can be made by the person presenting a biometric sample (e.g. “I am the
source of a biometric data record in the database”) or the claim can be made about the source by another
actor in the system (“She is the source of a biometric data record in the database”). The claims can be
positive (“I am the source of a biometric record in the database”; “These two samples came from the same
bodily source”) or negative (“I am not the source of a biometric record in the database”). Claims can be
specific (“I am the source of biometric record A in the database”) or unspecific (“I am not the source of any
biometric record in the database”). Any combination of specific or unspecific, positive or negative, first-
person or third-person is possible in a claim.

To introduce the terminology of ISO/IEC 2382-37, an individual’s biometric data record in a database
“biometric reference” and the biometric sample used for comparison with the stored

biometric reference is referred to as a “biometric probe”. We can look for a “match®

is r}erred toasa E
b
biometric probe of an individual and an identified biometric reference stored in the'data

can
prok
for I
refe
by a

earch a population of biometric references in a database for a match with the supplie
e and return an identifier for any reference that matches. In both cases, wé have to set
ow close the comparison has to be before we can consider the biometric\probe and th
‘ence to have come from the same bodily source (a “match”). Of course, efrors can be n
“false non-match”, failing to correctly declare a “match” when the probe and referencg
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‘ence are from different bodily sources. We talk about the propdrtion of such errors oy
er of comparisons, the “false match rate” (FMR) and the “false non-match rate” (FNMR

b
teclillLology and a given population in a given application envirenment.

ems requiring a positive claim to a specific enrolled reference treat the biometric refe
bute of the enrolment record. These systems “verify” that the biometric reference in
Iment record matches the probe sample submittéd by the subject. Some systems, sul
ocial service and driver licensing, verify negative claims of no biometric data rec
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e database by treating the biometric reference as a record identifier or pointer. Thg

search the database of biometric pointers tofiftd one matching the submitted biometric pra
prodess is one of biometric identification)..However, the act of finding an identifier (or poi
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ies a negative claim of enrolment: Consequently, the differentiation between “identif
fication” systems is not always'clear and these terms are not mutually exclusive.

e simplest systems, “verification” of a positive claim to a specific enrolment record might
parison of submitted biometric probe to only the biometric reference in the single claime

pxample, a subject-might claim to be the source of the fingerprint biometric reference s
igration card. To prove the claim, the subject would insert the card into a card reader \
eference recard, then place their finger on the fingerprint reading device. The system cd

biometric characteristics of the fingerprint on the reader with those of reference recorded

The

system inay conclude, in accordance with defined thresholds, that the subject is indeec

of the reférence on the card, and therefore should be afforded the rights and privilegeg

with

the'eard. (This does, of course, assume that the card has not been forged. All that th

er) in a list

n|
entifiers also verifies an unspecifi¢cclaim of enrolment in the database, and not findivfg a pointer

cation” and

require the
d record.

tored on an
which reads
mpares the
bn the card.
| the source

associated
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ication achieves is to determine that the human being has presented biometric charact

pristics that

are a close match to that recorded on the card.)

Simple “identification” might require the comparison of the submitted biometric sample with all of the
biometric references stored in the database. The State of California requires applicants for social service
benefits to verify the negative claim of no previously enrolled identity in the system by submitting
fingerprints from both index fingers. Depending upon the specific automated search strategy, these
fingerprints might be searched against the entire database of enrolled benefit recipients to verify
that there are no matching fingerprints already in the system, or perhaps just the part of the database
corresponding to subjects of the same sex as the applicant. If matching fingerprints are found, the
enrolment record pointed to by those fingerprints is returned to the system administrator to confirm
the rejection of the applicant’s claim of no previous enrolment.
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The number of comparisons to be made, and the “prior” probabilities that those comparisons will
result in a “match” (determination that biometric probe and reference have the same bodily source)
will depend upon both the claim and the system architecture. The security risk posed by a wrong
determination will also vary by system function. Consequently, some systems are very sensitive to false
matches (false positives), while some systems are very sensitive to false non-matches (false negatives)
for any comparison. Depending upon the claim, either a false positive or a false negative might result in
either a “false acceptance” or “false rejection” of the claim.

5 History

In a non-ayfomated way, blometric characteristics have been used for centuries. Parts of our bddies
and aspectf of our behaviour have historically been used, and continue to be used, as a meatjs of
identificatign. The use of fingerprinting dates back to ancient China; we often remember anddidentify

b

a person by d of
authenticat

The moderi
police clerk
system inv

 their face or by the sound of their voice; and a signature is the established .methda
ion in banking, for legal contracts and many other walks of life.

1 science of recognizing people based on physical measurements owes much to the Fr
Alphonse Bertillon, who began his work in the late 1870s (Bertillom 1889[4]). The Bert
lved multiple measurements, including height, weight, the length and width of the h

width of t

cheeks, and the lengths of the trunk, feet, ears, forearms, and-middle and little fin

Categorizatjion of iris colour and pattern was also included in the system>By the 1880s, the Bert
system wagin use in France to identify repeat criminal offenders. Useofthe system in the United St
for the identification of prisoners began shortly thereafter and continued into the 1920s.

Although r
become kn
popularize
Galton’s wo

By the mid;
of Investiga
human iden
by 1929 (O

bsearch on fingerprinting, began in the late 1850s; knowledge of the technique did
n in the western world until the 1880s (Faulds,"1880[15]; Herschel, 1880[23]) when it

w
{scientifically by Sir Francis Galton (1888[18]) and in literature by Mark Twain (1893

k also included the identification of persons\from profile facial measurements.

1920s, fingerprinting had completely replaced the Bertillon system within the U.S. Bu

tification continued, however, in the’scientific world. Handwriting analysis was recogn
sborne, 1929[57]) and retinal identification was suggested in 1935 (Simon and Golds

1935I[67]). However, at this time none of these techniques were automated.

Work in au
done in the
1951[13]). W
and fingery
automated
was identi

fomated speaker recognition can be traced directly to experiments with analogue fi
1940s (Potter, Kopp and Green, 1947[61]) and early 1950s (Chang, Pihl, and Essignm
Vith the computer revolution picking up speed in the 1960s, speaker (Pruzansky, 1963

cignal processing. By 1963, a “wide, diverse market” for automated fingerprint recogn

ied, with potential applications in “credit systems”,

brich
illon
ead,
bers.
illon
ates

not
was
1),

reau

tion (later to become the Federal Bureau of Investigation). Research on new methodls of

ized
tein,

ters
ann,
[621)

rint (Trauring, . 1963al69]) pattern recognition were among the very first applications in

tion

industrial and military security

arch

systems” a
followed (

hd for “petsonal locks” (Trauring, 1963blZ0]). Computerized facial recognition rese
ledsoe,~1966 [6]; Goldstein, Harmon, and Lesk, 1971[19]). In the 1970s, the first operat

onal

fingerprintfand(hahd geometry systems were fielded (for example, the Identimat system), results from
formal biomettic system tests were reported (Wegstein, 1970(ZZ]), measures from multiple biomgtric
devices were being combined (Messner, Cleciwa, Kibbler, and Parlee, 19741521; Fejfar, 1978M101] and
government testing guidelines were published (Meissner, 1977[51]),

Running parallel to the development of hand technology, fingerprint recognition was making
progress in the 1960s and 1970s. During this time a number of companies were involved in automated
identification of fingerprints to assist law enforcers. The manual process of matching prints against
criminal records was laborious and used up far too much manpower. Various fingerprint identification
systems developed for the FBI in the 1960s and 1970s increased the level of automation, but these
were ultimately based on fingerprint comparisons by trained examiners. Automated Fingerprint
Identification Systems (AFIS) were first implemented in the late 1970s, most notably by the Royal
Canadian Mounted Police AFIS in 1977. The role of biometrics in law enforcement has mushroomed
since then and AFIS are used by a significant number of police forces throughout the globe. Building on
this early success, fingerprinting is now exploring a range of civilian markets.
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In the 1980s, fingerprint scanners and speaker recognition systems were being connected to personal
computers to control access to stored information. Based on a concept patented in the 1980s (Flom
and Safir, 1987[17]), iris recognition systems became available in the mid-1990s (Daugman, 1993[14]).
Today there are close to a dozen approaches used in commercially-available systems, utilizing hand and
finger geometry, iris and fingerprint patterns, face images, voice and signature dynamics, computer
keystroke, and hand/finger vein patterns.

Today’s speaker verification systems have their roots in technological achievements of the 1960s,
while biometric technologies such as iris, finger vein, and facial recognition are relative newcomers to
the industry. Research in universities and by biometric vendors throughout the globe is essential for
refining the performance of existing biometric technologies, while developing new and more diverse
techiniques. The hard part is bringing a product to market and proving its operational performance. It
doeg take time for any laboratory technology to migrate to a fully operational system!"However, such
systems are now in place and proving themselves across a range of diverse applications:

6 Pverview of biometric technologies

6.1 | Eye technologies

6.1.1 Iris recognition

Iris
sucd
beer
or c

Fecognition technology is now available from a variety of-<eommercial sources and ha$ been used
essfully in border crossing, benefit programs and access'control environments. Iris recggnition has

successfully used in access control applications without the need for any form of identification
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aximize detail in eyes of all colours. To ensure pupil constriction to maximize the are
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Capture process. The computer algorithms unwrap these images to form a rectanguls
s over which a smaller filter is placed in multiple locations. The filter represents a s

is image is observed relative to the filter and used to create a pattern of Os and 1s. T
re the iris “features” and do not directly represent any of the visible patterns on the
ts, filaments:and freckles. Features of two iris patterns are compared by counting the

and 1s/that coincide over the length of this binary vector, a function that can be pertf
puter-atithe bit level with extreme efficiency. If over about %4 of the Os and 1s coincide, t
issumed to be from the same eye. This value of %5 represents a threshold that can be var
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f both eyes
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6.1.2 Retina recognition

The retina is the light-sensitive layer of nerves and blood vessels on the inner surface of the eye. During
the 1980s and 1990s, retinal recognition systems that mapped the vein patterns on the retina were
commercially available. Such systems did not develop images of the vein patterns, but rather scanned
an IR light beam in a circular pattern over the retina and recorded the intensity of the returned light.
This resulted in a one-dimensional pattern with high values of reflected light over portions of the
circle for which no blood vessel was encountered and low values of reflected light where blood vessels
absorbed the IR beam. Despite rumours to the contrary, no health information was known to exist in
these patterns and no laser light was ever used. Because of the requirement to shine the imperceptible
IR light onto the back surface of the eye, data subjects were required to look into the scanner at a
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very close proximity, in near contact with the device. Today, retinal recognition devices are no longer
commercially available.

6.2 Face technologies

Automatically identifying an individual by analysing a face is a complex process for which there are
a variety of algorithmic approaches. A number of biometric vendors and research institutions have
developed facial recognition systems that use digital photographs or video to capture images in visible,
near IR or far IR (thermal) wavelengths. Facial recognition is made difficult by changes in images of
the same face owing to pose angle, lighting, facial expression or adornment, and by the basic structural

similarity
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6.3 Fings

often start the identification process with image enhancement and normalization:*fin|

image, a variety of image processing techniques are available to extract abstract meas
jage by the placement of filters over all or parts of the face. The extracted”{facial featy

ears. Such measures, however, need to be both stable (not changingdnuch for each pe
to image) and distinctive (varying greatly between persons).

ent level of development, facial recognition technology can work quite accurately with
more than 100 pixels between the eye centres), full frontal irtages in good lighting. How
e degrades as resolution reduces or pose angle increase$~Lighting variations also cat
accuracy.

nsional maps of the face can be created through various means, such as through |
e projection of a grid on to the face to observé grid distortion owing to facial struc
multiple images, or using shading informatiorin a single image.

aging analyses heat caused by the flow ofblood under the face. A thermal camera capt
heat-generated pattern of blood vesséls underneath the skin. Because infrared cam
capture facial images, lighting is net'important, and systems can capture images i1
ver, such cameras are significantlymore expensive than standard video cameras and f
systems based on this technolegy have not been commercially available since the 1990
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hese are defined as fingerprint ridge endings, or bifurcations (branching of fingerprint

fingerprints were collected by placing inked fingers onto collection cards. In the early

a glass surface, called a platen Very recently, contactless systems have been developed that use e1ther
laser or standard lighting that do not require the fingers to touch any surface.

Fingerprints derived from finger friction ridges may vary from instance to instance for many reasons.
For example, finger moisture, angle of placement, pressure and ridge damage will all change the images
captured. The way a subject interacts with a finger scanner is of upmost importance. This includes the
height and angle of the fingerprint scanner in relationship to the data subject. Vendors are addressing
these problems so that scanners are ergonomically designed to optimize the fingerprinting process.

A key difference between the various contact-based fingerprint technologies on the market is the means
of capturing an image. Most large-scale systems capture finger images using the optical technique or by
electronically scanning inked images from paper. Other capture techniques include capacitive, thermal
and ultra-sonic devices.
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In contact fingerprint systems, the optical image technique is based on the concept of “frustrated
total internal reflection”. A glass platen is illuminated from below at an angle of incidence just beyond
the critical angle at which light becomes reflected. If nothing is touching the topside of the platen, all
of the light is reflected into the camera sensor. But where a finger ridge is touching the platen, the
internal reflection is “frustrated”, i.e. the light rays are not reflected but pass through to the finger.
Consequently, the resulting fingerprint image is dark where there are ridges and light where there are
valleys, replicating the pattern obtained through traditional ink impressions.

With capacitive fingerprint sensors, the platen comprises an array of tiny cells, each smaller than the
width of a fingerprint ridge. Measurement of capacitance over the cells in the array indicates where the

finger ridges are in contact with the sensor, generating a fingerprint image.
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erted into a black and white image.

h-sonic imaging uses sound waves beyond the limit of human hearing. A finger is placed ¢
hcoustic waves are used to measure the density of the fingerprint pattern,

erprints can be imaged one at a time, or in combinations of two_or four. An image of
bx through little finger) is known as a “slap”. Two “slaps” (one from’ each hand) are take
single image of both the thumbs to create a “ten-print” image.lilarge-scale identificati
Fiduals are enrolled using the optical live-scan capture process using multiple fingers,
laps” as described above. Law enforcement AFIS systems;.also known as booking statid
bn fingerprints and generally do so now electronicallyyas described above. A civil AFI
| not capture all fingerprints and can operate effectively using as few as two.

irdless of the fingerprint imaging technology employed, the fingerprint scanner develo
imbers, each corresponding to a pixel, representing the fingerprint. The standard re
erprint images is 500 pixels per inch. The numbers in the matrix generally range from
(light), but some non-optical scanners may output only a matrix of Os and 1s.

P Fingerprint comparison

e are many ways to compare fingerprints computationally (the word “computational
to indicate exclusion of optical comparison methods developed in the 1960s and 1970

be covered in this docdment). The major computational approaches are: 1) transfori
correlation; 3) minutiae-based. All three have been used in commercial systems, bu
d systems are by far‘the most popular.

start with the ‘premise that no two fingerprints are alike. That is, even the same fi
e on a fingerprint platen will produce two different images of the ridge structure. W
1 a positien of comparing two identical fingerprints even from the same finger. The
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So how can we compare fingerprints under such circumstances? Transform-based methods are
generally based on two-dimensional Fourier transforms and Hough transforms applied to the matrix
of pixels representing the fingerprint. The idea is to mathematically transform the image in some way,
then compare coefficients of the transformed images. In this context, the fingerprints’ “features” are
the transform coefficients. ISO/IEC 19794-3[33] was developed as a standard for transform-based
fingerprint transmission and storage.

Correlation based methods recognize that fingerprints, and their representative matrices from the
scanner, cannot simply be overlaid owing to all the variation. However, small areas of two fingerprints,
when overlaid, might be correlated. If the geometrical relationship between centres of the small areas
remains about the same when overlaid to maximize correlation between the two images, maybe the
images are of the same finger friction ridges.
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Minutiae methods seek to crudely emulate what forensic examiners do. In this context, a ridge
“minutiae” can be of two types: a bifurcation, or an ending. Minutiae also have a direction associated
with the ridge at the point they occur. The mathematical algorithm moves over the image looking for
ridges and where they split or end and make a minutiae map. To compare two fingerprints, we lay their
minutiae maps on top of each other and spin/slide them around. If we can get some number of minutiae
to overlay in position and direction, we call it a “match”.

6.3.3 Palm technologies

Palm biometrics can be closely aligned with finger-scanning, and in particular AFIS technology. As with
fingers, friction ridges containing minutiae points are found on the palm. These can he captured 1sing
optical techniques as with fingerprinting. This area of the biometrics industry is particularly foepsed
on the law gnforcement community, as latent palm prints are equally as useful in criminal investigation
as latent firlgerprints. Other palm biometrics based not on the friction ridge structures but.on-the palm
creases have been developed in laboratory programs.

ture
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tric characteristics are predominantly used for one-to-many identificatipn*and the ca
process is pssentially the same as the optical technique described for fingerpninting. A palm
system capftures prints when a hand is placed on a scanner. Latent or ink palm prints can als
scanned into the system in the same way as an AFIS.

Palm bioms

6.4 Hand geometry technologies

Hand geomktry techniques have been widely used in access control applications since the 1980s,|The
most common commercial approach takes one or more two-dimensional silhouette images of the hand
and procesges those images using a proprietary algorithm tedevelop a 9-byte code.
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A further advantage of signature biometric technologies is that the signature is one of the most accepted
means of asserting identity. It is also used in a number of situations to legally bind an individual, such as
the signing of a contract. These factors have taken signature biometrics to a number of diverse markets
and applications, ranging from checking welfare entitlement, to document management and pen-based
computing.
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6.6 Speaker recognition technologies

Speaker recognition is a biometric technology based on the sound of the voice. Speaker recognition
should not be confused with the related non-biometric technology of speech recognition, which is used
to recognize words for dictation or automate instructions given over the telephone.

The sound of a human voice is mainly caused by resonance in the vocal tract. The length of the vocal
tract, the shapes of the mouth and nasal cavities are all important. Sound is measured, as affected by
these specific characteristics. The technique of measuring the voice may use either text-independent
or text-dependent methods. In other words, the voice may be captured with the subject uttering a
specifically designated response to a challenge, combining phrases, words or numbers (text-dependent)
or by speaking any form of phrase, words or numbers without a specific challenge {text-ind¢pendent).

Spedker recognition technologies are particularly useful for telephone-based applications| We are all
used to speaking on the telephone and biometric systems can be easily incorporated int¢ private or
publiic telephone networks. However, environmental background noise and interference| over these

networks can affect the performance of speaker recognition systems.

Subjects speak into a microphone and utter a previously selected (text:dependent) or unguided (text-
independent) phrase. The process is usually repeated a number of times during enrolmerit to build a
sufficient model of the voice generally based on biometric features such’as “cepstral coefficients” which
captjure the resonance characteristics of the vocal tract.

6.7 | Vascular patterns

The[blood vessels (veins) that exist in the subcutaneeus areas of the human body form g distinctive
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learn to type and’develop their own distinctive typing habits. The algorithms may n|
subjects becoming distracted or tired during the course of the day.

6.9 Scent/Odour

Recgghition of persons through personal odour has long been suggested based on the proven ability of
dogs--this—area—Although-no-deviees-have-everbeen—ecommeretallymarketedtheyhave-been under
development. A “sniffing” device will draw the odour onto an electronic sensor with receptor proteins
that react to specific odour molecules. The variations in the proportions of the various molecules may

be distinctive enough to enable recognition.

6.10 DNA

There are many types of semi-automated DNA analysis, some taking as little as fifteen minutes to
implement. Given a sufficient number of loci, DNA analysis can not only identify individuals, it can
identify heredity relationships. Because DNA requires some form of tissue, blood or other physical
biological sample, it is likely to remain exclusively a forensic technique, as opposed to a significant
contender in the access control market.
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6.11 Cardiogram

Physical differences between heart muscles and circulatory systems give rise to distinctiveness in the
fine details in cardiac rhythm as displayed in electrical signals or by blood flow. There have been many
research projects in this area, some resulting in commercial products.

6.12 Gait and full body recognition

Gait is defined as the style or manner of walking. Gait recognition systems record video of a person
walking and analyse distinctive features of the shape and dynamics of the silhouette, and/or relative
positions and dynamics of joints and limbs

7 Example applications

Applicationfs of biometric technologies are extremely diverse and occur in a broad range of governnpent,
commercial] and personal applications and therefore are difficult to distinctly categornize. This clause is
organized By function of the application (e.g. “time and attendance”, automated payments) as opppsed
to the implementing sector (e.g. banking, healthcare), while recognizing that a single biomgtric

application|may be used in multiple sectors.
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many commercial fingerprint, retinal, and voice systems were being marketed. By the
erprint readers were being built into computer keyboards and cell phones, but uptake
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the data supject was required to submit a biometric sample to a host computer, that sample wajs

stored, but was passed immediately to the smart card for comparison with the stored reference.

The rapid uptake of smart phones in the 2010s allowed extension of the “match on card” concept to
the cell phone, but now with all aspects, e.g. biometric data collection, storage and matching, under
complete control of the biometric data subject. Apps for voice, face, sclera-vein and fingerprints became
readily available for unlocking the phone and other apps on the phone, with no transfer of biometric
data out of the direct possession of the data subject.

7.3 Time and attendance

Biometric systems for recording the entry and exit of employees from work sites date at least to the
early 1990s, with current use extending to small business, industry and government. A variety of
devices are available based on fingerprint, hand geometry and iris recognition. In addition to tracking
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time for payroll purposes, the systems can give supervisors immediate access to data about which
employees are at the job site at any time, information useful in the event of an emergency.

7.4 Accountability

Biometric recognition can be used in applications requiring accountability and non-repudiation. Some
hospitals and pharmacies use biometrics as a requirement for access to narcotics. The collection of a
biometric characteristic assures that the dispensing of each dosage can be attributed to a registered

person in a way that cannot be later repudiated.
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7.7.

erprint, face or voice, or may choose to not use biometrics at all.

Government/citizen services

rernment services in a number of countries recognize citizens-and residents using
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specifying

international passport standards, began an initiative for the creation of “Machine Readable Travel
Documents” (MRTDs) and in 2003 established face images, supplemented as necessary with fingerprint
and iris images, as the preferred biometric characteristic for use on MRTDs. Since the around 2006,
nearly all developed nations have been issuing ePassports which contain a computer chip compliant with
ICAO MRTD specifications. The face image is stored on the computer chip as a JPEG file. Some countries
have augmented this data with the inclusion of fingerprint minutiae templates. This has enabled use of
ePassports with biometric Automated Border Crossing (ABC) systems, allowing passengers to transit
through systems on which they have not been previously enrolled.

7.7.2 Automated border crossing (ABC) systems

By the mid-2010s, atleast 15 countries have implemented ABC systems for some international travellers,
replacing primary line inspection with a biometric gate. The ABC system verifies the connection of
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the traveller to the travel document (generally a passport) by capturing the biometric characteristic
presented by the traveller and comparing it with that encoded in the MRTD (either the face image or on
some passports, fingerprints) or with an enrolment reference previously created specifically for this
ABC system and linked to the identity document. In the case of a traveller not being recognized against
the reference image, the traveller is referred for processing by a border control officer.

Typically, ABC systems include other border control processing as required by a border control
authority, such as a check on the currency and authenticity of the travel document, and the name or
document-number against a watchlist. ABC systems are not intended to replace all manual/human
border control policies and procedures, and are generally supported by human oversight.

7.7.3 Visps

Most counfries require travellers from at least some other countries to acquire visas(frem Jocal
consulates |prior to entry. Some visa issuance processes collect face and fingerprint imageg for
comparisor] to those of persons previously denied visas and for comparison to the traveller upon arrival
to prevent fransference of the visa.

7.7.4 EURODAC

EURODAC i$ a European Union (EU) fingerprint database of asylum seekerswhich has been operatjonal
since 2003.[The fingerprints of all EU asylum seekers over 14 years of agé are compared to fingerprints of
previous EU asylum seekers, then stored in the EURODAC central systemfor 10 years. The purpose of this
system is tq detect persons applying multiple times for asylum within the EU within this 10 year perjod.

7.8 Law enforcement

The law enforcement community uses many of the world’s largest biometric systems. The two main
biometric flinctions in law enforcement agencies inyplve identification of arrestees (usually thrTugh
sets of fingerprints but also in some applications through facial images), and identification of for¢nsic
evidence (dften through latent fingerprints or DNA left at crime scenes). In the US, fingerprintg are
searched against the FBI's NGI system, which ¢drrently contains fingerprint sets from over 70 million
individuals| Police forces throughout the world use AFIS technology to identify the source of fingerprints
from crime|scenes and to identify arrestees. Law enforcement databases will also frequently hold the
fingerprint$ of persons not associated with any criminal activity, such as those in law enforcement, the
military, or|government positions df trust.

7.9 Civilbackground checks

Many typed of governmeht-and private employment require background checks on the criminal higtory
of applicants. These ¢hecks are usually implemented by searching applicant fingerprints against the
fingerprint$ held in(the criminal portion of law enforcement databases.

7.10 Clustering

Biometrics has traditionally been associated with “identification” and “verification”, but other
applications follow from the definition of biometrics as “automated methods of recognizing individuals”.
Biometric systems can be used to “cluster” biometric samples (for example, face images), grouping
samples likely to have come from the same person without requirement for “enrolment” or knowledge
of the person being recognized.

Social media has begun to cluster and mark faces of single individuals. Those individuals can then
be linked to clusters of other individuals appearing in the same images, allowing mappings of social
networks.

In the same way, an audio recording containing the voices of multiple individuals can be segmented
and clustered into the speech segments associated with each individual, even if the individuals are
otherwise unknown.
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8 General biometric system

8.1 Conceptual representation of general biometric system

Given the variety of applications and technologies, it might seem difficult to draw any generalizations
about biometric systems. All such systems, however, have many elements in common. Captured
biometric samples are acquired from a subject by a sensor. The sensor output is sent to a processor
that extracts the distinctive but repeatable measures of the sample (the biometric features), discarding
all other components. The resulting features can be stored in the biometric enrolment database as a
biometric reference In other cases the sample itself (w1thout feature extraction) may be stored as the

referenee—4A oubocqucul. quetry-or-pt obebiometrie ocuuylc catrbe compat ed—to—=a DPC\.IIIL T ference to
manjy references, or to all references already in the database to determine if there is a match. A decision
regarding the biometric claim is made based upon the similarities or dissimilarities between the
featyires of the biometric probe and those of the reference or references compared.
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Figure 1 — Components of a general biometric system

Figure 1 illustrates the information flow within a general biometric system, showing a general biometric
m consisting of data capture, signal processing, data storage, comparison and decision |subsystems.
dlagram 1llustrates both enrolment and the operation of ver1f1cat10n and 1dent1f1cat13n systems.

thatin any 1mplemented system some of these conceptual components may be absent or may not have
a direct correspondence with a physical or software entity.

8.2 Conceptual components of a general biometric system

8.2.1 Data capture subsystem

The data capture subsystem collects an image or signal of a subject’s biometric characteristics presented
to the biometric sensor, and outputs this image/signal as a captured biometric sample.
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8.2.2 Transmission subsystem

The transmission subsystem (not always present or visibly present in a biometric system) will transmit
samples, features, probes and references between different subsystems. The captured biometric sample
may be compressed and/or encrypted before transmission, and expanded and/or decrypted before
use. A captured biometric sample may be altered in transmission due to noise in the transmission
channel as well as losses in the compression/expansion process. Data may be transmitted using
standard biometric data interchange formats, and cryptographic techniques may be used to protect the
authenticity, integrity, and confidentiality of stored and transmitted biometric data.

8.2.3 Sigpal processing subsystem

Signal procgssing may include processes such as:
— enhancgment, i.e. improving the quality and clarity of the captured biometric sample;

— segmenttation, i.e. locating the signal of the subject’s biometric characteristics within the captpired
biometfic sample;

— feature|extraction, i.e. deriving the subject’s repeatable and distinctive meastires from the captpired
biometfic sample;

— quality|control, i.e. assessing the suitability of samples, feature§, references, etc. and posibly
affecting other processes, such as returning control to the data capture subsystem to collect furfther
samplep; or modifying parameters for segmentation, feature extraction, or comparison.

In the case|of enrolment, the signal processing subsystem_creates a biometric reference. Sometjmes
the enrolmlent process requires features from several presentations of the individual’s biomgtric
characterisfics. Sometimes the reference comprises just the'features, in which case the reference mgy be
called a “teqplate”. Sometimes the reference comprises just the sample, in which case feature extragtion
from the reference occurs immediately before comparison.

In the case pf verification and identification, thesignal processing subsystem creates a biometric pijobe.

Sequencing| and iteration of the above-mentioned processes are determined by the specifics of pach
system.

8.2.4 Data storage subsystem

References gre stored within-anvenrolment database held in the data storage subsystem. Each refergnce
might be apsociated with(spme details of the enrolled subject or the enrolment process. It shiould
be noted that prior to.being stored in the enrolment database, references may be reformatted irjto a
biometric data interchange format. References may be stored within a biometric capture device, [on a
portable medium such as a smart card, locally such as on a personal computer or local server, or]in a
central database:

8.2.5 Comnparisomsubsystent

In the comparison subsystem, probes are compared against one or more references and comparison
scores are passed to the decision subsystem. The comparison scores indicate the similarities or
dissimilarities between the probe(s) and reference(s) compared.

For verification, a single specific claim of subject enrolment would lead to a single comparison score. For
identification, many or all references may be compared with the probes, and output a comparison score
for each comparison.

8.2.6 Decision subsystem

The decision subsystem uses the comparison scores generated from one or more comparison attempts
to provide the decision outcome for a verification or identification transaction.
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In the case of verification, the probes are considered to match a compared reference when (assuming
that higher scores correspond to greater similarity) the comparison score exceeds a specified threshold.
A biometric claim can then be verified on the basis of the decision policy, which may allow or require
multiple attempts.

In the case of identification, the enrolee reference is a potential candidate for the subject when (assuming
that higher scores correspond to greater similarity) the comparison score exceeds a specified threshold,
and/or when the comparison score is among the highest ranked values generated during comparisons
across the entire database. The decision policy may allow or require multiple attempts before making
an identification decision.
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Conceptually, It 1S possible to treat MultiDIOMETric Systems In the same manner as
ms, by treating the combined captured biometric samples/references/scores as if they W
le/reference/score and allowing the decision subsystem to operate score fusion or decision fus
ppriate. (See also ISO/IEC TR 24722:2007 Multimodal and other multibiometric fusion[37}.)

/  Administration subsystem

piometric system, in accordance with the relevant legal, jurisdictjenal and societal cons
irements. Illustrative examples include:

interacting with the subject including providing guidance feedback to the subject du
pfter data capture, and requesting additional information.from the subject;

storing and formatting of the biometric references ahd/or biometric interchange data;
providing final arbitration on output from decisign’and/or scores;

Ketting threshold values;

setting biometric system acquisition settings;

controlling the operational environftent and non-biometric data storage;

providing appropriate safeguatds for subject privacy and subject data security;

interacting with the application that utilizes the biometric system.

B8 Interface

biometric systém may or may not interface to an external application or system via a W
face, an Application Programming Interface, a Hardware Interface or a Protocol Interf:

Functions of general biometric system

8.3.

inibiometric
ere a single
ion as and if

administration subsystem governs the overall policy, implementation,configuration and usage of

traints and

ring and/or

eb Services
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Enrolment

In enrolment, a transaction by a biometric capture subject is processed by the system in order to
generate and store an enrolment reference for that individual.

Enrolment typically involves:

a)
b)
‘)
d)

sample acquisition;
sample restoration or enhancement;
segmentation;

feature extraction;
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e) quality checks (which may reject the sample/features as being unsuitable for creating a reference,
and require acquisition of further samples);

f) (where system policy requires it) comparison against existing biometric references to ensure the
subject is not already enrolled;

g) reference creation (which may require features from multiple samples) and possible conversion
into a biometric data interchange format;

h) storage;

i) testverification or identification attempts to ensure that the resulting enrolment is usable;

j) allowinlg repeat enrolment attempts, should the initial enrolment be deemed unsatisfadtory
(depenglent on the enrolment policy).

8.3.2 Verification of a positive biometric claim

In applicatipns such as access control, a transaction by a subject may be processed by the system in
order to veyify a positive specific claim about the subject’s enrolment (e.g. “I"'am enrolled as subject
X"). Note tHat some biometric systems will allow a single subject to enrol mope than one instancq of a
biometric characteristic (for example, an iris system may allow subjects to.gnrol both iris images, while
a fingerprint system may require enrolment of additional fingers for fallback in case a primary finger is
damaged).

Verification of a specific positive claim typically involves:
a) samplelacquisition;

b) sample|restoration or enhancement;

c) segmerjtation;

d) featureextraction;

e) quality| checks (which may reject the_sample/features as being unsuitable for comparison,|and
requirg acquisition of further samples);

f) probe ¢reation (which may require features from multiple samples), possible conversion irfto a
biometfic data interchange«format;

g) compailison of the probe against the reference for the claimed identity producing a comparison s¢ore;

h) determfination of whether the biometric features of the probe match those of the reference bpsed
on whe¢ther thescomparison score exceeds a threshold (higher scores correspond to grdater
similarfty);

i) decisiop.tgverify a claim based on the comparison result of one or more attempts as dictated by
the decisiomrpoticy:

EXAMPLE In a verification system allowing up to three recognition attempts, a false rejection will result
with any combination of failures during the acquisition process, or false non-matches in the comparison process,
over three attempts. A false acceptance will result if a sample is acquired and falsely matched to the enrolled
reference for the claimed identity on any of three attempts.

The verification function will either accept or reject the specific positive claim. The verification decision
outcome is considered to be erroneous if either a false claim is accepted (false accept) or a true claim is
rejected (false reject). In this application, a false acceptance occurs if the submitted sample is wrongly
matched to a stored reference not created by the data subject. A false rejection occurs is the submitted
sample is not matched to a reference actually created by the data subject.

Verification of an unspecific positive claim is also quite possible with a biometric system. In the 1990s,
such applications were called “PIN-less verification” because no PIN or other identifier was necessary to
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establish that the data subject was indeed enrolled in the database. Since the late 1990s, iris recognition
systems have been used in this fashion for access control. The process is as above through steps a) to f).
However, steps g) to i) are somewhat different when the claim is unspecific.

g)

comparison of the probe against all the references producing a score for each comparison;

h) determination of whether the biometric features of the probe match those of any reference based

i)

8.3.

In identification, a transaction by a subject is processed by the system and the énrolment
searched to return identifiers of similar references. Identification provides a candidate list o

that

enrqlled and an identifier for their enrolment is in the candidate list. The identification is cd
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B Identification

will contain zero, one, or more identifiers. Identification is considered correct when th

'roneous if either an enrolled subject’s identifier is not in the resulting candidate list (fal
ification error), or if a transaction by a non-enrolled subject pfoduces a non-empty ca

ification typically involves:
sample acquisition;
sample restoration or enhancement;
segmentation;
feature extraction;

quality checks (which may reject-the sample/features as being unsuitable for comp
require acquisition of further samples);

probe creation (which may require features from multiple samples), possible conve
biometric data interchange format);

comparison against'some or all references in the enrolment database, producing a sc
comparison;

determination, of whether each compared reference is a potential candidate identi
capture subject, based on whether the comparison score exceeds a threshold and/or is

Kimilarity);

database is
f identifiers
e subject is
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se-negative
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arison, and

'sion into a

re for each
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among the

highest ranked scores returned, producing a candidate list (higher scores correspond to greater

an.identification decision based on the candidate lists from one or more attempts, as

dictated by

the decision policy.

Performance testing

General

Biometric devices and systems might be tested in many different ways. Types of testing include:

a)
b)

c)

technical performance (in terms of error rates and throughput rates);
reliability, availability and maintainability;

vulnerability;
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d) security;

e) user acceptance;

f) human factors;

g) cost/benefit;

h) legislative compliance including that relating to privacy and transparency of the biometric data

recorded for an individual.

Technical p

erformance has been the most common form of testing in the last three decades. Technical

tests are ge
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nerally conducted with the goal of predicting system performance with a target populs
bnvironment, but historically, extrapolation of results from a test environment to.the
been difficult. To make test results more predictive of real world performance; teg
ave been developed (ISO/IEC 19795[34]).

sts can be either “closed-set” or “open-set”. In closed-set testing all test subjects are enr
m. Closed-set tests cannot measure performance of the system when, uséd by people
olled. A closed-set test returns the rank of the true comparison whén an input samp
o all of the enrolled references. Closed-set tests measure thecprobability that the

is dependent upon the database size, decreasing as the database size increases.

t” test does not require that all input samples be represented by a reference in the enr
hd measures all comparison scores against a score thréshold. An open-set test returns,
Lhe threshold, the probabilities of (i) declaring a non<match for a mated comparison of p
ce from the same subject (the false non-match(pate) and (ii) declaring a match for a

parison of probe and reference from differentindividuals (the false match rate).

f both open-set and closed-set tests are found in the literature, but as most applicat
wledge the potential for impostors, open-set results are of the greater practical value t
gner or analyst.

Metrics generally collected in open-set technical tests are: failure-to-enrol, failure-to-acquire,

acceptance

false rejection and throughput rates. The failure-to-enrol rate is determined as

proportion
system or

of enrolment transactions ;in which the enrolment could not be completed becaus
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processes Hy all enrolled subject that are not acknowledged by the system. The false rejection rate is

the proportion of all verification*transactions with true biometric claims erroneously rejected by
system. Th¢ false acceptanee-rate is the proportion of verification transactions with untrue biom
claims erroneously accepted by the system. Because false acceptance rate and false rejection rat
false match|rate / andAfalse non-match rate) are competing measures, they can be displayed togethge
a “Detection Error Trade-off” (DET) curve. The throughput rate is the number of persons processe
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9.2 Types of technical tests

Three types of technical tests are described: Technology, Scenario, and Operational (Philips, Ma
Wilson and Przybocki, 2000[38]).

rtin,

18

Technology test: The goal of a technology test is to compare competing algorithms from a single
technology, such as fingerprinting, against a standardized database collected with a sensor
compliant with a stated standard (a “universal” sensor). There are competitive technology tests in:

— speaker verification (NIST, 1996-2012[54]);
— facial recognition (NIST FERET, 1993-1997[55] and NIST FRVT 2000-2013[21[59][60][21][22]);
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— fingerprinting (Fingerprint Verification Competition 2000-2006,[47][48][11][12] NIST FpVTE
2003-2012[791[Z5]; NIST, 2004-2006[74]; NIST MINEX, 2004-2006[20]),

— and iris (International Biometric Group, 2005[26]; NIST ICE 2004-2006[60]).

— Scenario test: While the goal of technology testing is to assess the algorithm, the goal of scenario
testing is to assess the performance of the subjects as they interact with the complete system in an
environment that models a “real-world” application. Each system tested will have its own acquisition
sensor and so will receive slightly different data. Scenario testing has been performed by a number
of groups, but few results have been published openly (Rodriguez, Bouchier and Ruehie, 1993[65];
Bouchier, Ahrens and Wells, 1996[Z]; Mansfield, Kelly, Chandler and Kane, 2000[49]).

— Pperational test: The goal of operational testing is to determine the performance|of a target
opulation in a specific application environment with a complete biometric syStem.|In general,
perational test results will not be repeatable because of unknown and uncontrolled differences of
perational environments. Further, “ground truth” (i.e. who was actually présenting a ['good faith”
iometric characteristic) will be difficult to ascertain. Because of the sensitivity of information
egarding error rates of operational systems, few results have been reported in the open literature
Wayman, 2000(76]).

All piometric recognition techniques require human interaction\with a data collectfion device.

Technology testing generally attempts to limit the effect of human interaction, while s¢enario and

opeifational testing must account for and may attempt to measure these effects. Match errprs, failure-

to-eprol/acquire and throughput rates are determined by human interaction, which in turn depends
upon the specifics of the collection environment. Human factors of biometric collection is gn emerging
discjpline.

Restlts of technical performance tests can vary depending on:

— the type of test (technology, scenario, or operdtional);

— khe composition of the corpus of test data and controls on data quality (see ISO/IEC 29794-1[39]);

— ppplication environment (which \an affect the relative difference between mated| probe and

reference, making these harderto match (see ISO/IEC TR 29198[40]);

— decision policy of the application (e.g. how many retries are permitted).

Thege issues can make comparison of test results and prediction of real world performance|difficult.

10 Biometric teéchnical interfaces

10.1 BDBsand BIRs

Therte arle two key concepts in international standards for biometrics technical interfaces.

The & FEefaBionte DataBleck{BhBAbtome d s d ith a defined

format that contains one or more biometric samples or biometric templates such as a fingerp
arecord of “finger minutiae” (ridge and valley merging or bifurcation), an iris image, etc.

rintimage,

There are biometric data interchange format standards (ISO/IEC 19794[32]) for various biometric
technologies, each specifying one or more BDB formats (e.g. compact smart card formats as well as
normal formats). Each BDB format has a BDB format identifier that enables the format to be interpreted
and processed by any system that has knowledge of that format

The second is that of a “Biometric Information Record” (BIR). A BIR is a BDB with added metadata, e.g.
when it was captured, its expiry date, the equipment capturing it, whether it is encrypted. A number
of different BIR formats are defined by ISO/IEC 19785-3[31] as part of ongoing work in this area, based
both on the amount of information included in the BIR and on the compactness of the encoding scheme
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used. Again, BIR formats have an identifier, called in this case a Common Biometric Exchange Formats
Framework “CBEFF Patron Format Identifier”.

The BIR is the unit used in most international standards for the storage and movement between
software modules and computer systems, for example using Biometrics Identity Assurance Services
(BIAS) and the BioAPI Interfaces (within a system) or the Biometric Interworking Protocol (BIP)
(between systems).

The BIAS, BioAPI and BIP architectures are important for any work involving the movement of biometric
information (BDBs, BIRs) within a system or between systems.

10.2 Servijce architectures

Service-orignted architecture (SOA) is a software design pattern based on discrete pieces of'softyare
called services. Services are independent software programs designed to fulfil a specificfunction| and
comprise a|set of capabilities to realize that function. The service is typically expressed in service
contracts, yhich are technical service descriptions designed for runtime consumptien (for example:
a Web Servjices Description Language (WSDL) definition and an XML schema definition). Serviceg are
akin to Appllication Programming Interfaces (APIs). The SOA design pattern proyides for services fo be
aggregated|through service compositions the effect of which is to provide @utomated support to any
business prpcess that requires the functionality of the service compositioux

Biometric doftware services are designed to provide a generic set ©f biometric and identity-related
functions dnd associated data definitions to facilitate the collection, storage, use and disclosure
of biographic and biometric data in a variety of business contexts and domains. These seryices
typically d¢ not contain logic specific and unique to a particular business operation as such logic is
more apprdpriately contained within the application logicdayeér. Rather, the services contain the Jogic
required to[lenable biometric services to be applied agnostic to the operating environment.

There are cprrently two standards of interest which specify biometric services:

a) WS Biometric Devices (WS-BD), described im\NIST Special Publication 500-288[53], which defines
a number of primitive and aggregate seryices for the integration of biometric sensor devices|into
biometfic systems that have a biometric acquisition component;

b) Biometyic Identity Assurance Serviges, described in ISO/IEC 30108[42], which defines a numbgr of
primitiye and aggregate biometric identity assurance services. In essence, these services prgvide
for the|storage and retrieval of biographic and biometric data collected from an individual where
the bioetric data is colleeted via a biometric sensor of some sort.

10.3 Common Biometric Exchange Formats Framework (CBEFF)

The Interngtional Standard for CBEFF (ISO/IEC 19785[30]) promotes interoperability of biometric-bpsed
application$ and systems by specifying standard structures for BIRs (BDBs plus metadata) and a set of
abstract dafa elements and values that can be used to create the header part of a CBEFF-compliant|(BIR.

A BIR is an encoding in accordance with a CBEFF patron format (See below]. It 15 a unit of biometric data
for storage in a database or for interchange between systems or parts of systems. A BIR always has at
least two parts: a standard biometric header (SBH) and at least one BDB. It may also have a third part
called the security block (SB). CBEFF places no requirements on the content and encoding of a BDB
except that its length needs to be be an integral number of octets; the parts in the ISO/IEC 19794[32]
series specify standardized BDB formats for a number of biometric types.

The primary purpose of CBEFF is to define abstract data elements (data elements with a set of defined
abstract values, with their semantics) that are expected to be of general utility as parts of the standard
biometric header (SBH) in BIRs.

A CBEFF patron format is defined for a particular domain of use. A CBEFF patron format is a full bit-
level specification of encodings that can carry some or all of the abstract values of some or all of the
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CBEFF data elements defined in this document (possibly with additional abstract values determined by
the CBEFF patron), together with one or more BDBs containing biometric data.

The ISO/IEC 19785 series consists of four parts. ISO/IEC 19785-1 specifies a full set of (metadata) data
elements and their abstract values (without determining any particular encoding). ISO/IEC 19785-2,
which defined procedures for the operation of the Biometric Registration Authority, was withdrawn in
order to avoid conflicts with the contract established between ISO/IEC and the Biometric Registration
Authority. ISO/IEC 19785-3 defines a number of useful patron formats that vary from minimal to
maximal metadata and include both binary and XML encodings of the meta-data. ISO/IEC 19785-4
defines the security block (SB) to provide for both integrity and encryption of the biometric data.

10.4 The BioAPI International Standard

BioAPI (ISO/IEC 19784[29]) provides an implementation architecture that sapport§ biometric
applications using software (and hardware) modules from multiple vendors.

Biometric Application Biometric Application

BioAPI Framework

BSP BSP BSP
Il L JLeeell
. . Device Device
Device Device 1 N

Figure 2 — BioAPI architecture

The[basic concept is-efiapplications (from multiple vendors) interacting with a BioAPI [Framework
(from a single vendor;but with defined interfaces), which in turn interacts with Biomdtric Service
ProViders (BSPs)_(from multiple vendors) to perform the biometric functions. The BioAPI ardhitecture is
shown in Figure.2.

Intefaction-between these various components is by passing a BIR.

BSP$ eaw perform capture, comparison, archiving, or processing of a BIR.

In a recent addition to the BioAPI architecture, the BSP may consist of code from one vendor interacting
with a “BioAPI Unit” provided by a different vendor (typically a hardware device and its driver, thus
minimizing the work needed by hardware suppliers to become part of a biometric system).

10.5 The BIP International Standard

The BIP International Standard (ISO/IEC 24708I35]) provides bits-on-the-line communication to enable
an application in one BioAPI system to interact with BSPs in a remote BioAPI system. This extension of
the BioAPI architecture forms part of the transmission subsystem described in 8.2.2 (see Figure 3 below).
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Although these issues are not insurmountable, they demonstrate that use of biometrics does not
eliminate the usual security issues.

11.2 Security of biometric data

The requirements for the use of biometrics to verify the claim of an individual for authorizations are
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Firstly, a person’s biometric data should be confidential and not be subject to unauthorized access, use
and modification or disclosed to unauthorized entities. This is an important consideration for both the
transmission and storage of biometric data.

Secondly, the integrity of the biometric data across the various processing subsystems in the biometric
system is also critical. For example, if the integrity of the data is compromised resulting in an
untrustworthy biometric reference, subsequent verification and identification processing results are
also untrustworthy.

Thirdly, if an individual’s biometric reference is the subject of an identity theft and therefore
compromised, the persistence of the biometric characteristics from which the reference is derived
“nethods for
renewable

etric references are considered.

Confidentiality, integrity and renewability and revocability of biometric data arelachieved
appliication of cryptographic techniques (ISO/IEC 24745:2011[38] pages 13-14):

through the
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bus forms of cryptographic encryption algorithms (ciphers) can be usedfor providing cor
ored data. The encryption algorithms are applied to the biometric data to produce enc
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data. There
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mespage changes and also affirming the \origin of the message. As a MAC does not pr

repydiation, where this is required digital'signature schemes are employed.

Thete are also methods available for\processing data to provide both confidentiality aj
protection. They typically involve<gither specific combination of encryption and a MAC ¢
or the use of an encryption algerithm in a special way. ISO/IEC 19772[28] specifies six 1
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authenticated encryption with:the following security objectives:
Data confidentiality:protection against unauthorized disclosure of data;

Data integrity: protection that enables the recipient of data to verify that it has not beer modified;

Data origimauthentication: protection that enables the recipient of data to verify the id¢

entity of the

ret key.

cwable—and—revoeablte—bio references—are—achieved—throtgh—the—eo of pseudo
1dent1t1es (Pls) Pls are anonymous and renewable blometrlc 1dent1ty verification strings in a
predefined context (Breebart et al, 2009[8] page 302). A PI is derived from a data subject’s biometric
characteristics. Features extracted from a data subject’s captured biometric sample are processed by a
pseudonymous identified encoder, which generates a pseudonymous identifier and auxiliary data (AD)
providing a Renewable Biometric Reference (RBR). Once this reference is generated it can be stored
and the captured biometric sample and extracted features discarded. For subsequent verification
processes, features are extracted from a captured biometric sample and a pseudo identity re-coder is
applied generating a probe PI based on the extracted features and the AD component of the RBR. The
reference Pl and probe PI are then compared. All things being equal, they will only match if the correct
biometric characteristics are presented and the correct AD is used.
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In addition to enabling the reference probe comparison, the AD component of the RBR can be used to
serve a number of purposes including:

— generation of multiple independent PIs from the same captured biometric sample to provide a
sufficient number of diversifications for the biometric characteristics of an individual and therefore
arenewable biometric reference capability within the same application context;

— generation of independent PIs from the same captured biometric sample with minimal common
information between the Pls to prevent biometric comparisons and linking across applications
where they are used.

Depending p - freh : e - " S
S are not used the generalized model for the blometrlc system at Figure 1

Where RBR lies.
Where RBRs are used, the generalized model is varied as shown in Figure 4 below (adﬁ?f from
ISO/IEC 24745[38] page 18):
Enrolment Storage Verification ,{\b‘
Data cqpture Signal Data storage Comparison Signal Q~ Data capture
subsyktem processing subsystem subsystem proces, 1@ subsystem
subsystem subq/élm

Presen:ation, Presentatio

Bion{letric
characteristics
]

Biorﬂ btric
charactgristics
l

Captured Captured :
. . biometric biometric; . _
Biomtric _ ! sample C) sample | Biometric
Sengsor C)\\ Sensor
@ Decision
O subsystem

©

Figure  — Gene@ed model of biometric system using renewable biometric reference

T

biometric r nce is stored and where the comparison of the reference with the probe is madeland,
in the case where RBRs are implemented, where the Pl and AD components are stored. In this context,
possible topologies include (ISO/IEC 24745:2011[38] pages 25-38):

The gener iéé;(ﬁ)del and RBR models may be implemented in various ways based on wherg the

— Model A: Store on server and compare on server;
— Model B: Store on token and compare on server;
— Model C: Store on server and compare on client;
— Model D: Store on client and compare on client;
— Model E: Store on token and compare on client;

— Model F: Store on token and compare on token;
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Model G: Store distributed on token and server, compare on server;

Model H: Store distributed on token and client, compare on client;

Each model has its own security and privacy advantages and disadvantages.

11.3 Presentation attacks (Spoofing)

Notwithstanding the methods for biometric data protection, it has been well known since the 1970s
that biometric devices can be fooled by forgeries (Lummis and Rosenberg, 1972[46]; Raphael and
Young, 1974[63]; Meissner, 1977[51]). “Spoofing” is a term that has been commonly used in literature
for gresenting a forgery of another person’s biometric characteristics, in order to be recognlized as that
person. ISO/IEC 30107-1[41] which focuses on biometric-based attacks on the biometric‘dpta capture
subdystem, uses the term “presentation attack”, which points to what can be doneywith p biometric
pregentation to subvert the intended operation of a biometric system.

Twolbasic types of presentation attack are identified:
here a person intends to be recognized as an individual other than him/herself;

here a person intends not to be recognized as any individual kiiown to the system and so conceal

heir biometric characteristics

a biometric

or through
pristics are
her means.

impersonation attack, a person changes their biological or physical characteristics,
appearance, in an effort to match that6f an enrolled data subject. A person may 3
or disguise their biometric characteristics to avoid recognition. For example, in a facial
system, concealment may be by the weating of caps and sunglasses to conceal the face. A
also|distort their biometric characteristics, for example by placing glue on fingers or weari
or pptterned contact lenses. Forgitlg the biometric characteristics of another person is m
thar] disguising one’s own characteristics, but is quite possible nonetheless.

for example
Iso conceal
recognition
person may
ng artificial
bre difficult

ral studies (Blackburn,'et’al 2001[5]; van der Putte and Keuning, 2000[Z2]; Matsumoto,
ada and Hoshino, 200Q250]; Thalheim, Krissler and Ziegler, 2002[68]; BSI, 2003[2] and B
1ss ways by whigh facial, fingerprint and iris biometrics can be forged. Liveness test
for forgeries) is po§sible for several biometric modes. For example, speaker recognition
makle forgery difficult by requesting that the subject say numbers randomly chosen by a co
systems can_check for the presence of pupillary oscillation; fingerprint systems can cheg
flow Howevern liveness testing is a research area, and effective liveness testing without
fals¢ rejection rates is problematic. The likelihood of forgery can be reduced through the ¢
multiple biometric instances or modes (e.g. ten fingers, or iris and face), along with trained

Sevsd
Yam|
disc

Matsumoto,
b1, 2005[10])
ing (testing
ystems can
mputer; iris
k for blood
increasing
ollection of
bperators.

11.4 Integrity of the enrolment process

The use of biometrics does not reduce the need to appropriately confirm applicants' identity information
or authorizations. A biometric system can neither verify the external truth of the enrolled identity
itself nor establish the link automatically to an external identity with complete certainty. Determining
a subject’s “true” identity, if required, is done at the time of enrolment through trusted external
documents, such as a passport, birth certificate or (depending on national regulations) an identity card
or driver's licence. The biometric characteristics link the subject to an enrolled identity and associated
authorizations and affordances that are only as valid as the original determination process.

Not all systems, however, have a requirement to know a subject’s “true” name or identity. Biometric
characteristics can be used as pseudo-anonymous identifiers and consequently have intriguing
potential for privacy enhancement of authorization systems.
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All biometric characteristics may change over time, due to aging of the body, injury or disease. Therefore,
re-enrolment may be required. If “true” identity or continuity of identity is required by the system,
re-enrolment must necessitate presentation of trusted external documentation. Both enrolment and
reenrolment also require the physical presence of the enrolling person before the enrolling authority.
Otherwise, there is no way to determine that the enrolled biometric characteristic came from the
body of the person presenting it. Enrolment template update mechanisms might also be employed to
periodically update enrolment references from biometric samples acquired in transactions subsequent
to enrolment. The aim of template updating is to automatically adapt a biometric reference over time.
This takes into account the variation of the biometric data presented on each occasion, including from

ageing, to minimize the impact of such variations on recognition performance.

12 Biomg¢

12.1 Gend

Recognition by close observation of the body causes discomfort in some peoplerwho may read

stating tha
which is ex

Legal defin
to state (Al
(Warren an
of individu3

communicated to others” (Westin, 1967[78]) and the right of informational self-determination af

right to knc
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2009[64] pa
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etrics and privacy
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“biometrics invades my privacy”. Privacy is a legally and culturally>determined con
remely important and can directly affect the success of any biometric deployment.

tions of “privacy” vary from country to country and, in the United States, even from S
derman and Kennedy, 1995I2]). A classic definition is the dntrinsic “right to be let al
d Brandeis, 1890[Z3]), but more modern definitions includesinformational privacy: the 1
1ls “to determine for themselves when, how and to what extent information about the

w who gets which information, when and for which purpose. A third, more recent, con
t the individual from having their identity stol€n, or to be reliably and quickly ident
ident or incident.

5ing pervasiveness of web and mobile~téchnologies sees more individuals transac
ly for social and economic reasons_oir the basis of personal information that they
provide, including biometric information. How this information is safeguarded and ¥
e in place for the access, use, disclosure and discarding of that information is a fundame
many.

fional and international:legal and normative instruments relating to the privac
ta are based on a set of_principles including that individuals be informed (Robinson ¢
be 1):

nd for what purpose (scope) personal data is collected;

requestingthe data and the reason for their request to help them decide whether to pro
pase control of all or part of such data;

artiesjthat the data they provide might be disclosed to and under what circumstances;

t by
cept

tate
one”
right
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vide

the dat

NOTE

how their data will be protected from unauthorized access, modification, use and disclosure;

a has been disclosed to, before it is required to be permanently deleted.

how long the data provided will be stored in all of the places is stored, including the parties to whom

In some jurisdictions, biometric information is considered to be sensitive personal information,

placing more stringent obligations on entities using biometrics. For example in the European Union, Directive
2016/680 on the processing of personal data, and in Australia, the 2014 update to the Privacy Act 1988, both
specifically identify biometric information as sensitive personal information.

The objectives of these various instruments is the protection of the personal rights of those whose
data are processed, and the protection of data subjects and not simply the protection of data. Using a
biometric system means in most cases using personal data, thus the privacy regime of national laws
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