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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurhent should be noted. This document was drafted in accordance with the editorial rules of]the 1SO/
[EC Direfctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this document-may involve the
use of (3) patent(s). ISO and IEC take no position concerning the evidence, validity or,applicabilitfy of any
claimed|patent rights in respect thereof. As of the date of publication of this document;ISO and IE( had not
received notice of (a) patent(s) which may be required to implement this document. However, implegmenters
are cautlioned that this may not represent the latest information, which may be'‘obtained from thee patent
databasg available at www.iso.org/patents and https://patents.iec.ch. ISOvard IEC shall not [be held
respons|ble for identifying any or all such patent rights.

Any trafle name used in this document is information given for the Convenience of users and ¢loes not
constitute an endorsement.

For an efkplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
related [to conformity assessment, as well as information -about ISO's adherence to the World Trade
Organizption (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
In the IHC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical;;€ommittee ISO/IEC JTC 1, Information tedhnology,
Subcompnittee SC 27, Information security, cyberseelirity and privacy protection.

This thiyd edition cancels and replaces the secord edition (ISO/IEC 19790:2012), which has been teg¢hnically
revised.|It also incorporates the Technical€errigendum ISO/IEC 19790:2012/Cor 1:2015.

The maip changes are as follows:
— Clayses 3, 4 and 5 have been-refined and updated to reflect changes in requirements in Clause 7;
— the |anguage in Clause 6 has been refined and modernized;

— in CJause 7, the requirements have been reworded and rearranged for clarity. New requiremepts have
been added, and redundant or unnecessary requirements removed;

— Annexes A andyB have been updated to reflect changes in requirements in Clause 7;

— Annexes 'G-D and E have been restructured and updated in line with standards published dince the
preyious‘edition, as well as with examples of rate limiting methods;

— Annex F has been updated with the inclusion of ISO/IEC 17825; and
— new Annex G on module secure development, manufacturing and operation has been added.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

In information technology there is an ever-increasing need to use cryptographic mechanisms, such as for the
protection of data against unauthorized disclosure or manipulation, for entity authentication and for non-
repudiation. The security and reliability of such mechanisms are directly dependent on the cryptographic
modules in which they are implemented.

This document provides four increasing qualitative levels of security requirements intended to cover a wide
range of potential applications and environments. The cryptographic techniques are identical over the four
security levels defined in this document. The security requirements cover areas relative to the design and
implementation of a cryptographic module. These areas include:

— cryptographic module specification;

— cry
— role
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— Seény
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— mitigation of other attacks.
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— ACCESS CUIIIuUls,

— system security maintenance and patch management;

— backup and contingency plans; and

— information and data controls.

These controls are only as effective as the administration of appropriate security policies and procedures
within the operational environment.

Conformity with this document is not sufficient to ensure that a module is secure or that the security
provided by the module is sufficient and acceptable to the owner of the information that is being protected.

© ISO/IEC 2025 - All rights reserved
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Owners of sensitive information are expected to assess the risks to their information and to deploy
cryptographic modules as part of their overall risk mitigation plan, in order to mitigate specific identified
risks. The security policy of the module, which outlines its strengths and limitations, is expected to be
followed for any given deployment.

© ISO/IEC 2025 - All rights reserved
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Information security, cybersecurity and privacy protection —
Security requirements for cryptographic modules

1 Scope

This do security
system protecting sensitive information in Information and Communication Technologies (ICT)?.Jt defines
four sequrity levels for cryptographic modules to provide for a wide spectrum of data sensitivify and a
diversity of application environments. This document specifies up to four security levels fer.€ach ¢f the 11
requireinent areas with each security level increasing security over the preceding level,

2 Normative references

There afe no normative references in this document.

3 Ternms and definitions
For the purposes of this document, the following terms and definitiens apply.
[SO and [[EC maintain terminology databases for use in standatdization at the following addresses:

— ISOPnline browsing platform: available at https://wWww.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
access dontrol list
ACL
list of pgrmissions to grant access to an object

3.2
administrator guidance
written [material that is used'by- either the crypto officer (3.30) or any other administrative role (3}119) for
the corrpct configuration, haintenance, and administration of the cryptographic module (3.35)

ed
without|manual (3:81) intervention or input (e.g. electronic means such as through a computer network)

approvee-+ae

Note 1 to entry: Approved data authentication techniques can include the use of an approved digital signature (3.43),
approved message authentication code (3.82) or approved keyed hash. Approved data authentication techniques are
specified in Annex C.

3.5
approved integrity technique
approved method of verifying whether or not data has been corrupted or modified

Note 1 to entry: Approved integrity techniques can be keyed, and can include an approved hash, a message
authentication code (3.82) or a digital signature (3.43) algorithm.

© ISO/IEC 2025 - All rights reserved
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Note 2 to entry: Approved integrity techniques are specified in Annex C.

3.6

approved process

set of interrelated functions that includes at least one approved security function (3.8), and can include a
non-cryptographic function or non-approved security function (3.126) which are not security relevant to the
process’s operation

Note 1 to entry: A banking transaction, a compression service that includes encryption, etc.

3.7

approved service
service (3136) which-inchrdesatteastone appr oved-sect ify fuuufiuu (ﬁ) OT PTOCTSS; andcamrinehide non-
securityrelevant (3.91) functions or processes

Note 1 to entry: Any security relevant (3.128) but non-approved security functions or processes are exclufled from
approved services.

3.8
approved security function
security |function (3.126) that is permitted for use in an approved service (3.7)

Note 1 toentry: Approved security functions are referenced in Annex C, which references Annex D and Annek E.

39
asymmetric algorithm
asymmgtric technique

cryptognaphic algorithm (3.31) or technique that uses two related transformations: a public transfdrmation
(defined by the public key (3.113)) and a private transformatien(defined by the private key (3.110))

Note 1 tolentry: The two transformations have the property that; given the public transformation, it is computationally
infeasiblg¢ to derive the private transformation in a given limitéd time and with given computational resourcgs.

3.10
attestatlion
process |used to allow an entity (3.49) outsidé-the boundary of the cryptographic module (3.35) to fecurely
verify the identity and other physical ,or:logical characteristics of the cryptographic module yising an
attestatjon record (3.11)

Note 1 tolentry: An attestation conformsto the attestation standards and methods listed in Annex G.

3.11
attestatiion record
record that is generated by and retrievable from a cryptographic module (3.35) that supports the|attester
service (B.12)

Note 1 tp entry: The(attestation record contains measurement details about software (3.140), firmware [3.58) or
hardwarg (3.64)_components within the cryptographic module. Measurements can include hash values or [copies of
software} firmware, or hardware components within the cryptographic module as well as configuration|settings,
status infprmation (3.145), registers, and fuse values.

3.12

attester service

service (3.136) that a cryptographic module (3.35) can support, which requires the module to support an
identity and the generation of an attestation record (3.11)

3.13

authentication data

data entered into the cryptographic module (3.35) by the operator (3.98), used to authenticate the operator
to the module

Note 1 to entry: Authentication data within the module are transient and are considered a temporary critical security
parameter (3.29).

© ISO/IEC 2025 - All rights reserved
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Note 2 to entry: During an authentication attempt, authentication data are submitted to the module as:

a) a data input by the operator (e.g. a password (3.102), personal identification number (3.103), cryptographic key
(3.34) or equivalent); or

b) the result of a method/process involving operator related information (e.g. the signing of a challenge with a
private key (3.110), insertion of a physical key, processing of biometric (3.15) data).

3.14
authori

zed

when an operator (3.98) has authority to assume a specific role (3.119) and perform a corresponding set of

services

3.15

biometric
ble, physical characteristic or personal behavioural trait used to recognize the idéntity, ¢r verify
the clairhed identity, of an operator (3.98)

measurd

3.16

bitstregm
I instructions parsed by a field programmable gate array (FPGA) ofy'start-up to configure its

series O
internal

Note 1 tolentry: Bitstream is considered a highly customized form of executable‘code.

3.17
certific
data of

Note 1 t@ entry: This term should not to be confused with a module’s validation certificate issued by a cer
body (3.18).

3.18

certificattion body

third-p

Note 1 to

Note 2 tolentry: A certification body that assésses conformance to this document is known as a validation au

Note 3

requirenjents, specific rules and progedures apply.

[SOURCE: ISO/IEC 17065:2012; 3.12]

3.19
compr

unauthgrized disclosure, modification, substitution, or use of a critical security parameter (3|
unauthgrized maodification or substitution of a public security parameter (3.115), or the loss of
(3.72) or availability of the cryptographic module (3.35) itself, which can result in an unintended b
security|fGnctions supported by the module

3.20

logic

te
n entity, which is rendered unforgeable with the private or secret key of a certification autho

ty conformity assessment body operating a certification scheme

p entry: A certification scheme is a system related to specified products, to which the same

ise

rity (CA)

tification

entry: A certification body can be non:governmental or governmental (with or without regulatory afithority).

hority.

specified

29), the
integrity
ypass of

conditional self-test
test performed by a cryptographic module (3.35) when the conditions specified for the test occur

3.21
confide

ntial

intending that information is not made available or disclosed to unauthorized entities

© ISO/IEC 2025 - All rights reserved
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configuration management
discipline applying technical and administrative direction and surveillance to: identify and document the
functional and physical characteristics of a configuration item, control changes to those characteristics,
record and report change processing and implementation status, and verify compliance with specific
requirements

[SOURCE: ISO/IEC/IEEE 24765:2017 3.779.1, modified — in the definition "specified" has been replaced by

haintain

nl (3.81)
fion of a

a hybrid

35)

a hybrid
onent of

(3.35)

tion can

such as a

"specific".]

3.23

configuration management system

CMS

set of prpcedures and tools (including their documentation) used by a vendor (3.156) to develop and+
configutgations of a cryptographic module (3.35) during its life cycle

3.24

control [information

commar|ds, signals (e.g. clock input/output), and control data (including function calls and manu
control fata such as from switches, buttons, and keyboards) used to direct or,control the opera
cryptogitaphic module (3.35) or disjoint components of a hybrid module (3.68)

3.25

control|input

control information (3.24) that is input into a cryptographic module (3:35) or disjoint components of}
module (3.68)

3.26

controljinput interface

module |nterface(s) for which all control information (3.24)ts input into the cryptographic module (3]
3.27

control joutput

control information (3.24) that is output from asxckyptographic module (3.35) or disjoint component of
module (3.68) to be used as control input (3.25) into another cryptographic module or disjoint comp
a hybrid module

3.28

controljoutput interface

module |nterface(s) for which all control information (3.24) is output from the cryptographic module
3.29

critical security parameter

CSP

security|related inforimiation whose unauthorized access, use, disclosure, modification and substity
cause a gompromise’(3.19) of the security of a cryptographic module (3.35)

EXAMPLE Secret and private cryptographic key (3.34), authentication data (3.13) or verifier data (3.157)
password (3.102) or personal identification number (3.103).

Note 1 to entry: A CSP can be plaintext (3.105) or encrypted.

3.30

crypto officer
role (3.119) taken by an operator (3.98) that accesses a cryptographic module (3.35) in order to perform
cryptographic initialization or management functions of a cryptographic module (e.g. module initialization,
management of sensitive security parameters (3.131) and auditing)

© ISO/IEC 2025 - All rights reserved
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cryptographic algorithm
well-defined computational procedure that takes variable inputs, which can include a cryptographic key

(3.34),a
Note 1 to

3.32

nd produces an output

entry: Approved cryptographic algorithm standards are included in Annex C.

cryptographic boundary
explicitly defined perimeter that establishes the boundary of all components (i.e. set of hardware (3.64),
software (3.140) or firmware (3.58) components) of the cryptographic module (3.35)

3.33
cryptodkraphic bypass

ability o

3.34

cryptog
key
sequenc

Note 1 t
cryptogr

3.35

cryptog
module

a service (3.136) to partially or wholly circumvent a cryptographic function or process

raphic key
e of symbols that controls the operation of a cryptographic transformation

b entry: A cryptographic transformation can include but is not limited to encipherment, decip|
aphic check value computation, signature generation, or signature verifiCation.

raphic module

set of haydware (3.64) and either software (3.140) or firmware (3.58) that implements security funct

are cont

3.36

cryptog
security
precise

the rule
certifica

Note 1 to

3.37

cryptog
implems

3.38

pined within the cryptographic boundary (3.32)

raphic module security policy

policy

specification of the security rules undercwhich a cryptographic module (3.35) will operate, i
5 derived from the requirements of.this document and additional rules imposed by the m
fion body (3.18)

entry: See Annex B.

raphic operation
ntation of one or moxelcryptographic algorithm (3.31) in the cryptographic module (3.35)

data input interface

module

3.39
data ou
module

nterface(s).for which all input data (3.71) is input into the cryptographic module (3.35)

fput interface
ntérface(s) for which all output data (3.99) is output from the cryptographic module (3.35)

herment,

jons and

ncluding
pdule or

3.40

data path
physical or logical route over which data passes

Note 1 to entry: A physical data path can be shared by multiple logical data paths.

© ISO/IEC 2025 - All rights reserved
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3.41

debugging technique

method used to halt or alter the execution of the cryptographic module (3.35) to analyse malfunctions, using
interfaces or tools that can modify objects in memory (e.g. including executable code), in a way that it is
possible to bypass security controls

Note 1 to entry: Security controls are considered to be any feature of the executable code required to meet the
functional requirements of this document.

3.42

degraded operation
operation where a subset of the entire set of security functions, services or processes are either available or
configuifable or both as a result of reconfiguration from an error state

3.43
digital §ignature
data appgended to, or a cryptographic transformation of, a data unit that allows the recipient of the data unit
to prove the origin and integrity (3.72) of the data unit and protect against forgery (e.gyby the reciplent)

3.44
direct entry
entry of|a sensitive security parameter (3.131) or key component (3.74) into(a)cryptographic module (3.35),
using a dlevice such as a keyboard or number pad

3.45
disjointjsignature
signaturle used as part of a group of signatures, which together represent an entire set of code

3.46
electronic entry
entry of| a sensitive security parameter (3.131) or key component (3.74) into a cryptographic modufe (3.35)
using el¢ctronic methods

Note 1 tolentry: It is possible that the operator (3.98)of the cryptographic module (3.35) has no knowledge of the value
of the key being entered.

3.47
encomplassing signature
single signature for an entire set of code

3.48
encrypfed critical security(parameter

encrypted CSP

critical Jecurity parameter/(3.29) that has been encrypted using an approved security function (3.8)

3.49
entity
person, group,.device or process

3.50
entropy
measure of the disorder, randomness or variability in a closed system

Note 1 to entry: The entropy of a random variable X is a mathematical measure of the amount of information provided
by an observation of X.

3.51

environmental failure protection

EFP

use of features to protect against a compromise (3.19) of the security of a cryptographic module (3.35) due to
environmental conditions outside of the module’s normal operating range

© ISO/IEC 2025 - All rights reserved
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environmental failure testing

EFT

use of specific methods to provide reasonable assurance that the security of a cryptographic module (3.35)
will not be compromised by environmental conditions outside of the module’s normal operating range

3.53

error detection code

EDC

value computed from data and comprised of redundant bits of information designed to detect, but not

correct,

unintentional changes in the data

3.54

executable form

form of
the open

3.55
factory
default s

Note 1 to

module dnd still be considered part of the factory state, such as a trust anchor.

3.56

fault inlection

techniq
voltages

3.57

the code in which the software (3.140) or firmware (3.58) is managed and controlledycomp
ptional environment (3.96) of the cryptographic module (3.35) and does not require_compilat

state
ettings consistent with how the cryptographic module (3.35) left the factory

entry: It is possible that some sensitive security parameters (3.131) will be(replaced during the lifeti

e to induce operating behaviour changes in hardware (3.64), such as by the application of
radiation, laser or clock skewing techniques

finite stlate model

FSM
mathe

output gvents, a finite set of states, a function, that maps states and input to output, a function th
states apd inputs to states (a state transitionfunction), and a specification that describes the initial

3.58
firmwa

code thal is executed in a non-modifiable operational environment (3.90) or limited operational environme

3.59

firmwa
cryptogr
that exe

Note 1 t
firmwarsg
the comp
to the fir

tical model of a sequential machine that.is comprised of a finite set of input events, a fin

e

re module
aphic module (3.35)Whose cryptographic boundary (3.32) delimits the firmware (3.58) exclusiv
fute(s) in a limited operational environment (3.77) or non-modifiable operational environment (3

entry: The\Computing platform and operating system of the operational environment (3.96) in
executésiare external to the defined firmware module’s cryptographic boundary. However, the v
utingiplatform and the version of the operating system of the operational environment are explicif
mware module.

etely by
ion

me of the

ransient

te set of
at maps
state

nt (3.77)

e files(s)
.90)

Phich the
ersion of
ly bound

3.60

functional specification
high-level description of any port (3.107) or interface visible to the operator (3.98) and high-level description
of the behaviour of the cryptographic module (3.35)

3.61

functional testing
testing of the cryptographic module (3.35) functionality as defined by the functional specification (3.60)
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3.62
hard

ISO/IEC 19790:2025(en)

resistant to bending, and ability to resist penetration by another object; physically toughened; rugged,
and durable

3.63

hardness
relative resistance of a metal or other material to denting, scratching, or bending, including a material’s
ability to resist penetration by another object

3.64

hardware

physicallequipment/elements

3.65

hardwarre module

cryptogiaphic module (3.35) whose cryptographic boundary (3.32) is specified at a hardwere (3.64) perimeter
Note 1 td entry: Firmware (3.58), which can also include an operating system, can be included within this Qardware
cryptogrpphic boundary.

Note 2 tolentry: A bitstream (3.16) contains a series of instructions parsed by a fieldprogrammable gate arrgy (FPGA)
on start-jip to configure its internal logic. Bitstreams used to configure FPGAsdnh;a hardware module or ardware
component are subject to the requirements of 7.4.3.4, 7.5, 7.10.3.2 and 7.10.4.4.

3.66

hash function

computgtionally efficient function mapping binary strings of\arbitrary length to binary strings|of fixed
length, quch that it is computationally infeasible to find two distinct values that hash into a commot] value
3.67

hash vajue

output df a cryptographic hash function (3.66)

3.68

hybrid module

cryptogiaphic module (3.35) whose cryptagraphic boundary (3.32) delimits the composite of a foftware
(3.140) ¢r firmware (3.58) component and a disjoint hardware (3.64) component

Note 1 tp entry: Hybrid firmware niodule (3.69) and hybrid software module (3.70) are the sub-categories of the
hybrid mjodule.

3.69

hybrid firmware module

cryptogiaphic module(3.35) whose cryptographic boundary (3.32) delimits the composite of a firmware
(3.58) copmponent and a disjoint hardware (3.64) component (i.e. the firmware component is not c¢ntained
within the hardware component)

Note 1 td entryy'The computing platform and operating system of the operational environment in which the firmware
executes|are, external to the defined hybrid firmware module’s cryptographic boundary but explicitly boupd to the
hybrid fikmware-medute:

3.70

hybrid software module
cryptographic module (3.35) whose cryptographic boundary (3.32) delimits the composite of a software
(3.140) component and a disjoint hardware (3.64) component (i.e. the software component is not contained
within the hardware component)

Note 1 to entry: The computing platform and operating system of the operational environment in which the software

executes

are external to the defined hybrid software module’s cryptographic boundary.
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3.71

input data

data (except control data entered via the control input interface (3.26)) that is input to and processed by a
cryptographic module (3.35), including plaintext (3.105) data, ciphertext data, sensitive security parameters
(3.132) and status information (3.145) from another module

3.72
integrity
property indicating that data have not been modified or deleted in an unauthorized and undetected manner

3.73

logical interface
interface
logical dntry or exit point of a cryptographic module (3.35) that provides access to the modulé fofr logical
informatfion flows

Note 1 to|entry: Logical interfaces are separated into seven categories: data input interface (3.38),'data outputlinterface
(3.39), cpntrol input interface (3.26), control output interface (3.28), status output interface, (3.147), majntenance
interface|(3.79), and power interface (3.108).

3.74
key compponent
parametfer used in conjunction with other key components in an approved-security function (3.8) tp form a
plaintext (3.105) critical security parameter (3.29) or perform a cryptographic function

3.75
key loadling device
self-confained device that is capable of storing at least one plaintext (3.105) or encrypted sensitive|security

parametler (3.131) or key component (3.74) that can be transferred, upon request, into a cryptpgraphic
module (3.35)

Note 1 toentry: The use of a key loading device requires huimman manipulation.

3.76
key management
adminisfration and use of the generation, establishment, entry and output, registration, certification,
deregistfration, distribution, installatioq,)storage, archiving, revocation, derivation, and destruction of
keying material in accordance with asécurity policy

3.77

limited joperational environment
operatiopal environment (3:96) that is designed to accept only controlled firmware (3.58) changes that
successfully pass the software/firmware load test (3.143)

3.78
low-level testing
testing of the individual components or group of components of the cryptographic module (3.35) dnd their
physicallports;and logical interfaces (3.73)

3.79
maintenance interface
physical or logical interface to the cryptographic module (3.35) that is utilized when in a maintenance role (3.80)

3.80
maintenance role
role (3.119) assumed to perform either physical, logical or both physical and logical maintenance services

EXAMPLE Maintenance services can include but are not limited to hardware (3.64) and software (3.140)
diagnostics.
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3.81
manual

ISO/IEC 19790:2025(en)

requiring human operator (3.98) manipulation

3.82

message authentication code

MAC

cryptographic checksum on data that uses a symmetric key which provides data source confirmation and
the detection of both accidental and intentional modifications to data

EXAMPLE A hash-based message authentication code.

3.83

microc‘ide

process¢r instructions that correspond to an executable program instruction

EXAMPLE Assembler code.

3.84

minimuym entropy

lower bgund of entropy (3.50) that is useful in determining a worst-case estimate’of sample entropy

3.85

modifiable operational environment

operatio
softwareé

3.86
multi-f3

authentication of an operator (3.98) using at least two independent authentication factors

Note 1 to

Note 2 tg
proof of
operator

Note 3 td
as a secr
biometriq

3.87

multipl
physical
boundat

EXAMPL

3.88

hal environment (3.96) that is designed to accept functional chafiges that can contain non-cd
(3.140) (i.e. untrusted)

ctor authentication

entry: All authentication data (3.13) is verified bysthe cryptographic module (3.35).

entry: An authentication factor is operator related information that resides outside the module, i
dentity, and can include a method/proces$_to produce varying or short-lived authentication data
related information.

entry: Independent authenticatioh factor categories for human operators include: something kng
bt password (3.102), somethingpossessed, such as a physical key or token, and a physical property,
(3.15).

e-chip cryptographicmodule
embodiment inwhich two or more integrated circuit chips are interconnected within a

y

F Encryipting routers, secure radios, adapters, or expansion boards.

non-ad

written |material that is used by either the user (3.154) or any other non-administrative role (3|

inistrator guidance

ntrolled

5 used as
from the

'wn, such
such as a

defined

119) for

operating the cryptographic module (3.35)

Note 1 to entry: The non-administrator guidance describes the security functions of the cryptographic module
and contains information and procedures for the secure use of the cryptographic module, including instructions,
guidelines and warnings.

3.89

non-invasive attack
attack that uses side channels (information gained from the physical implementation) emitted by the
cryptographic module (3.35)

Note 1 to entry: Examples of side channels include power consumption, electromagnetic emissions and computation time.
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3.90
non-mo
operatio

3.91
non-sec

ISO/IEC 19790:2025(en)

difiable operational environment
nal environment (3.96) that is designed to not accept firmware (3.58) changes

urity relevant

quality of a function or process implemented in a manner to not interfere or cause a compromise (3.19) to the
approved secure operation of the cryptographic module (3.35)

3.92
normal

operating temperature

range of operating temperatures defined by the cryptographic module (3.35) manufacturer over which the

module fan be expected to operate without experiencing any temperature induced errors

3.93

normaljoperation

operatidn where the entire set of security functions, services or processes are ayailable and can be
configuged

3.94

normal|voltage range

range of|input voltages defined by the cryptographic module (3.35) manufacturer over which the mofdule can
be expe¢ted to operate without experiencing any voltage induced errors

3.95

opaque

impenetrable by light (i.e. light within the visible spectrum of\wavelength range of 400 nm to 150 nm);
neither fransparent nor translucent (3.153) within the visible spectrum

3.96

operatipnal environment

OE

operatirlg system (including virtual machine(s) -and runtime environment (3.121) where applicaple) and
hardware (3.64) platform required for the cryptographic module (3.35) to operate

Note 1 t@ entry: This can include, where applicable, integrated circuits, processors, libraries, memory manpgement,
process dontrol, device drivers for hardware, power supplies and enclosures.

3.97

operatipnal state

state wllere services or functions can be requested by an operator (3.98) and the data results output from
the dataloutput interface (3:39) of the cryptographic module (3.35)

3.98

operatdgr

entity (3149) externalto the cryptographic module (3.35) that exercises the module’s services via the provided
interfaces

Note 1 tolentry:'In this definition, entity means an individual (person), organization, device, process or anothef module.
3.99

output data

data (except status data output via the status output interface (3.147) and control data output via the control
output interface (3.28)) that is output from a cryptographic module (3.35) (including plaintext (3.105) data,
ciphertext data, and sensitive security parameters (3.131))

3.100

overall security rating
minimum security level (3.128) of the independent security level (3.128) achieved in each security area
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3.101

passivation

effect of a reactive process in semiconductor junctions, surfaces or elements and integrated circuits
constructed to include means of detection and protection

EXAMPLE Silicon dioxide or phosphorus glass.
Note 1 to entry: Passivation can modify the behaviour of the circuit. Passivation material is technology dependant.

3.102
password
string of characters used to authenticate an identity or to verify access authorization

Note 1 tolentry: Passwords can include letters, numbers, and other symbols.

3.103
personal identification number
PIN
numeriqcode used to authenticate an identity or to verify access authorization

3.104
physical protection
safeguarding of a cryptographic module (3.35), critical security parameter (3:29) and public security pdqrameter
(3.115) tising physical means

3.105
plaintext
unencrylpted, or obfuscated by non-approved methods

3.106
plaintext trusted path
protectdd communication link established between the\cryptographic module (3.35) and a sender orfreceiver
to securely communicate a plaintext (3.105) critiéal security parameter (3.29) or key componenmt (3.74)
without|using cryptography

Note 1 tq entry: A plaintext trusted path protects:against eavesdropping, as well as physical or logical tampering, by
an unwahted operator (3.98) or entity (3.49),bétween the module’s defined input or output port (3.107) and plong the
communjcation link with the intended end peint, without using cryptographic methods.

3.107
port
physicall/logical input or output point of a cryptographic module (3.35) that provides access to the module

3.108
power ipterface
module |nterface(s).farwhich power is input to or output from a cryptographic module (3.35)

3.109
pre-opdrational self-test
test periormed by a cryptographic module (3.35) after a cryptographlc module is powered on or instpntiated

after b 2| ££ i 1 cald oot PREPTY o aa-daaiina dar or
\,1115 }JUVV\,I €Ot TESEt 1\.uuuu.u, cOoTa—Star e, PUVV\,I Hters u}.}\.xuu, CeC—anGpT Hrar _y, SE€€61 y,

backup power is applied to the module, and before it transitions to the operational state (3.97)

3.110
private key
cryptographic key (3.34) of an entity’s asymmetric key pair, which should only be used by that entity (3.49)

Note 1 to entry: In the case of an asymmetric signature system, the private key defines the signature transformation.
In the case of an asymmetric encipherment system, the private key defines the decipherment transformation.

3.111
production-grade
product, element or software (3.140) that has been tested to meet operational specifications
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3.112
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protected internal path
interfaces between integrated circuits within the cryptographic boundary (3.32) in a multi-chip module
using approved cryptographic methods to protect the confidentiality and integrity (3.72) of the data

3.113

public key
cryptographic key (3.34) of an entity’s asymmetric key pair, which can be made public

Note 1 to entry: In the case of an asymmetric signature system, the public key defines the verification transformation.
In the case of an asymmetric encipherment system, the public key defines the encipherment transformation. A key
that is “publicly known” is not necessarily globally available. The key can only be available to all members of a pre-

specifie

3.114
public K

electronlic document used to prove the validity and origin of a public key (3.113)

3.115

public security parameter

PSP
security

cryptogi

EXAMPL
(3.102) a

Note 1 t

cryptogrqiphic module (3.35).

3.116
random
RBG

device of algorithm that outputs a sequence of bitsthat appears to be statistically independent and

3.117
rate lim
method
data (3.]

EXAMPL
mechani

3.118

removaple cover

physicall
cryptogr

3.119
role

ETOup.

ey certificate

aphic module (3.35)

F Public key (3.113), public key certificate (3.114), self-signed certificate, trust anchor, one-time
ssociated with a counter and internally held date and time.

b entry: A PSP is considered protected if it cannot be maedified or substituted without detectid

bit generator

iting method
intended to slow down and render impractical automated (3.3) guessing attacks on authe
3)

F A time delay (fixed 0r’increasing) between authentication attempts or locking the authse
m.

means which-permits an intentionally designed non-damaging access to the physical cont
aphic module (3.35)

related public information whose modification can cause a compromise (3.19) of the seculrity of a

bassword

n by the

nbiased

1tication

ntication

ents of a

security

attribute associated with a user r‘]pfining the user access righfc or limitations when a

cessing

services

of a cryptographic module (3.35)

Note 1 to entry: One or more services can be associated to a role. A role can be associated to one or more users and a

user can

3.120

assume one or more roles.

role-based access control

permiss

ions attributed to a role (3.119) granting access to an object

Note 1 to entry: An object can be data, a service (3.136), or other.
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3.121

ISO/IEC 19790:2025(en)

runtime environment
environment in which a program or application is executed

Note 1 to entry: It can pertain to the operating system itself, or the software (3.140) that runs beneath it. The primary
purpose is to accomplish the objective of “platform independent” programming.

3.122

salted password
password (3.102) to which unique data has been added ahead of creating the stored password hash

3.123

scheme
person ¢

Note 1 to
group of

Note 2 to
istobea

[SOURC]

3.124
secure ¢
isolated
can exe
interferi

Note 1 td
the mody

3.125
secure ¢
firmwar

3.126
security
cryptogr
symmet]

UWIITIT

r organization responsible for developing and maintaining a specific certification schemé

entry: The scheme owner can be the certification body itself, a governmental authority, a trade assog
certification bodies or others.

entry: One of the responsibilities of a scheme owner for a scheme that assesses conformance to this d
h approval authority, which approves security functions for use by the scheme.

: ISO/IEC 17065:2012, 3.11, modified — Note 2 to entry has been added.}

ontainer

execution space internal to the cryptographic module’s physical enclosure where firmwa
Cfute in such a way that the module is protected against)the secure container firmware
ng or compromising the cryptographic module (3.35)

ciation, a

bcument,

e (3.58)
(3.125)

entry: Firmware executed within the secure container is‘considered outside the cryptographic boyndary of

le and is not subject to requirements of this documentother than requirements defined in 7.5.

rontainer firmware
b (3.58) executing within a secure contaginer (3.124)

r function
aphic algorithm (3.31) together with modes of operation, such as block ciphers, stream

ciphers,

ric or asymmetric key algorithms, message authentication codes, hash functions, random bit

functio

rs, etc. or other securityfunctions such as entity authentication, sensitive security paramete

r(3.131)

of the cryptographic module (3.35) that, if bypassed, modified or substituted can ulrimately

Q) ofthe mndu]a

Note 1 to entry: This term is not the inverse of non-security relevant (3.91).

Note 2 to entry: Security relevant is considered as applicable within this scope of this document.

3.129
seed

secret value used to initialize a random bit generator (3.117)

3.130

self-test
pre-operational or conditional test executed by the cryptographic module (3.35)
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sensitive security parameter

SSP

critical security parameter (3.29) or public security parameter (3.115)

3.132

sensitive security parameter agreement
SSP agreement

key establishment procedure where the resulting cryptographic key (3.34) is a function of information from
two or more participants, so that no party can predetermine the value of the key independently of the other
party’s contribution

3.133

sensiti\Je security parameter establishment

SSP est:
process

Note 1 td
SSP entr)

Note 2 to

3.134

Ablishment

of making available a shared sensitive security parameter (3.131) (SSP) to one or moxe entities

entry: SSP establishment includes SSP agreement (3.132), sensitive security parameter,transport (3|
y or output.

entry: Automated (3.3) SSP establishment can include generation and derivation:

sensitil:l: security parameter generation

SSP ge
process

3.135

ration
of creating a sensitive security parameter (3.131) within the€ryptographic module (3.35)

sensiti\]‘e security parameter transport

SSP tra
process
approve

3.136

service
operatig
operator

3.137

service
data or ¢
operatig

3.138

service
data, co
by serviq

3.139

sport

135) and

of transferring a sensitive security parameter (3:131) from one entity (3.49) to another entity using

d cryptographic methods

n or function that can be perforthed by a cryptographic module (3.35) invoked by an
(3.98)

input
ontrol information (3.24)tilized by the cryptographic module (3.35) that initiates or obtains
ns or functions

output

pxternal

specific

htrol and-status information (3.145) that results from operations or functions initiated or ¢btained

e input (3437)

single-dhip cryptographic module
physical embodiment in which a single integrated circuit (IC) chip is used as a standalone device or is
embedded within an enclosure or a product

EXAMPLE Single IC chips or smart cards with a single IC chip.

Note 1 to entry: The enclosure can include non-IC components that are security relevant (3.128) and require physical
protection.

Note 2 to

entry: The enclosure can include other excluded IC components.

© ISO/IEC 2025 - All rights reserved
15


https://standardsiso.com/api/?name=683ded6c01721eefe31c23a04ad89e95

3.140
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software
code that is executed in a modifiable operational environment (3.85)

3.141

software module
cryptographic module (3.35) whose cryptographic boundary (3.32) delimits the software (3.140) exclusive
files(s), which can be one or multiple software files that execute(s) in a modifiable operational environment (3.85)

Note 1 to entry: The computing platform and operating system of the operational environment (3.96) in which the

software executes are external to the defined software module’s cryptographic boundary.

3.142

softwarne/firmware integrity test

self-test [3.130) performed on the software (3.140) or firmware (3.58) components of a cryptographif module
(3.35) t@ ensure integrity (3.72) of those components

3.143

softwarne/firmware load test

conditiopal self-test (3.130) performed on software (3.140) or firmware (3.58)) components dfter the
compongnts have been introduced into the cryptographic module (3.35) boundary, and which i§ passed
successfully before the new components are executed by the module

3.144

split-knowledge

process by which a cryptographic key (3.34) is split into multiple&key components, individually sharing no
knowledge of the original key, which can be subsequently inptt, 6r output from, a cryptographi¢ module
(3.35) by separate operators and combined to recreate the original key

Note 1 tolentry: All or a subset of the components are required.tarecover the original split-key.

3.145

status ipformation

output dignals, indicators (e.g. error indicator),and status data [e.g. return codes and physical indicators
such as|visual (display, indicator lamps), audio (buzzer, tone, ring), and mechanical (vibration)][used to
indicate|the status of a cryptographic module(3.35)

3.146

status qutput

status infformation (3.145) that is-output from a cryptographic module (3.35)

3.147

status gqutput interface

module |nterface(s) forwhich all status output (3.146) is output from the cryptographic module (3.33)

3.148

strong

not easily defeated, having strength or power greater than average or expected, able to withstand gttack or
solidly Huilt

3.149

tamper detection

automatic determination by a cryptographic module (3.35) that an attempt has been made to cause a
compromise (3.19) of the security of the cryptographic module

3.150
tamper

evidence

observable indication that an attempt has been made to cause a compromise (3.19) of the security of a
cryptographic module (3.35)
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3.151
tamper response
automatic action taken by a cryptographic module (3.35) when tamper detection (3.149) has occurred

3.152
temporary sensitive security parameter
sensitive security parameter (3.131) (SSP) that, after its use to perform an approved function, is no longer needed

Note 1 to entry: Temporary SSPs are often ephemeral in nature and then cleared when no longer needed.

3.153

translucent
penetral neH nm); yet
preventing the gathering of information of the module’s internal construction or components’Hy direct
visual observation using artificial light sources in the visual spectrum

3.154
user

operator (3.98) that accesses a cryptographic module (3.35) in order to perform general security $ervices,
including cryptographic operations and other approved security function (3.8)

3.155
validated
assuranfe of tested conformance to this document by a certification body.(3.18)

3.156
vendor
entity (3.49), group or association that submits the cryptographic module (3.35) for testing and validation

Note 1 td entry: The vendor has access to all relevant documentation and design evidence regardless of whefher they
did or did not design or develop the cryptographic module.

3.157
verifier{data
data us¢d by the cryptographic module (3.35)-to verify that the correct authentication data (3{13) was
entered [into the module by an operator (3.98)authenticating themselves to the module

Note 1 tp entry: Verifier data resides inside the module (or its operational environment (3.96) if the opfrational
environment implements the authentication mechanism as per 7.6.3.2), until it is updated or zeroized. It i possible
that it wgs generated inside or outside the module. Verifier data are a sensitive security parameter (3.131).

EXAMPLE 1  Verifier data thatisa critical security parameter (3.29) can include a password (3.102), biometyic (3.15)
data refefence, or their hash.

EXAMPLE 2 Verifier data-that is a public security parameter (3.115) can include a public key (3.113) or a us4r (3.154)
public key certificate (3.114).

3.158
zeroization

method jof destruction of a stored plaintext (3.105) or encrypted critical security parameter (3.29) and public
security [parameter (3.115) to prevent retrieval and reuse T

Note 1 to entry: The zeroization of an encrypted critical security parameter depends on the level claimed in 7.9.7.

4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.
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ACL
CBC
CCM
CPLD
CSP
ECB

ISO/IEC 19790:2025(en)

access control list

cipher block chaining

counter with cipher block chaining-message authentication code
complex programmable logic device

critical security parameter

electronic codebook

EDC
EFP
EFT
FPGA
FSM
HDL
IC
JRE
OE
PC
PIN
PSP
RBG
SSP
aJava™i

of this d

5 Cry

5.1 Gq

An overy

error detection code
environmental failure protection
environmental failure testing
field programmable gate array
finite state model

hardware description language
integrated circuit
JavaTMaruntime environment
operational environment
personal computer

personal identification number
public security parameter
random bit generator

sensitive security parameter

s the trademark of a produet supplied by Oracle. This information is given for the convenience

bcument and does notconstitute an endorsement by ISO or [EC of the product named.

ptographicanodule security levels

pneral

riew, of the four security levels is provided in 5.2 to 5.5. Common examples, given to illustrate

requirerperts can be met, are not intended to be restrictive or exhaustive. The cryptographic techni

of users

how the

ques are

identical over the four security levels. Each security Ievel levies increasing levels of security requirements
for the protection of the module itself (e.g. access and knowledge of internal files, components and operation)
and SSPs contained and controlled within the module. Each security requirement is identified by a “shall [xx.
yy]” where “xx” indicates the subclause within Clause 7 and “yy” is a numeric index within the subclause.

5.2 Security level 1

Security level 1 provides a baseline level of security. Basic security requirements are specified for a
cryptographic module (e.g. at least one approved security function as specified in Annex C shall be used).
Software and hybrid software modules operate in a modifiable operational environment (OE). Hardware,
firmware and hybrid firmware modules operate in a non-modifiable or limited OE. No specific physical
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security mechanisms are required in a security level 1 hardware cryptographic module, beyond the basic
requirement for production-grade elements. Non-invasive mitigation methods or mitigation of other attacks
that are implemented are documented. CSPs may be manually entered and output from the module in
plaintext form. They may also be entered and output electronically in plaintext form to and from software
and hybrid software modules, provided that the module does not output them from the OE. Periodic self-
tests may be triggered by the user.

An example of a security level 1 cryptographic module is a hardware encryption board found in a PC or a
cryptographic toolkit executing in a hand-held device or general-purpose computer. Such implementations
are appropriate for security applications where controls, such as physical security, network security,
and administrative procedures are prov1ded outSIde of the module but within the env1ronment where
it is to
more co
provide|greater security of the module’s SSPs. These modules enable organizations to seleet lalternative
cryptographic solutions to meet security requirements, where attention to the environmeht'in which the
module |s operating is crucial in providing overall security.

5.3 Sqcurity level 2

Security] level 2 enhances the physical security mechanisms of security level {by adding the reqyirement
for tamper-evidence, which includes the use of tamper-evident coatings or Séals or pick-resistant ocks on
removalple covers or doors.

Tamper{evident coatings or seals are placed on a module so that the-coating or seal is broken fo attain
physicallaccess to SSPs within the module. Tamper-evident seals orpick-resistant locks are placed on covers
or doorq to protect against unauthorized physical access.

Security level 2 requires role-based authentication in which" a cryptographic module authenticptes the
authorization of an operator to assume a specific role.and perform a corresponding set of services. A
zeroizatjon capability is offered by the cryptographic module.

Securityf level 2 allows a software or hybrid software cryptographic module to be executed in a m¢difiable
environent that implements role-based access,controls. Alternatively, the modifiable environmgnt may,
at a minimum, support a discretionary access control with robust mechanism of defining new grqups and
assigniﬂg restrictive permissions throughCmultiple access control lists (ACLs). The capability protects
against lunauthorized execution, modification, and reading of cryptographic software. Softwpre and
firmwarje modules or the software and firmware components of hybrid modules use an approved integrity
technique or EDC to protect modulesoftware or firmware integrity.

5.4 Sqcurity level 3

In additfion to the tamper-evident physical security mechanisms required at security level 2, jphysical
securitylat level 3 proyides additional requirements to mitigate the unauthorized access to SSPs held within
the crygtographic module. Physical security mechanisms required at security level 3 are intended to have
a high probability; of detecting and responding to attempts at direct physical access, use or modifi¢ation of
the cryptographic module and probing through ventilation holes or slits. The physical security mechanisms
may include the use of strong enclosures and tamper detection/response circuitry that zeroize all plaintext
CSPs, plaintext PSPs and plaintext key components when the removable covers/doors of the cryptpgraphic
module are opened.

Roles, services, and authentication at security level 3 requires identity-based authentication mechanisms,
enhancing the security provided by the role-based authentication mechanisms specified for security level 2.
A cryptographic module authenticates the identity of an operator and verifies that the identified operator is
authorized to assume a specific role and perform a corresponding set of services.

SSP management at security level 3 requires manually established cryptographic keys to be encrypted or to
utilize a plaintext trusted path, optionally with a split-knowledge procedure, for entry or output.

Physical security level 3 also protects a cryptographic module against a security compromise due to
environmental conditions outside of the module’s normal operating ranges for voltage and temperature.
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Intentional excursions beyond the normal operating ranges may be used by an attacker to defeat a
cryptographic module’s defences. A cryptographic module is required to either include special environmental
protection features designed to detect and protect the module when the voltage and temperature boundaries
are exceeded, or to undergo rigorous environmental failure testing to provide a reasonable assurance that
the module will not be affected when outside of the normal operating range in a manner that can compromise
the security of the cryptographic module.

Non-invasive mitigation methods specified in 7.8 which are implemented in the module are tested at security
level 3 metrics.

Security level 3 is not offered in all clauses of this document for software and hybrid software cryptographic
modules, therefore, the highest overall security rating achievable by software and hybrid software
cryptographic modules is limited to security rating 2.

Life-cycle assurances at security level 3 modules require additional methods, such -as) “automated
configuttation management, detailed design and low-level testing.

5.5 Security level 4

Securityf level 4 provides the highest level of security defined in this document, This level includgs all the
approprijate security features of the lower levels, as well as extended features.

At secutjity level 4, in addition to the physical security requirements at security level 3, the module [physical
securityymechanisms provide:

a) resiptance to peeling, prying or dissolving of hard coating or strong enclosure or package spch that
attempting to peel or pry the coating from the module will hate a high probability of resulting i serious
danjage to the module (i.e. the module will not function);.or

b) tamper detection and response with zeroization capability. The module detects and responfls to all
unapithorized attempts at physical access when SSPs are contained in the module whether pxternal
power is applied or not. Penetration of the cryptographic module enclosure from any directipn has a
very high probability of being detected, resulting in the immediate zeroization of all plaintgxt CSPs,
plaiptext PSPs and plaintext key components’

Security] level 4 cryptographic modules, are-useful for operation in physically unprotected envirgnments.
Securityf level 4 introduces multi-factor authentication requirements for operator authentication.

At securfity level 4 a cryptographiesmodule is required to include special environmental protection features,
designedl to detect voltage and temperature boundaries and zeroize all plaintext CSPs, plaint¢xt PSPs
and plaintext key components; This provides a reasonable assurance that the module will not be [affected
in a manner that can compromise the security of the module, when it is operating outside of thqg normal
temperature and voltageérange.

Non-invasive mitigation methods specified in 7.8 which are implemented in the module are tested atsecurity
level 4 npetrics.

Security levelA-requires manually established cryptographic keys to be encrypted or to utilize a plaintext
trusted path'with a split-knowledge procedure for entry or output.

Security level 4 is not offered in all clauses of this document for software and hybrid software cryptographic
modules.

The design of a security level 4 module is verified by the correspondence between both pre- and post-state
conditions and the functional specification. Security level 4 also requires that, after delivery, the authorized
operator be authenticated using vendor-provided operator related information.
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6 Functional security objectives

The security requirements specified in this document relate to the secure design and implementation of a
cryptographic module. The requirements are derived from the following functional security objectives for a
cryptographic module to:

employ and correctly implement the approved security functions for the protection of sensitive
information;

protect a cryptographic module from unauthorized operation or use;

prevent the unauthorized disclosure of the contents of the cryptographic module, including CSPs;

rent the unauthorized and undetected modification of the cryptographic module, approyved

tions, including the unauthorized modification, substitution, insertion, and deletion of S5Pq;

ide indications of the operational state of the cryptographic module;

ensyire that the cryptographic module performs properly when executing approyed services;

ct errors in the operation of the module and prevent the compromise of'SSPs resulting fra

rs; and

ensyire the proper design, delivery and implementation of the cryptographic module.

Sequrity requirements

a)

b)

9]

d) prey
fun

e) proy

f)

g) detd
errd

h)

7

7.1 G

This cla|

security

These al

bneral

requirements cover areas related to the design and implementation of a cryptographic
eas include:

cry
role
soft
ope
phy
non
seng

self;

cryItographic module specification;

tographic module interfaces;

5, services, and authentication;
ware/firmware security;

Fational environment;

bical security;

invasive segurity;

itive security parameter management;

tests;

security

]

m these

use specifies the security requirements that eryptographic modules shall [AS01.01] follow. The

module.

life-

cycle assurance;

mitigation of other attacks.

Table 1 summarizes the content in each of these areas.

A cryptographic module shall [AS01.02] be tested against the requirements of each area addressed in this
clause. The cryptographic module level shall [AS01.03] be independently determined in each area. Several
areas provide for increasing levels of security with cumulative security requirements for each security
level. In these areas, the cryptographic module will receive a level that reflects the highest-security level
for which the module fulfils all requirements of that area. In areas that do not provide for different levels
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of security (i.e. standard set of requirements), the cryptographic module will receive a level commensurate
with the overall security rating.

In addition to receiving independent levels for each of the security areas, a cryptographic module will also
receive an overall security rating.

Many of the security requirements of this document include specific documentation requirements that are
summarized in Annexes A and B. All documentation, including copies of the user and installation manuals,
design specifications, and life-cycle documentation shall [AS01.04] be provided for a cryptographic module
that undergoes independent testing.

Annexes C, D, E, F and G provide references to approved security functions, approved sensitive security

paramet
invasive

attack mitigation test metrics and module secure development, manufacturing and openati

Table 1 — Summary of areas covered by security requirements

" ed non-
n.

Security level 1

Security level 2

Security level 3

Security lejel 4

Cryptog
fication

raphic module speci-

Specification of cryptographic module, cryptographic beundary, approved
functions, and normal and degraded operation. Descrigtion of cryptographig
including all hardware, software, and firmware components. All services
status information to indicate when the service utilizes an approved security|function

or process in an approved manner.

security
module,
provide

Cryptographic module inter- |Required and optional interfaces. Rlaintext trusted path.
faces Specification of all interfaces.
Roles, services and authenti- |Logical separation |Role-based or iden-~ |Identity-based Multi-factoy identi-
cation of required and tity-based operator |operator authenti- |ty-based authenti-
optional roles and |authentication. cation. cation.
services.
Softwarnje/firmware security |Approved integrity|Approved digital signa- | Approved digital signature-bas¢d integ-
technique. ture,or keyed message |rity test.
Defined module in- |@uthentication code-
terface. based integrity test.
Executable code.
EDC-based orapproved integrity test for firmware within either hardwarg¢ module
or disjoint hardware components of hybrid module.
A limited operational environment may support a secure container.
Operatipnal environment Non-modifiable, lim- | Non-modifiable, limited.
ited or modifiable. |The requirements in 7.6.3 are not applicable if the nfodule is
Control of SSPs. security level 2,3 or 4 in 7.7.
Modifiable. Not supported.
Role-based or discre-
tionary access control.
Audit mechanism.
Physical security Production-grade |Tamper evidence. Tamper detection |A hard, opafjue
elements. Opaque or trans- and response for |removal-registant
torcenttoverimgor covers-and-doors—reoatingerstrong
enclosure. Strong enclosure |enclosure, or full
or coating. Protec- |enclosure in a tam-
tion from direct per detection and
probing. EFP or response envelope.
EFT.
Non-invasive security Module is designed to mitigate against non-invasive attacks specified in Annex F.

Documentation and effectiveness of mitiga-
tion techniques specified in Annex F.

Mitigation testing.

© ISO/IEC 2025 - All rights reserved

22


https://standardsiso.com/api/?name=683ded6c01721eefe31c23a04ad89e95

ISO/IEC 19790:2025(en)

Table 1 (continued)

Security level 1 |Security level 2

| Security level 3

Security level 4

Sensitive security parameter

Random bit generators, SSP generation, establishment, entry and output, storage

management and zeroization.

Automated SSP transport or SSP agreement using approved methods.

Manually established SSPs may be entered | Manually es- Manually es-

or output in plaintext form. tablished cryp- tablished cryp-

Plaintext CSPs and key components may|tographic keys tographic keys

be entered and output from software and|may be entered or |may be entered or

hybrid software modules provided that the |output in either output in either

module doesnotoutputthem fromthe OE-rencrypted form._encrypted form, or
orvia a plaintext |using a plajptext
trusted path, trusted path with
optionally using  |split-knowlgdge
split-knowledge pfocedures
procedures.

Zeroization of Zeroization of plaintext CSPs, plaintext -~ | Zeroization|of

plaintext CSPs, PSPs, and plaintext key componentsvia |all plaintexf and

plaintext PSPs, a service provided by the cryptogrdphic |encrypted ¢SPs and

and plaintext key |module. PSPs via a service

components by op- provided by the

erator procedure cryptographic

or via a service module.

provided by the

cryptographic

module.

Self-tests Pre-operational: software/firmware integrity, bypass, and critical function}s test.
Conditional: cryptographic algorithm, pair-wise consistency, software/firhware
loading, manual entry, conditional bypass and critical functions test.

Periodic self-test Automated periodic self-test.
Error log protected against unapithor-
ized modification and substitution.

Life-cycle As- | Configuration |Configurationinanagement system for Automated configuration management

surance management cryptographic module, components, and |system.
documentation. Each uniquely identified
and trackéd throughout the life cycle.

Design Module designed to allow testing of all provided security related services.
FSM Firite state model.
Development Annotated source |Software high-level language. Documentakion
code, schematics  |Hardware high-level descriptive lan- annotated with
or HDL. guage. pre-conditipns
upon entry [into
module conjpo-
nents and ppst-con-
ditions expg¢cted
to be true when
components are
completed.
Vendor testing |Functional testing. Low-level testing.
Delivery and op- | Initialization proce- | Delivery procedures. Operator authenti-
eration dures. cation using vendor
provided operator
related information.
Attestation A module may optionally support an attestation service to counter substitution at-
tacks. Attestation standards are listed in Annex G.
End of life Procedures for secure sanitisation. Procedures for secure destruction.
Guidance Administrator and non-administrator guidance.
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Table 1 (continued)

Security level 1 |Securityleve12 Security level 3 |Security level 4

Mitigati

on of other attacks Specification of mitigation of attacks for|Specification of mitigation of attacks with

which no testable requirements are cur- |testable requirements.
rently available.

7.2 Cryptographic module specification

7.2.1 Cryptographic module specification general requirements

A cryptq
thereof,
function

The doc

7.2.2

A cryptd
firmwar

which at a minimum, implements a defined cryptographic service employing an approyed
as specified in Annex C, or process, and is contained within a defined cryptographicbound

imentation for cryptographic module specification specified in A.2.1 shall [AS02:02] be pro

Types of cryptographic modules

graphic module shall [AS02.03] be defined as either a hardware modulés/firmware module
e module, software module, or hybrid software module.

For hardlware, firmware or hybrid firmware modules, the applicable physical security and non-

security

For softy
physicall

7.2.3

7.2.3.1

requirements specified in 7.7 and 7.8 shall [AS02.04] apply.

vare modules and hybrid software modules executing infa modifiable operational environn
security requirements specified in 7.7 are optional.

Cryptographic boundary

Cryptographic boundary general requiréments

A cryptggraphic boundary shall [AS02.05] corisist of an explicitly defined perimeter (i.e. set of hg

softwar
module.
compon
minimu
module

be incly
compon
compon
interferg

The def
compon

e or firmware components) that establishes the boundary of all components of the crypt
The requirements of this document shall [AS02.06] apply to all security functions, proce
ents within the module’s cryptographic boundary. The cryptographic boundary shall [AS02
M, encompass all security relevant security functions, processes and components of a crypt
as defined in Clause 7,-Noh-security relevant security functions, processes or compone
ded within the cryptographic boundary. Non-security relevant security functions, proc
bnts may also be used-in approved services. Non-security relevant security functions, prod
bnts which are usedin approved services shall [AS02.08] be implemented in a manner so
e or compromisethe approved operation of the cryptographic module.

ned name of-a cryptographic module shall [AS02.09] be representative of the compositig
ents within the cryptographic boundary and not representative of a larger composition or

The cryj

btographic module shall [AS02.10] have, at a minimum, specific versioning information repr

pgraptic modutestratfAS62-:0tbeasetof tardware,software, firmware;, orsomrecompination

security
ary.

vided.

e, hybrid

invasive

nent, the

rdware,
pgraphic
bses and
07],ata
graphic
nts may
psses or
esses or
1S to not

n of the
product.
bsenting

the distilnct individual hardware and software or firmware components as applicable.

Hardware and either software or firmware components within the cryptographic boundary may be excluded
from the requirements of this document. The excluded hardware, software or firmware components shall
[AS02.11] be implemented in such a manner to not interfere or compromise the approved secure operation
of the cryptographic module. Any excluded hardware, software or firmware residing within the module’s
cryptographic boundary shall [AS02.12] be specified in accordance with Annex A and listed in the module
security policy in accordance with Annex B.
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Definitions of cryptographic boundary

The cryptographic boundary of a hardware cryptographic module shall [AS02.13] delimit and identify:

a) the set of hardware elements which may include:

1) physical structures, including circuit boards, substrates or other mounting surfaces that provide

the interconnecting physical wiring between elements;

2) active electrical elements such as semi-integrated, custom-integrated or common-integrated

3)

circuits, processors, memory, power supplies, converters, etc; and

physical structures, such as enclosures, potting or encapsulation materials, connectors and

b) alin
c) firm
d) othd
The cry]
e) the
f) the
The cryj
g) the
h) the
The cry]

i) be
com

j) incl

In addit
can also|

7.2.4

7.2.4.1

The ope
shall [A§

interfaces.

hited or non-modifiable OE;

ware, which may include an operating system; and

r element types not listed in a), b) or c), (e.g. configuration files for a CPLD).

ptographic boundary of a software cryptographic module shall [AS02.14] . delimit and identi
set of executable files or other files that constitute the cryptographie module; and
nstantiation of the cryptographic module saved in memory andéxecuted by one or more prq
btographic boundary of a firmware cryptographic moduleshall [AS02.15] delimit and ident
Set of executable files or other files that constitute the'¢ryptographic module; and
nstantiation of the cryptographic module saved innimemory and executed by one or more prq
btographic boundary of a hybrid cryptographic module shall [AS02.16]:

the composite of the module’s hardware component and the disjoint software or f
ponent(s); and

1de the collection of all ports and'interfaces from each component.

on to the disjoint software«rfirmware component(s), the hardware component of a hybrid
include embedded software or firmware.

Module operations

Module operations general requirements

Fator shallJAS02.17] be able to operate the module utilizing approved services. An approved
02.18}be defined as a service that includes at least one approved security function or pro

can inclidesion-security relevant functions or processes.

-

cessors.

fy:

cessors.

rmware

module

| service
ress and

ACOD 101 1

Non-app

A | ads. £ 4t | 1 11 o ezl ph . ) 4] 4=
TUVCU STUUIILY TUIITCLIUILS dIIU PJI'ULTSSTS SlIdIT TTUL TAOSUL. LI DT ULIIZTU DYy UIT UpPTI At

r in an

approved service unless the non-approved security function or process is not security relevant to the
approved process or service’s operation (e.g. a non-approved security function or non-approved generated
key may be used to obfuscate data or CSPs but the result is considered plaintext and provides no security
relevant functionality until it is protected with an approved security function).

7.2.4.2

Normal operation

Normal operation is where the entire set of approved security functions, services or processes are available
and, where supported, can be configured.
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CSPs shall [AS02.20] be exclusive between approved and non-approved services (e.g. not shared or accessed).
CSPs may be accessible by both approved and non-approved services where it can be demonstrated that
shared access cannot weaken the security of the CSP or increase its risk of compromise. The output of an
approved random bit generator (RBG) may be provided to a non-approved algorithm, security function or
process without the zeroization of the RBG seed, as long as the seed cannot be accessed by a non-approved
service.

The module’s security policy shall [AS02.21] define the complete set of services: approved, non-approved
and non-security related.

Each service shall [AS02.22] provide an output indicator upon completion of the service to indicate whether
the service executed an approved security function or process, or not.

If a singular service provides different outcomes based on the services configurable parameter|setting,
the output indicator in AS02.22 should reflect the particular parameter setting utilized upeh_the [services
executign.

NOTE AS02.22 is intended to provide an automated auditable indicator of usage of executable approved services.

EXAMPLE 1 A single encryption service utilizes different key strengths depending on"an input parameteyr setting.
The outpput indicator in AS02.22 reflects whether or not the parameter is set to an approved key strength.

EXAMPLE 2 A single encryption service simultaneously outputs both an encrypted result using an approved
security ffunction and a result based on a non-security relevant, non-approvedssecurity function. Since at Jeast one
output ufilizes an approved security function, the output indicator in ASQ2:22 would indicate that an fpproved
security function is executed. Examples of such implementations include double encryption, where the modple relies
on only dne of the two layers of encryption to secure the data in an approved manner, or a protocol that uses a non-
approved function but where that function does not affect the overall security of that protocol.

EXAMPLE 3 A single encryption service outputs an encrypted-result using an approved security fundtion or a
result baked on a non-approved security function, depending ordavhich security function is requested by theloperator
(e.g. a digital signature service where a parameter selects among underlying hashes, at least one approved and at least
one non-gpproved). The output indicator in AS02.22 only iridicates when the approved security function is ejecuted.

EXAMPLE 4  Asingle encryption service outputs a result using an approved security function in combina‘ﬁion with
anon-approved security function (e.g. a digital signature using a non-approved hash function). The output indlicator in
AS02.22 Hoes not indicate that an approved function has been used.

EXAMPLE 5 The output indicator is a singular bit indicating whether the service executed an approved security
function or process (e.g. a logical “1” for an approved security function or process and a logical “0” for all oth¢rs).

7.2.4.3 | Degraded operation

A cryptpgraphic module may be designed to support degraded operation if the module enters the error
state. Fdr a cryptographiesmodule to operate in degraded operation, the following shall [AS02.23] apply:

a) degraded operation shall [AS02.24] be entered only after exiting an error state;

b) the [module=shall [AS02.25] provide status information when re-configured and degraded operation
entgred;

C) the mechanism or process that failed shall [AQn') 76] be icn]nfpd;

d) all applicable conditional cryptographic algorithm self-tests shall [AS02.27] be performed prior to the
first operational use of the cryptographic algorithm after entering degraded operation; and

e) services shall [AS02.28] provide an indicator if attempts are made to use the mechanism or process
that failed.

The error state in AS02.24 may either impact the full module or be localized to the mechanism or process
isolated in AS02.26. Where a localized error is used, it shall [AS02.29] be shown that the target error cannot
impact other approved services running outside the isolated mechanism or process.
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The cryptographic module shall [AS02.30] remain in degraded operation until the cryptographic module
has repeated pre-operational test self-tests covering either the entire module or the failed isolated
mechanisms and processes. When only a subset of pre-operational self-tests are re-run ahead of exiting
degraded operation, it shall [AS02.31] be demonstrated why it was not necessary to re-run the excluded
self-tests. The cryptographic module may perform certain diagnostics in addition to all pre-operational self-
tests, as part of the condition to exit the degraded operation. If the cryptographic module passes all the pre-
operational self-tests while in degraded operation, the module shall [AS02.32] exit degraded operation. If
the cryptographic module fails the pre-operational self-tests while in degraded operation, the module shall
[AS02.33] enter an error state.

7.3 Cryptographic module interfaces

7.3.1

A cryptographic module shall [AS03.01] restrict all logical information flow to only those physics
points and logical interfaces that are identified as entry and exit points to and from“the crypt
boundaty of the module. The cryptographic module logical interfaces shall [AS03.02])be distinct fr
other although they may share one physical port (e.g. input data may enter and output data may ex

same p
andap

The doc

7.3.2

a) Har
mod

reqiiested service.

b) Soft
soft]
bou

c¢) Hybrid software or hybrid firmware module interface: The total set of interfaces used to re

Sery
mod

7.3.3

A crypt
interfac

a) Dat
accq
defi

NOT]
outp

ryptographic module interfaces general requirements

t) or may be distributed over one or more physical ports (e.g. input datdimay enter via bot
rallel port).

imentation for cryptographic module interfaces specified in A.2.2.shall [AS03.03] be provid

Types of interfaces

Hware module interface: The total set of interfaces used to request the services of the h
ule, including parameters that enter or leave the module’s cryptographic boundary as pa

ware or firmware module interface: The total\set of interfaces used to request the servic
ware or the firmware module, including patameters that enter or leave the module’s crypt
hdary as part of the requested service.

ices of the hybrid software or hybrid firmware module, including parameters that enter or
ule’s cryptographic boundary as part of the requested service.

Categories of interfaces

graphic module’s interfaces shall [AS03.04] be categorized into one or more of the followi
e categories (“input®*and “output” are indicated from the perspective of the module):

h input interface: All input data shall [AS03.05] enter via the data input interface. Input dat3
pted by therthodule through the data input interface while the module is performing self
hed in 210/

E 1\_‘Not applicable if a module does not receive data (e.g. module only generates random bit strea
ut).

1] access
graphic
om each
t via the

a serial

ed.

hrdware
't of the

s of the
graphic

(Llest the

ave the

g seven

i may be
Ltests as

ms as an

b) Data output interface: All output data shall [AS03.06] exit via the data output interface. All output data
shall [AS03.07] be inhibited while the cryptographic module is in an error state, and also inhibited while
performing pre-operational self-tests as specified in 7.10.3, and zeroization as specified in 7.9.7.

NOTE 2  Notapplicable if a module only outputs status or control information.

c¢) Control input interface: All control input shall [AS03.08] enter via the control input interface.

d) Control output interface: All control output shall [AS03.09] exit via the control output interface. All
control output shall [AS03.10] be inhibited when the cryptographic module is in an error state unless
exceptions are specified and documented in the security policy.
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NOTE 3  Notapplicable if a module does not output control information.
e) Status output interface: All status output shall [AS03.11] exit via the status output interface.

f) Maintenance interface: All physical and logical interfaces to the cryptographic module, which are
utilized when in the maintenance role shall [AS03.12] be defined.

NOTE4  Notapplicable if a module does not implement a maintenance role.
g) Power interface: All external power shall [AS03.13] enter or exit via a power interface.

The cryptographic module shall [AS03.14] distinguish between data, control information and power for
input to the module, and between data, control information, status information and power for output from
the modle.

The cryptographic module specification shall [AS03.15], unambiguously, specify format ofqdnput dlata and
control Information, including length restrictions for all variable length inputs. The cryptographid module
shall [A$03.16] confirm that all inputs conform to the specifications in AS03.15.

EXAMPLE Examples of techniques used to confirm inputs include:

a) chedking received parameter values to ensure that the lengths of parameters received match the ranges pxpected
by the module and where they cannot exceed any allocated buffers when cppied from input buffers|to other
regipns of memory allocated internal to the module;

b) chedking enumerated values to ensure a received command parameter matches supported options expefcted;

c¢) chedking address ranges and sizes supplied for any read requests received to ensure that these can only feference
authorized memory and where read lengths from an address do not exceed the permitted region that can be read;

d) whefe commands to a module have dependencies ahead of exécution, checking that these dependencies Have been
metfahead of execution (e.g. where execution of a given comimand requires registers to have been set based on a
priof module event, ensuring that the required event has‘occurred ahead of processing the requested command).

NOTE 5 | Validation performed depends on the implentehtation technology used by the cryptographic mddule and
on wher¢ a number of the checks (identified in the-EXxample above) are performed automatically for memory-safe
implementation languages.

NOTE 6 | The list provided in the Example-isinot exhaustive and is provided as an example of potential vfalidation
only. Checcks expected for a given module depend on the module and its implementation technology.

7.3.4 Plaintext trusted path

7.3.4.1 | general

A plaintpxt trusted pathyis a link established between the cryptographic module and a sender or |receiver
to securgly communicate plaintext CSPs and key components without using encryption. A plaintex{ trusted
path protects again'st eavesdropping, as well as physical or logical tampering by unauthorized operators
or entit;tes, progessSes or other devices, between the module’s defined input or output ports and along the
commurjicatiomnrlink with the intended sender or receiver end point.

cationtothe nlaintext trusted nath itselfis not reauired
Authent P ustedp guired

7.3.4.2 Security levels 1 and 2

For security levels 1 and 2, there are no requirements for a plaintext trusted path.

7.3.4.3 Security level 3
For security level 3:

a) for the transmission of plaintext CSPs and key components between the cryptographic module and the
sender or receiver’s end point, the cryptographic module shall [AS03.17] implement a plaintext trusted path;
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b) the plaintext trusted path shall [AS03.18] prevent unauthorized modification, substitution, and
disclosure along the communication link;

c¢) the physical ports used for the plaintext trusted path shall [AS03.19] be used only for the plaintext
trusted path and be physically separated from all other ports, or the logical interfaces used for the
plaintext trusted path shall [AS03.20] be logically separated from all other interfaces;

d) identity-based authentication shall [AS03.21] be employed for all services utilizing the plaintext trusted
path; and

e) astatusindicator shall [AS03.22] be provided when the plaintext trusted path is in use.

7.3.4.4
In addit

authentication methods, as specified for security level 4 in Annex E, shall [AS03.23] be-émploye]

services

7.3.5

A modu
chip mo
At secul
algorith

7.4 Roles, services, and authentication

7.4.1

A cryptd
within €
operato
each op
to perfo
tests or

Authent

accessing the module, and to verify that the operator is authorized to assume the requested role and

the serv

The doc

7.4.2

A cryptd
shall [A
security

Security level 4

ion to the requirements of security level 3, multi-factor identity-based authentication

utilizing the plaintext trusted path.

Protected internal paths

e may have protected internal paths between ICs within the cryptographic boundary of 1
Hules, i.e. they are logically protected, but not physically protected bya-potting material or e
ity levels 2, 3, and 4, protected internal paths shall [AS03.24[\employ approved crypt
s to provide confidentiality and integrity of security relevantdata and controls.

Roles, services, and authentication general requirements

br other
d for all

hultiple-
closure.
pgraphic

graphic module shall [AS04.01] support authorized roles for operators and corresponding

's, then the module shall [AS04.02] internally maintain the separation of the roles ass
brator and the corresponding service$. An operator is not required to assume an authori
Fm services where CSPs and PSPs arenot modified, disclosed, or substituted (e.g. show sta
bther services that do not affectthe'security of the module).

cation mechanisms can be trequired within a cryptographic module to authenticate an

ices within the role.

imentation for rolés;services and authentication specified in A.2.3 shall [AS04.03] be provi

Roles

b04.05]\be assumed to perform cryptographic initialization or management functions and
sefvices (e.g. module initialization, management of CSPs, PSPs and auditing).

services

hch role. A single operator may assume multiple roles. Ifa cryptographic module supports COICUI‘I'ent

med by
zed role
fus, self-

pperator
perform

ded.

graphicimodule shall [AS04.04], at a minimum, support a crypto officer role. The crypto offlicer role

general

A cryptographic module may support a user role. If the cryptographic module supports a user role, then
the user role shall [AS04.06] be assumed to perform general security services, including cryptographic
operations and other approved security functions.

A cryptographic module may support a maintenance role. The maintenance role is a role assumed during
physical or logical maintenance services (e.g. opening service covers or performing certain diagnostics). All
plaintext CSPs, plaintext PSPs and plaintext key components shall [AS04.07] be zeroized when entering and

when ex

iting the maintenance role.

A cryptographic module may support other roles in addition to the roles specified above.
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7.4.3 Services

7.4.3.1 Services general requirements

Services shall [AS04.08] refer to all operations or functions that can be performed by a module. Service
inputs shall [AS04.09] consist of all data or control inputs to the module that initiate or obtain specific
services, operations or functions. Service outputs shall [AS04.10] consist of all data outputs, control outputs
and status outputs that result from services, operations or functions initiated or obtained by service inputs.
Each service input shall [AS04.11] result in a service output.

A cryptographic module shall [AS04.12] provide the following services to operators:

a)

b)

e)

A cryptggraphic module may provide other services (e.g. audit), operations or functions, both apprd

Sho

or mmodule identifier, and the versioning information that can be correlated with a validatio

(eg
Sho

Per

and|conditional self-tests as specified in 7.10.

Perform approved security functions: The cryptographic module shall)[AS04.16] perform at |

app

Perform zeroization: The cryptographic module shall [AS04.17},perform zeroization of the par

as s

outTut of status indicators in response to a service request.

hardware and either software or firmware versioning information).

v status: The cryptographic module shall [AS04.14] output current status. This may inc

orm self-tests: The cryptographic module shall [AS04.15] perform the ‘pre-operational s

roved security function as specified in 7.2.

becified in 7.9.7.

v module’s versioning information: The cryptographic module shall [AS04.13] output the name

1 record

lude the

elf-tests

past one

ameters

ved and

non-appjroved, in addition to the services specified in a) to-&): Specific services may be provided in mpre than

one role|(e.g. key entry services may be provided in the user role and the crypto officer role).

7.4.3.2

Bypass

process/If the module can output a particular data or status item in a cryptographically protected fi
(as a reqult of module configuration or eperator intervention) can also output the item in a non-p
form, then a bypass capability shall [AS04.18] be defined.

If a crypftographic module implements a bypass capability, then:

a)
b)

the

two|independent internal actions shall [AS04.20] be required by the module to activate the c4
to prevent the inadvertent bypass of plaintext data due to a single error. The two independent
actipns shall{AS04.21] modify firmware, software, or hardware behaviour (or a combination
dedjcated to.mediating the bypass capability (e.g. two different software or hardware flags are
of which imay be user-initiated); and

the
1)

2)

3)

Cryptographic bypass

Capability is the ability of a service to. partially or wholly circumvent a cryptographic fur

bperator shall [AS04.19] assume an authorized role before configuring the bypass capabilit

ction or
rm, and
rotected

o

ipability
internal
) that is
set, one

adule shall [AS04.22] show its status to indicate whether the bypass capability:

is not activated, and the module is exclusively providing services with cryptographic processing

(e.g. plaintext data are encrypted);

is activated and the module is exclusively providing services without cryptographic processing

(e.g. plaintext data are not encrypted); or

is alternately activated and deactivated and the module is providing some services with

cryptographic processing and some services without cryptographic processing (e.g. for

modules

with multiple communication channels, plaintext data can be encrypted or not, depending on the

configuration of each channel).
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7.4.3.3 Re-authentication bypass

Re-authentication bypass is a configuration of the module that allows it to perform cryptographic operations
and other approved security functions, or SSP management techniques which cannot compromise the
security of the module, without re-authentication by the operator. The re-authentication bypass shall
[AS04.23] only be enabled by the crypto officer. This configuration alongside any authentication state for
operators may be preserved over resetting, rebooting or power cycling of the module.

If a cryptographic module implements a re-authentication bypass, then:

a)

b)

7.4.3.4 | Software/Firmware loading

two independent internal actions shall [AS04.24] be required by the module to prevent inadvertent
enabling of the re-authentication bypass due to a single error. The two independent internal actions

sharmmﬂmﬁmmm ify firmware, "y Y viou imatl fsdpdicated
to njediating the re-authentication bypass (e.g. two different software, firmware or hardware’flags are

set, one of which may be user-initiated); and

the module shall [AS04.26] show its status to indicate whether the re-authentication bypass is a¢tivated.

If a cryptographic module has the capability of loading its software, firmwaré-or bitstream conjponents

from anlexternal source, then the following requirements shall [AS04.27] apply:

a)

b)

d)

7.4.4 Authentication

7.4.4.1 | Authentication-general requirements

the security policy shall [AS04.28] specify that, by policy, the operatdr may only load software, firmware
or hitstream validated by a certification body prior to loading to maintain validation, except when
loaded into a secure container meeting the requirements of 7.5;

the software/firmware load test specified in 7.10.4.4 shall\[AS04.29] be performed before thg loaded
cod¢ can be executed;

the |cryptographic module shall [AS04.30] withhold execution of any loaded or modified approved
secyrity functions until after the pre-operational self-tests specified in 7.10.3 have been sucg¢essfully
exe¢uted. Pre-operational self-tests performéd may cover either the full module or the ldaded or
modified code. Where pre-operational selfitests only cover the loaded or modified code,|it shall
[AS(4.31] be demonstrated why the excluded self-tests are not re-run; and

the [modules versioning informatiofn_shall [AS04.32] be modified to represent the addition of update
of the newly loaded software orfirmware. This requirement does not apply when loaded firmware is
confained within a secure container meeting the requirements of 7.5.

Authentjcation méghanisms implemented within a cryptographic module authenticate an ¢@perator
attemptjng to access the module. They also verify that the operator is authorized to assume the rgquested
role and|perforim services within that role. The following types of mechanisms are used to control gccess to

the crygtographic module:

a)

b)

Role-based authentication: If role-based authentication mechanisms are supported by a cryptographic
module, the module shall [AS04.33] require that one or more roles either be implicitly or explicitly
selected by the operator and shall [AS04.34] authenticate the assumption of the selected role (or set of
roles). The cryptographic module is not required to authenticate the individual identity of the operator.
The selection of roles and the authentication of the assumption of selected roles may be combined. If a
cryptographic module permits an operator to change roles, then the module shall [AS04.35] authenticate
the assumption of any role that was not previously authenticated for that operator.

NOTE This assertion avoids privilege escalation.

Identity-based authentication: If identity-based authentication mechanisms are supported by a
cryptographic module, the module shall [AS04.36] require that the operator be individually and uniquely
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identified, shall [AS04.37] require that one or more roles either be implicitly or explicitly selected by
the operator, and shall [AS04.38] authenticate the identity of the operator and that the operator is
authorized to assume the selected role or set of roles. The authentication of the identity of the operator,
selection of roles, and the authorization of the assumption of the selected roles may be combined. If a
cryptographic module permits an operator to change roles, then the module shall [AS04.39] verify the
authentication of the identified operator to assume any role that was not previously authenticated and
the authorization of the identified operator to assume any role that was not previously authorized.

A cryptographic module may permit an authenticated operator to perform all services allowed within an
authorized role or can require separate authentication for each service or for different sets of services.
When a cryptographic module is reset, rebooted, powered off and subsequently powered on, the module
shall [AS04.40] require the operator to be authenticated, unless the re-authentication bypass is enabled.
This requirement is not applicable if authentication status is not maintained (e.g. when the cryptpgraphic

module Fequires authentication for each service).

Authentjcation data within a cryptographic module shall [AS04.41] be protected against @nauthorized use,
disclosufre, modification, and substitution. Verifier data within a cryptographic module-shall [ASQ4.42] be
protectdd against unauthorized use, disclosure, modification and substitution if it,is’considered § CSP, or
shall [A$04.43] be protected against unauthorized modification and substitution-if it is considerqgd a PSP.

Approvdd security functions may be used as part of the authentication mechanigni:

The initjalization of authentication mechanisms can warrant special treatment. If a cryptographid module
does nof contain the verifier data required to authenticate the operator for the first time the module is
accessed, then other authentication methods (e.g. procedural controls)yshall [AS04.44] be used tq control
access t¢ the module and initialize the authentication mechanisms. If default verifier data are used trT control

access tp the approved security functions and processes of the-miodule, then on first-time authe

tication,

new verffier data shall [AS04.45] be configured for use in subsequent authentication attempts by dach role
or identjty. This requirement shall [AS04.46] be enforced by the module. This default verifier datq are not

required to meet the zeroization requirements of 7.9.7.

The authentication mechanism may be a group of mechanisms of different authentication properfies that

jointly npeet the requirements of 7.4.4.

The follgwing general authentication requiremenits’apply to all modules at security level 2 or above in this clause:

9
d)

e)

f)

g)

h)

Thelmodule shall [AS04.47] implementan approved authentication mechanism as referenced in Annex E.

The|strength of the approved authentication mechanism shall [AS04.48] be specified in the [security
polify in accordance with AnnexB.

If tHe cryptographic module“uses security functions to authenticate the operator, then those [security
fungtions shall [AS04.49]be approved security functions.

For [each attempt<to-tise the approved authentication mechanism, the module shall [AS04.0] meet
the trength of theauthentication objective. For multiple attempts to use the approved authe
medhanism, the ‘module shall [AS04.51] use a rate limiting method to meet the strengt
authenticatien objective.

approved authentication mechanism shall [AS04.52] be met by the module’s implemgntation
i i ictions).
Configuration of authentication mechanisms by the crypto officer is permitted prior to or when
initializing an uninitialized role. This is permitted provided that configured authentication mechanisms
for initialized roles cannot be bypassed based on this action.

For a software or hybrid software cryptographic module at security level 2 in 7.6.3, the operating
system may implement the authentication mechanism at security level 2 or 3 (see 7.4). If the operating
system implements the authentication mechanism, then the authentication mechanism shall [AS04.53]
meet the requirements in 7.4.4 that are applicable to the claimed security level of the authentication
mechanism.
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Feedback of authentication data to an operator shall [AS04.54] be obscured during the authentication
process to anyone other than the operator (e.g. when entering a password, individual characters are not
displayed long enough for anyone other than the operator to see them). Non-significant characters may
be displayed in place of the actual authentication data.

Feedback provided to an operator during an attempted authentication shall [AS04.55] prevent
weakening of the authentication mechanism strength beyond the required authentication strength.

7.4.4.2 Security level 1

For security level 1, a cryptographic module is not required to employ authentication mechanisms to control
access to the module. If a module does not support authentication mechanisms, the module shall [AS04.56]

require that the operator either implicitly or explicitly select one or more roles.

7.4.4.3 | Security level 2

For security level 2, a cryptographic module shall [AS04.57] at a minimum employ role-based authentication

to contrpl access to the module.

7.4.4.4 | Security level 3

For secprity level 3, a cryptographic module shall [AS04.58] employ) identity-based authemtication

mechan]sms to control access to the module.

7.4.4.5 | Security level 4

In additjon to the requirements at security level 3, a cryptegraphic module shall [AS04.59] emplqy multi-
factor identity-based authentication mechanisms or another authentication method that meets [security

level 4 requirements in Annex E.
7.5 Sqftware/firmware security

7.5.1 Poftware/firmware security general-requirements

A cryptographic module is defined as either a hardware, software, firmware or hybrid module (sge 7.2.2).
The reqpirements of this clause shall.[AS05.01] apply to software, firmware or bitstream compongnts of a

cryptographic module.

A cryptdgraphic module that is.imiplemented completely in hardware is not subject to the software/fijrmware

securitylrequirements of this/document.

The public or secret keyused for an approved integrity technique may reside within the module codle and is

d)

ntrolled
bring or

the software/firmware load test specified in 7.10.4.4 shall [AS05.04] be performed by the module before
the firmware that is loaded into the secure container can be executed;

the boundary of the module with the secure container firmware shall [AS05.05] be defined;

the interfaces provided by the module to the secure container firmware shall [AS05.06] be defined
(e.g. all interfaces that the module provides to the secure container to allow data and control input
and output, status etc. to the module’s external interfaces from the executing firmware in the secure
container);

the services provided by the module to the secure container firmware shall [AS05.07] be defined;
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e) allroles of the module that have access to the secure container firmware shall [AS05.08] be defined.

The documentation for software/firmware security specified in A.2.4 shall [AS05.09] be provided.

7.5.2 Security level 1

The following requirements shall [AS05.10] apply to software, firmware, or bitstream components of a
cryptographic module for security level 1:

a) all software, firmware, or bitstream shall [AS05.11] be in a form that satisfies the requirements of this
document without modification prior to installation;

b) forg
1)

c) for
bits
1y

d) if th

ortwadre and rirmwadre modules and the diSjoInt sortwadre or rirmware components ol a nyprid

a cryptographic mechanism using an approved integrity technique shall [AS05.12] be appl
software and firmware components within the module’s defined cryptographic beundary
the following ways:

a) by the cryptographic module itself; or

b) by another validated cryptographic module utilizing an approved seryvice.

firmware or bitstream components of a hardware cryptographic-module and the fir

shall [AS05.13] be applied to all firmware or bitstream eomponents within the hardware
defined cryptographic boundary or within disjoint hatrdware components of the hybrid m
an EDC is used, the EDC shall [AS05.14] be at least 16:bits in length.

e integrity test fails (i.e. the calculated result:s not successfully verified or the EDC ca

module:

ed to all
n one of

are or

fream components within a disjoint hardware component of a hybrid cryptographic modulg:

a cryptographic mechanism using an approved integrity technique or an error detection codle (EDC)

odule’s
odule. If

nnot be

verified depending on the module type), the module shall [AS05.15] enter the error state. The integrity

test
dis;j

may consist of a single encompassing me§Sage authentication code; EDC; signature; or

ED(
out

temporary value(s) generated during the integrity test of the module’s software or firmware s
zerqized from the module upon completion of the integrity test;

e) andperator shall [AS05.17] bé able to perform the integrity test on demand. Acceptable means t
the poftware/firmware intégrity test on demand are: a provided service, resetting, rebooting, g
cycling;

f) all
sery

g) if sdg

requiisite ofthe validated module, then the software/firmware load test is applicable and shall [

be f

or signature shall [AS05.16] cause themodule to enter the error state. The expected re
ut of the integrity test mechanism may be considered data and not subject to the integrity

ata and controlinputs, and data, control and status outputs of the cryptographic moc
ices shall [AS05718] be directed through a defined module interface;

ftware, firmware, or bitstream is loaded and is associated, bound to, modifies or is an ex

erféried by the validated module.

multiple

bint authentication codes, EDCs or signatures of which failure of any disjoint authenticatipn code,

ferenced
est. The
hould be

o invoke
r power

lule and

bcutable
\S05.19]

7.5.3 Security level 2

In addition to the requirements of security level 1, the following requirements shall [AS05.20] apply to
software and firmware modules or the disjoint software and firmware components of a hybrid module for
security level 2:

a) code shall [AS05.21] only be in executable form;

b) there shall [AS05.22] be no services or control settings via the module interface to allow the operator to
initiate or perform debugging techniques when operational;
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¢) an approved digital signature or keyed message authentication code shall [AS05.23] be applied to all
software and firmware within the module’s defined cryptographic boundary. If the calculated result is
not successfully verified, the test fails and the module shall [AS05.24] enter the error state.

7.5.4 Security levels 3 and 4

In addition to the requirements of security levels 1 and 2, the following requirements shall [AS05.25] apply
to software and firmware modules or the disjoint software and firmware components of a hybrid module
for security levels 3 and 4:

a) a cryptographlc mechanlsm using an approved digital 51gnature shall [ASO5. 26] be applied to all
) If the
ulated result is not successfully verified, the test falls and the module shall [ASOS 27] enter he error
statp; and

b) the |digital signature technique may consist of a single encompassing signature or(multiple| disjoint
signjatures; failure of the verification of the single signature or any disjoint signature shall [AS05.28] cause
the module to enter the error state. The private signing key shall [AS05.29] reside outside the mddule.

7.6 Operational environment

7.6.1 Pperational environment general requirements

The operational environment of a software, firmware, or hybrid module includes, at a minimum, thg module
compongnts, the computing platform and the operating system thfat) controls or allows the executi¢n of the
software or firmware on the computing platform. A hardware module may have an operational envifonment
within the module consisting of an operating system whichc.allows the execution of internal firmwfare. The
operatirg system is considered to include, when applicablg; the virtual machine(s) (system or prodess) and
the runtiime environment [e.g. Java Runtime Environment, (JRE)].

A general-purpose operational environment refers to the use of a commercially available general{purpose
operating system (i.e. resource manager) that manages the software and firmware components and also
manage$ system and operator(s) processes/thread(s), including general-purpose application software such
as word|processors.

The operational environment can be:

a) nonfmodifiable - this operatienal environment is designed or configured in a manner to|prevent
modification by an operatortethe module components, the computing platform or the operating system.
Thi§ environment can cpnsist of a firmware module or hybrid firmware module operating ih a non-
programmable computing platform or a hardware module, which prevents the loading of any additional
firmware.

b) limited - this opérational environment is designed or configured in a manner to allow cdntrolled
modification”by an operator to the module components, the computing platform, or the operating
syslem. Thissénvironment can be firmware operating in a programmable hardware module where the
loadingdofadditional firmware meets the firmware loading requirements specified in 7.4.3.4.

) modifiable—thisoperationalenvironmentrefersto-anoperationalenvironmentthatmaybereeenfigured
to add, delete or modify functionality and may include general-purpose operating system capabilities
(e.g. use of a computer operating system, configurable smartcard operating system, or programmable
software). Operating systems are considered to be modifiable operational environments if software
components can be modified by an operator, or an operator can load and execute software (e.g. a word
processor) that is not part of the defined software or hybrid software module.

Hardware, firmware and hybrid firmware modules shall [AS06.01] use a non-modifiable or limited
operational environment.

Software modules and hybrid software modules shall [AS06.02] use a modifiable operational environment.
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A modifiable operational environment has the following characteristics:

d) Functions may be added or modified within the operational environment. It is possible that those
functions will interfere with the operation of the cryptographic module unless such interference is
prohibited by the operational environment;

e) Access to SSPs requires the use of the defined interfaces of the cryptographic module. Access to SSPs
from outside the trusted part of the operational environment without using the defined interfaces of the
cryptographic module is not permitted.

It is therefore required that the operational environment provides the capability to separate the
cryptographic module during operation from other functions in the operational environment such that those

functiogmmmmnﬂmmmmwﬂmmmm
CSPs, PYPs or the execution flow of the cryptographic module, other than via the interfaces prowvideg

cryptog

A specif

cryptog
for the ¢

cryptog

Some ex

Faphic module itself.

c configuration of the operational environment can be required to achieve adequateprotecti
raphic module with its code and data (e.g. prohibiting specific kind of inter-process commu
ryptographic module, assigning restrictive access rights to files containing’SSPs or the co

faphic module).

amples of operational environments are provided in Table 2.

Table 2 — Examples of operational envirenments

' modify
d by the

pn of the
nication
le of the

Configufration examples

Operationallenvironment

A compy
code ang
uration

cryptog

ting platform that does not permit the loading of
| does not permit operators to modify the config-
pf the computing platform, operating system or
aphic module.

Non-modifiable

A comp
allows t
and mee

ing platform containing an operating system that
e loading of additional code that is authenticated
ts all applicable requirements of this document.

Bimited

A compu
meeting

fing platform that allows the loading of code without
the software loading requirements of thisdocument.

Modifiable

system ik reconfigurable by the operatar allowing the re-

A compyting platform containing code whose operating
moval o}the security protections.

Modifiable

For a ni
non-mo

operatin

Code th
within 1
softwar

7.6.2

g system or the eryptographic module itself.

b withinthis document.

Clause applicability

n-modifiable or limited“eperational environment, the controlling components, which mair
ifiable or limited pperational environment, may include attributes of the computing platf

ht is executed-in a non-modifiable or limited operational environment is referred to as f
his document. Code that is executed in a modifiable operational environment is referr

tain the
brm, the

rmware
bd to as

If the operational environment is non-modifiable and the module is security level 1 in 7.7, the operating
system requirements in 7.6.3 security level 1 shall [AS06.03] apply.

If the operational environment is a limited operational environment and the module is security level 1 in 7.7,

the operating system requirements in 7.6.3 security level 1 shall [AS06.04] apply.

If the operational environment is a modifiable operational environment, the requirements in 7.6.3 shall
[AS06.05] apply.

The documentation requirements for the operational environment specified in A.2.5 shall [AS06.06] be
provided.
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7.6.3

7.6.3.1

ISO/IEC 19790:2025(en)
Operating system requirements for modifiable operational environments

Security level 1

The following requirements apply to operating systems for security level 1:

a) Each instance of a cryptographic module shall [AS06.07] have control over its own SSPs.

b) The operating system shall [AS06.08] provide the capability to separate individual application processes
from each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications
of SSPs regardless of whether these data are in the process memory or stored on persistent storage
within the operational environment. This ensures that direct access to CSPs and SSPs is restricted to

the
con

cryptographic module.

c¢) Pro
are

These n1
[AS06.1

7.6.3.2

In addit

meet thé
a) All
of 3

disd

fesses that are spawned by the cryptographic module shall [AS06.10] be owned"by the mo
hot owned by external processes/operators.

equirements cannot be enforced by administrative documentation and procedures a
|| be enforced by the operating system itself.

Security level 2

following requirements, or as allowed by the certificatienbody:

cryptographic module and the trusted parts of the operational environment. Restrictions to the
iguration of the operating system shall [AS06.09] be documented in the security poliqy of the

Hule and

hd shall

on to the requirements of security level 1, for security level2 an operating system shall [4S06.12]

fryptographic software, SSPs, control and status infoymation shall [AS06.13] be under thg control

n operating system that implements either role-based access controls or, at the min
retionary access control with robust mechanism of defining new groups and assigning re

permissions, for example through access control lists (ACLs), and with the capability of assign

usel
una
stat

to more than one group. The operating system shall [AS06.14] be configured to protect
ithorized execution, unauthorized modification and unauthorized reading of SSPs, con
us data;

b) To protect plaintext data, cryptographic software and SSPs, the access control mechanism

ope

iy

2)

3)

rating system:

shall [AS06.15] be configuted to define and enforce the set of roles or the groups and their as
restrictive permissions(that have exclusive rights to execute the stored cryptographic softy

shall [AS06.16] be Corifigured to define and enforce the set of roles or the groups and their as
restrictive permissions that have exclusive rights to modify (i.e. write, replace, and de
following cryptographic module software stored within the cryptographic boundary: crypt
programs,cryptographic data (e.g. cryptographic audit data), SSPs and plaintext data;

shall [AS06.17] be configured to define and enforce the set of roles or the groups and their as
restrictive permissions that have exclusive rights to read cryptographic data (e.g. crypt
aGidit data), CSPs and plaintext data; and

mum, a
strictive
ing each
against
frol and

s of the

Sociated
vare;

sociated
ete) the
pgraphic

sociated
pgraphic

4)

shall [AS06.18] be configured to define and enforce the set of roles or the groups and their as
restrictive permissions that have exclusive rights to enter SSPs.

sociated

¢) The following specifications shall [AS06.19] be consistent with the roles or designated groups’ rights

and

1y

services as defined in the security policy:

When not supporting a maintenance role, the operating system shall [AS06.20] prevent all operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images). In this case, running processes refer to all processes, cryptographic

or not, not owned or initiated by the operating system (i.e. operator-initiated);
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2)

3)
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The operating system shall [AS06.21] prevent user processes from gaining either read
access to SSPs owned by other processes and to system SSPs; and

The configuration of the operating system that meets the above requirements shall [ASO
specified in the administrator guidance. The administrator guidance shall [AS06.23] state

or write

6.22] be
that the

operating system be configured as specified for the module contents to be considered protected.

The identification and authentication mechanism to the operating system shall [AS06.24] meet the
requirements of 7.4.4 at security level 2, 3 or 4, and be specified in the module’s security policy.

All cryptographic software, SSPs, control and status information shall [AS06.25] be under the control of an
operating system. The operating system shall [AS06.26] have, at a minimum, the following attributes:

d) The
aud

e) The
med

1)
2)

3)
4)
5)
6)

f) The
regz

systlem, module or a combination of both. The audit mechanism of the operating system shall [/

be d
1)
2)
3)

4)

5)

6)

operating system shall [AS06.27] provide an audit mechanism with the date and tinre|
ted event. The cryptographic module shall not [AS06.28] include SSPs as part of any atidit r

cryptographic module shall [AS06.29] provide the following events to be recerded by 4
hanism of the operating system:

modifications, accesses, deletions, and additions of cryptographic data and SSPs;

addition or deletion of an operator to and from a crypto officer role _(if\those roles are mar
the cryptographic module);

the use of a security-relevant crypto officer function;

requests to access verifier data associated with the cryptégraphic module;

explicit requests to assume a crypto officer role,

cryptographic module may record some or altevents specified in e) with its own audit meg
rdless, all audit requirements in AS06.295hall [AS06.30] be recorded, either by the o

apable of auditing the following operating system related events:
all operator read or write accessesto audit data stored in the audit trail;
access to files used by the cryptographic module to store cryptographic data or SSPs;

addition or deletion of anyoperator to and from a crypto officer role (if those roles are maf
operating system);

requests to usé€-yerifier data management mechanisms (if verifier data associated v
cryptographi¢imodule is managed by the operating system);

attemptsto use the plaintext trusted path function and whether the request was grantg
plaintexttrusted path is supported at this security level; and

identification of the initiator and target of a plaintext trusted path, when the plaintext trus

of each
pcord;

he audit

jaged by

the use of an authentication mechanism (e.g. login) assgciated with the cryptographic modtle; and

hanism;
perating
1S06.31]

jaged by

vith the

d, when

ted path

iccsunnaorted atthic cocurity loval
1IS-SHppeteaatttHSSe et tyrever

g) The operating system shall [AS06.32] be configured to prevent operators other than those with the
privileges identified in the security policy from modifying cryptographic module software and audit
data stored within the operational environment of the cryptographic module.

Only operating systems that are configured to meet requirements specified in 7.6.3.2 shall [AS06.33] be
permitted at security level 2. The audit record should be protected against unauthorized modification

through

the use of an approved security function.
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7.7 Physical security

7.7.1 Physical security embodiments

A cryptographic module shall [AS07.01] employ physical security mechanisms in order to restrict
unauthorized physical access to the contents of the module and to deter unauthorized use or modification of
the module when installed.

All hardware, firmware, data elements and SSPs within the cryptographic boundary shall [AS07.02] be
physically protected as specified for the target physical security level. A software or software component
of a hybrid software cryptographic module is not subject to the physical security requirements of this

documept

The req|||irements of 7.7 shall [AS07.03] be applicable to hardware and firmware modules, and hardy
firmwarje components of hybrid modules.

Physical

a) Sing
chig

b) Mulfiple-chip cryptographic modules are physical embodiments in whigch two or more IC ¢
intefconnected.

Depending on the physical security mechanisms of a cryptographic-module, unauthorized atte

physicall

c) subgequent to an attempt by leaving visible signs (i.e. tamper evidence); or

d) dur
prof

In the c3
to prote

The reqiirements of 7.7 do not apply to excluded elements or interconnections.

Table 3

security requirements are specified for two defined physical embodiments of a cryptographid

may be used as a standalone device or may be embedded within an enclgsure or a product

access, use or modification will have a high probability ofdbeing detected either:

ng an access attempt where appropriate immediatésactions is taken by the cryptographic m
ect SSPs and deter unauthorized use or modification of the module.

se of multiple-chip cryptographic modules,interconnected ICs may employ protected intery
Ct security relevant data and controls passed between IC within cryptographic module bou

summarizes the physical security requirements: both general requirements and the two

Vare and

module:

le-chip cryptographic modules are physical embodiments in which a single integrated cirfuit (IC)

hips are

mpts at

odule to

al paths
ndary.

specific

embodiments for each of the four security levels. The embodiment-specific physical security requirements

at each

requiremnents of the previous level.

security level enhance tli€)general requirements at the same level and the embodiment

Lspecific
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Table 3 — Summary of physical security requirements for cryptographic modules

General requirements for all em-
bodiments

Single-chip

Multiple-chip

Security level 1

Production-grade elements.
Standard passivation.

Operator-initiated or automatic ze-
roization when accessing the main-
tenance interface.

No additional requirements.

Security level 2

Evidence of tampering.
Opaque or translucent within the

Tamper-evident encapsulat-

ing material, enclosure or
pnrl(ngp

Entirely coated or enclosed
in a tamper-evident materi-
al that may include doors or

v ;D;b}\' D}J\f\,tl uIln.
Prevent direct observation through
holes and slits.

removable covers (e|xcluding
protected internal gaths).

Tamper-evident Jeals or
pick-resistant locks for doors
or remiovable coverg.

Security level 3

Tamper response and zeroization
circuitry on doors and removable
covers.

Automatic zeroization when accessing
the maintenance interface.
Prevent probing through holes or
slits. EFP or EFT for temperature
and voltage.

Hard tamper-evident coating
or within a strong enclosure
or package with removal oF
penetration resistance.

Hard -coating or within a
strong enclosure with remov-
al or penetration rgsistance
(excluding protected internal
paths).

Security level 4

EFP for temperature and voltage.
Protection from fault injection.

Resistance t0 peeling, prying
or dissolving of hard coating or
strong erniclosure or package;
or

Tamper detection and re-
sponse with zeroization ca-
pability.

Resistance to peeling, prying
or dissolving of hard doating or
strong enclosure. Alllexposed
security relevant int¢r-I1C con-
nections are protectled inter-
nal paths;

or

Tamper detection|and re-
sponse envelope with zeroi-
zation capability.

Security] requirements are specified for-a maintenance interface when a cryptographic module is (
to perm|t physical access (e.g. by theimodule vendor or other authorized individuals).

Tamper detection and tamperresponse are not substitutes for tamper evidence.

The docphimentation for physical security specified in A.2.6 shall [AS07.04] be provided.

7.7.2

7.7.2.1
The foll

Physical security general requirements

Physical security general requirements for all security levels

wing requirements shall [AS07.05] apply to all physical embodiments:

lesigned

a) documentation shall [AS07.06] specify the physical embodiment of the cryptographic module;

b) whenever zeroization is performed for physical security purposes, the zeroization shall [AS07.07] occur
in a sufficiently small time period so as to prevent the recovery of the zeroized SSP between the time of
detection and the actual zeroization;

¢) if a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorized
individual), then:

1) amaintenance interface shall [AS07.08] be defined;
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the maintenance interface shall [AS07.09] include all physical access paths to the contents of the

cryptographic module, including any removable covers or doors; and

any removable covers or doors included within the maintenance interface shall [ASO
safeguarded using the appropriate physical security mechanisms.

Security level 1

The following requirements shall [AS07.11] apply to all cryptographic modules for security level 1:

7.10] be

a) the cryptographic module shall [AS07.12] consist of production-grade elements that include standard
passivation techniques (e.g. a conformal coating or a sealing coat applied over the module’s circuitry to

protect against environmental or other physical damage); and

b) when performing physical maintenance, zeroization shall [AS07.13] be performed eitherauton
by the cryptographic module or initiated by the operator.

EX

menjory or registers can be read or modified using methods that bypass controls that would be normally,

fort

7.7.2.3

In additjon to the general requirements for security level 1, the followingirequirements shall [AS07.]

to all cry

a) The
1)
2)

b) If th

[AS

c) the
pacl

d) the
tran
the

e) if th

[AS£7.16] be locked with pick-resistant mechanical locks employing physical or logical keys

PLE An example of performing maintenance for an IC is placing it into a test mode where

he module to meet the applicable requirements of this document.

Security level 2

ptographic modules for security level 2:
cryptographic module shall [AS07.15] either be:
entirely coated in a tamper evident material (excludihg the protected internal paths); or

include an enclosure that may include doors.or removable covers (excluding the p
internal paths).

EXAMPLE 1  Suitable coatings include epoXy resin and hard plastics.
EXAMPLE 2 Suitable container materials include metals and hard plastics.

e module is in an enclosure containing doors or removable covers, then the doors or covi

7.17] be protected with tamper-evident seals (e.g. evidence tape or holographic seals);

cryptographic moduleshall [AS07.18] provide tamper evidence (e.g. on the cover, enclosure,
xage, or seal) to proyvide detectable evidence of attempts to modify or access the module;

tamper-evident,smaterial, coating, enclosure or package shall [AS07.19] either be op

hatically

internal
required

4] apply

rotected

brs shall
or shall

coating,

aque or

slucent witHin-the visible spectrum (i.e. light of wavelength range of 400 nm to 750 nm) to
bathering-of information about the internal operations of the critical areas of the module; a

e cryptographic module contains ventilation holes or slits, then the module shall [AS
btricted in a manner to prevent the gathering of information of the module’s internal con

module’s internal construction or elements.

7.7.2.4

Security level 3

prevent
d

7.20] be
ruction
of the

In addition to the general requirements for security levels 1 and 2, the following requirements shall [AS07.21]

apply to

all cryptographic modules for security level 3:

a) the module shall [AS07.22] be covered (excluding the protected internal paths) with a hard, opaque
tamper-evident coating, enclosure or package to ensure that attempts at physical removal or penetration
of the coating using non-chemical methods shall [AS07.23] have a high probability of causing serious
damage to the cryptographic module;
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b)

d)

f)

g)

7.7.2.5 | Security level 4

In additfion to the general requirements for security levels 15*2, and 3, the following requiremé
[AS07.31] apply to all cryptographic modules for security leyel 4:

a)

7.7.3 Physical security requirements for each physical security embodiment

7.7.3.1 | Single-chip cryptographic modules

In additjon to the general physical security requirements for security levels 1, 2, 3 and 4, the f
requiremments shall [AS07.34].apply to single-chip cryptographic modules for security level 4:

a)

b)

ISO/IEC 19790:2025(en)

if the cryptographic module contains any doors or removable covers or if a maintenance access interface

is defined, then the module shall [AS07.24] contain tamper response and zeroization capability.

any tamper response and zeroization capability shall [AS07.25] immediately zeroize all plaintext CSPs,
plaintext PSPs and plaintext key components when a tamper event is detected (e.g. a door is opened, a

cover is removed, an internal tamper sensor is triggered such as a breach of a tamper detection e
or when the maintenance interface is accessed);

nvelope,

if a module supports a tamper response and zeroization capability, the tamper response and zeroization
capability shall [AS07.26] remain operational while plaintext CSPs, plaintext PSPs and plaintext key
components are contained within the cryptographic module. Zeroization triggered by the detection of

a tamper event shall [AS07.27] be performed by the module without external module power an

d before

the [nternal module power is insufficient for the module’s zeroization circuitry to function;

if the cryptographic module contains ventilation holes or slits, then the module shall\[ASQ
constructed in a manner that prevents undetected physical probing inside the enclosur€ (e.g.
probing by a single articulated probe);

stragng or hard conformal or non-conformal enclosures, coatings or potting materials shall [
maiptain strength and hardness characteristics over the module’s intended temperature
operation, storage and distribution; and

if tgmper evident seals are employed, they shall [AS07.30] be uniqtiely numbered or indep
idertifiable (e.g. uniquely numbered evidence tape or uniquely identifiable holographic seals).

the |cryptographic module shall [AS07.32] provide protection from fault injection. The fault {
mitigation techniques and the mitigation metrigs;employed shall [AS07.33] be documented as s
in Alnnex B.

the [removal-resistant\ceating or strong enclosure shall [AS07.35] have solvency characterist
thaf dissolving the-epating or strong enclosure has a high probability of seriously damaging the
(i.e.the module Wil not function and be irreparably damaged); or

the module-shall [AS07.36] provide a tamper detection envelope with tamper detection circu
shalll [AS0/:37] detect tampering by means such as cutting, drilling, milling, grinding, burning,
or dlissolving of the single-chip module coating or package to a sufficient extent that would allo

7.28] be
prevent

\S07.29]
fange of

endently

ent shall

njection
pecified

pllowing

ics such
module

try that
melting,
v access

0N O O’ WOUIQ J 1 UNauctno cd U Or MOd dtlon O 1€ IMOodul

7.7.3.2 Multiple-chip cryptographic modules

In addition to the general physical security requirements for security levels 1, 2, 3 and 4 specified in 7.7.2, the
following requirements shall [AS07.38] apply to multiple-chip cryptographic modules for security level 4:

a) All inter component interfaces carrying security relevant data and controls shall [AS07.39] be either
a protected internal path or be fully enclosed in a tamper detection envelope with tamper detection

circuitry.
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b)

d)

f)

g)

7.7.4 Environmental failure protection/testing

7.7.4.1 | Environmental failure protection/testing generalrequirements

ISO/IEC 19790:2025(en)

All components shall [AS07.40] either be covered with a hard, opaque removal-resistant coating, strong
enclosure, or be fully enclosed in a tamper detection envelope.

Where a tamper detection envelope is used, it shall [AS07.41] detect tampering by means such as cutting,
drilling, milling, grinding, burning, melting, or dissolving of the module’s enclosure to a sufficient extent
that would allow access to or modification of SSPs, or would result in unauthorized use or modification
of the module.

Where a hard opaque removal-resistant coating or strong enclosure is used, the material shall [AS07.42]
have hardness and adhesion characteristics such that attempting to peel or pry the coating or strong
enclosure from the module will have a high probability of resulting in serious damage to the module
(i.e. the module will not function and be irreparably damaged).

Where a hard opaque removal-resistant coating or strong enclosure is used, the material shall.JAS07.43]
have solvency characteristics such that dissolving the coating or strong enclosure will havg a high
probability of dissolving or seriously damaging the module (i.e. the module will not-function and be
irreparably damaged).

Where a tamper detection envelope is used, the cryptographic module shall [AS07.44] contair] tamper
response and zeroization capability that continuously monitor the tamper detegtion envelope.

Where a tamper detection envelope is used, the cryptographic module ghydetection of tampering, shall
[AS(07.45] immediately zeroize all plaintext CSPs, plaintext PSPs and plaintext key components.

The eleqtronic devices and circuitry are designed to operate within a particular range of envirgnmental
conditiops. Deliberate or accidental excursions outside the ‘specified normal operating ranges of volfage and
temperiture can cause erratic operation or failure of the electronic devices or circuitry that can compromise

the sec

ity of the cryptographic module. Reasonablé’assurance that the security of a cryptographi¢ module

cannot be compromised by extreme or unusual environmental conditions can be provided by having th¢ module
employ ¢nvironmental failure protection (EFP) features or undergo environmental failure testing (EF).

7.7.4.2 | Security levels 1 and 2

The module is not required to employ*EFP features or undergo EFT.

7.7.4.3 | Security level 3

The module shall [AS07.46) either employ EFP features or undergo EFT.

7.7.4.4 | Securitylevel 4
The module shall'[AS07.47] employ EFP features.

7.7.5 nvironmental failure protection features

EFP features shall [AS07.48] protect a cryptographic module against unusual environmental conditions
(accidental or induced) when outside of the module’s normal operating range, that can compromise the
security of the cryptographic module.

The cryptographic module shall [AS07.49] monitor and correctly respond when operating temperature and
voltage are outside of the specified normal operating ranges.

If the temperature or voltage falls outside of the cryptographic module’s normal operating range, the
protection capability shall [AS07.50] either:

a)

shutdown the module to prevent further operation; or
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b) immediately zeroize all plaintext CSPs, plaintext PSPs and plaintext key components.

7.7.6 Environmental failure testing procedures

EFT shall [AS07.51] involve a combination of analysis, simulation, and testing of a cryptographic module
to provide reasonable assurance that the environmental conditions (accidental or induced) when outside
the module’s normal operating ranges for temperature and voltage will not compromise the security of the
cryptographic module.

EFT shall [AS07.52] demonstrate that, if the operating temperature or voltage falls outside the normal
operating range of the module resulting in a failure, at no time shall [AS07.53] the security of the
cryptographic module be compromised

The temperature range to be tested shall [AS07.54] be from a temperature within the normal operating
temperdture range to the lowest (i.e. coldest) temperature outside of the normal operating rapge that
results in the module either failing or entering an error state. The temperature range shall[AS07.55| also be
from a t¢mperature within the normal operating temperature range to the highest (i.e. Hottest) temperature
outside pf the normal operating range that results in the module either failing or entering an error state. The
temper}cure range to be tested shall [AS07.56] be from -100 °C to 200 °C; however, the test shall [AS07.57]

be interfupted as soon as either the module fails or the module enters an error state. Temperatyre shall
[AS07.58] be monitored internally at the sensitive elements and critical deviees and not just at the jnodule’s
cryptographic boundary.

The voltpge range tested shall [AS07.59] be gradually decreasing from ayoltage within the normal operating
voltage range to a lower voltage outside of the normal voltage range'that results in the module eithdr failing
or enterling an error state. The voltage range tested shall [ASQ7.60] also be gradually increasing from a
voltage within the normal operating voltage range to a higherivoltage outside of the normal voltage range
that resyilts in the module either failing or entering an error state.

7.8 Non-invasive security

7.8.1 Non-invasive security general requirements

Non-invjsive attacks attempt to compromise-acryptographic module by acquiring knowledge of the nodule’s
CSPs without physically modifying or invading the module. Modules may implement various techrliques to
mitigate against these types of attacks. The test metrics for non-invasive attack mitigation for ea¢h of the
associatped security functions addressed by this document are referenced in Annex F.

Requirements AS08.01 to AS08.06 are not applicable if the cryptographic module vendor does njot claim
non-invasive attack mitigatignjtechniques to protect the module’s plaintext CSPs from non-invasiv¢ attacks
referended in Annex F.

If no vendor claims are,made, the vendor’s public documentation should reflect that no claims have been
made regarding nonsinvasive attack mitigation techniques.

The reqpirements’in 7.8 are applicable if the cryptographic module implements at least one non-invasive
attack npitigation technique to protect the module’s plaintext CSPs from non-invasive attacks refergnced in
Annex F

Non-invasive attack mitigation techniques implemented by the cryptographic module to protect the
module’s SSPs that are not referenced in Annex F shall [AS08.01] meet the requirements in 7.12.

A module may implement a combination of mitigation techniques that are addressed in this subclause and
mitigation techniques addressed in 7.12.

The documentation for non-invasive security specified in A.2.7 shall [AS08.02] be provided.
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7.8.2 Security levels 1 and 2

For security levels 1 and 2, documentation shall [AS08.03] specify all of the mitigation techniques employed
to protect the module’s SSPs from the non-invasive attacks referenced in Annex F. Documentation shall
[AS08.04] include evidence of the effectiveness of each of the attack mitigation techniques.

7.8.3 Security level 3

In addition to the requirements for security levels 1 and 2, the cryptographic module shall [AS08.05] be
tested to meet the approved non-invasive attack mitigation test metrics for security level 3 as referenced in
Annex F.

7.8.4 Becurity level 4

In additjon to the requirements for security levels 1 and 2, the cryptographic module shall J[AS0B.06] be
tested t meet the approved non-invasive attack mitigation test metrics for security level@.as referenced in
Annex F

7.9 Sensitive security parameter management

7.9.1 PBensitive security parameter management general requirements

SSPs compsist of CSPs and PSPs. The security requirements for SSP management encompass the entire life
cycle of SSPs employed by the module. SSP management includes RBGs, SSP generation, SSP establ{shment,
SSP entrly/output, SSP storage, and plaintext CSP and PSP zeroization.

Encrypted CSPs refer to CSPs that are encrypted using an approved security function, as spefified in
Annex (. CSPs encrypted or obfuscated using non-approved security functions are considered unpfotected
within the scope of this document.

CSPs shgll [AS09.01] be protected within the module®rom unauthorized access, use, disclosure, modf{fication,
and substitution.

PSPs shdll [AS09.02] be protected within thesmodule against unauthorized modification and substitution.

A module shall [AS09.03] associate an SSP’which is generated, entered into, or output from the module with
the entity (i.e. person, group, role, orprocess), to which the SSP is assigned.

Authentjcation data, verifier data that are not PSPs, RBG state information and intermediate key geheration
values shall [AS09.04] be considered as CSPs.

Hash vallues of passwords.shall [AS09.05] be considered as CSPs unless they were generated yising an
approved password protection method (e.g. salt and hash) as specified in Annex E, in which case the hash
values of passwords‘shall [AS09.06] be considered PSPs. When a hash function is used on passworfs/PINs,
whether| it is on its\0wn or as part of an approved password protection method in Annex E, then an approved
hash algrithm-asfisted in Annex C shall [AS09.07] be used.

EXAMPLE 4 Verifier data thatis a CSP includes a passwords, biometrics data reference, or their hash.

EXAMPLE 2 Verifier data that is a PSP includes public keys, user public key certificates, or hash values of salted
passwords.

The documentation for sensitive security parameter management specified in A.2.8 shall [AS09.08] be
provided.

7.9.2 Random bit generators

A cryptographic module may contain RBGs, a chain of RBGs, or may be solely an RBG. Approved RBGs are
listed in Annex C.
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If an approved security function requires random values, then an approved RBG shall [AS09.09] be used to
provide these values.

Entropy input used to seed an approved RBG shall [AS09.10] be considered a CSP.

7.9.3 Sensitive security parameter generation
A module may generate SSPs internally or they may be derived from SSPs entered into the module.

Compromising the security of the SSP generation method which uses the output of an approved RBG
(e.g. guessing the seed value to initialize the deterministic RBG) shall [AS09.11] require at least as many
operations as determining the value of the generated SSP.

SSPs getlxerated by the module from either the output of an approved RBG or derived from anSSP|entered
into thelmodule and used by an approved security function shall [AS09.12] be generated using approved
sensitive¢ security parameter generation methods listed in Annex D.

7.9.4 Automated sensitive security parameter establishment

Automated SSP establishment shall [AS09.13] use an approved method listed inAnnex D.
7.9.5 Bensitive security parameter entry and output

7.9.5.1 | Sensitive security parameter entry and output general requirements

SSPs maly be manually entered or output from a module either directly (e.g. entered via a keyboard orffnumber
pad, or (t,utput via a visual display) or electronically (e.g. via assmart card/tokens, PC card, other electronic
key loading device, or the module operational environment).\If SSPs are manually entered or outpyt from a
module,|the entry or output shall [AS09.14] be through thedefined module interfaces.

All crypgographically protected SSPs, entered or output from the module shall [AS09.15] be protected using
an appr¢ved security function, as specified in AnnéxC.

PSPs mdy be entered or output from a cryptographic module in plaintext form. For SSPs which are|directly
entered |manually, the entered values mayt.be temporarily displayed to allow visual verificatiop and to
improve accuracy for the operator. If encrypted SSPs are directly entered manually into the modfile, then
the plaintext values of the SSPs shall net [AS09.16] be displayed. Except for authentication data, manually
directly|entered (plaintext or engrypted) SSPs shall [AS09.17] be verified during entry into a mddule for
accuracy using the conditional miantal entry test specified in 7.10.4.5.

To prevgnt the inadvertentoutput of sensitive information, two independent internal actions shall [#S09.18]
be required by the module\n order to output any plaintext CSP; this requirement does not apply if|AS09.22
is applicpble.

0.19] be
use an

e e g output,
at least two key components shall [ASO9 21] be requlred by the module to reconstruct the original
cryptographic key.

7.9.5.2 Security levels 1 and 2

Plaintext cryptographic keys (when using manual entry or output, either directly or electronically), plaintext
key components, plaintext verifier data and authentication data may be entered and output via physical port(s)
and logical interface(s) shared with other physical ports and logical interfaces of the cryptographic module.
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For software modules or the software components of a hybrid software module, CSPs and key components
may be entered or output from the module in plaintext form; in this case, the module shall not [AS09.22]
output the CSPs and key components from the operational environment.

7.9.5.3 Security level 3

Cryptographic keys, key components from split-knowledge procedures, and non-key CSPs entered or output
from the cryptographic module using direct entry or electronic methods shall [AS09.23] either be encrypted
or using a plaintext trusted path that meet security level 3 requirements in 7.3.4.

When enterlng or outputtmg key components from split- knowledge procedures the module shall [AS09.24]
X arately with an

catlon that meets security 1evel 3 requ1rements in7.4.4.

7.9.5.4 | Security level 4

Cryptographic keys entered or output from the cryptographic module shall [AS09.25] either be erjcrypted
or enterpd using split-knowledge procedures.

Key comjponents from split-knowledge procedures and non-key CSPs shall [AS09.26],be entered or output from
the modple either encrypted or by a plaintext trusted path that meets securitylevel 4 requirements in 7.3.4.

For key fomponents entered or outputted as part of split-knowledge procedures, the module shall [AS09.27]
authenticate each operator (i.e. each distinct key component impoyter/exporter) separately with an
authentication that meets security level 4 requirements in 7.4.4.

7.9.6 PBensitive security parameter storage

A module shall [AS09.28] associate every SSP stored within‘the module with the entity (e.g. operatof, role, or
process) to which the SSP is assigned.

NOTE SSPs stored within the module are protectedds part of AS09.01 and AS09.02.
7.9.7 PBensitive security parameter zeroization

7.9.7.1 | Sensitive security parameter zeroization general requirements

A module shall [AS09.29] provide methods to zeroize all plaintext CSPs, plaintext PSPs and plaintext key
compongnts within the modulel Temporarily stored SSPs, key components and other stored valuep owned
by the module should be zeroized when they are no longer required for future use. Inhibition of the data
output ipterface is not a requirement when performing routine zeroization of temporary SSPs. Inhjbition is
exclusively required whetzeroization is being performed in response to a user request or tamper eyent. The
requirement to inhibit'data output during zeroization is intended so that the target SSP to be zer¢ized (or
derivatipn of these'keys) are not exported or used in a way that can compromise the security of the §SP after
the zerofzation event is triggered. Zeroization of a subset of SSPs selected by the user outside the zerjoization
service ¢loes not require inhibition of the data output interface. Unless otherwise indicated, this clafise does
not apply to'zeroization in response to tamper.

A zeroized SSP or key component shall not [AS09.30] be retrievable or reusable, including in response to tamper.

Except at security level 4, zeroization of encrypted CSPs, encrypted PSPs and encrypted key components
is not required. Zeroization of CSPs, PSPs and key components otherwise physically or logically protected
within an additional embedded validated module (meeting the requirements of this document) is not
required. The goal of security level 4 zeroization, which requires the zeroization of all CSPs, PSPs and key
components, whether protected or not, is to return the module to a factory state, i.e. the state it was in when
shipped to the customer.

Zeroization of factory state PSPs is not required at any level.
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Parameters used solely for self-test purposes as defined in 7.10 are not required to meet zeroization
requirements.

Due to their purpose and the consequences of zeroization, some SSPs may be exempt from the zeroization
requirements of AS04.07, AS04.17, AS07.13, AS07.25, AS07.45, AS07.50 and AS09.39. An exempt SSP may be
used by services offered by the module that contribute to the security of the module where its compromise
does not directly compromise user data, privacy or other SSPs which protect user data or privacy.

Where compromise of SSP can be shown to not directly compromise user data, physical destruction as a
zeroization method is permitted at all levels.

7.9.7.2 _Security level 1

Zeroizatlion may be performed procedurally by the module operator, and independent of the module’s control
(e.g. refqrmatting of a hard drive or the atmospheric destruction of a module during re-entry), If zerfjoization
is performed procedurally, the security policy shall [AS09.31] provide instructions on how, to perform the
procedulre, such that all plaintext CSPs, plaintext PSPs and plaintext key components aré zeroized.

7.9.7.3 | Security levels 2 and 3

The cryptographic module shall [AS09.32] perform the zeroization of plaintext CSPs, plaintdxt PSPs
and plaintext key components (e.g. overwriting with all zeros or all onés-or with random datd). When
zeroizing plaintext CSPs or plaintext PSPs, or both in response to a user request or tamper, thel module
shall nof [AS09.33] overwrite them with other plaintext CSPs or user PSPs, including in response to tamper.
Temporary SSPs shall [AS09.34] be zeroized when they are no longerrequired, however, in this case[AS09.35
and ASOB.07 are not applicable.

The moglule shall [AS09.35] provide an output status indication when the zeroization of plaintgxt CSPs,
plaintexft PSPs and plaintext key components is complete,ificluding in response to tamper.

NOTE If zeroization is performed as a result of a tamper event, it is possible that the module does not report an
output stlatus indicator if the module is no longer in an ¢pérational state.

An output status indicator is not required when temporary SSPs and other stored values ownefl by the
module pre zeroized.

7.9.7.4 | Security level 4
In additjon to the requirements ofisecurity levels 2, and 3, the following requirements shall [AS09.36] be met:

a) the |zeroization shall [AS09.37] be immediate and non-interruptible, and shall [AS09.38] odcur in a
sufffciently small time périod so as to prevent the recovery of the SSP being zeroized between the time
zergization is initiated and the actual zeroization completed, including in response to tamper; and

b) all §SPs shall [AS09.39] be zeroized, including in response to tamper, such that the module is feturned
to the factory state.

7.10 S¢lf-tests

7.10.1 Self-test general requirements

Cryptographic module pre-operational and conditional self-tests provide the operator assurance that faults
have not been introduced that would prevent the module’s correct operation. All self-tests shall [AS10.01]
be performed by the module, without external controls, externally provided input test vectors, expected
output results, or operator intervention, and regardless of whether the module will operate an approved
or non-approved service. The determination of pass or fail shall [AS10.02] be made by the module, without
external controls, externally provided input test vectors, expected output results, or operator intervention,
and regardless of the module will operate an approved or non-approved service.

© ISO/IEC 2025 - All rights reserved
48


https://standardsiso.com/api/?name=683ded6c01721eefe31c23a04ad89e95

ISO/IEC 19790:2025(en)

The pre-operational self-tests shall [AS10.03] be performed and passed successfully prior to the module
providing any data output via the data output interface.

Conditional self-tests shall [AS10.04] be performed when an applicable cryptographic algorithm or process
is invoked (i.e. cryptographic algorithms for which self-tests are required).

A cryptographic module may perform other pre-operational or conditional critical functions test in addition
to the tests specified in this document.

All self-tests identified in the underlying standards in Annex C, Annex D and Annex E shall [AS10.05] be
implemented as applicable. All self-tests identified in addition to or in lieu of those specified in the underlying
standards in Annex C, Annex D and Annex E shall [AS10.06] be implemented as referenced in Annex C,
Annex DramdATmex £ for eacirapproved security fumnction:

A self-tept may be performed as a set of disjoint self-tests.

If a crypftographic module fails a self-test, the module: shall [AS10.07] enter an error state;;ep shall [4#S10.08]
behave as specified by the certification body for that particular self-test failure, if thatSelf-test is d¢fined in
the undérlying standards in Annex C, Annex D and Annex E.

If a crypftographic module fails the conditional manual entry test or the conditiohal'software/firmwjare load
test, and in some cases the conditional critical function test, the module shall*[AS10.09] indicate|the test
failed, but the module is not required to enter an error state, inhibit data-output, or cease cryptpgraphic
processing.

Entering an error state for a conditional critical function test failure'ds defined in 7.10.4.7 will be dgpendent
on whether the test is checking the integrity of data from outside’the module boundary. In situationjs where
integrity failures are detected for operator or system providéd data to the module, it is sufficienf for the
module fo return an error to the calling function or applicatien’and reject the data without enteringfan error
state as [the detected error is with the supplied data and netithe module’s ability to function or procgss data.

The operator of the module shall [AS10.10] be able to determine if the module has entered an error state either
by an erfor indicator output by the module or implicitly through an unambiguous procedure documented in
the seculrity policy. The cryptographic module shall not [AS10.11] perform any cryptographic opergtions or
output gontrol and data via the control and data-output interface while in an error state. The cryptegraphic
module shall not [AS10.12] utilize any functionality that relies upon a function or algorithm that fail¢d a self-
test until the relevant self-test has been tepeated and successfully passed.

7.10.2 Becurity levels 3 and 4

At secutlity levels 3 and 4, the miodule shall [AS10.13] maintain an error log that contains at a mlinimum,
the mosf recent error event-{i‘e. which self-test failed). The error log shall [AS10.14] be protected against
unauthgrized modification'and substitution.

The docpmentation fer-self-tests specified in A.2.9 shall [AS10.15] be provided.
7.10.3 Pre-operational self-tests

7.10.3.

Pre-operational self-test general requirements

The pre-operational self-tests shall [AS10.16] be performed and passed successfully by a cryptographic
module:

a) after a cryptographic module is powered on or instantiated (after being powered off, reset, rebooted,
cold-start, power interruption, etc.);

b) before the primary, secondary, or backup power is applied to the module; and

c¢) before the module transitions to the operational state.
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A cryptographic module shall [AS10.17] perform the following pre-operational self-tests, as applicable:

d) pre-
e) pre-
f) pre-

7.10.3.2

operational software/firmware integrity test;
operational bypass test; and

operational critical functions test.

Pre-operational software/firmware integrity test

All software, firmware and bitstream components within the cryptographic boundary shall [AS10.18]
be verified usmg an approved 1ntegr1ty techmque or EDC satlsfylng the requlrements deflned in 7.5. If
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Pre-operational bypass test
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ing the bypass switch to provide cryptographie processing and verify that data transferred
bypass mechanism is cryptographically processed; and

ing the bypass switch so as not to provide cryptographic processing and verify that data tra
ugh the bypass mechanism is not cryjptographically processed.

Pre-operational critical functions test

ay be other security funcgtions critical to the secure operation of a cryptographic module t
] be tested as a pre-operational test. Documentation shall [AS10.24] specify the pre-opg

Conditional self-tests

Conditional self-test general requirements
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7.10.4.2 Conditional cryptographic algorithm self-test
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A cryptographic algorithm self-test shall [AS10.26] be conducted for all approved cryptographic algorithms
as referenced in Annex C, which references Annex D.

The conditional cryptographic algorithm self-test shall [AS10.27] be executed prior to the first operational
use of the cryptographic algorithm after power-on, a new instantiation of the module or periodic self-test

request.

A cryptographic algorithm self-test can be a known-answer test, a comparison test or a fault-detection test.
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A known-answer test consists of a set of known input vectors (e.g. data, keying material, or constants in lieu
of random bits), which are operated on by the cryptographic algorithm to generate a result. The result is
compared to the known expected output result. If the calculated output does not equal the known answer,
the cryptographic algorithm known-answer self-test shall [AS10.28] fail.

A cryptographic algorithm self-test that is supported by the module shall [AS10.29], at a minimum, use any
approved key length, modulus size, DSA prime, or curve that is supported by the module.

If a cryptographic algorithm specifies multiple modes (e.g. ECB and CBC), at a minimum, one mode shall
[AS10.30] be selected for the self-test that is supported by the module. The following are the requirements
for self-tests for one-way functions and reversible functions:

a) One xpected

ut [e.g. hashing, keyed hashes, message authentication, RBG (fixed entropy input), SSP agrgement].

b) Revgrsible functions: The forward and reverse function shall [AS10.32] be self-tested befgre each
is spparately used (e.g. symmetric key encryption and decryption, SSP transpart-encrypfion and
dectyption, digital signature generation and verification).

A comparison test compares the output of two or more independent, €ryptographic algorithm
implemgntations; if the outputs are not equal, the cryptographic algorithni<comparison self-t¢st shall
[AS10.33] fail.

NOTE The comparison test is continuous and is run every time the two or more independent crypfographic
algorithrh implementations are executed.

A fault-dletection test involves the implementation of fault detection mechanisms integrated within the
cryptographic algorithm implementation; if a fault is detected, the cryptographic algorithm self-test for
fault detection shall [AS10.34] fail.

EXAMPLE The fault-detection test of the RBG will coverah error of the entropy source being correctly handled
inside the implementation of the RBG.

7.10.4.3 Conditional pair-wise consistency test

If a cryptographic module generates asymmetric key pairs, a pair-wise consistency test shall [AS10.35]
be performed for every generated asymimetric key pair as referenced in Annex C for the applicable
cryptographic algorithm.

NOTE An asymmetric key pair consists of a public and private key.

7.10.4.4 Conditional software/firmware load test

If a crygtographic mogdule’has the capability of loading software, firmware or bitstream from an pxternal
source, then the follaWing requirements in addition to those in 7.4.3.4 shall [AS10.36] be performed

a) The|cryptographic module shall [AS10.37] implement an approved data authentication techhique to
verify the.authenticity of the software, firmware, or bitstream that is loaded.

NOTEY) The approved data authentication technique can consist of a single encompassing |message
authentication code or signature, or multiple disjoint authentication codes or SIgnatures.

b) The reference authentication key shall [AS10.38] be loaded independently in the module prior to the
software, firmware, or bitstream loading.

¢) The applied approved data authentication technique shall [AS10.39] be successfully verified or the
software/firmware load test shall [AS10.40] fail. Loaded software, firmware, or bitstream shall not
[AS10.41] be used if the software/firmware load test fails.

d) The software/firmware load test shall [AS10.42] be performed and pass successfully prior to the first
execution of any new software, firmware or bitstream components. The software/firmware load test is
notrequired to be performed immediately after software, firmware or bitstream components have been
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introduced into the module boundary. A module can delay execution of these tests until first execution
of the target new or updated components.

NOT

E2 The software/firmware load test is considered to be inherently performed by performing s

oftware/

firmware integrity test after introducing the software, firmware or bitstream into the module if all following
conditions are met: the software/firmware load test and the software/firmware integrity test use the same
cryptographic algorithm, the cryptographic algorithm self-test has been already conducted and successfully
completed for this cryptographic algorithm, and software, firmware or bitstream introduced into the module
cannot be executed until software/firmware integrity successfully passes.

7.10.4.5 Conditional manual entry test
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e entries do not match, the test shall [AS10.47] fail.

Conditional bypass test
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7.10.4.7

€Conditional critical functions test

There may be other security functions critical to the secure operation of a cryptographic module that shall
[AS10.53] be tested as a conditional self-test.

7.10.4.8 Periodic self-tests

7.10.4.8.1 Security levels 1 and 2

A cryptographic module shall [AS10.54] permit operators to initiate the pre-operational or conditional
cryptographic algorithm self-tests on demand for periodic testing of the module. Acceptable means for the
on-demand initiation of periodic self-tests are: provided service, resetting, rebooting, or power cycling.
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7.10.4.8.2 Security levels 3 and 4

In addition to the requirements at security levels 1 and 2, the module shall [AS10.55] repeatedly and
automatically, upon a defined time period, without external input or control, perform the pre-operational
or conditional cryptographic algorithm self-tests. The time period and any conditions that can result in
the interruption of the module’s operations during the time to repeat the pre-operational or conditional
cryptographic algorithm self-tests shall [AS10.56] be specified in the security policy.

If the module is performing mission critical services that cannot be interrupted and the time period has
passed for the initiation of the pre-operational self-tests, the self-tests may be deferred after the time period
is passed again.

If the opperationat Time period of a ModUle DETWEEN TESetting, repooting, or power cycling s sufficiently

short, th
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7.11.2.1 General

A configuration management systent is put in place to prevent accidental or unauthorized modifica
and proyide change traceabilityfor, the cryptographic module and related documentation.

7.11.2.7 Security levels.-1 and 2

e periodic self-test requirements may be omitted; in this case, the security policy shall’}/
1t the expected operational time period of the module, and that periodic self-tests are'therg
L.

Time is a relative period generated internal to the module. Examples of methods ofmeasuring tim
ock cycles, counters, or command or operation counts.

fe-cycle assurance

Life-cycle assurance general requirements

e assurance refers to the use of best practices by the vender{of a cryptographic module dy
Hevelopment, operation and end of life of a cryptographie’ module, providing assurance
s properly designed, developed, tested, configured, delivered, installed and disposed, and
perator guidance documentation is provided. Securityrequirements are specified for confi
ment, design, finite state model, development, testing, delivery and operation, and g
htation.

imentation for life-cycle assurance specifiedtin A.2.10 shall [AS11.01] be provided.
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The follgwing requiréments shall [AS11.02] apply for security levels 1 and 2:

a) a cdnfiguration’' management system shall [AS11.03] be used for the development of a crypt
module and module components within the cryptographic boundary, and of associated
dochiméntation;

b) each version of each configuration item (e.g. hardware, software, and firmware COmponents,
HDL, user guidance, security policy) that comprises the module and associated documentation shall
[AS11.04] be assigned and labelled with a unique identifier;

¢) the configuration management system shall [AS11.05] track and maintain the changes to the
identification and version or revision of each configuration item throughout the life-cycle of the
validated cryptographic module;

d) the vendor shall [AS11.06] protect confidential module documentation from unauthorized access.
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7.11.2.3 Security levels 3 and 4

In addition to the requirements for security levels 1 and 2, the configuration items shall [AS11.07] be
managed using an automated configuration management system.

7.11.3 Design

A design is an engineering solution that addresses the functional specification for a cryptographic module.
The design is intended to provide assurance that the functional specification of a cryptographic module
corresponds to the intended functionality described in the security policy.

Cryptographic modules shall [AS11.08] be designed to allow the testing of all provided security related

services

7.11.4 Finite state model

The opefration of a cryptographic module shall [AS11.09] be specified using a finite state’ model (FSM), or
equivalgnt, represented by a state transition diagram and a state transition table and state descfiptions.
The FSM shall [AS11.10] be sufficiently detailed to demonstrate that the cryptegraphic module ¢omplies

with thd relevant requirements of this document.

The FSM of a cryptographic module shall [AS11.11] include, as a minimum, the-following distinct opgrational

and errdr states:

a)

b)

f)
g)

Powler-off state: A state in which the module is powered off. Al primary, secondary, or backup power
is np longer applied to the module. For a software or firmware' module and the software or ffrmware
conjponents of a hybrid module, power-off is the action of terminating the executable image(s) of the
software or firmware module or the software or firmware)components of a hybrid module.

Power-on state: A state in which the module is powered on (after power-off, reset, reboot, cqld-start,
power interruption) and primary, secondary or backup power is applied to the module. For a soffware or
firmjware module and the software or firmwareé«components of a hybrid module, power-on is the action
of spawning an executable image of the software or firmware module or the software or fjrmware
conjponents of a hybrid module.

Gengral initialization state: A state in which the cryptographic module is undergoing initializinlg before
the module transitions to the approved state.

Crypto officer state: A state(in*which the crypto officer services are performed (e.g. cryptpgraphic
initjalization, secure administration, and key management) and in which authorized user§ obtain
secyrity services, perforin\cryptographic operations, or perform other approved functions).

CSPlentry state (if CSP-entry is implemented): A state for entering the CSPs into the cryptographidgmodule.
Selfitest state: A'state in which the cryptographic module is performing self-tests.

Errgr state:‘A'state when the cryptographic module has encountered an error condition (e.g. failed a self-
test). Thépe'can be one or more error conditions that result in a single module error state. Errgr states

can|ipclude “hard” errors that indicate an equipment malfunction and that can require maintenance,
serieeorrepair-ofthe-eryptosraphicmodtleerrecoverable— e s anregrirenitialization
or resetting of the module. Recovery from error states shall [AS11.12] be possible, except for those

caused by hard errors that require maintenance, service, or repair of the cryptographic module.

A cryptographic module may contain other states including, but not limited to, the following:

h)

Maintenance state. A state assumed to perform physical or logical maintenance services while
performing in the maintenance role.

Bypass state. A state in which a service, as a result of module configuration or operator intervention,
causes the plaintext output of a particular data or status item that would normally be output in
encrypted form.
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j)  Degraded state. A state that supports degraded operation in 7.2.4.3.

k) Quiescent state. A state in which the cryptographic module is dormant (e.g. low power, suspended or in
hibernation).

1) User state. A state in which the user services are performed, and in which authorized users obtain
security services, perform cryptographic operations, or perform other approved functions).

NOT

E Exiting from the quiescent state is not considered transitioning through a power-on state.

7.11.5 Development

7.11.5.1

A props

corresppnds to the module functional specification and security policy, that the cryptographic m

maintai
security
levels off

7.11.5.2
The follq

a) ifa
trad
com
libr
vari

b) ifa

withh comments that depict the correspondence of the software or firmware to the design of the

c) ifa

har@lware description language (HDL), o1'both, as applicable;

d) ifa
[AS
the

e) for
hyb

1)

2)

General

r development process provides assurance that the implementation of a cryptoghaphic

nable, and that the validated cryptographic module is reproducible. 7.11.5.2 te\7:11.5.4 spq
requirements for the representation of a cryptographic module’s security functionality at
abstraction from the functional specification to the implementation representation.

Security level 1
wing requirements shall [AS11.13] apply to cryptographic modules for security level 1:

cryptographic module contains software or firmware, theollowing elements shall [AS]
ked using the configuration management system: the soufce’code, language reference, the cg
piler versions and compiler options, the linker and linker options, the runtime libraries and
ry settings, configuration settings, build processes*dand methods, the build options, envir

ables and all other resources used to compile and.link the source code into an executable fo

ryptographic module contains software or firmware, the source codes shall [AS11.15] be af

Cryptographic module contains hardware, documentation shall [AS11.16] specify the schern

‘ryptographic module contains hardware, and if HDL is used to specify the hardware, the H
| 1.17] be annotated with comments that depict the correspondence of the hardware to the ¢
module;

module
odule is
ecify the
various

1.14] be
mpilers,
runtime
mental
m;

notated
module;

hatics or

DL shall
lesign of

software and firmwate cryptographic modules and the software or firmware componfent of a

rid module:

the result of-the approved integrity and data authentication techniques specified in 7.5

vendor during the module development;

thec eryptographic module documentation shall [AS11.19] specify the compiler, confi
settings and methods to compile the source code into an executable form; and

hnd 7.10

shall [AS11.18] be calculated and integrated into the software, firmware or hybrid module by the

buration

3) the cryptographic module shall [AS11.20] be developed using production-grade development tools

(e.g. compilers).

7.11.5.3 Security levels 2 and 3

In addition to the requirements for security level 1, the following requirements shall [AS11.21] apply to
cryptographic modules for security levels 2 and 3:

a) all software or firmware shall [AS11.22] be implemented using a high-level, non-proprietary language or
rationale shall [AS11.23] be provided to justify the use of a low-level language (e.g. assembly language or
microcode) if essential to the performance of the module or when a high-level language is not available;
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b) custom integrated circuits within a cryptographic module shall [AS11.24] be created using methods that
support comprehension or analysis, e.g. using a high-level HDL or a schematic for analogue elements;

c) all software or firmware shall [AS11.25] be designed and implemented in a manner that avoids the use

of code, parameters or symbols not necessary for the module’s functionality and execution; and

d) the module shall [AS11.26] be designed and implemented in a manner that utilizes the requirements as
defined in Annex G.

7.11.5.4 Security level 4

In addition to the requirements for security levels 1, 2 and 3, the following requirement shall [AS11.27]

apply to

a) for {
[AS
1)

2)

7.11.6

7.11.6.1
7.11.6.2

cryptographic modules for security level 4:

pach cryptographic module hardware, software and firmware component, the documentat
| 1.28] be annotated with comments that specify:

the pre-conditions required upon entry into each module component, functien, and proc
order to execute correctly; and

procedure is complete.
Vendor testing

General

testing ¢
cryptog

7.11.6.2

For secu
cryptog

The ven
or firmy
firmwar

7.11.6.3

and 7.11.6.3 specify the requirements for vendor testing of the cryptographic module, i
f the security functionality implemented in the cryptographic module, providing assurance
Faphic module behaves according to the functionalspecifications.

Security levels 1 and 2

rity levels 1 and 2, documentation shall [AS11.29] specify the functional testing performe
Faphic module.

lor shall [AS11.30] use automated security diagnostic tools (e.g. detect buffer overflow) for s
yare cryptographic modulés-and the software or firmware component of a hybrid modul
e component of a hardware/module.

Security levels 3.and 4

In addit]
proced

7.11.7

ion to the requirements for security levels 1 and 2, documentation shall [AS11.31] spsg
es for and.theTesults of low-level testing performed on the cryptographic module.

elivery and operation

on shall

bdure in

the post-conditions expected to be true when the execution of each moddle component, function, or

hcluding
that the

d on the

oftware
b, or the

cify the

7.11.7.1_General

7.11.7.2 to 7.11.7.5 specify the security requirements for the secure delivery, installation and start-up of a

cryptographic module, providing assurance that the module is securely delivered to authorized operators,
and is installed and initialized in a correct and secure manner.

7.11.7.2 Security level 1

For security level 1, documentation shall [AS11.32] specify the procedures for secure installation,
initialization, and start-up of the cryptographic module.
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7.11.7.3 Security levels 2 and 3

In addition to the requirement of security level 1, documentation shall [AS11.33] specify the procedures
required for maintaining security while distributing, installation and the initialization of versions of a
cryptographic module to authorized operators. The procedures shall [AS11.34] specify how to detect tamper
during the delivery, installation and initialization of the module to the authorized operators.

7.11.7.4 Security level 4

In addition to the requirements of security levels 1, 2 and 3, the procedures shall [AS11.35] require the
authorized operator to be authenticated by the module using the operator specific authentication data
provided hy the vendor

7.11.7.5 Attestation

This suljclause is not applicable if the cryptographic module vendor does not claim supportfor the|attester
service fomponent of attestation for the module.

If no vendor claims are made, the vendor’s public documentation should reflect/that no claims have been
made regarding attestation.

In order to counter substitution attacks on a given cryptographic module;-a cryptographic module may
support|the attester service to aid with both uniquely identifying a¢target module alongside fllowing
reporting of the integrity of the module and its configuration.

If the cryptographic module supports the attester service:

a) the |attester service shall [AS11.36] be designed and implemented in a manner that compljes with
applicable standards and requirements for the attester.as defined in Annex G; and

b) the module security policy shall [AS11.37] provide guidance to the user on using the module’s|attester
servyice including how to retrieve any required module cryptographic identity and retrieve atfestation
recqrds; how to verify the records; and the type of measurements contained within the records feturned
by the module.

7.11.7.4 End of life

7.11.7.4.1 End of life general requirements

711.7.6.2 and 7.11.7.6.3 spegify~the security requirements when a cryptographic module is np longer
deployed or intended for further use by the operator.

The secyrity policy shali JAS11.38] document end of life procedures, provide a summary of end oflife procedures,
or an exfernal publicly‘available reference to where the modules end of life procedures can be found.

NOTE Proceduwves can include multiple methods such as zeroization or physical destruction.

7.11.7.4.2_Security levels 1 and 2

For security level 1 and 2, documentation shall [AS11.39] specify the procedures for secure sanitization of
the cryptographic module. Sanitization is the process of removing sensitive information (e.g. CSPs, PSPs,
key components, user data) from the module, so that it can then be either distributed to other operators or
disposed of.

7.11.7.6.3 Security levels 3 and 4

In addition to the requirement of security levels 1 and 2, documentation shall [AS11.40] specify the
procedures required for the secure destruction (e.g. rendering the module inoperable and unrepairable) of
the module.
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7.11.8 Guidance documents

The requirements in this subclause are intended to ensure that all entities using the cryptographic module
have adequate guidance and procedures to administer and use the module’s approved services.

Guidance documentation consists of administrator and non-administrator guidance.

Adminis

trator guidance shall [AS11.41] specify:

a) the administrative functions, security events, security parameters (and parameter values, as
appropriate), physical ports, and logical interfaces of the cryptographic module available to the crypto
officer or administrative roles, or both;

b) information and procedures required for authentication data and mechanisms, such as

auth
c) pro
d) assy
Non-adn
e) the

the
f) ally
712 M
7.12.1

Susceptibility of a cryptographic module to attacks net defined in this document depends on the
plementation, and implementation environment. Such attacks can be of particular concern for

type, in

cryptog
operato
that are

Require
other at

If no ve
made re|

The doc

7.12.2

fedures on how to administer the cryptographic module; and
mptions regarding user behaviour that are relevant to the secure operation of theléryptographig

ninistrator guidance shall [AS11.42] specify:

isers of a cryptographic module; and

ser responsibilities necessary for the operation of a cryptographic module.
jtigation of other attacks

Mitigation of other attacks general requirements

Faphic modules implemented in hostile environments (e.g. where the attackers can be the au
's of the module). These attacks generally rely on the analysis of information obtained from

ments in 7.12 are not applieable if the cryptographic module vendor does not claim mitig
facks.

ndor claims are made,)the vendors public documentation should reflect that no claims h3
parding mitigation of other attacks.

imentation fermitigation of other attacks specified in A.2.11 shall [AS12.01] be provided.

Securitylevels 1, 2 and 3

or first
jentication and the administration of roles, as well as any other guidance required for authentication;

module.

pproved and non-approved security functions, physical ports, and logical interfaces avajilable to

module

thorized
sources

physically external to the module,dn all cases, the attacks attempt to determine some knpwledge
about the CSPs within the cryptographi¢ module.

fation of

ve been

If a crypftographic module is designed to mitigate one or more specific attack(s) not defined in this dpcument
and claiEed by the module vendor, then the module’s supporting documents shall [AS12.02] enimerate
the attack(s) the module is designed to mitigate. The existence and proper functioning of the security

mechanisms used to mitigate the attack(s) will be validated when requirements and associated tests are
developed.
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7.12.3 Security level 4

In addition to the requirements for security levels 1, 2 and 3, the following requirement shall [AS12.03]
apply to cryptographic modules for security levels 4:

a) If the mitigation of specific attacks not defined in this document is claimed, documentation shall
[AS12.04] specify the methods used to mitigate the attacks and the methods to test the effectiveness of
these mitigation techniques.
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Annex A
(normative)

Documentation requirements

A.1 Purpose

This annex specifies the minimum documentation which shall [ASA.01] be required for a cryptpgraphic

module that undergoes independent testing.

A.2 Items

A.2.1 (Cryptographic module specification

The follgwing cryptographic module specifications shall [ASA.02] be documented for security levels 1, 2 3 and 4:

a) spegification of the module type (hardware, software, firmware, hybrid software or hybrid firmware
module);

b) spegification of the module’s cryptographic boundary;

c) spegification of the hardware, software and firmware components of the cryptographic module, and
des¢ription of the physical configuration of the module;

d) spegification of hardware, software or firmware-components of the cryptographic module that
are lexcluded from the security requirements, of;€lause 7 and an explanation of the rational¢ for the
exclusion;

e) spegification of the physical ports and logicdl interfaces of a cryptographic module;

f) spegification of the manual or logical*controls of a cryptographic module, physical or logicdl status
indicators, and applicable physical; logical, and electrical characteristics;

g) spegification of all security\functions, both approved and non-approved, that are employed by a
cryptographic module and specification of all modes of operation, both approved and non-appréved;

h) blodk diagram depicting all major hardware elements of a cryptographic module and [element
intefconnections, including any microprocessors, input/output buffers, plaintext/ciphertext|buffers,
control buffers, KeyStorage, working memory and program memory;

i) spegificationof the design of the hardware, software and firmware of a cryptographic module;

j) spetifieation of all security-related information, including secret and private cryptographic kelys (both
plaiptext and encrypted), authentication data (e.g. passwords, PINs), verifier data, CSPs, PSPs ahd other
protected information {e.g. audited events, audit data] whose disclosure or modification can compromise
the security of the cryptographic module;

k) specification of how the module supports a degraded operation; and

1) specification of a cryptographic module security policy including the instructions derived from the

requirements of Clause 7 and the instructions derived from any additional requirements imposed by
the vendor.
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A.2.2 Cryptographic module interfaces
The following cryptographic module specifications shall [ASA.03] be documented for security levels 1, 2, 3 and 4:

a) specification of the data input, data output, control input, control output, status output and power
interfaces, both physical and logical; and

b) specification of the exceptions and rationale if the control output interface is not inhibited during the
error state.

The following cryptographic module specifications shall [ASA.04] be documented for security levels 3 and 4:

C) spe ification of the p]ainfpyf trusted p;\fh interface

A.2.3 Roles, services, and authentication
The follgwing cryptographic module specifications shall [ASA.05] be documented for security,levels 1, 2| 3 and 4:
a) spegification of all authorized roles supported by a cryptographic module;

b) spegification of the services, operations, or functions provided by a cryptographic module, both
approved and non-approved. For each service, specification of the service\input, corresponding service
output, and the authorized role(s) in which the service can be performed;

c) spegification of any services provided by a cryptographic module fer'which the operator is not fequired
to agsume an authorized role, and how these services do not modify, disclose, or substitute cryptpgraphic
keys and other CSPs, or otherwise affect the security of the module;

d) spegification of the module’s services that show the module’s versioning information, show status,
perform self-tests, perform approved security functions and perform zeroization;

e) spegification of the cryptographic bypass mechanisnis;

f) spegification of the software or firmware loading mechanisms; and
g) spegification of the re-authentication bypass controls and interface.
The follqwing cryptographic module specifications shall [ASA.06] be documented for security levels 2| 3 and 4:

h) spegification of the authentication mechanisms supported by a cryptographic module, the types of
veriffier data required to implément supported authentication mechanisms, the authorized mnethods
usedl to control access to the.module for the first time and initialize the authentication mechanfjsm, and
the Jrate limiting methods)of the authentication mechanisms supported by the module, inclufding the
ratipnale supporting-the/use of multiple authentication mechanisms.

A.2.4 Software/firmware security
The follgwing cryptographic module specifications shall [ASA.07] be documented for security levels 1, 2 3 and 4:

a) spegification of approved integrity techniques or EDC used;

b) specification of the method for the operator to perform the integrity test on demand.
The following cryptographic module specifications shall [ASA.08] be documented for security levels 2, 3 and 4:

c) specification of the form of the executable code.

A.2.5 Operational environment
The following cryptographic module specifications shall [ASA.09] be documented for security levels 1 and 2:

a) specification of the operational environment and versioning including, if applicable, the operating
system employed by the module;
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b) specification of the security policies, settings or restrictions to the configuration of the operating system.

The following cryptographic module specifications shall [ASA.10] be documented for security level 2:

¢) administrator guidance documentation to configure the operating system according to the specification
requirements and authentication methods.

A.2.6 Physical security

The following cryptographic module specifications shall [ASA.11] be documented for security levels 1, 2, 3 and 4:

a) specification of the physical embodiment and security level for which the physical security mechanisms

ofa
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pwing additional cryptographic module specifications shall [ASA.12] berdocumented for
3 and 4:

cryptographic function used.
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pwing additional cryptographic module specifications shall/[ASA.13] be documented for

fification of the normal operating ranges of ac¢cryptographic module. Specification

ronmental failure tests performed.

bwing additional cryptographic module spécifications shall [ASA.14] be documented for

fification of the environmental failureprotection features employed by a cryptographic mog

rification of the fault injection mitigation techniques employed.

Non-invasive security
wing cryptographic module specifications shall [ASA.15] be documented for security levels 1, 2

fification of the~mitigation techniques employed against non-invasive attacks includiy
Fified in AnnexFyand

ence of the\éffectiveness of each of the employed attack mitigation techniques.

bensitive security parameter management
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ronmental failure protection features employed by a cryptographic module or specificatign of the

security

ule; and

3and 4:

g those

vving r‘rypfngrqphir‘ module Qpprifirqfinnc shall [AQA 16] be documented for Qprnrify]pvp]c 12

3and 4:

a) specification of all SSPs employed by a cryptographic module;

b) specification of all RBGs and their usage;

c) specification of minimum entropy required by the module for each entered entropy input parameter;

d) specification of each RBG (approved and non-approved and entropy sources) employed by a
cryptographic module;

e) specification of the minimum entropy input and the generation method of the claimed minimum entropy
if the entropy input is collected from within the cryptographic boundary of the cryptographic module;
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specification of each SSP generation method that makes use of an RBG;
specification of each SSP generation method employed by a module;

specification of each of the key generation methods (approved and non-approved) employed by a
cryptographic module;

specification of the SSP establishment methods employed by a cryptographic module;
specification of the SSP entry and output methods employed by a module;

specification of the SSPs stored in the modules;

spegification of how CSPs are protected from unauthorized access, use, disclosure, modifieatfion, and
substitution when stored in the module;

speg¢ification of how PSPs are protected from unauthorized modification and substitution whep stored
within the module;

spetification of how the module associates a PSP stored in the module with the entity (operato, role, or
progess) to which the parameter is assigned;

spetification of the zeroization method(s) employed by a module, includingyprocedural, and the ijationale
as t¢ how the method(s) prevent(s) the retrieval and reuse of the zeroized values; and

list pf SSPs claiming exemption from zeroization requirements, the specific zeroization requirements
thatl are not enforced for each SSP, justification for each SSP\of why compromise does not|directly
conmjpromise user data, privacy, or other SSPs that protect user data or privacy and how the exemhpt SSPs
confribute to the security of the module.

The follpwing additional cryptographic module specifications shall [ASA.17] be documented for [security

levels 3 And 4:

q)

r)

A.2.9 Self-tests

if sglitknowledge procedures are used, documentation provided to demonstrate that if knowl¢dge of n
components is required to reconstruct the original CSP, then knowledge of any n-1 components provides
no ipformation about the original CSP otherthan the length; and

spetification of the split-knowledge procedures employed by a module.

The follgwing cryptographic module specifications shall [ASA.18] be documented for security levels 1, 2{ 3 and 4:

a)

b)

9
d)

f)

spegification of selfste€sts performed by a cryptographic module including pre-operational and
conglitional tests;

spetification ofswhether a self-test is being performed on data internal to the module, or data being
proyided from)an external source;

spegifiecation of the self-test failure status indicator;

Spel.,iﬁ\.atiuu of-the—errorstates—thata bl_letUSl aphi\, modttecamrenter-whena—self-test failo, and the
conditions and actions necessary to exit the error states and resume normal operation of a cryptographic
module (e.g. this can include maintenance of the module, re-powering the module, automatic module
recovery, entering degraded operation or returning the module to the vendor for servicing). This
includes which conditions trigger an error state upon failure of a conditional critical function test;

specification of all security functions critical to the secure operation of a cryptographic module and
identification of the applicable pre-operational self-tests and conditional self-tests performed by the
module; and

if a cryptographic module implements a bypass capability, specification of the mechanism or logic
governing the switching procedure.
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A.2.10 Life-cycle assurance

The following cryptographic module specifications shall [ASA.19] be documented for security levels 1, 2, 3 and 4:

a) specification of the configuration management system used for the cryptographic module;

b) specification of the supporting documents for the development of the cryptographic module and
associated documents provided by the configuration management system;

c) specification of procedures for secure installation, initialization and start-up of a cryptographic module;

d) specification of the correspondence between the design of the hardware and software or firmware
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oth for the hardware as applicable;

de:
the operational and error states of a cryptographic module;
the corresponding transitions from one state to another;

the input events, including data inputs and control inputs) which cause transitions from ong
another; and

the output events, including internal module conditions, data outputs, and status outputs, 1
from transitions from one state to another;

rification of the source code for the softwarédr firmware;
fification of attestation standards beingimet by the module;
idministrator guidance, specification of:

the administrative functions, security events, security parameters (and parameter v4

crypto officer;
procedures on how to-administer the cryptographic module in a secure manner; and

assumptions «regarding user behaviour that is relevant to the secure operation
cryptographie-module.

the“approved security functions, physical ports, and logical interfaces available to the use

VI,

notated
1]e;

listings,

fification of the FSM (or equivalent) using a state transition diagram and state transition tablle which

state to

esulting

lues, as

appropriate), physical ports; and logical interfaces of the cryptographic module available to the

of the

I's of the

cryptographic module; and

2)

all user responsibilities necessary for the secure operation of the module.

The following additional cryptographic module specifications shall [ASA.20] be documented for security

levels 2,

3 and 4:

1) specification of a functional specification that informally describes the cryptographic module, the
functionality of the cryptographic module, the external physical ports and logical interfaces of the
cryptographic module, and the purpose of the physical ports and logical interfaces; and

m) specification of the procedures for maintaining security while distributing and delivering versions of a
cryptographic module to authorized operators.
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