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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
wark

he procedures used to develop this document and those intended for its further maintenance
re described in the ISO/IEC Directives, Part 1. In particular, the different appreval|criteria
eeded for the different types of document should be noted. This document’\was drafted in
ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.ise.org/dire¢tives or
ww.iec.ch/members_experts/refdocs).

[P0 and IEC draw attention to the possibility that the implementation of this decument may inyolve the
se of (a) patent(s). ISO and IEC take no position concerning the evidence;-validity or applicgbility of
ny claimed patent rights in respect thereof. As of the date of publication-of this document, ISQ and IEC
ad not received notice of (a) patent(s) which may be required to implement this document. However,
mplementers are cautioned that this may not represent the latest iniformation, which may be ¢btained
Fom the patent database available at www.iso.org/patents and https://patents.iec.ch. ISO and [EC shall
ot be held responsible for identifying any or all such patent-rights.

el Nt

Any trade name used in this document is information given for the convenience of users and floes not
donstitute an endorsement.

or an explanation of the voluntary nature of‘standards, the meaning of ISO specific tefms and
xpressions related to conformity assessment, as well as information about ISO's adherence to
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
yww.iso.org/iso/foreword.html. In the IEC;'see www.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teghnology,
Subcommittee SC 29, Coding of audie; picture, multimedia and hypermedia information.

This fourth edition cancels_dnd' replaces the third edition (ISO/IEC 23001-7:2016), which Has been
technically revised. It alsodncorporates the Amendment ISO/IEC 23001-7:2016/Amd 1:2019.

The main changes are-as follows:
Addition of:

+ item encryption, which allows image items to use protection schemes defined for media tracks,
+ support for multiple keys and Vs per protected sample,

+ Asvel' sensitive encryption scheme, a codec-specific encryption scheme for which the ercrypted
bitstream remains a valid decodable bitstream,

— improved selective encryption using sample groups
Alist of all parts in the ISO/IEC 23001 series can be found on the ISO and [EC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and

www.iec.ch/national-committees.
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Introduction

Common Encryption specifies encryption and key mapping methods that enable decryption of the
same file using different Digital Rights Management (DRM) and key management systems. It defines
encryption algorithms and encryption related metadata necessary to decrypt the protected streams,
yet it leaves the details of rights mappings, key acquisition and storage, DRM content protection
compliance rules, etc., up to the DRM system or systems. For instance, DRM systems necessarily support
identifying the decryption key via stored key identifiers (KIDs), but how each DRM system protects and
locates the KID identified decryption key is left to a DRM-specific method

DRM specific information such as licenses, rights, and license acquisition information can be stored-i
an ISO Base Media file using a protectionSystemSpecificHeaderBox. Each instance of this box stored i
the file ¢orresponds to one applicable DRM system identified by a well-known system1p. DRM license
or licenge acquisition information need not be stored in the file in order to look up a separately delivere
key usinjg a k1D stored in the file and decrypt media samples using the encryption parameters stored i
each trark.

5 2 W0n B =

v

The secpnd edition of this document added XML representations of Common Encryption parameter
for delivery in XML documents, such as an MPEG DASH Media Presentation\Déscription Document
(MPD). The second edition also defined the 'cbci' protection scheme using AES-CBC mode encryption.

[72)

—

The thind edition added 'cbes' and 'cens' protection schemes for pattern encryption, which encryp
only a fifaction of the data blocks within each video subsample protected. Pattern encryption reducs
the computational power required by devices to decrypt video tracks.

[72)

The addjtions in this fourth edition are listed in the Foreword.

vi © ISO/IEC 2023 - All rights reserved
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Information technology — MPEG systems technologies

Part 7:
Common encryption in ISO base media file format files

1 Scope

his document specifies common encryption formats for use in any file fornmiat b
50/1EC 14496-12. File, item, track, and track fragment metadata is specified to enable multipl
ights and key management systems (DRMs) to access the same common encrypted file or stre
ocument does not define a DRM system.

Q.= =

he AES-128 symmetric block cipher is used to encrypt elementary stream data contained
amples. Both AES counter mode (CTR) and Cipher Block Chaining (CBC) are specified in
rotection schemes. Partial encryption using a pattern of encrypted\and clear blocks is also s
 separate protection schemes. The identification of encryptionkeys, initialization vector sto
rocessing is specified for each scheme.

o lillevilico B2 N0

Subsample encryption is specified for NAL structured vidéo)such as AVC and HEVC, to enablg
fdrocessing and editing of video elementary streams prier to decryption.

A
included in XML files as standard elements and attributes to enable interoperable license
management prior to media file download.

2 Normative references

The following documents are referred to in the text in such a way that some or all of theij
onstitutes requirements of thissdocument. For dated references, only the edition cited app
ndated references, the latestedition of the referenced document (including any amendments)

(ol @)

[[TU-T Rec.H.264 ISO/IEC14496-10, Information technology — Coding of audio-visual objects —
Advanced Video Coding

(]

50/1EC 14496-12; Information technology — Coding of audio-visual objects — Part 12: ISO Ba
Hile Format

Y—

50/IEC 14496-15, Information technology — Coding of audio-visual objects — Part 15: Cail
network abstraction layer (NAL) unit structured video in the 1SO base media file format

]

5Q/TEC 23008-2, Information technology - Coding of audio-visual objects — Part 2: High Efficien

hsed on
e digital
hm. This

n media
separate
pecified
fage and

normal

n XML representation is specified for important,common encryption information so that it can be

and key

content
lies. For
hpplies.
art 10:
e Media

riage of

cy Video

oding (HEVC)

ISO/IEC 23008-12, Information technology — High efficiency coding and media delivery in heterogeneous

— Part 12: Image File Format (HEIF)
IETF RFC 4122, A Universally Unique IDentifier (UUID) URN Namespace

FIPS-197, Advanced Encryption Standard, Federal Information Processing Standards Publication 197,

https://www.nist.gov/

NIST Special Publication 800-38A, Recommendation of Block Cipher Modes of Operation, https://www

.nist.gov/
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and
— ISO

[EC maintain terminology databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

— IEC

3.1.1
block
16-byte

Note 1 to

3.1.2
CENC S/
sample :
as initia
Note 1 td
data.

3.1.3

constarn
initializ
and sub
3.14

initializ
8 or 16-
and deri

3.1.5

NAL un
syntax s
the forn

3.1.6
NAL str
video st

Note 1 to

3.1.7
protect

Electropedia: available at https://www.electropedia.org/

extent of sample data that may be encrypted or decrypted by AES-128 block ciphet:

entry: This is commonly known as a cipher block.

\
luxiliary information associated with a sample and containing cryptographic information such
ization vector or subsample information

entry: The sample auxiliary information is defined in ISO/IEC 14496-12, and is not part of the sampl

[¢)

tiv
ntion vector specified in a sample entry or sample.group description that applies to all sample
samples under that sample entry or mapped to.that sample group

[72)

ation vector
pyte value used in combination with.a Key and a block to create the first cipher block in a chainp,
ve subsequent cipher blocks in a cipher block chain

t
tructure containing an jndication of the type of data to follow and bytes containing that data i
of an RBSP interspersed‘as necessary with emulation prevention bytes

-

uctured video
Feams comp@sed of NAL Units

entry: The tarriage of NAL Units is specified in ISO/IEC 14496-15

onwscheme

encrypt

on algorithm and information identified by the scheme type in a SchemeTypeBox in a

ProtectionSchemeInfoBox

3.1.8
sample
media s

ample when the protection applies to media tracks, or the payload of an item when the

protection applies to items

Note 1 to entry: Media sample as defined in ISO/IEC 14496-12.

Note 2 to entry: Payload of an item as defined in ISO/IEC 14496-12.

© ISO/IEC 2023 - All rights reserved
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3.1.9
selective encryption
change in the isProtected value of samples associated with the same sample description entry

023(E)

Note 1 to entry: This is achieved using CencSampleEncryptionInformationGroupEntry sample groups.

3.1.10

subsample

byte range within a sample consisting of an unprotected part immediately followed by a protected part

3.2 Abbreviated terms

AES Advanced Encryption Standard

AES-CTR AES Counter

AES-CBC AES Cipher-Block Chaining

AVC Advanced Video Coding as specified in ISO/IEC 14496-10

(ENC Common ENCryption

JRM Digital Rights Management

HEVC High Efficiency Video Coding as specified imISO/IEC 23008-2

Iy Initialization vector

NAL Network Abstraction Layer, as spetified in ISO/IEC 14496-10 and ISO/IEC 2300§-2

yuibD Universally Unique Identifier

4 Protection schemes

4.1 Scheme type signalling

Scheme signalling shall conform to ISO/IEC 14496-12. For media tracks, as defined in ISO/IEC 14496-12,

the sample entry is transformed and a ProtectionSchemeInfoBox is added to the standard sample entry

ih the samplebescriptiénBox to denote that a stream is protected. The ProtectionSchemeInfoRox shall

dontain a schemeTypeBox SO that the scheme is identifiable. The schemeTypeBox shall obey the fpllowing

additional constraints:

4+ The scHeme type field shall be set to a value equal to a four-character code defined in Clauge 10.

1+ Théstheme version field shall be set to 0x00010000 (Major version 1, Minor version 0).

The~ProtectionSchemeInfoBox shall also contain a SchemeInformationBox. For media tralcks, the
ChemeInformationBox Shall CONtail a TrackEncryptionBox, UESCribing the defauit encryption

parameters for the track.

The schemes identify general classes of algorithms used to encrypt data. Implementations sh

ould not

rely solely on scheme type and scheme version to determine if they can process a file and should also

take into account:

— parameters associated with the scheme (e.g. the pattern in case of pattern encryption, or the size of

initialization vectors),

— use of cencsampleEncryptionInformationGroupEntry and the associated parameters (e.g. change in
isProtected, change in number and/or values of keys, change in size of initialization vectors),

© ISO/IEC 2023 - All rights reserved
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value of the field aux info type parameter associated with CENC SAl,
versions and flags of the sampleEncryptionBox box if present,
versions of the ProtectionSystemSpecificHeaderBox and TrackEncryptionBox,

supportfor,andvaluesofversionsandflags,of TtemEncryptionBoxandItemauxiliaryInformationBox.

This document does not define brands nor profiles to restrict or recommend combinations of these
parameters. Derived specifications may restrict some of these aspects.

4.2 Cogmmon encryption scheme types

Five proftection schemes are specified in this edition of Common Encryption. Each scheme uses'syntal
and algdrithms specified in Clause 5 to Clause 9, as constrained in Clause 10. They are the folowing:

a)
b)
‘)
d)
e)

5

The encryption metadata defined by Common Encryptiom¢an be categorized as follows:

6

>

'cenk’ - AES-CTR mode full sample and video NAL subsample encryption; see 10.1¢
‘ebefl’ — AES-CBC mode full sample and video NAL subsample encryption; see 10.2.
'ceng' — AES-CTR mode partial video NAL pattern encryption; see 10.3.
'cbcg' — AES-CBC mode partial video NAL pattern encryption; see 10.4:

svell' - AES-CTR content sensitive encryption, as defined in Anriex A.

Overview of encryption metadata

Profection system specific data - this data is opague to Common Encryption. This gives protectioh
systlems (i.e. key and DRM systems) a place td,store their own data using a common mechanisnp.
Thi¢ data is contained in the ProtectionSystemsSpecificHeaderBox described in 8.1.

—

Conymon encryption information for antedia track - this includes default values for the key identifig
(xzq), initialization vector and vector size, protection pattern, and protection flag. This data i
contained in the TrackEncryptionBox described in 8.2 or in the r1temEncryptionBox described in 8.3.

[72)

Conimon encryption information for groups of media samples - this includes overrides to the
level defaults defined above. This allows groups of samples within the track to use differer
key$, a mix of clear and-protected content, share a constant [V (for some schemes), etc. This data i
confained in a samp¥&CroupbescriptionBox that is referenced by a sampleToGroupBox. See Clause
for further detailst

=

272

CENC SAI, containing cryptographic information for individual media samples such as initializatio
vectors and'subsample encryption data. CENC SAI data is sample auxiliary information as define
in 1$0/1ECG~14496-12. CENC SAI may reference bytes in a sampleEncryptionBox. See Clause 7 fq
further details.

= ==

Encryption parameters shared by groups of samples

Each sample in a protected track shall be associated with an isprotected flag, optional subsample
information and, for each key involved in the sample protection, a per Sample IV Size, KID, and an
optional constant 1v. This can be accomplished by using the default values in the TrackEncryptionBox
(see 8.2), and optionally by specifying parameters by sample group. Encryption parameters specified
in a sample group override the corresponding default parameter values for the samples in that
group defined in the TrackEncryptionBox. Samples not mapped to any sample group use the default
parameters established in the TrackEncryptionBox.

© ISO/IEC 2023 - All rights reserved
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When specifying the parameters by sample group, samples are mapped using the sampleToGroupBox to
sample group descriptions in the sampleGroupbDescriptionBox of type CencSampleEncryptionInformati
onGroupEntry as defined below.

The syntax of CencSampleEncryptionInformationGroupEntry is the same for all track types (i.e., is
independent from the handler type of the track).

For fragmented files, it may be necessary to store both the mappings and descriptions in each track
fragment to make them accessible for decryption of the samples they describe, e.g. when movie
fragments are separately stored and delivered.

gligned (8) class CencSampleEncryptionInformationGroupEntry
extends SampleGroupEntry( ‘seig’ )

{
unsigned int

( multi key flag;
unsigned int (

(

(

1)

7) reserved = 0;
unsigned int (4)
unsigned int (4)

crypt byte block;
skip byte block;

unsigned int (8) isProtected;
if (multi key flag == 1) {

unsigned int (16) key count;
} else {

key count = 1;
}

for (i=1; I <= key count; i++) {

unsigned int (8) Per Sample IV Size;
unsigned int (8) [16] KID;
if (Per Sample IV Size == 0) {
unsigned int (8) constant IV size;
unsigned int (8) [constant IV size] censtant IV;

These structures use a common semantic fortheir fields as follows:

ulti key flag indicates that the multiple keys version of the sample group description is used. If this
flag is set, multiple keys will be described for this sample group description entry; othdrwise, a
single key is described for this sample group description entry.

=3

ilsProtected is the flag which.indicates the encryption state of the samples in the sample group. See the
isProtected field in sib¢lause 9.1 for further details.

Key count indicates theé humber of keys that may apply to a sample associated to this samp|e group
description entry It is not required for a sample associated with this sample group deqcription
entry to use-allthe keys described.

Her Sample{3IV Size is the initialization vector size in bytes for samples in the sample group| See the
per Sample IV _Size field in subclause 9.1 for further details.

=X

DS the key identifier used for samples in the sample group. See the x1p field in subclausp 9.1 for
further details.

constant IV size is the size of a possible initialization vector used for all samples associated with this
group (when per-sample initialization vectors are not used).

constant_1v, if present, is the initialization vector used for all samples associated with this group. See
the constant 1V field in subclause 9.1 for further details.

crypt_byte block specifies the count of the encrypted blocks in the protection pattern, where each
block is of size 16-bytes. See subclause 9.1 for further details.

skip byte block specifies the count of the unencrypted blocks in the protection pattern. See
subclause 9.1 for further details.

© ISO/IEC 2023 - All rights reserved 5
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In order to facilitate the addition of future optional fields, clients shall ignore additional bytes after the
fields defined in the cencsampleEncryption group entry structures.

7 Common encryption sample auxiliary information

7.1 Definition

Each protected sample in a protected track shall have initialization vector information associated
Wlth it. oth ol oo vocotor o d oo ancruntian—infa P z bha oix H-a—-CENC-SAI

Sth—HH A e R Vveetoraha uuuuuxxll.u\. CIICT y PtroTT Hrermatioh nxnu_y oT 61V\.AA TIT CLIvVG

referended by SampleAuxiliaryInformationSizesBox and SampleAuxiliaryInformationOffsetBox, dS
defined [in ISO/IEC 14496-12, with aux_info type equal to the scheme and aux_info type paré&metelr
equal to[0 or 1.

For example, for tracks protected using the 'cenc'scheme, the default value for aux_info type is 'cend|'
and the flefault value for the aux_info type parameter is 0, so content should be created omitting thes
optional fields.

D

The forrnat of the CENC SAI for aux_info type parameter equal to 0 or 1 shall bé:

aligned|(8) class CencSampleAuxiliaryDataFormat

{
if (pux info type parameter==0) {

hsigned int (Per Sample IV Size*8) InitializationVectoxr;

f (sample info size > Per Sample IV Size ) {

unsigned int (16) subsample count;

{

P c

unsigned int (16) BytesOfClearData;
unsigned int (32) BytesOfProtectedData;
} [subsample count ]

} elpe if (aux info type parameter == 1) ({
hsigned int (16) multi IV count;

br (i=1; 1 <= multi IV count; i++) {
unsigned int (16) multi subindex TV
unsigned int (Per Sample IV Sizex8) IV;

H o

—

hsigned int (32) subsample count;

~

unsigned int (16) multissbbindex;
unsigned int (16) Bytés@fClearData;
unsigned int (32) BwyitesOfProtectedData;
}| [subsample count]

}
Where:

sample [info sigeds the size of the CENC SAI for this sample.

Tra¢KENcryptionBox. See the Initializationvector field in 9.1 for further details.

Tnitialf zakibnvector is the initialization vector for the sample, unless a constant _1v is presentin thle

subsample count is the count of subsamples for this sample. See the subsample count field in 9.1 for
further details.

BytesOfClearData is the number of bytes of clear data in this subsample. See the Bytesofclearbata
field in 9.1 for further details.

BytesOfProtectedData is the number of bytes of protected data in this subsample. See the
BytesOfProtectedData field in 9.1 for further details.

multi IV count indicates the number of entries in the initialization vector loop; this value may be zero
when constant initialization vectors are used.

6 © ISO/IEC 2023 - All rights reserved
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multi subindex IV indicates the index of the associated key entry, where value one is the first entry,
in the associated list; if this data is read for the processing of a media sample, the associated list
is the 'seig' sample group description entry associated with this sample; otherwise (this data
is read for the processing of an item), the associated list is the list of key definitions in the 'ienc®
item property of this item. The associated key entry shall have a per sample 1V size different
from 0, i.e. key entries using constant IV shall not be present in this loop. if this data is read for
the processing of a media sample (i.e. not an item) and aux_info type parameter is set to 1, the
associated 'seig' sample group description entry shall have the multi key flag setto 1; Within a
CENC SAJ there shall not be two multi subindex 1v with the same value.

1iv indicates the initialization vector to be used for the first block of protected data for therassociated
key entry.

rulti subindex indicates the index of the associated key entry, where value one is the first entry, in the
associated list (see multi subindex 1v) for the following run of encrypted data.

F subsample encryption is not used (the size of the CENC SAI equals per sdnpTe 1V size), then the
ntire sample is protected (see 9.4 for further details). In this case, for a media’track, all CENC|SAI will
ave the same size and hence the default sample info size of the samgréruxiliaryInformatlionSize
Box will be equal to the per sample 1v_size of the initialization vector™>If per sample IV sife is also
ero (because constant IVs are in use) then the CENC SAI is then empty’and should be omitted.

N 0 =S5 @ =—

NOTE Even if subsample encryption is used, the size of the CENC $A} can be the same for all of the sgmples (if
alll of the samples have the same number of subsamples) and the d€fault sample info size can then|be used.

1.2 Sample encryption information box for storage of sample auxiliary information

.2.1 Sample encryption box — Definition
Hox Type: 'senc’

(ontainer: TrackFragmentBox OI' TrackBox
Mandatory: No

Quantity: Zero or one

—

he sampleEncryptionBox(provides an optional storage location for CENC SAI of samples in a|track or
Fack fragment.

—

he sampleEncryptfenBox may be used when samples in a track or track fragment are protected| Storage
f sampleEncrypfionBox in a TrackFragmentBox makes the necessary CENC SAI accessibl¢ within
he movie fragment for all contained samples in order to make each track fragment indep¢ndently
ecryptable;for instance, when movie fragments are delivered as DASH media segments.

Q. o =

Vhen version 0 of sampleEncryptionBox is used, sample count shall be equal to the number of|samples
h thé track or track fragment. Consequently, version 0 shall not be used when selective encryption is in
ser

o =

When version other than 0 of sampleEncryptionBox is used, the sampleEncryptionBox only contains
CENC SAI for samples having their isProtected flag different from 0x00, either through default or
through an explicit cencsampleEncryptionInformationGroupEntry sample to group mapping. The CENC
SAl entries are listed in the same order as samples in the track or track fragment. For example, the first
entry will describe the CENC SAI of the first protected sample in the track or track fragment, regardless
of the number of unprotected samples before this protected sample. Consequently, for version other
than 0 of sampleEncryptionBox, there is no CENC SAI for a sample with ispProtected different from
0x00, and the corresponding sampleauxiliaryInformationSizesBox entry shall be 0.

NOTE This means that for version other than 0, the index of CENC SAI into this box for a given sample

depends on the number of previous samples with non-zero isProtected; retrieving this information through
the sampleAuxiliaryInformationSizesBox and SampleAuxiliaryInformationOffsetsBox can be easier.
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Derived specifications may further restrict the content of the sampleEncryptionBox, for example by
enforcing that all samples in a track fragment are either protected or unprotected.

The following flags are defined for sampleEncryptionBox:

senc_use_subsamples: flag mask is 0x000002. This flag shall not be set if the version is other than
0.

The variable UsesubSampleEncryption is set as follows:

f t H £ 41 : H aY ph N | £] H
- 1 IC vCIlolvUIl Ul LIIC odlllPICSLIICT YPULLOIIDO 15 U dllu LIIC 11(15 SCIIC USE UDSdlllPpLIEsS 15 OCL,

Use$ubSampleEncryption is setto 1,

— oth¢rwise, if the version of the sampleEncryptionBox is not 0 and the sample description entrly
assq@ciated with the sample uses a protection scheme mandating usage of subsamples for thie
des¢ribed media type, UsesubSampleEncryption is setto 1,

— othérwise, UseSubSampleEncryption is set to 0.

7.2.2 PByntax

aligned|(8) class SampleEncryptionBox extends FullBox('senc', versfeil, flags)

{

unsipned int (32) sample count;

{

[

f (version==0) {
unsigned int (Per Sample IV Size*8) InitializatidgVector;
if (UseSubSampleEncryption) {
unsigned int (16) subsample count;
{
unsigned int (16) BytesOfClearData;
unsigned int (32) BytesOfProtectedbata;
} [subsample count ]
}
else if ((version==1) && isProtected) {
unsigned int (16) multi IV count;
for (i=1; i <= multi IV count;si++) |
unsigned int (16) multi gubindex IV;
unsigned int (Per Sample “FV Size*8) IV;

—

}
unsigned int (32) subsample count;
{
unsigned int (16)“multi subindex;
unsigned int(16) BytesOfClearData;
unsigned int4(32) BytesOfProtectedData;
} [subsampletepunt]
else 1if ((vérsion==2) && isProtected) {
unsigned ‘41t (Per Sample IV Size*8) InitializationVector;
if (UseSy¥bSampleEncryption) {
unsigned int (16) subsample count;

{

—

unsigned int (16) BytesOfClearData;
unsigned int (32) BytesOfProtectedData;

N 1 2 -
T louDsampre courre

}
}

} [ sample count ]

}

7.2.3 Semantics

sample count is the number of CENC SAI coded in the sampleEncryptionBox. For version 0, it shall be
either 0 or the number of samples in the track or track fragment where the sampleEncryptionBox

is contained. For versions other than 0, it shall be the number of protected samples in the track or
track fragment where the sampleEncryptionBox is contained.
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Initializationvector shall conform to the definition specified in subclause 9.2. Only one per sample
1v_size shall be used within a track, or per sample 1V size shall be zero when a sample is
unencrypted or a constant IV is in use. Selection of Initializationvector values should follow the
recommendations of subclause 9.2.

subsample count shall conform to the definition specified in subclause 9.1.
BytesOfClearData shall conform to the definition specified in subclause 9.1.

BytesOfProtectedbata shall conform to the definition specified in subclause 9.1.

multi TV count,multi_ subindex IV, Ivandmulti_ subindex shall conform to the definition-spgcified in
Clause 7.

8 Box definitions
8.1 Protection system specific header box

§.1.1 Definition

Hox Type: 'pssh'

(Jontainer: MovieBox, MovieFragmentBox OI MetaBox if no MovifeBox and no MovieFragmentBox
Nandatory: No

Juantity:  Zero or more

he ProtectionSystemSpecificHeaderBox contains information needed by a content protection system
b play back the content. The data format is;Specified by the system identified by system1p, and is
onsidered opaque for the purposes of this-<document. For fragmented tracks, the collection of rotecti
nSystemSpecificHeaderBoxes from thenitial MovieBox, together with those in a movie fragmeént, shall
rovide all the required content proteétion system information to decode that fragment.

he data encapsulated in the pata field may be read by the identified content protection systgm client
b enable decryption key acquisition and decryption of media data. For license/rights-based $ystems,
he header information may include data such as the URL of license server(s) or rights issuer|s) used,
mbedded licenses/rights,,embedded keys(s), and/or other protection system specific metadatp.

@ ct ot = 0o o o o 0O

single file may beconstructed to be playable by multiple key and DRM systems, by including|protect
onSystemSpecifdeheaderBoxes for each system supported. In order to find all of the protection system
pecific data that)is relevant to a sample in the presentation readers shall:

wn_ b e

—+ For media tracks, examine all protectionSystemSpecificHeaderBoxes in the MovieBox and in the
MowialfagmentBox associated with the sample (but not those in other MovieFragmentBokes). For
image items, examine all ProtectionSystemSpecificHeaderBoxes in the MetaBox or in the MovieBox

-+ ~match the systentn field in this box to the systemTn(s) of the DRM System(s) they support

— matchthexipassociatedwiththesample (eitherfromthedefault xipfieldoftheTrackEncryptionBox
Or TtemEncryptionBox or the k1D field of the appropriate sample group description entry) with one
of the k1D values in the ProtectionsystemSpecificHeaderBox. Boxes without a list of applicable k1D
values, or with an empty list, shall be considered to apply to all k1ps in the file or movie fragment.

The data in a ProtectionSystemSpecificHeaderBox iS associated with samples based on a matching
k1D value in the pProtectionSystemSpecificHeaderBox and sample group description or default
TrackEncryptionBox Or ItemEncryptionBox describing the sample. If a sample or set of samples is
moved due to file defragmentation or refragmentation or removed by editing, then the associated pr
otectionSystemSpecificHeaderBoxes for the remaining samples shall be stored following the above
requirements.
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8.1.2 Syntax

aligned(8) class ProtectionSystemSpecificHeaderBox extends FullBox('pssh', version,
flags=0)
{
unsigned int (8) [16] SystemID;
if (version > 0)
{
unsigned int (32) KID count;
{
unsigned int (8) [16] KID;

RPN —
i T 3=ameieavssnen

}
unsipned int (32) DataSize;
unsipned int (8) [DataSize] Data;

}
8.1.3 BSemantics

—

systemIp specifies a UUID that uniquely identifies the content protection system that this headd
beldngs to.

KID coupt specifies the number of k1D entries in the following table. The value.may be zero.

[=}

k1D identifies a key identifier that the pata field applies to. If not set, themthe pata array shall apply t
all KIDs in the movie or movie fragment containing this box.

DataSizp specifies the size in bytes of the pata member.

pata holds the content protection system specific data.
8.2 Track Encryption box

8.2.1 Pefinition
Box Typp: 'tenc'

Containgr: SchemeInformationBox

ry: No (Yes, for protectedtracks)

Quantit Zero or one
The TratkEncryptionBox contains default values for the isProtected flag, per sample 1V size, and KIp
for the ¢ntire track. In_the'case where pattern-based encryption is in effect, it supplies the patterny;
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constant 1V size mp u
not be used with counter-mode encryption.

NOTE The version field of the TrackEncryptionBox is set to a value greater than zero when the pattern
encryption defined in 9.6 is used, and to zero otherwise.

For sample entries protected using multiple keys per sample, per-sample protection values shall be
indicated for all samples using cencsampleEncryptionInformationGroupEntry sample grouping. As a
consequence, the values in the TrackEncryptionBox are ignored.
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8.2.2 Syntax

a

{

ligned (8) class TrackEncryptionBox extends FullBox('tenc', version, flags=0)

B
(

unsigned int (8) reserved = 0;
if (version==0) {
unsigned int (8) reserved = 0;
}
else { // version is 1 or greater
unsigned int (4) default crypt byte block;
unsigned int (4) default skip byte block;
ij
unsigned int (8) default isProtected;
unsigned int (8) default Per Sample IV Size;
unsigned int (8) [16] default KID;
if (default isProtected ==1 && default Per Sample IV Size == 0) {
unsigned int (8) default constant IV size;
unsigned int (8) [default constant IV size] default constant IV;

.2.3 Semantics
ersion should be zero unless pattern-based encryption is in use, whereupon it shall be 1.

efault isProtected is the protection flag which indicates the default protection state of the
in the track. See the isprotected field in 9.1 for further details.

efault Per Sample TV Size is the default initialization(yector size in bytes. See the per sar
size field in 9.1 for further details.

efault KIDIisthe defaultkey identifier used for samples in this track. See the x1p field in 9.1 fo
details.

efault constant IV size isthe size of a pessible default initialization vector for all samples.

efault constant IV, if present, is the default initialization vector for all samples. See the cons
field in 9.1 for further details.

efault crypt byte block specifies the count of the encrypted blocks in the protection patter
each block is of size 16-hytes. See subclause 9.1 for further details.

efault skip byte block Specifies the count of the unencrypted blocks in the protection patf
the skip byte bleekfield in 9.1 for further details.

.3 Item encryption box

.3.1 Definition
ox Type: "ienc'

ontainer: TtemPropertiesBo

samples

ple IV

" further

tant IV

h, where

ern. See

Mandatory: Yes for protected items using schemes defined in this document

Quantity: Zero or more, at most one associated with an item

Items as defined in ISO/IEC 14496-12 may be protected using the schemes defined in this document. In
this case, such items shall have:

per subclause 4.1,

— anassociated TtemEncryptionBox property marked as essential,

© ISO/IEC 2023 - All rights reserved
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— an associated auxiliary item with an aux_info type matching the protection scheme used, as
defined in subclause 8.4.

The payload of that auxiliary item shall be exactly one cencsampleAuxiliarybataFormat as defined in
Clause 7.

The storage of properties for such items shall be compliant with ISO/IEC 23008-12.

The TtemEncryptionBox contains default values for the isprotected flag, Per Sample IV Size, and KID
for the item. In the case where pattern-based encryption is in effect, it supplies the pattern and when
constanfTVs are 1n UsSE, It supplies the constant IV. These values are used as the encryption parameters
for the &ssociated item. For files with only one key for all items, this property box allows the dbasic
encryptjon parameters to be specified once for all items instead of being repeated per item.

Items sharing this property are always protected; consequently, the default value for ispretected field
(see 9.1)is 1.

If the vglue per sample 1V size is 0, then the constant 1v_size for all items that‘use these setting
shall be present. A constant IV shall not be used with counter-mode encryption.

[72)

TtemEncfyptionBox properties shall be marked as essential in TtemPropertyagsociation.

NOTE The version field of the ItemEncryptionBox is set to a value greater than zero when the patter
encryptipn defined in 9.6 is used and to zero otherwise.

=]

8.3.2 PByntax

aligned|(8) class ItemEncryptionBox extends ItemFullPrdperty('ienc', version, flags=0)
{
unsipned int(8) reserved = 0;
if (fersion==0) {
uhsigned int (8) reserved = 0;
} elpe { // version is 1 or greater
uhsigned int (4) crypt byte block;
uhsigned int(4) skip byte block;

unsipned int (8) num keys;

for |(i=1; i<= num keys; i++) {
hsigned int (8) Per SampleqIV: Size;
hsigned int (8) [16] KID;

==

if (Per Sample IV Size~==/0) {
unsigned int (8) consfant IV size;
unsigned int (8) [(constant IV size] constant IV;

}
8.3.3 Semantics

version|shallbezero unless pattern-based encryption is in use, whereupon it shall be 1.

crypt_bpteyblock specifies the count of the encrypted blocks in the protection pattern, where each
blocK150f SiZe 16-bytes, for items associated with this Key entry. see 9.1 for turther details.

skip byte block specifies the count of the unencrypted blocks in the protection pattern for items
associated with this key entry. See the skip byte block field in 9.1 for further details.

num keys indicates the number of key definition entries.

Per Sample IV Size is the initialization vector size in bytes for items associated with this key entry.
See the per sample 1V size field in 9.1 for further details.

k1D is the key identifier used for items associated with this key entry. See the x1p field in 9.1 for further
details.
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constant IV size is the size of the initialization vector for items associated with this key entry.

constant_1v, if present, is the initialization vector for items associated with this key entry.
constant_1v field in 9.1 for further details.

8.4 Item auxiliary information box

8.4.1 Definition

See the

BoxtypeTaux"

(Jontainer: ItemPropertiesBox

Nandatory (per item): Yes for protected items using schemes defined in this document
Juantity (per item): At most one associated with any item

uantity: Zero or one

ample information. This information is usually declared through jtem properties and associs
an also be declared through auxiliary information items, to allow sharing the auxiliary info

q
q
An item may have some auxiliary information associated, similarly to sample of a track having ¢
S
C
items and samples through the extent construction method of the'item.

Auxiliary information items shall be declared with an itefq type value of 'auxi'. Items shall
their auxiliary information items through an item refefence of type 'auxr' from the iten
quxiliary information item(s).

Auxiliary information item may have an ItemAuxiligryInformationBox property associated, in
the type of auxiliary information and its parameter type (aux info type and aux inf
parameter)

o —

fauxiinfoitypei$

- for a protected item, the scheie type included in the protectionschemeInfoBox of the 1
item,

— otherwise the item gype of the referring item.

he default value of the aux info type parameter is 0. The ItemAuxiliaryInformationB
e present when the‘referring item is not protected and is not defined using version 2 or
IJtemInfoEntry.

lowli—|

—]

here shall be'at most one auxiliary information item with a given aux_info type and aux_inf
arametepr@ssociated with an item.

o]

uxiliary
itions; it
between

indicate
h to the

dicating
o _type

[ N0 TtemAuxiliaryInformationBox iS présent for an auxiliary information item, then the implied value

eferring

bx shall
igher of

o_type

ntial in

When ‘present, the 1temAuxiliaryInformationBox property shall be marked as esse
TjtemPropertyAssociation.

8.4.2 Syntax

aligned (8) class ItemAuxiliaryInformationBox extends ItemFullProperty('iaux', versi
flags=0)
{

unsigned int (32) aux info type;

unsigned int (32) aux info type parameter;

}
8.4.3 Semantics

aux_info type:same semantics as sample auxiliary information in ISO/IEC 14496-12.
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aux_info type parameter:same semantics as sample auxiliary information in ISO/IEC 14496-12.

9 Encryption of media data

9.1 Fi

eld semantics

Within the sample groups and CENC SAI used by the common encryption scheme, these fields have the
following semantics:

isProte

flag
0x0
0x1

0x0

Per Sam
sup

0

8

16
constan

8

16

KID IS a
the
the
key
valy

be dlll zeros.

Initial
isP1

0, 1.4
For

wn

-ted is the identifier of the protection state of the samples in the track or group of samples. Thi
takes the following values:

Not protected

protected (as signalled by the scheme type field of the schemeTypeBox, e.g. forrscheme type of
'cenc’', the track default is AES-CTR mode encrypted using the 'cenc' scheme);

P — 0xFF: Reserved.

ble IV Size is the size in bytes of the Initializationvector fi€ld.' The foHovving are the
ported values:

- if the isProtected flag is 0x0 (Not Protected) or constant Vs'are in use

- specifies 64-bit initialization vectors.

- specifies 128-bit initialization vectors.

1V _size is the size in bytes of the constant 1wfield. The following are the supported values
- specifies 64-bit initialization vectors.

- specifies 128-bit initialization vectors.

key identifier that uniquely identifiés the key needed to decrypt the associated samples withi
scope of an application so that KIDJis sufficient to identify a separately stored license containin
key that was used to encrypt.the content. This allows the identification of multiple encryptio
b per file or track. Unprotected samples in a protected track shall have an isprotected fl

e of 0x0, a per sample [V,Size value of 0x0, and the associated x1Dp value is ignored and shoul

=]

o

i zationVector gpecifies the initialization vector needed for decryption of a sample. For a
otected flag 6f 0X0, no initialization vectors are needed and the CENC SAI should have a size ¢
. not be presént.

— =

AN isProtécted flag of 0x1:

[VS shall be supplied using per sample Vs or constant [Vs.

Ifthe per sample 1V sizefieldis 16 then Initializationvector specifies the entire 128-bit IV
value

Ifthe Per sample 1V size field is 8, then the 128-bit IV value is made of tnitializationvector
value copied to bytes 0 to 7 and the bytes 8 to 15 are set to zero.

subsample count specifies the number of subsample encryption entries present for this sample. If
present this field shall be greater than 0.

BytesOfClearData specifies the number of bytes of clear data at the beginning of this subsample
encryption entry. BytesofClearData may be zero if no clear bytes exist for this subsample.

14
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BytesOfProtectedData specifies the number of bytes of protected data following the clear data. This
value may be zero if no protected bytes exist for this subsample. The subsample encryption
entries shall not include an entry with a zero value in both the Bytesofclearpata field and in
the BytesOfProtectedbata field unless a TrackReferenceBox is found for this track with one
or more track references of type 'scal' pointing to one or more tracks with sample entry code
'encv', in which case subclause 9.5.2.6 applies. The total length of all Bytesofclearbata and
BytesOfProtectedData in a sample shall equal the length of the sample. Subsample encryption
entries should be as compactly represented as possible. For example, instead of two entries
with {15 clear, 0 protected}, {17 clear, 500 protected} use one entry of {32 clear, 500 protected}.
H—pattern-based—eneryption—is—used—then—the—pattern—applies—to—the—protected—by4e range

BytesOfProtectedData; otherwise all protected bytes are encrypted.

Q

rypt _byte block shall be zero unless pattern-based encryption, as defined in subclause 9{5.26, or
whole-block full sample encryption, as defined in subclause 9.7, is in effect.

gkip byte block shall be zero unless pattern-based encryption, as defined ifinsubclause 9.5.2.6, or
whole-block full sample encryption, as defined in subclause 9.7, is in effect.

-l

Vhen skip byte block is set to zero, for example when whole-block full§ample encryption is ysed, the
value of crypt byte block isignored and should be set to zero.

(o)

9.2 Initialization vectors

he initialization vector (IV) values for each sample shallbé either a constant IV, and locatdd in the
rackEncryptionBox, ItemEncryptionBox Or in a sample grolup description of type 'seig'; orfshall be
ignalled per sample, and be located in the CENC SAI bf.each protected sample. See subclause 9.1 for
dditional details on how initialization vectors are forired and stored.

O g

et

[ is recommended that applications applying encryption generate a random number for the first
hitialization vector in a sequence.

—e

— For 8-byte per sample IV size, initialization vectors for subsequent samples should be| created
by incrementing the 8-byte initialization vector and padding the least significant bits with zero
to construct a 16-byte number. Using a random starting value for a track introduces entrjopy into
the initialization vector values,"and incrementing the most significant 8 bytes for each sample in
sequence ensures that each'16-byte IV and AES-CTR counter value combination is unique.

The 8-byte initialization vector can roll over from the maximum value (0xFFFFFFFFFFFHFFFF) to
the minimum value (0x0) if the maximum 8-byte value is exceeded when incrementing thie 8-byte
value per sample from its random starting value. 8-byte 1Vs are recommended for per sample Vs to
reduce storage'size, and guarantee unique counter block values for AES-CTR mode.

+ For16-byferer sample IV size,initialization vectors for subsequentsamplesusing AES-CTR mode
may be created by adding the cipher block count of the previous sample to the initialization yector of
the previous sample. Using a random starting value introduces entropy into the initializatign vector
values, and incrementing by cipher block count for each sample ensures that each counter block for
AES- CTR is unique. Even though the least 51gn1f1cant bytes ofthe IV (bytes 8 to 15) are incr¢mented
dasal128-

b1t number When calculatlng the next 1n1t1ahzat10n Vector from the prev1ous 16 byte IV

AES-CBC mode initialization vectors need not be unique per sample or subsample, and may be generated
randomly or sequentially, for example, a per sample IV may be equal to the cipher text of the last
encrypted cipher block (a continuous cipher block chain across samples), or generated by incrementing
the previous IV by the number of cipher blocks in the last sample or by a fixed amount.

Storing a unique IV per sample for both AES-CTR and AES-CBC modes increases cryptographic entropy,
and provides random access, and error recovery for each sample (as compared with continuous
chaining of multiple samples). AES-CTR mode requires a unique counter value for each cipher block
sharing a key.

© ISO/IEC 2023 - All rights reserved 15


https://standardsiso.com/api/?name=1a9a309280ca08b0c16c02e6bcf60ee3

ISO/IEC 23001-7:2023(E)

Some schemes use a constant IV. It is assumed that compressed video data is random enough to allow
the reuse of the same IV for each subsample when a constant IV is reused on multiple subsamples and
samples. A constant IV reduces IV data size compared to a per-sample IV, which requires 8 bytes or 16
bytes per sample.

9.3 AES-CTR mode counter operation

Counter-mode schemes shall conform to AES [FIPS 197] and to AES Counter Mode [NIST 800-38A] with
128-bit keys.

AES-CTi{ mode is a 16 byte block cipher that can encrypt an arbitrary sized byte stream without nee
for padding or leaving a clear remainder when the last block of sample data is a partial block (T*te’1
bytes in|size). AES-CTR mode operates by encrypting a counter block using the AES block encryptio
algorithm using the key indicated by KID, and then XOR-ing the result with the data to be encrypted g
decrypted.

—~ = Ol

The coupter block for AES-CTR shall be constructed from a per sample IV, and increménted as describefd
below afnd in subclause 9.2.

When ah 8 byte per sample IV size is indicated, the least significant 8 bytes of the 16 byte IV (bytg
8 to 15) shall be set to zero and used as a 64 bit block counter that is ifierémented by one for eac
subsequlent 16 byte cipher block of encrypted sample data.

-

When a|16 byte per sample 1V size is indicated, and the least sighificant 8 bytes (64 bit countel
reaches[the maximum value (OxFFFFFFFFFFFFFFFF), then incrementing it shall reset the 8 byte bloc
counter [to zero (bytes 8 to 15) without affecting the other 8 bytes of the counter (bytes 0 to 7).

=R —

Within ¢ach sample, encrypted data shall be a logically continuous byte sequence of 16 byte blocks,
regardlgss of physically interleaved clear data identified by subsample encryption or patter
encryptjon. Only the last cipher block in a sample may be a partial cipher block (less than 16 bytes).
The coupter shall be incremented by one after eachencrypted cipher block, and restarted on the nex
sample @ising the Tnitializationvector stored jn CENC SAI

-

(i

9.4 Fyll sample encryption

9.4.1 [General

Full sanple encryption may belused for all encrypted media types other than NAL structured videg,
which shall use subsample efcpyption.

9.4.2 ull sample eneryption using AES-CTR mode

AES-CTR mode enceyption shall use a unique IV per sample, and encrypt all bytes in the sample.

amp& iliary
@ tion

IVH#HI
1V#2 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1

Block 0 Block 1 Block 2 Block 3 Block 4 Block 5 Block 6 Block 7
K <4 Sample #1

IV#1

Full Sample CTR Encrypted Sample data

Full Sample CTR Encrypted Sample data

Sample 2 Sample 2 Sample 2 Sample 2 Sample 2 Sample 2 Sample 2 Sample 2
V2 '} Block 0 Block 1 Block 2 Block 3 Block 4 Block 5 Block 6 Block 7
Sample #2

Figure 1 — Full sample encryption using AES-CTR mode
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AES-CTR mode is a block cipher that can encrypt complete samples that are not a multiple of 16 bytes
in size. In Figure 1, cipher blocks are shown to illustrate the underlying blocks used to encrypt the
samples. Block 7 is shown as smaller than 16 bytes to illustrate that CTR mode can encrypt partial
cipher blocks, i.e. smaller than 16 bytes. Each sample starts with a unique IV.

9.4.3 Full sample encryption using AES-CBC mode

Full sample AES-CBC mode shall conform to AES [FIPS 197] and to AES-CBC [NIST 800-38A] using 128-
bit keys.

ach sample shall be encrypted as a continuous cipher block chain starting with an initializatigh vector,
hich shall be specified per sample. Per sample [Vs shall be stored in CENC SAI as definedin/7.

hole-block full sample encryption uses constant Vs, and is defined in 9.7.
bsample Encryption of NAL structured video tracks is defined in 9.5.

igure 2 shows an example encryption with two samples: AES-CBC mode requires all encryptdd cipher
locks to be 16 bytes, and the schemes defined in this document leaye ‘partial blocks unerjcrypted
(block 7 is shown as smaller than 16 bytes to illustrate that AES-CBC 'm0de does not encrypt blocks
sjmaller than 16 bytes to avoid adding padding that changes the sample size). Per sample [Vs ar¢ applied
the start of each sample with 'cbc1' full sample encryption.

\ 4
Sample Auxiliary
Information
D b oJusle ple d
1V#1
V#2 Sample 1 Sample 1 Sample 1 1 Sample 1 Sample 1 Sample 1 Partial
Block 0 Block 1 Block 2 3 Block 4 Block 5 Block 6 Block 7
’ \{'\@ Sample #1
D
IV#1
Sample 2 Sample 2 ) Sample 2 Sample 2 Sample 2 Sample 2 Sample 2 Partial
Va2 —} Block 0 Block1 | Block 2 Block 3 Block 4 Block 5 Block 6 Block 7
(* Sample #2

Figure)2 — Full Sample encryption using AES-CBC mode

(Vo)

.5 Subsample‘€éncryption

9.5.1 Definition

ubsample”encryption shall divide each sample into one or more contiguous subsample¢s. Each
sjubsample shall have an unprotected part followed by a protected part, only one of which may be zero
ytes*in length (usually both are non-zero values). The total length of all of the subsamples|shall be

Al o+l iz filhhno coxnnla 1boa]f
CqtrartoTrC-STZ2C ot CSarmpre oSt

For all schemes except the 'cbes' scheme, the protected byte sequences of a sample shall be treated
as a logically continuous chain of 16 byte cipher blocks, even when they are separated by subsample
BytesOfClearData Ora skip byte block.

The 'cbes' scheme shall treat each subsample as a separate chain of cipher blocks, starting with the
initialization vector associated with the sample.

The counter for AES-CTR mode shall be incremented after each complete encrypted cipher block,
ignoring subsample boundaries. Cipher block chaining of AES-CBC mode for the 'cbci' scheme shall be
continuous per sample after the [V is applied to the first cipher block in the sample.
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All cipher blocks except possibly the last cipher block in a sample when using AES-CTR mode shall be 16
bytes. A partial AES-CTR cipher block may be encrypted as the last block of a sample when terminated
by a subsample BytesofProtectedbData range.

For 'cenc' and 'cens' protection schemes, BytesofProtectedbata should be adjusted to a multiple
of 16 bytes to avoid partial blocks at the end of subsamples. Application specifications may prohibit
partial AES-CTR cipher blocks and can require subsample block end alignment to reduce the complexity
of decryption.

For 'cbcl' protection scheme, BytesofProtectedbata Size shall be adjusted to a multiple of 16 bytes to
avoid partial blocks at the end of subsamples.

For 'cb¢s' protection scheme, a partial block at the end of a subsample shall remain uneneryptec
Cipher Hlock chaining of AES-CBC for the 'cbes' scheme shall be continuous per subsample,-Andthe I
applied fo the first encrypted cipher block of each subsample. Application specificationsican requir
BytesOfpProtectedData to start on the first complete byte of video slice data so that a size thatisa 1
byte multiple may not be possible, making partial blocks in subsamples unavoidable,

ON OO <™

Figure 3 illustrates AES-CTR mode by showing two samples, each containing/twé subsamples, each
with a per-sample initialization vector and a logically continuous sequence 0f16-byte cipher block
interspdrsed with unencrypted byte ranges.

[72)

[
Sample Aukiliary Subsample 1 Stihsample 2
Informafion

IV#1
IV#3

— | Sample 1 Sample 1 S1 partial restof %xm el Sample 1 Sample 1 Sample 1

Block 0 Block 1 Block 2 S1B2 ock 3 Block 4 Block 5 Block 6

IV#1 [N
’\V
Sample #17)
NN
Subsample 1 Subsample 2

1V #4

Sample 2 Sample 2 m 2 Sample 2 Sample 2 Sample 2 Sample 2

4 Block 0 Block 1 2 Block 3 Block 4 Block 5 Block 6

,.\\\j Sample #2
\J

Figure 3 — AES-CTRmode subsample encryption using one IV per sample

Block 2 pf subsample 1 is continued in the second subsample, which is possible, but not recommended,
with thg scheme 'cenc',buthot possible with the schemes 'cens', 'cbc1' and 'cbes'.

NOTE Cipher block/anid counter chaining is continuous from subsample 1 to subsample 2 in the first sampl
so that a|l cipher bloeks are 16 bytes, except possibly the last cipher block in each sample. Block 6 is shown 3
smaller than 16 bytes to illustrate that AES-CTR mode can encrypt cipher blocks smaller than 16 bytes withoy
adding ppddingithat changes the sample size. Block 6 is unencrypted if AES-CBC mode is used.

-~ \nn ®

ubcamnlae ancruntion of NAL ctructured
NTYIT Ot €

9 5 2 deo-tracks
o St SHRPpTE-eReryption-oOi1v St eeUTe a6

TIOaCItY

9.5.2.1 Structure of NAL video samples and the use of subsamples

This subclause describes the methods and reasons for using subsample encryption on NAL structured
video samples.

Network Abstraction Layer (NAL) structured video specifications define NAL unit syntax elements
that can be sequenced to form elementary streams, and access units that can be decoded to images.
ISO/IEC 14496-15 specifies how NAL structured video is stored in ISO Base Media files, and how each
access unit is stored as a sample in a track, as illustrated in Figure 4: each sample is composed of
multiple NAL units, and each NAL unit is separated by a Length field stating the length of the NAL unit.
Each NAL unit contains a NAL type header, and video NALs also contain a slice header.
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NAL VideoStructure
(example sequence)

ISO. . ISO. ISO. NAL Video NAL Video
Media Access Unit Media SEI Media . . . - . .
5 o ! 5 Type Slice Video Slice Data Type Slice Video Slice Data
Size Delimiter NAL Size NAL Size
Header Header Header Header
Header Header Header
s T T T T T T = AN s T T T T T T T T T T T T T T T ™ -
( Video NAL ) Video NAL )
N 7/ N v

Figure 4 — NAL structured video ISO Media sample containing multiple NAL Unit

i

ecure video processors typically do not make data from the video stream that has been d¢crypted
vailable to applications in order to protect decrypted video, so display)applications that need to access
hformation stored in video slice headers or SEI NAL units, such as-caption and framing infoymation,
Uill not be able to access that data if it is protected. To keep videoencryption keys secure, the same key
hould not be used to encrypt audio tracks, which typically démot have the same level of key prjotection
s video. Some of the video slice data may remain unencrypted in order to align encrypted byfes, or to
dlign cipher blocks to eliminate the need for partial cipher block decryption in devices, as illpstrated
ih Figure 5. Because NAL structured video is usually:compressed by spatial and temporal prediction,
and the result entropy coded (e.g. CABAC), the loss of portions of a sample will still make {t nearly
impossible to reconstruct a picture and picturesthat predict from it.

D N < = Q) N

Subsample 1 Subsample 2

AN A
4 N 7 I

VideoSlice Data VideoYlice Data
ISO. . ISO. ISO. NAL Video (ProtectedRange [SO_ NAL Video (ProtecfedRange
Media Access Unit Media SEI Media - Media -
- o - . Type Slice Shared) X Type Slice Shgred)
Size Delimiter NAL Size NAL Size Header Header | 4 Size Header Header | A
Header Header Header Header
Videoslice data VideosJice data
for alignment for alignment
ST T T T T T T T T T T T T T T T T T N ST T T T T T T T T T T T T T T T T - AN
( Video NAL ) Video NAL )
N 7/ N 7

Figure 5 — Subsample encryption applied to NAL structured video

As ilustrated in Figure 5 _the Protected Rnncm of a thcnmn]p does not ;ﬂv\mvc encrypt all video data.
The start of the range can leave some video unencrypted to accompllsh byte or 16 byte block alignment
of the Protected Range. The Protected Range can also be partially encrypted by the 'cens' and 'cbes'
schemes, which apply a pattern of encrypted and clear blocks in the Protected Range.

Not all decoders are designed to decode ISO Media format streams that include NAL size headers and
lack decoding parameter NALs, such as Sequence Parameter Set (SPS) and Picture Parameter Set (PPS)
NALs (e.g. 'avc1l' sample entry format). Some decoders are designed to decode video elementary
streams in byte stream format (ISO/IEC 14496-10:2022, Annex B) with startcode delimited NAL Units
and SPS/PPS parameter NALs following each access point in the stream. It may be necessary to reformat
Common Encrypted ISO Media elementary streams to byte stream format prior to decoding. It may also
be necessary to reformat Common Encrypted elementary streams in order to transmit the data using
a network protocol like RTP that packetizes NAL Units, or repackage Common Encrypted elementary
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streams between ISO Media and MPEG-2 Transport Stream containers. Leaving non-video NAL units
and all NAL size and type headers unencrypted allows reformatting the elementary stream without
decrypting.

Full sample encryption prevents video stream reformatting and information access prior to decrypting
the samples. But, if NAL headers and complete NALs other than video types are left unencrypted,
an application can convert ISO Media video samples, such as 'avci', ‘'ave3', 'nhevl', etc, to byte
streams by replacing unencrypted NAL size headers with start codes matching the NAL type indicated
in the NAL type header, and if necessary, msertmg PPS/SPS NAL umts followmg each Access Unit

always yinencrypted in Common Encryption, any startcodes in encrypted data are 1nva11d and camb
ignored |by processors. ISO Base Media file parsers ignore all startcodes. NALs before encryptionlang
after de¢ryption include emulation prevention as specified in the NAL structured video specification$,
so start¢odes may be reliably detected in decoders.

Common Encryption specifies subsample encryption for NAL structured video that only encrypts videp
data, anfl leaves other NAL types, all NAL size and type headers, and video slice headers unencrypted.
Encryptprs need to be aware of the NAL structure, but decryptors may be videg format agnostic anfd
simply decrypt the byte ranges indicated by subsample information stored it CENC SAI. Encryptio

of only the video slice data allows applications to access information in SERNALs as well as picture
information in video slice headers. Access to video NAL slice header information may be necessary fqr
presentation applications to manage picture buffers, layers, tiles, parallel slice decoding, etc. by readinig
slice hegder information prior to secure video decryption.

9.5.2.2 | Subsample encryption applied to NAL structured video

NAL strfuctured video samples shall be exactly spanned by one or more contiguous subsamples.
The slicg data in a video NAL may be spanned by multiple subsamples to create multiple clear anfd
protectdd ranges, or to span protected slice data that is larger than the maximum size of a sing}E
BytesOfpProtectedbata field, with BytesofclearData  size equal to zero in each subsample. Multip

unproterted NALs should be spanned by a single subsample clear range, but a large clear range may bje
spanned by multiple subsamples with zero sizé&BytesofProtectedData.

— For[AVC video using 'avc1' sample deseription stream format, the NAL lengthsizeMinusone field
and|the nal unit_type field (the firstbyte after the length) of each NAL unit shall be unencrypted
and|only video data in slice NALSishould be encrypted.

<

[¢)

NOT[E1 Encrypted slice headers were not prohibited in the first edition of this document but wer
proljibited by application specifications. A recommendation to leave slice headers unencrypted for 'avcl
alloyvs possible legacy content with encrypted slice headers to remain conformant to this new edition. If neyv
contlent encrypts slicecheaders, it will possibly not decode properly in secure video decoders.

NOTE 2  The siZe'of the length field is variable length. It can be 1, 2, or 4 bytes long and is specified in th
Sample Entry forthe track as the lengthSizeMinusoOne field in the AVCDecoderConfigurationRecord

¢

— For|other NAL structured video sample description stream formats (e.g. 'avc3', 'hvel', 'hevl|,
etc.), ontly'video slice data shall be protected. For avoidance of doubt: video NAL slice, size and typ
heagdlets shall be unencrypted and other NAL types shall be unencrypted.

[}

— There may be multiple subsamples per NAL, and may be multiple NALs per subsample, for example,
when multiple unencrypted NALs are included in one clear byte range for efficient representation.

— Partial video encryption may be implemented using multiple subsamples per video NAL that
indicate multiple clear and protected byte ranges per video slice; however pattern encryption (e.g.
using 'cens' and 'cbes' schemes) should be used for more efficient representation of partial
encryption.
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9.5.2.3 Subsample encryption using AES-CTR mode applied to video NALs

Figure 6 details the IVs used, the areas of clear data, the areas of protected data, as well as the NAL unit
and sample boundaries. The diagram applies to 'cenc' and 'cens' protection schemes.

Subsample 1 Subsample 2
Samp]e Clear
Aux Info Data
Block0 BloakT T, P — s Block Blocks o
oc] oc ocC oc odl
v —-} Block 2 B2 (\05 b
#1 4 S 7
Sample #1 /\‘qv’
l Subsample 1 Subsample 2 s

v
Clear
#2 Data
Part
»  Block0 Block 1 Block 2 Block 3 \\@/ 4 Block 5 )
\_4 MOXN
Sample 32{0
AN
A
Figure 6 — Subsample encryption of vi ALs using AES-CTR mode
O
ES-CTR mode is a block cipher that can encrypt s?tlal cipher blocks. In Figure 6, cipher blpcks are
hown to illustrate the underlying cipher block that spans each sample. The last blocks (|block 6)

h both Sample 1 and Sample 2 are less than 16 bytes to illustrate that AES-CTR mode allows en¢ryption
f partial cipher blocks. Also, cipher block‘@ Sample 1 is continued in the next subsample|to form
16-bytes cipher block with one counte ue. This example shows subsamples that match|the size
f each video NAL unit, but that is not*a-general constraint of this document. The protection scheme
cens' can apply a pattern of encr&@hj and clear blocks to the range labelled “Encrypted Datq".

- O O O = un N

9.5.2.4 Subsample encryption using 'cbc1' AES-CBC mode applied to video NALs

ES-CBC mode 'cbc1’ sﬁa@ne starts each sample with a per sample IV, then forms 16-bytds cipher
locks regardless of spanning subsample BytesofClearData. Clear data is sized appropriately so that
he last block in eac@)sample is 16 bytes (blocks 2 and 6 in this example), as illustrated in Figure 7.

o o
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Subsample 1 Subsample 2
Sample Clear
Aux Info Data
|| Block 0 Block 1 Block 2 Block 3 Block 4 Block 5 Block 6
v ,
#1 N\ AN A | AN AN AN A
Sample #1
‘ thc;\mp]p 1 ‘ thcnmplp 2 ‘
v
#2

Block 0 Block 1

Block 2

Block 3

Block 4 Block 5

N A

A

AN A A A
o2l

Sample #2

a);

Figure 7 — Subsample encryption of video NALs using AES-CBC mo@\md 'cbel' scheme

9.5.2.5

AES-CB(
16-bytes

crypt blte block encrypted cipher blocks followed b

Subsample encryption using 'cbcs' AES-CBC applied toQi o NALs

[ mode 'cbes' scheme starts each subsample with aQ&stant [V, then encrypts complet]
cipher blocks leaving any partial blocks unerlfcv

BytesOfProtectedData, as illustrated in Figure 8. The prg

ted at the end of the subsample
ction pattern consists of a sequence d
p byte block clear blocks, terminated b

\(</C)

;\\

‘a.—hmo

the end pf the BytesofProtectedpata range. If the las@ ckin the range is partial, it is unencrypted.
o
\
Subsample 1 Subsample 2
Sarpple
Grup Clear \&Tlear Data Clear Data
Congtant Data
v
° Partial Partial
»{  Block0 Block 1 Block Block 0 Block 1 Block 2 Block
(J\ L
O Sample #1

»  Block0 Block 1

Block 2

Block 0

Subsample 2

Partial
Block

Block 1

Block 2

/7 DR

AN

7o)

Sample #2

Figure 8 — Subsample encryption using AES-CBC mode and 'cbcs' scheme

9.5.2.6 Subsample encryption applied to NAL structured video with extractors

In this clause, "protected extractor track " refers to a track with sample entry code 'encv' for
which the original format, as indicated by the data format of the originalFormatBox in the
ProtectionSchemeInfoBox, indicates possible presence of extractors, as defined in ISO/IEC 14496-15.

22
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When a TrackrReferenceBox is found in a protected extractor track which refers to one or more tracks
with sample entry code 'encv', the following restrictions apply in addition to restrictions defined in
subclause 9.5.2.2:

— Extraction process shall take place before the decryption process.
— Extractors NAL units shall not be encrypted.

— The following applies to the CENC SAI found in a protected extractor track:

YALL i) 4] ] £ A | o -V N 1 L. ld f
VVIIUIT DULIT vdIutTS Ul DyLEsSULLUICSdl DUdlad diIIU DYy LEsSULrIotecielldld dIT U, 1L 15 d l.}lclbcll er Or

the CENC SAI of the NAL structured video samples that result from resolving the consftructors
within the extractor NAL unit as defined in ISO/IEC 14496-15:2019, A.7.

— Otherwise, the values of BytesofClearbata and BytesOfProtectedData apply 'to the ektracted
sub_sample.

1 The CENC SAI shall be present for each referenced track in 'tref' with sample entry code [ encv'.

—+ When an extractor NAL unit as defined in ISO/IEC 14496-15:2019, A with an associated JQENC SAI
containing a value of 0 for both BytesofclearDdata and BytesOfProtadtedbData points to a track with
sample entry code 'encv':

— Exactly one VCL NAL unit shall be encrypted in each subsample of the referenced traclt.

— Let RefBytesOfClearData @ESp.RefotesOfProtectedData) be the BytesofClearpata ﬁesp.
BytesOfProtectedData) values from the CENC SAT associated with the subsample of which the
byte range is extracted, then the CENC SAI for'the resolved VCL NAL unit shall be modified as
follows:

— BytesOfClearData = RefBytesOfClearData SampleConstructor Jsample
offset + InlineConstructor.dléngth

— BytesOfProtectedData = RefBytesOfProtectedData

— The value SampleConstZuctor.sample offset is the value of sample offseq in the
SampleConstructor inthe extractor that is processed.

— Thevalue 1nlidegonstructor. length is the sum of the values in the length fields inpside the
InlineConsfrietor, if any are found in the extractor that is processed, otherwise

- The resulting subsample information shall be conformant to CENC, and the decrypted| version
of every sample-in the extractor track shall comply with the file and/or track brand ahd track
description’entry type.

(o)

.6 Patfern encryption

9.6.1\ ° Definition

Pattern encryption specifies a pattern of encrypted and clear (“skipped”) 16 byte blocks over the
protected range of a subsample.

NOTE Subsamples are primarily defined to protect video slice data, leaving NAL size, NAL type, video slice
headers, and other NAL types in the clear.

When the fields default crypt byte block and default skip byte block in a version 1
TrackEncryptionBox are non-zero numbers, pattern encryption shall be applied.

The pattern shall consist of the number of encrypted cipher blocks indicated by the field default crypt
byte block Or crypt byte block (if present in a sample group description or in ItemEncryptionBox)
followed by the number of unencrypted sample data blocks indicated by the field default skip byte
block Or skip byte block (if presentin a sample group description or in ItemEncryptionBox).
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If the last block pattern in a subsample is incomplete, the partial pattern shall be followed until truncated
by the BytesofProtectedData size, and any partial crypt byte block shall remain unencrypted.

When AES-CTR mode is used, the IV shall apply to the first encrypted cipher block of each sample.
When AES-CBC mode is used, the IV shall apply to the first encrypted cipher block of each subsample.

9.6.2 Example of pattern encryption applied to a video NAL unit

Figure 9 illustrates usage of pattern encryption. Pattern encryption is represented by vertical black
and white lines representing a pattern of encrypted cipher blocks followed by clear blocks. The pattert
spans the protected range of a subsample specified by BytesofProtectedbata, and approxipiatel

spans the video data following the slice header. Byte or block alignment may require that the'start gf
BytesOfpProtectedData is not at the first bit of slice data, but some number of bits or bytes followi
that. Mulltiple subsamples may be mapped to a single NAL and multiple clear NALs to a single subsampI}E
in the 'dens' scheme, but a single subsample per VCL NAL may be required for the 'cbcds"~scheme.

Pattern Encrypted Subsample

BytesOfClearData BytesOfProtectedData

AL
o e — ™

[T AT T T T T
Pattern*Encryption of 16 byte blocks
ISO. NAL Video crypt_byte_block count +
M? fia Type Slice skip_byte_block count
Sige Header Header 1
Heafler ‘ l 1
) Video slice data for alignment
[T T T T T T T T T T T T T T T TT
2 N
( VidegNAL )
N b _

Figure 9 — Pattern encryption(f a Subsample aligned with a video NAL Unit

9.7 Whole-block full sample-éncryption

In wholg-block full sample encryption, the entire sample shall be protected. Every sample shall b
encrypted starting at offset 0’ (there is no unprotected preamble) up to the last 16-byte boundary,
leaving any trailing 0-15/ytes in the clear. The constant [V shall be applied at the start of every sampl¢.

D

9.8 Content sensitive encryption

9.8.1 Pefinition

Content|sensitive encryption is a bitstream syntax aware scrambling scheme that modifies media
bitstream in such a way that an unauthorized receiver (i.e. a standard decoder) can normally decode the
ciphered stream, while the displayed content is made non-intelligible by the encryption. This scheme
can be applied to media tracks, in which case they shall conform to ISO/IEC 14496-15, and to image
items, in which case they shall conform to ISO/IEC 23008-12.

The coding format for tracks or image items using this scheme shall either comply to ISO/IEC 14496-10
or to ISO/IEC 23008-2.

The scheme operates in compressed domain based on entropic coder, by identifying the elements of the
stream that can be ciphered without disrupting a standard decoding process. The bits to be encrypted
are chosen with respect to the considered video standard to ensure full compatibility, achieved by
selecting the bits (generally parts of code-words) for which each of the encrypted configuration
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modifies the decoding process context but does not create de-synchronization nor lead to non-
compliant bitstream.

The selected elements will depend on the video coding specification used:

— for AVC|H264 CAVLC, elements and bits shall be encrypted according to Annex A.1
— for AVC|H264 CABAC, elements and bits shall be encrypted according to Annex A.2
— for HEVC|H265, elements and bits shall be encrypted according to Annex A.3

NOTE For CABAC entropic coding (i.e. in Annex A.2 and Annex A.3), the bits considering@& pherable
S|

regarding to Content Sensitive encryption process are listed as bins since the considered code are first
binarized before the bypassed Coded Engine. /\q,

4
9.8.2 Content sensitive encryption applied to a video NAL unit Q
Ih content sensitive encryption, 16 bytes block cypher cannot be used (tﬁ?ectly on the payload.
(Jonsequently, a video parser shall be used to locate bits to cipher/deciphe .@ese bits, listed in Annex A
depend on the coding standard and potentially the entropic coding mo ed.

(Jontent sensitive encryption scheme shall use the AES-CTR mode f\oég cipher.

N

he encryption and decryption processes are performed with'a simple XOR operation between the
Figure 10.
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[ Headers

Q‘Q Figure 10 — Content Sensitive Encryption scheme

Sample tected with content sensitive scheme shall follow subsample encryption of NAL stifuctured
idef ks as defined in 9.5.2. The samples shall be divided into one or more contiguous subsamples.

<

H ubsample consists of an unprotected part of BytesofClearData, potentially 0, followed by a

rotected part-Bits containedinthe clear part of the subsample shall not be selected forthe detryption
process. The first bit selectable for the encryption process in the range of protected data shall be XORed
with the first bit of the first encrypted cipher block.

The counter for AES-CTR shall be incremented after each completely used encrypted cipher block (128
bits) or at the subsample boundaries; this implies that if not all bits were consumed on the last cipher
block of a subsample, the block shall be considered as consumed and the counter shall be incremented
before processing any subsequent subsample associated with that cipher.
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10 Protection scheme definitions

10.1 'cenc' AES-CTR scheme

Support for the 'cenc' scheme is mandatory. This scheme uses counter-mode protection as specified in
subclause 9.3.

The scheme type field of the schemeTypeBox shall be set to the four-character code 'cenc'.

Encryp dvideo tracks or items using NAL unit structured video r‘nnFnrming to TQ(\I/IF'(‘ 14.496-1

shall be|protected using subsample encryption specified in subclause 9.5 and shall not use pattésp
encryptjon. As a result, the fields crypt byte block and skip byte block shall be 0.

When a|single key applies to each sample, encrypted tracks or items not using NAL structtxed vide
shall be[protected using full sample encryption as specified in subclause 9.4. Derived specification
may reldx this constraint to allow usage of subsample encryption as specified in subclaise9.5, in whic
case patftern encryption shall not be used.

> »n O

—_—

When njultiple keys apply to samples, encrypted tracks or items not using NAl{structured video sha
be protgcted using subsample encryption as specified in subclause 9.5.

For tragks, the version of the TrackEncryptionBox shall be 0. For\items, the version of the
ItemEnckpyptionBox shall be 0.

Constanft IVs shall not be used; per sample 1v size shall not be 0, except for unencrypted sample
groups.

Counter|values shall be unique among all samples protected (i sProtected flag of 0x1) by a given k1.

default| Per Sample IV Size and per Sample IV Size Should be 8-bytes, and shall be a single value
per track, or zero for unencrypted samples.

NOTE If a Per sample IV Size of 8 is used, thien the InitializationVector values for a given KID wifl
be uniqug for each sample if samples are less than 264 cipher blocks in length and there are less than 264 sampleg
with unique 8-byte Vs in all tracks sharing the §ame K1D.

[72)

The BytlsofProtectedbata size should be a multiple of 16 bytes to avoid partial cipher blocks ip
subsamples.

10.2 'cbcl' AES-CBC scheme
Support{for the 'cbc1' scheme is optional.
The sch¢me type field of the schemeTypeBox shall be setto 'cbel'.

Encrypted videontracks or items using NAL structured video shall be protected using subsample
encryptjon specified in 9.5, and shall not use pattern encryption. As a result, the fields crypt byte|
block and-£kip byte block shall be 0.

When a single key applies to each sample, other tracks or items shall be protected using full sample
encryption as specified in subclause 9.4. Derived specifications may relax this constraint to allow usage
of subsample encryption as specified in subclause 9.5, in which case pattern encryption shall not be
used.

When multiple keys apply to samples, other tracks or items shall be protected using subsample
encryption as specified in subclause 9.5, and shall not use pattern encryption.

For tracks, the version of the TrackEncryptionBox shall be 0. For items, the version of the
ItemEncryptionBox shall be 0.

Constant IVs shall not be used; per sample IV _size shall not be 0 except for unencrypted sample
groups.
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Per Sample IV size should be 16 (which specifies 128-bit initialization vectors), and shall be
value per track, or zero for unencrypted samples.

a single

In video tracks using subsample encryption, the BytesofProtectedpata size shall be a multiple of 16

bytes to avoid partial cipher blocks in subsamples.

10.3 'cens' AES-CTR subsample pattern encryption scheme

Support for the 'cens' scheme is optional. This scheme uses counter-mode protection as specified in

Sﬂ!bg a!!cn O.Q_

The scheme_type field of the schemeTypeBox shall be setto 'cens'.

ItemEncryptionBox shall be 1.

lwul

ncrypted video tracks or items using NAL structured video shall be protected using su
ncryption specified in subclause 9.5, and shall use pattern encryption specifiéd in subclause
esult, crypt byte block shall notbe 0 and skip byte block shall not be’0;

(0}

—

When a single key applies to each sample, encrypted tracks or.itéms not using NAL st1
video shall be protected using whole-block full-sample encryption-as specified in subclause
Hence skip_byte_block shall be 0. Derived specifications may relax this constraint to allow
sjubsample encryption as specified in subclause 9.5, in whicly case pattern encryption as spe|
sjubclause 9.5.2.6 shall be used.

When multiple keys apply to samples, encrypted tracks or items not using NAL structured vic
He protected using subsample encryption as specified in subclause 9.5 and shall use pattern en
specified in subclause 9.5.2.6.

(Jonstant IVs shall not be used; per samplezIV size shall not be 0 except for unencrypted
groups.

default Per Sample IV Size and PeslSample IV Size should be 8-bytes.
OTE If a Per sample IV side of 8 is used, then the InitializationVector values for a given

e unique for each sample if samples are less than 264 cipher blocks in length and there are less than 29/
Fith unique 8-byte Vs in all traeks sharing the same K1D. IV storage is half of that required for 16-byte

S oz

W

ubsamples.

(Jounter values shdll be unique among all samples protected (isProtected flag of 0x1) by a give
10.4 'cbes\AES-CBC subsample pattern encryption scheme

10.4<1¢ Definition

Hor tracks, the version of the TrackEncryptionBox shall be 1. For items, thé\ version of the

psample
0.6. As a

uctured
19.7, and
usage of
cified in

leo shall
Cryption

sample

KID will

samples
[Vs.

The BytesofProtectedDath size shall be a multiple of 16 bytes to avoid partial cipher bllocks in

N KID.

— +1 1 : e 1
Suppm L101 tIIE “cocs ™ SUICIHIT IS UPLIUIIAL.

The scheme type field of the schemeTypeBox shall be setto 'cbes'.

For tracks, the version of the TrackiEncryptionBox shall be 1. For items, the version of the

ItemEncryptionBox shall be 1.

Encrypted video tracks or items using NAL structured video shall be protected using subsample
encryption specified in subclause 9.5, and shall use pattern encryption as specified in subclause 9.5.2.6.

Asaresult, crypt byte block shall notbe 0 and skip byte block shall not be 0.

Constant [Vs shall be used; default Per Sample IV Size and per Sample IV Size, shall be 0.
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The value of default constant IV size, and constant IV size if present, shall be 16, indicating
128 bits 1Vs are used.

When a single key applies to each sample, encrypted tracks or items not using NAL structured video
shall be protected using either:

— pattern encryption specified in subclause 9.5.2.6, and hence skip byte block shall not be 0,

— whole-block full-sample encryption as specified in subclause 9.7, and hence skip byte block shall
be 0.

Derived|specifications may relax this constraint to allow usage of subsample encryption as specifiedi
subclauge 9.5, in which case pattern encryption as specified in subclause 9.5.2.6 shall be used.

-

—_—

When multiple keys apply to samples, encrypted tracks or items not using NAL structured video sha
be protdcted using subsample encryption as specified in subclause 9.5 and shall use pattern‘encryptio
specifiefl in subclause 9.5.2.6.

=}

Pattern plock length, i.e. crypt byte block + skip byte block should equal 10.
For all video NAL units, including in 'avc1', the slice header shall be unencrypted.

The firgt complete byte of video slice data (following the video slice ‘header) shall begin a sing
subsample protected byte range indicated by the start of BytesofProtéatednata, which extends to t
end of the video NAL.

NOTE For AVC VCL NAL units, the encryption pattern starts at an offset rounded to the next byte afte
the slice fheader, i.e. on the first full byte of slice data. For HEVC, theé-encryption pattern starts after the byte|
alignmept () field that terminates the slice segment headery) ; i.e.on the first byte of slice data.

—

o

Unless if is empty, as noted in subclause 7.1, the CENC SAT shall be present and shall identify protecte
ranges ds subsamples.

A decryptor can decrypt by parsing NAL unitscto locate video NALs by their type header, then parse
their sli¢e headers to locate the start of the encryption pattern, and parse their Part 15 NAL size headers
to determine the end of the NAL and matching subsample protected data range. It is therefore possib
to decry|pt a track using either (a) this algorithm, ignoring the CENC SAI or (b) the CENC SAI, ignorin]E
this algqrithm.

10.4.2 | cbes' AES-CBC mode pattern encryption scheme application

An encrypt:skip pattern of-1;9 (i.e. 10 % partial encryption) is recommended. Even though the synta
allows fnany different _encryption patterns, a pattern of ten blocks is recommended. This means
that the| skipped bloeks/will be (10-N). The number of encrypted cipher blocks N can span multiple
contigugus 16-bytesblocks (e.g. 3 encrypted blocks followed by 7 unencrypted blocks results in 30 %
partial gncryption of the video data).

>

nine blogksyare left unencrypted. The pattern is repeated every 160 bytes of the protected range, untjl
the end of the range. If the protected range of the slice body is not a multiple of the pattern Iength
(e.g. 160 bytes), then the pattern sequence applies to the included whole 16-byte blocks, and a partial
16-byte block that may remain where the pattern is terminated by the byte length of the range
BytesOfProtectedData, is left unencrypted.

For examplé, to achieve 10 % encryption, the first block of the pattern is encrypted and the followinF

The encryption is restarted at every video NAL unit (and subsample), i.e. if there is more than one video
NAL unit in a sample they share the same initialization vector. A constant [V stored in a sample group
description will typically span all the subsamples and samples in a movie fragment. This translates
to each extent of BytesOfProtectedData in a subsample restarting the encryption using the constant
IV. The use of 'cbcs' on audio samples with BytesofProtectedbata less than the sample size allows
identification of clear preambles on audio samples. It is recommended that the protected range of
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audio data not skip blocks because it may be partially decodable, and because the small reduction in

processing compared to video does not justify the additional complexity.

10.5 'sve1' AES-CTR sensitive encryption scheme
Support for the 'sve1' scheme is optional.
The scheme type field of the schemeTypeBox shall be set to the four-character code 'sve1'.

racks or items carrving media coding types for which no sensitive encryption mode is d

fined in

>y

nnex A shall not use this protection scheme.

ncrypted video tracks or items using NAL unit structured video conforming to ISO/IEG 14496
e protected using subsample encryption specified in subclause 9.5 and shall use sensitive en
s specified in subclause 9.8. The NAL unit header should be left in the clear part of’tlfe subsam

[l eoxllvel

NOTE In AVC CAVLC the slice header can be encrypted but can still be parsed.

Hattern encryption shall not be used. As a result, the fields crypt byte wlock and skip byt
shall be 0 and the version of the TrackEncryptionBox shall be 0.

Hor tracks, the version of the TrackEncryptionBox shall be.0.) For items, the version
ItemEncryptionBoxShallbe(l

(Jonstant [Vs shall not be used; per sample 1V size shallniet be 0, except for unencrypted
groups.

11 XML representation of Common Encryption parameters

11.1 General

Ih some cases, such as MPEG DynamicxAdaptive Streaming over HTTP (ISO/IEC 23009-1 DA
useful to express the default kip‘field from the TrackEncryptionBox and ProtectionSysd
ilficHeaderBox in an XML manifest:document accessible prior to availability of media. Then
fdlayer application may read the XML default k1D value to determine if that key has been a
and may acquire a license using information in a cenc:pssh element in advance of media availa
gncourage consistency, an(attribute and element to express the Common Encryption default |
dssh are specified in XML below. XML documents that allow extension attributes and element
Use the specified namespace, attribute, and element for consistency.

11.2 Definition of the XML cenc:default_kip attribute and cenc:pssh element

The cenesdéfault kip attribute and cenc:pssh element shall be defined with
"urn:mpegycenc:2013" namespace by the schema shown in Figure 11.

-15 shall
Cryption
ple.

e block

of the

sample

bH), it is
temSpec
a media
cquired,
bility. To
|x1D and
s should

1in  the
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<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:cenc="urn:mpeg:cenc:2013" targetNamespace="urn:mpeg:cenc:2013"
elementFormDefault="qualified" attributeFormDefault="unqualified">
<xs:simpleType name="KeyIdType">
<xs:restriction base="xs:string">
<xs:pattern value="[A-Fa-f0-9]{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-Fa-
f0-9]1{4}-[A-Fa-f0-9]{12}"/>
</xs:restriction>

</IXs= ::iulyl\:i_yyc
<l|--space-delimited list of KIDs --> (?)
<¥s:simpleType name="KeyIdListType"> (Sl'
<xs:list itemType="cenc:KeyIdType"/> /\f]/
</lxs:simpleType> P
<!l--attribute used within the DASH mpé4protection descriptor --> Qg\
<ds:attribute name="default KID" type="cenc:KeyIdListType"/> (g;>
<l!|--element used within system specific UUID ContentProtection descri g ==>

</xs:pchema>!

<xqs:element name="pssh" type="xs:base64Binary"/> Q/C)
PN

Figure 11 — XML elements and attributes defined for Common Encryption

Documejnts should use namespace prefix: “cenc:”.
default| KIDis a 128-bit integer valid against the keyIdListType given in Figure 12.

cenc:psph is a base64 encoded ProtectionSystemSpesificHeaderBox With systemID matching the
systemIp of the containing content protection descriptor'element.

NOTE Frequently used systemID identifier values indexed to protection systems and their specifications
can be folind on the DASH Industry Forum web site: littps://dashif.org/identifiers

11.3 Use of the cenc:default_KID attribute and cenc:pssh element in DASH
ContenfProtection Descriptor elements

11.3.1 [General

The MPEG DASH standard- specifies content protection descriptors for use in Media Presentation
Descripton (MPD) XML documents.[2] The XML syntax of the DASH contentProtection Descriptor
element|is specified in~Clause 5.8 of DASH. The pescriptor complex type allows the addition of ap
attributg and/or element in a declared namespace different from the DASH namespace. This extension
mechan]sm may befused to add the cenc:default XID attribute and cenc:pssh element defined above
to store[information that is defined in this Common Encryption standard for storage in ISO Media filgs
also in an MPD:

11.3.2 Addition of cenc:default_KID attributes in DASH ContentProtection Descriptors

The default k1D (the default Key Identifier field stored in the TrackEncryptionBox identifies the
default key used to encrypt samples in an encrypted ISO Base Media track. It may be used with the
DASH specified “mpeg:dash:mp4protection:2011” content protection scheme to identify the protection
scheme and default k1D used inan ISO Media file. The attribute evalue is specified to contain the four-
character code of the schemeTypeBox. If a Common Encryption scheme such as 'cenc' is contained in
the evalue attribute, the encryption scheme can be decrypted by any number of DRM key management
systems that have access to the media key(s) and support that decryption scheme.

The default x1Dfield in TrackEncryptionBox can be stored in the cenc:default k1D attribute in DASH
ContentProtection Descriptor elements as defined in subclause 11.2.
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When a contentProtection descriptor refers to several tracks, and these use different default Key
Identifiers in different TrackEncryptionBoxes, the cenc:default k1D attribute shall store a space-
delimited list of those different default xk1p values.

Figure 12 is an example of cenc:default KI1D contained in a contentProtection Descriptor element.

<ContentProtection "urn:mpeg:dash:mp4protection:2011"
"cenc" ”34e5db32-8625-47cd-bal06-68fcal655a72” />

Figure 12 — Example use of contentProtection Descriptor With cenc:default KID afttpjbute

oy

or global uniqueness, a UUID should be used for each unique KID/key value pair toprevent quplicate
PDs for different keys by independent publishers. Publishers may use the same key-value an¢gl KID in
hore than one track or file according to their rights management intentions.

—

Vith unique x1ps, a license request using the cenc:default k1D attribute” value is suff]cient to
lentify a DRM license containing the encryption key(s) used to encrypt.the media; and thaf license
an enable decryption and playback of the Components, Representations;or Adaptation Sets|that the
ontentProtection Descriptor element and default k1D describe.

Q o =

ommon Encrypted content described in an MPD shall include‘an mp4protection Content Protection
escriptor. A cenc:default KID attribute should be contained inthe mp4protection Content Priotection
escriptor to identify the default x1D in the content, and Heed not be duplicated in each UUID|Content
rotection descriptor specific to each protection system.

Lo I e B e i}

[

1.3.3 Addition of the cenc:pssh element in Protection System Specific UUID ContentProtection
Jescriptors

=

ASH contentProtection Descriptor elements in an MPD may use a urn:uuid schemeIduri to|identify
specific DRM system using the systemTb value used in the ProtectionsystemSpecificHdaderBox
efined in this document. If present, sétéme1duri shall be compliant with IETF RFC 4122. Each DRM
ystem may also specify additional eléments and attributes for its scheme and system1D thaft can be
sed for license acquisition or otlter~functions of the identified DRM system.

S o S

h addition to containing a Content Protection Descriptor with "urn:mpeg:dash:mp4protecti¢n:2011”
b notify a DASH player that the content is encrypted, it is also recommended that an MPD include a
ontentProtection Descriptor with schemeIduri of urn:uuid for each systemID that can pfovide a
RM license and include ‘sufficient information in the descriptor to enable license acquisition] License
cquisition can be ‘ehdbled by adding a cenc:pssh element to each urn:uuid scheme descriptor so that
player can find\the same license acquisition information that is found in a ProtectionSystqmsSpecif
cHeaderBox.An“MPD will normally be processed before Media Segments are downloaded, sp license
cquisition iiiformation in an MPD will normally take precedence over information stored in Pqotectio
SystemSpecificHeaderBoxes. The cenc:pssh element contains a complete ProtectionSystemsSgecificH
aderRox, not just the contents of the box, so that parsing will be identical from the MPD or file

Q D QO P Q) Q) M M ot =

4. 73 4 1 - Pal . +D 4 g D el = AMDD
L.0.7 LEAIIPIT U tWU LUIITTIL NI UICLUUII DOLINIpUwIIs 1 dilf Mir

The example in Figure 13 shows the use of two Content Protection Descriptors in a DASH MPD to
identify an Adaptation Set encrypted with Common Encryption, and a key management system that
may be used to decrypt the Adaptation Set. Multiple key management systems may be listed, each in its
own Content Protection Descriptor, identified by the system’s systemID.

The first Content Protection Descriptor with schemetduri of urn:mpeg:dash:mp4protection:2011
indicates that the 'cenc' scheme (Common Encryption CTR mode, no pattern) was used to encrypt the
referenced media, and the track’s cenc:default KID.

The second Content Protection Descriptor with schemeTduri of urn:uuid type, indicates a hypothetical
DRM system “Acme” with a system1D represented as a UUID string, and a cenc:pssh element containing
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a base64 encoded protectionSystemSpecificHeaderBox with that systemID to provide license
acquisition information.

<ContentProtection "urn:mpeg:dash:mp4protection:2011"
"cenc" ”34e5db32-8625-47cd-ba06-68fcal655a72” />
<ContentProtection "urn:uuid:d0ee2730-09b5-459£-8452-200e52b37567"”

'\/
</ConftentProtection> Q§>
oY

value="Acme 2.0">

<!--base64 encoded ProtectionSystemSpecificHeaderBoxwith this Acme SystemID

YmFzZTYOIGVuUY29kZWQgY29udGVudHMgb2YgkXB
zc21S5IGJveCB3aXRoIHR0aXMgU31zdGVEtSUQ= /\
</cenc:pssh>

e
<cenc:pssh>
N

A singlg mpeg:dash:mp4protection:2011 Content Protection Descriptor“niay be sufficient for ke

manage
ficHead

resolve the cencidefault kID value to alicense.

Alternatjively, the publisher of a DASH MPD may provide all thelicense acquisition information in MP

Content

system the player supports on receipt of the MPD by using-the Content Protection Descriptor containi

Figure 13 — Example content protection descriptors for scheme and DRM

<

ment if license acquisition information is provided in the media {e.g. in ProtectionSystemspec
brBoxes in an initialization segment), in a player applicationsor-by an Internet service that cap

=0

— \J

Protection Descriptors so that a DASH player may<“immediately acquire a license for a DR]

a cenc:pssh element for that DRM system. Early acquisition of licenses from an MPD is particularl

useful f

r live streaming to avoid a large number @f simultaneous license request on arrival of t

first presentation segment on a large number of clients. DRM licenses are individualized, so cannot b

cached.
of a live

A large number of simultaneous license téquests can result in errors, or delays in the start ti
presentation for some viewers.
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Content sensitive encryption scheme

Annex A
(normative)

ISO/IEC 23001-7:2023(E)

.1 Code-words containing bits selected for encryption for MPEG-4/AVC.CA

.1.1 General

his Annex gives the list of all VLC tables and code words that shall be encrypted by the
sensitive encryption process for AVC|H264 CAVLC mode (i.e. entropy_coding.mode is equa
IBO/IEC 14496-10 in Picture Parameter set RBSP syntax).

.1.2 Slice QP Delta

Ih ISO/IEC 14496-10:2022, 7.3.3, slice_qp_delta is coded in se(v) (i.esigned Exponential-Golor]
ord), and the value is given in Table A.1. But the value of slice_qp_delta shall be limited s
liceQPy is in the range of -QpBdOffsety to +51, inclusive. So this code-word is eligible to be cyphered if
nly if, its absolute value is less than:

(@)

p

2Floor(Log 2(Min(QpBdOffsety +26+pic _init _qp_minus26 ,25 —pic: init _qp_minus26 )))

hen, the suffix bits (i.e. the bits following the first ‘1), as illustrated by the highlighting (bolg
able A.1, shall be selected for Content Sensitive encryption.

Table A.1 — the Slice_QP_delta code-words table

Index Slice_QP_Delta value Code-word
0 0 1
1 1 010
2 -1 011
3 2 00100
4 -2 00101
5 3 00110
6 -3 00111
7 4 0001000
8 -4 0001001

VLC

content
to 0 in

nhb code-
uch that

font) in

A.1.3 Macroblock type

In ISO/IEC 14496-10:2022, 7.3.5, mb_type specifies the macroblock type is coded in ue(v) (i.e. unsigned

Exponential-Golomb code-word) but the semantics of mb_type depend on the slice type:

— If slice_type is I, the bits highlighting (bold font) in Table A.2 , shall be selected for CONTENT
SENSITIVE ENCRYPTION. Moreover, blocks located on the border of the video slice shall not be
selected for Content Sensitive encryption.
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Table A.2 — mb_type with I slice

If sl
encl

ce_type is P, the bits highlighting (bold font) in Table A.3 shall be selected for Content Sensitivj

yption.

Index Symbol Code-word
0 [_NxN 1
1 [.16x16_0_0_0 010
2 1.16x16_1_0_0 011
3 [.16x16_2_0_0 00100
4 [.16x16_3_0_0 00101
53 I_16x16_0_1_0 00110
6 [.16x16_1_1_0 00111
7 [.16x16_2_10 0001000
8 [.16x16_3_1_0 0001001
9 [.16x16_0_2_0 0001010
10 [.16x16_1_2 0 0001011
11 [.16x16_2_2_0 0001100
12 [.16x16_3_2_0 0001101
13 [.16x16_0_0_1 0001110
14 [.16x16_1_0_1 0001111
15 [_16x16_2_0_1 000010000
16 1.16x16_3_0_1 000010001
17 [.16x16_0_1_1 000010010
18 [.16x16_1_1_1 000010011
19 [.16x16_2_1_1 000010100
20 [ 16x16_3_1_1 000010101
21 [.16x16_0_2\1 000010110
22 [.16x16:32_1 000010111
23 [_16516_2_2_1 000011000
24 L16x16_3_2_1 000011001
25 I_PCM 000011010

Table A.3 — mb_type for P slice

Index Symbol Code-word
0 P_L0_16x16 1
1 P_LO_LO_16x8 010
2 P_L0_L0_8x16 011
3 P_8x8 00100
4 P_8x8ref0 00101

A.1.4 PCM sample Luma and Chroma

In ISO/IEC 14496-10:2022, 7.3.5, pcm_sample_luma and pcm_sample_chroma are sample values in
the raster scan within the macroblock and are coded Fixe-length coding. Therefore, all bits shall be

selected for Content Sensitive encryption.

34
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