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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commi

ssion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |
ISO/IE

The pr

described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with thg
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bcedures used to develop this document and those intended for its further maintenahce arg

] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bn is drawn to the possibility that some of the elements of this document’may be the subject
ht rights. ISO and [EC shall not be held responsible for identifying any or'all such patent rights
of any patent rights identified during the development of the documentwill'be in the Introduction
on the ISO list of patent declarations received (see www.iso.org/paténts).

1te an endorsement.

explanation on the meaning of ISO specific terms ahd“expressions related to conformity

mittee responsible for this document is ISO/IECJTC 1, Information technology, SC 17, Cards and
l identification.
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Introduction

There are a large number of applications where the need of implementing jointly integrated circuit
cards - ICC (i.e. smart cards) and biometrics can arise. In those cases, system designers and integrators

have to be aware of the whole range of international standards and technical reports that

may be

applicable. All these potential reference documents have been developed by different standardization

bodies and different subcommittees. For example, those standards dealing with ICCs are

defined

within ISO/IEC JTC 1/SC 17, while those dealing with biometrics are developed in ISO/IEC JTC 1/SC 37.

&1 1 b A A 1 LI | 1 &1 1 o AfalaWAidaVallh ds o Val BN faVallalo AR |
Ul LIICTITIUI T, WIICIL SCLUI ll,_y dleCLLb dl'C LU DT CUIISTUCTCU, LIIC WUI' RS 111 IDU/ I1LG j IGu .L/ IU 47 11d
referenced.

developed, and which alternatives can be faced.

This Technical Report provides a guide to those developers by enumerating.and referring t
published standards and reports, relating them to the kind of application to be developed
referring to different applications, these will be classified attending to the authentication need
ppplication, not to the final sector where the application is to be deployed«

[nteractions among standards cover different implementation levels, from data formats to be
the application profiles, including application programming intexfaces (APIs) and security mech

developers to integrate applications related to on-card bigmetric comparison.

The structure of this Technical Report is as follows.
an application that may involve the use of#CCs and biometrics.
that may be applicable to the appli¢ation to be developed.

— Clause 10 will provide examplés‘of implementations that may be used by application design|
developers as guidelines.

e to be

[n this context, the system designer and developer have in their hands a large number of documents, and
pon some occasions little information about which of them are really applicable to the.applicatign to be

b those
When
s of the

used to
hnisms.

This Technical Report places special emphasis on providing‘recommendations and policies ne¢ded by

— Clause 4 provides a first overview to the different decisions that have to be taken when devieloping

— Clauses 5 to 9 provide an overview to-the different International Standards and Technical Reports

ers and
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TECHNICAL REPORT ISO/IEC TR 30117:2014(E)

Information technology — Guide to on-card biometric
comparison standards and applications

1 Scope

This Technical Report summarizes how the international standards, recommendations and \te
reports dealing with identification cards, biometrics and/or information security relate {
pther with regard to the joint use of biometrics and integrated circuit cards. It also provides
recommendations and policies needed by developers to integrate applications related to
biometric comparison.

2 Terms and definitions

For the purposes of this document, the following terms and definitions\apply.

2.1

biometric probe

biometric query

biometric sample or biometric feature set input to an alggrithm for use as the subject of bi
comparison to a biometric reference(s)

Note 1 to entry: The term comparison refers to comparisoirin the biometric sense.

Note 2 to entry: The subject/object labelling in a comparison might be arbitrary. In some comparisons ab
reference might be used as the subject of the coniparison with other biometric references or incoming
Lised as the objects of the comparisons. For exaniple, in a duplicate enrolment check a biometric referenc
used as the subject for comparison against all other biometric references in the database.

comparison against objects stored as‘biometric references in a database.
[SOURCE: ISO/IEC 2382-37:2012]

Note 4 to entry: In the scope-of ISO/IEC 7816-11, these two terms are used under the more generalized
‘biometric verificationdata”.

2.2

biometric reference

pne or more Stored biometric samples, biometric templates or biometric models attributed to a bi
data subject and used as the object of biometric comparison

EXAMBLE Face image stored digitally on a passport; Fingerprint minutiae template on a National
Gaussian Mixture Model for speaker recognition, in a database.

chnical
o each
further
bn-card

bmetric

ometric
samples
e will be

Note 3 to entry: Typically in a biometrie'‘comparison process, incoming biometric samples serve as the s@ibject of

term of

bmetric

[D card;

ote 1 to entry: A biometric reference may be created with implicit or explicit use of auxiliary data,
Universal Background Models.

such as

Note 2 to entry: The subject/object labelling in a comparison might be arbitrary. In some comparisons a biometric
reference might be used as the subject of the comparison with other biometric references or incoming samples
used as the objects of the comparisons. For example, in a duplicate enrolment check a biometric reference will be

used as the subject for comparison against all other biometric references in the database.

[SOURCE: ISO/IEC 2382-37:2012]

Note 3 to entry: In the scope of ISO/IEC 7816-11, this term is used under the more generalized term of “biometric

reference data”.
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2.3
biometric feature
numbers or labels extracted from biometric samples and used for comparison

Note 1 to entry: Biometric features are the output of a completed biometric feature extraction.

Note 2 to entry: The use of this term should be consistent with its use by the pattern recognition and mathematics
communities.

Note 3 to entry: A biometric feature set can also be considered a processed biometric sample.

Note 4 tp entry: Biometric features may be extracted from an intermediate biometric sample.

Note 5 tp entry: Filters applied to biometric samples are not themselves biometric features, however the output of
the filtef applied to these samples may be. Therefore, for example, eigenfaces are not biometric

[SOUR(E: ISO/IEC 2382-37:2012]

2.4
biomefric sample
analog pr digital representation of biometric characteristics prior to biometrigf€ature extraction

EXAMPLE Arecord containing the image of a finger is a biometric sample.
[SOUR(E: ISO/IEC 2382-37:2012]

2.5
biometric template
set of sfored biometric features comparable directly to probe‘biometric features

Note 1 tp entry: In the scope of ISO/IEC 7816, the term template has a completely different meaning, being in that
case thq “value field of a constructed data object”, no matter if the data object relates to biometrics or not.

2.6
intermlediate biometric sample/probe
biometfic sample/probe resulting from inteijmediate biometric sample processing

EXAMPLE Biometric samples that havé been cropped, down-sampled, compressed or enhanced are exampleg
of intermediate biometric samples.

[SOURCE: ISO/IEC 2382-37:2012]

2.7
intermediate biometric.sample processing
any mapnipulation of abiometric sample that does not produce biometric features

EXAMPLE Examples of intermediate biometric sample processing include cropping, down-sampling
compression, conyersion to data interchange formats standard and image enhancement.

[SOUR(E: ISOAHEC 2382-37:2012]

2.8
processed sample/probe

biometric sample/probe resulting from biometric sample processing that is ready to be used for storage
as a biometric reference, or to be compared with a previous biometric reference

EXAMPLE Fingerprint minutiae or iris codes are examples of processed biometric samples.

29

captured biometric sample

raw biometric sample (deprecated)

biometric sample resulting from a biometric capture process

[SOURCE: ISO/IEC 2382-37:2012]

2 © ISO/IEC 2014 - All rights reserved
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3 Symbols and abbreviated terms

API Application Program Interface

BIR Biometric Information Record

CBEFF Common Biometric Exchange Format Framework

ICC Integrated Circuit Card

[FD Interface Device

SB Security Block, as defined in CBEFF standard ISO/IEC 19785-1
COS Card Operating System

4 Relationships between biometrics and ICCs

Store on card: In this case, the ICC is used to store the-biometric reference. The application w
from the ICC the biometric reference, as needed, and‘execute all the authentication process

[SO/IEC 24787[16] provides a comprehensive introduction to the differéntways that biometrics ajnd ICCs
can be integrated into a final application. This is summarized as follows'as to provide a brief intro
to the reader of this Technical Report. When integrating biometrics-into ICCs, four different app
can be followed:

duction
roaches

ill read
within

the IFD or rest of the system. The COS has no extra'control on the biometric data, apart fromm using

the same kind of mechanisms that when storing any other kind of data into the ICC.

On-card biometric comparison: In this approach the ICC not only stores the biometric ref
but also performs the biometric compafison inside the card, once an external biometric pr
been received by the ICC. With this approach, the COS can use the same control with the bi
reference, as with those administrative keys stored in the card (e.g. not allowing the red
the biometric reference, controlling the number of consecutive unsuccessful comparisons
out, blocking the authentication mechanism if a certain number of consecutive unsuc
comparisons is reached, etc.). Also the COS can control de access to other information in the
commands within the eard, considering the result of a previous on-card biometric compar
this technology the biometric probe is usually considered to be a biometric feature set, inst
raw sample.

Work-sharingsmechanism for on-card biometric comparison: the previous approach mayj
able to beAully integrated into the ICC due to several reasons, being the most frequent,
of processinig capabilities of the ICC. In such a case, it might be possible that part of the

is executed in the IFD or system, and the results transmitted to the ICC to end the com
proeess. Although this is initially defined for sharing the work on the comparison algorith
same schema can be used for the pre-processing and the feature extraction phases of the bi
process. In the former case, the biometric probe to be sent to the card is to be a biometric

erence,
bbe has
bmetric
ding of
carried
cessful
card, or
ison. In
pad of a

not be
he lack
process
parison
m, this
bmetric
feature
le or a

set, while in the latter case the biometric prnbn can-bearaw cqmp]n, an-intermediate-sam

processed sample.

System-on-Card: this approach is based on the inclusion of all the steps of the biometric process
within the ICC, including the sample acquisition, i.e. the sensor is embedded into the ICC. Due to this
definition, only certain modalities can be considered with the technology existing nowadays, being
restricted to those where the sensor is small and flexible as to allow the ICC to pass the physical
and mechanical test methods defined in ISO/IEC 10373-1. If the physical restrictions are removed
and other kind of embodiments are selected (keeping conformance to the rest of applicable ICC

standards), then the number of biometric modalities can be increased.

With these initial concepts, the application designer or developer is to take several decisions as to define
the whole system and the relationship to be established between biometrics and ICCs. The following

© ISO/IEC 2014 - All rights reserved
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decision tree is provided for illustration purposes, where the subsequent clauses in this Technical
Report are referenced.

a)

b)

d)

f)

Is the system going to be implementing an authentication scheme (i.e. the user claims his/her
identity and the comparison is only made between the sample provided and the biometric reference
of the claimed user), or an identification scheme (i.e. the biometric sample is to be compared to the
whole database of users enrolled)?

1) If an identification scheme is used, then there is no need to a further relationship between

biomelricsand ICCsandinsuchcase this Technical Reportisnotapplicable.

Is the system considering the use of a centralized database, or is it going to be implemented.in a
distributed way?

1) | If a centralized database is going to be used and such database is going to be eontacted af
every single authentication attempt, then the need of further relationship between biometrig
information and ICC is not needed. Therefore this Technical Report is not applicable. The ICQ
will act only as a mean to claim the user identity.

Is there an initial requirement of the biometric modality to be used?

1) | With an initial requirement, a set of further decisions may be-already taken, such as the
possibility of using on-card biometric comparison, work-sharing*er' system-on-card.

2) | If there is no initial requirement the decision on the modality can be taken as any other
requirements are satisfied.

3) | Once the modality is chosen, then the interoperable‘data formats have to be checked (see
Clause 5)

Which are the initial cost requirements?

1) | If there is the requirement of using low cost ICCs, then alternatives such as on-card biometrig
comparison, work-sharing or system-ofi-card can be compromised.

2) | Furthermore if storage capacity.isimpacting the ICC cost, then the number of references to be
stored on the card, or the modalities to be used can be limited and/or the use of compact datq
formats may become a majar requirement (see Clause 5).

WHich are the needs for intekroperability?

1) | If there is no need, then the designer may decide to create his/her own solution without
following any standard. Therefore this Technical Report may not be applicable. This option in
not recommended as the need for interoperability may arise at any time during the project, oy
when applying’the development done for the current project to future ones.

2) | If interoperability is required for exchanging data, then refer to Clause 5. As it will be seen, it
may-happen that for reaching global interoperability, being independent on the algorithm to bdg
used, the use or raw sample data formats may become the only viable solution.

3) If interoperability is required to have multiple technological providers, then not only
data interoperability is requested, but also interoperability at API level and from security
mechanisms. See Clauses 6 and 7.

4) The use of more complex products, such as on-card biometric comparison ones or System-
on-Card, contributes to reach interoperability, as there is only the need to focus on data
interoperability (and may be security mechanisms), avoiding all technological differences
coming from technological solutions at algorithm level.

In many parts of the world, biometric data are considered as personal data, and therefore are to be
protected, as to ensure citizen’s privacy. Depending on the environment where the application is

© ISO/IEC 2014 - All rights reserved
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going to be deployed, the use of security mechanisms becomes a major requirement. See Clause 6

for the works already done in this area.

g) The mosttypical scenario for designing and developing a new project involving ICCs and biometrics,

is integrating technological modules from several providers. Furthermore, many project de
require more than one provider for each technological module to be integrated. In this
scenarios, standardized APIs are to be used to ease integration. Clause 7 provides further d

signers
kind of
etails.

e 8 will

h) For certain applications there is the need of following already defined specifications. Claus

describho the current auvailahlo cnocificationg
o Troe—ctt St votrretor P Trroeteroior

i) Last but not least, either to select the technological modules to be integrated, or to provi
results to the end user about the behaviour of the whole project, evaluation methodoldgyis re
Clause 9 will describe the evaluation-related standards related to ICC, biometrics.ahd secur

In addition to all this information, Clause 9 provide guidance for implementing) on-card bi
comparison solutions, based, or not, on ISO/IEC 24787.[16]

5 Data Formats

[CC related standards do not provide serious constraints about the fermat of the data to be exc
and/or stored. As long as these data are encapsulated within theICC protocol and COS speci
(i.e. following ISO/IEC 7816-4[2], ISO/IEC 7816-6[3], ISO/IEC 7816-8[4] and ISO/IEC 7816-915],
manufacturer’s restriction to the COS implemented in the I€C), the only standards to be considg
data formats are the ones related to biometrics.

[SO/IEC 19794[11] series of International Standards provide interoperable ways to code biometr

some data formats for raw sample data (e.g. sample images), and some others for processed
data (e.g. fingerprint minutiae). This familytef standards have currently two different geng
defined, that are both still accepted. The first‘generation of standards is the one published in 200
and it has been requested to be kept available by ISO/IEC to keep compliance with the stand
some world-wide applications, such.as'the ePassport. But for new project it is recommended {
second generation of these standardsis followed. This generation is composed of those standard
published in 2011 and beyond this date.

— Part 1 provides a general framework to be applied to all the other parts. It defines the
structure for the_biometric records and the common elements of such structure. It tells th

information,to be followed, and one or more representations (i.e. biometric samples), wh
structuredinto a representation header and the representation data. Part 1 defines those ¢
elements of each of the headers. This is defined for both, a binary coding and an XML co
addition to this, it also defines the framework for the conformance testing of those BIRs

within this family of standards.

The second generation of ISQ/IEC 19794[11] is a multipart standard with the following structurg:

e final
quired.

ity.

bmetric

hanged
fication
hnd the
ered for

ic data,

depending on the modality. This multipart standard provides a framework to be applied to all parts,

sample
rations
-2007,
ards of
hat the
s being

peneral
at each

biometric information record (BIR) is to be composed of a general header that introdufces the

ich are
bmmon
ling. In
defined

—-/Part 2-n provide the information about those extra elements to be added to the different

eaders,

plus the way the representation data are to be coded. This is done for each of the modalities defined.

Up to date, the ISO/IEC 19794[11] series of standards defined the following modalities:
— Part 2: finger minutiae

— Part 4: finger image

— Part5: face image

— Part 6: iris image

— Part 7: handwritten signature time series
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certain|
card fo
header.
conditi

In addi

standa
Curren

and IS(

In addition to the data formats defined in ISO/IEC 19794,[11] which afe defined as to include thd

inform

structu
— thd
— the

—  prd
ind

A CBER
— hed

— thsd

— an

inf

CBEFF

records

The w3

ISO/IE
patron

of the b

biomet

Part 8: finger skeletal data

Part 9: vascular image

Part 11: handwritten signature processed data
Part 13: voice data

Part 14: DNA data

c O [ c I110Ua , IN10I'e LildIl OIl€ 10I'I1ld aclined, 11 UUIIIE d COIIIPd [EPIC [1LAUIOI1, d O
as card format. Such card format is intended to reduce storage and communication needs.fey
applications, such as the ones of on-card biometric comparison. The main idea behingd, those
‘mats is to reduce the size by removing many of the fields at the general header or representation
This is possible because if a data record is transmitted to an ICC, then its application contour
bns are fixed and many of those fields are not needed.

kion to record and card formats, there is also, within the 2nd generation of 1S©/IEC 19794[11]
‘ds, a new set of amendments is being defined for allowing a XML coding of the information
[ly most of the parts are defining XML coding, and even there are two parts (ISO/IEC 19794-13
/IEC 19794-14) that have been initially specified in XML.

htion from a single user and a single modality, ISO/IEC JTC1~SC37 has also defined a meta
re called CBEFF (i.e. ISO/IEC 19785[2] series of standards), that allows:

coding of biometric information from more than a singleluser;
coding of biometric information from more than one.modality; and

tecting biometric data by using security mechahisms that may cipher and authenticate the data
[uded into the record.

F record is composed of a
ider that introduces to the information embedded into the record;
biometric data, which can be a BIR as defined in ISO/IEC 19794[11]; and

optional security block((SB) that embeds that data needed for protecting the biometrig
brmation.

also allows the existence a hierarchical approach that is able to embed multiple simple CBEFH
in what is called-as a complex CBEFF record.

y that CBEFE records can be coded can change from one architecture to another. This is why
[ 19785-3-défines several ways to code CBEFF records in what is called as patron formats. Thess
formats-for binary coding, with different system word lengths, XML coding or ASN.1 coding. One
inaryoding is defined as to be the best suitable option for ICCs, especially when using on-card
FiCcomparison approaches.

ISO/IEC 7816-11[6] defines how to use biometric information in ICCs, by defining a Biometric Information
Template frame (see Clause 5 and Annex C of ISO/IEC 7816-11). The coding inside the frame is defined in

Clause

6 Se

Biomet
As alre

11 of ISO/IEC 19785-3, .

curity mechanisms

ricdataare considered in many scenarios as personal data, and protection of such dataisrequired.
ady mentioned, CBEFF (i.e. ISO/IEC 19785[9]) defines a security block (SB) to hold information

for protecting the biometric data (e.g. cryptograms that will provide integrity and authentication
mechanisms). But in order to reach interoperability the international standards and reports defined

© ISO/IEC 2014 - All rights reserved
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within ISO/IEC]JTC1/SC27 have to be considered. SC27 covers the security and privacy in all Information
Technology fields, but related to biometrics, the major works carried out are:

— Dealing with application design and security and privacy scenarios the following works are initiated,
which will be further referenced in Clause 8:

— ISO/IEC 29100[17] on Privacy Framework
— ISO/IEC 29101[18] on the Privacy Reference Architecture

— ISO/IEC 29146140] on A Framework for Access Management

— ISO/IEC 24760 on A Framework for Identity Management

— ISO/IEC 29115[19] on Entity Authentication Assurance Framework

— ISO/IEC 29191[24] on Requirements on Relative Anonymity with Identity’Escrow
— ISO/IEC 29190I[23] on Privacy Capability Maturity Model

— ISO/IEC 19792[10] on Security Evaluation of Biometrics, to be referenced in Clause 9.

— ISO/IEC 24761[15] on Access Conditions for Biometrics (ACBio). Fhis International Standard specifies
the way that security mechanisms are to be used, and how infermation is to be coded into the SB.

— ISO/IEC 24745[13] on Biometric Information Protection, which specifies the way bipmetric
information can be used to achieve cancellable biometric references, i.e. what is also known in the
industry as “biometric template protection”.

[n addition to these works, SC37 has also two projects related to security in biometrics. The firgt one is
[SO/IEC TR 29156[21] about Requirements for reaching Security and Usability in Biometrics. The|second
pne is ISO/IEC 30107[26] about Presentation Attack Detection Mechanisms. These projects present an
excellent complement to the works done in.SG27.

Going down to the ICC level, SC17 defines security mechanisms to be used within ICCs, such as|Secure
Messaging or the way that secretkeyshave to be handled by the COS.ISO/IEC 7816-4[2] and ISO/IEC 7816-
B[5] provide such specifications~Regarding on-card biometric comparison, ISO/IEC 24787[16] |defines
Kome security requirements for this technology.

The methods outlined in this-clause can be implemented in a variety of ways. It is out of the scop¢ of this
Technical Report to define those implementations. Such implementations are to be defined at $pecific
profiles related to thé final application targeted.

The developer ofan on-card biometric comparison related application may be interested in congidering
pther security'related standards, such as the ones defined in ISO/IEC JTC1/SC27.

7 Application development

Developing an application involving ICCs and biometrics, usually needs the integration of [several
nodulestrordertoeasethatintegrationtheuse-of standardized-AppHeation Programinterfaces (API)
g ; PP g
is recommended. Biometric applications and modules may be developed using BioAPI, which is specified
in the multipart standard ISO/IEC 19784,[8] where ISO/IEC 19784-1 is the main definition of the APIL
BioAPI in its initial definition is based on a framework that interconnects the different modules, which
are developed as Biometric Service Providers (BSPs), which may be composed of units (algorithms,
sensor or archive units), and/or Biometric Function Providers (BFPs) that group units. Within
ISO/IEC 19784-1 there is also the possibility of implementing a framework free version of BioAPI, as to

allow its deployment in devices with operating system but limited processing capabilities.

BioAPlisspecifiedin Clanguage, which causesittolackan objectoriented approach toitsimplementation.
In order to overcome this inconvenience, ISO/IEC 30106[25] provides a specification of an object oriented
BioAPI that is composed of a general framework with an UML description (ISO/IEC 30106-1), a Java
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language reference implementation (ISO/IEC 30106-2) and a C# language reference implementation
(ISO/IEC 30106-3).

Within a BioAPI structured product, an on-card biometric comparison ICC will be another biometric
service provided to the system, i.e. it is a BSP. In this case, the BSP is providing two main functionalities:
storage and comparison, although from the storage functionality, only storage is provided and no
reading of the information is allowed. In those cases when an off-card biometric comparison ICC is used,
then the ICC will be provided as another BSP, but in such case the BSP is only providing support for
storage (and reading) capabilities.

If the gpplication is expected to be implemented using a Service Oriented Architecture (SOA), then
ISO/IE( 30108I[2Z] should be referenced, as it defines BIAS (Biometric Identity Assurance Services):

When the application is intended to be developed under low cost, low performance devices,such as
embeddled systems, a simplified version of BioAPI is defined in ISO/IEC 29164,[22] calledEmbedded
BioAPI

8 Application profiles

There gre several standards and technical reports published, that should be\a reference for a system
designgr and/or developer, when defining certain applications. This ishe case as those standardg
developed under the umbrella of ISO/IEC JTC1/SC37 WG6, in charge ‘f developing specifications fory
those jpirisdictional and social issues around the use of biometrics. Another case may be the workg
carried out by CEN TC224 WG6 devoted to define user interfacingin\ID applications within Europe

Specifigally, considering the technology of on-card biometric comparison, there are some multi-national
nationdl or even sector-restricted specifications that refef<té this technology. Some examples of thig
kind of|specifications are:

— European Citizen Card (CEN/TS 15480), develaped by CEN TC224, specifies the requirements
for|a citizen card, that includes not only the physical identity verification, but also the electronig
identity of the citizen. Within its specifications it allows to implement the citizen card using on-card
bigmetric comparison products. This specification has already been followed by several countrieg
in Europe, to issue their National [D.€Cards, and some of them (e.g. Spain) have included on-card
bigmetric comparison.

— Federal Information Processing' Standards (FIPS) 201, Personal Identity Verification (PIV) of
Federal Employees and Contkactors, provides requirements for a government-wide interoperable
identity credential for issuance and use by United States (US) Federal Government employees and
conjtractors. This US standard defines on-card biometric comparison as an optional mechanism for
calld activation and-user authentication. Agencies that implement this option enable cardholders
to present their biometrics to activate the PIV Card instead of using the PIN. Moreover, the use of
thg on-card biéuretric comparison as an authentication mechanism (named OCC_AUTH), enableg
relying systenis to achieve a high assurance level multi-factor user authentication.

9 Technology evaluation

In addition to all the above documents, it is of major importance knowing which standards and reports
have been developed to test the technology involving ICCs and biometrics. Starting with the ICCs-
based test methods, ISO/IEC 10373[Z] family of standards define the test methods for all technological
specifications of identification cards, including ICCs cards, both cards with contacts and contactless.

ISO/IEC JTC1/SC37 has a whole WG for developing standards and reports dealing with the evaluation
of biometrics (WG5), and among all different projects carried on in such WG, it is of major importance
the ISO/IEC 19795 multipart standard, which defines the principles for the evaluation of biometrics,
plus some specific application of those principles to certain scenarios. One of those scenarios is the on-
card biometric comparison. In ISO/IEC 19795-7[12] a methodology for evaluating how different behaves
a biometric solution when it is implemented inside a card, or when it is implemented in a conventional
computer, is provided. This standard came out as a result of the MINEX-II evaluation that NIST initiated
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to evaluate the level of performance of the on-card biometric comparison, with the idea of deciding if
such a technology was suitable for being implemented into an identification card system. It is important
to highlight that ISO/IEC 19795-7 does not evaluate the algorithm performance. A ISO/IEC 19795-7
evaluation searches for the confirmation that the accuracy of the algorithm executed inside the ICC, is
the same as the accuracy of such algorithm being executed in a computer. In addition to such evaluation,

a technology evaluation on the algorithm version over a PC can be performed (following ISO/IEC

19795-

1 and ISO/IEC 19795-2). It is also important to note that in order to ease the evaluation process the

cards will have to provide information about the comparison result, which is usually not avai
commercial products to avoid hill climbing attacks.

lable in

[n order to evaluate the security level achieved with the developed solution, Common Criteri
major reference. The works in Common Criteria are subsequently standardized under ISO/IEC
Dealing with biometrics, ISO/IECJTC1/SC27 has developed the ISO/IEC 19792[10] standard thats
h methodology for evaluating security in biometric systems. Within Common Criteria‘Portal
www.commoncriteriaportal.org/) there are some Protection Profiles (PPs) and Security Targe
that are applicable to on-card biometric comparison products, and in the future,.some PPs and
may appear being specific to this technology.

10 Implementing on-card biometric comparison solutions
10.1 Spanish National ID Card (DNlIe)

10.1.1 Introduction

Spain has a long tradition with using National ID Cards; dating from the first half of the 20th g
The card (also known as DNI from Documento Nacional de Identidad) used to be a laminated|
based document with physical security mechanjsnis. The card may be used at any time for proy
cardholder identity, and it is even accepted as a travel document within the Schengen area.

From that basis, the Spanish government* decided to improve the document adding electr
capabilities through the incorporation of PKI-based key pairs within the document. Ther
was decided to change the technology to an ICC-based document, with both electronic and
protections, as to allow both, theface-to-face identification of the cardholder, and the elg
huthentication and signature meehanisms for remote identification.

When defining the new generation of the Spanish National ID Card (also known as DNIe for beg
electronic version of theffraditional DNI), it was decided to add on-card biometric comparison capg
to the card.

[n the following subsections the details of such implementation are provided.

10.1.2 Bionietric services provided

The onscard biometric comparison supplements the secure access to certain resources embedde
[CC<fithe DNIe. These resources are:

h is the
15408.
becifies
[http://
ts (STs)
/or STs

entury.

paper-
ing the

bnic ID
pfore it
hysical
ctronic

ing the
\bilities

d in the

—Ftectromicsigmature keys

— Authentication keys

— Electronic signature certificate

— Authentication certificate

— Certificates for the intermediate Certification Authority (CA)
— Cardholder’s affiliation data

— Cardholder’s handwritten signature image
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— Cardholder’s facial image

Due to the access conditions defined, currently the on-card biometric comparison mechanism is only
available for the citizen at police stations to perform the following operations:

— Identity verification
— Unblocking PIN code
— Change of PIN code

10.1.3 |Biometric modality and data formats

The bigmetric modality chosen for the DNIe is fingerprint. The DNIe is capable of verifying the identity
by usirlg any of the two index fingers of the cardholder. Therefore the following specifications werg
placed for the system:

— Dufing enrolment, rolled fingerprints of both index fingers are taken, acceptingthem after a quality
thijeshold has been successfully passed.

— At fthe verification stage, the cardholder inserts the card and when pronipted by the application
plajce the requested index finger on a plain fingerprint sensor. The mihutiae are extracted, coded
following ISO/IEC 19794-2:2011 card format, and sent to the ICG.in"a secure way. Then the ICC
cotppares those minutiae with the ones stored at the ICC, and a deCision is taken. If the comparison
is quccessful, an OK feedback is provided. If not, a NO-OK feedback is given. No further information
is grovided from the comparison in order to avoid hill climbing’attacks.

10.1.4 |Security mechanisms and operations

In ordgr to use the biometric identity verification meehanism, the access conditions are based in a
previoys establishment of a Secure Administrative Ghannel. This is due to the fact that the Certification
Bodies|currently do not accept fingerprint biometrics as a strong authentication mechanism. Using
strong |security mechanisms is a requirement for obtaining an EAL4+ certification under Common
Criterig. At the same time, that is also a requirement for the DNIe, as it has to be considered as a Secure
Signatyre Creation Device, under the Européean legislation.

Therefgre the solution was to proteect the use of the on-card biometric comparison mechanism, by using
previoysly a verification of otherkey(s), for which the validation algorithm can be considered as strong

Several operations within the card have an involvement within the biometric verification:
— RSA Keys renewal: biemietrics + PIN + Secure Administrative Channel
— Certificates renewal: biometrics + PIN + Secure Administrative Channel

— Unplockingthe PIN code: there is not a PIN unblocking key (PUK) mechanism, but the unblocking iy
performed by the combination of:

— | biemetrics,

— Secure Administrative Channel, and

— adiversified administrative application key that ensures that the whole process is performed
within a controlled and secure environment defined by the Spanish Police.

— Change of the PIN code: if the PIN is not blocked, it can be changed by any of the following access
conditions combinations:

— current PIN code + Secure Administrative Channel, or

— biometrics + Secure Administrative Channel + diversified administrative application key
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