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Off ic ia l  N F P A  D e f i n i t i o n s  

Adopted Jan. 23, 1964: Revised Dec. 9, 1969. Where variances to these definitions 
are found, efforts to eliminate such conflicts are in process. 

SHALL is intended to indicate requirements.  

SHOULD is intended to indicate  recommendations or t ha t  which is advised 
but  not  required. 

APPROVED means acceptable to the au thor i ty  having jurisdiction. The Nat ional  
Fire Protect ion Association does not  approve, inspect or certify any installat ions,  
procedures, equipment  or mater ia ls  nor does i t  approve or evaluate  test ing labora- 
tories. In  determining the acceptabi l i ty  of instal lat ions or procedures, equipment  
or materials,  the au thor i ty  having jurisdiction may  base acceptance on compliance 
with N F P A  or other appropriate  standards.  In  the absence of such standards,  
said au thor i ty  may  require evidence of proper instal lat ion,  procedure or use. The 
au thor i ty  having jurisdiction may  also refer to the l ist ings or labeling practices of 
nat ional ly  recognized test ing laboratories,* i.e., laboratories qualifie d and equipped 
to conduct the necessary tests, in a position to determine compliance with ap- 
propriate s tandards for the current  production of listed items, and the sat isfactory 
performance of such equipment  or materials  in actual  usage. 

*Among the laboratories nationally recognized by the authorities having ~urisdiction in 
the United States and Canada are the Underwriters' Laboratories, Inc., the Factory Mutual 
Research Corp., the American Gas Association Laboratories, the Underwriters' Laboratories 
of Canada, the Canadian Standards Association Testing Laboratories, and the Canadian Gas 
Association Approvals Division. 

LISTSD: Equ ipment  or mater ia ls  included in a l is t  published by a nat ional ly 
recognized test ing laboratory tha t  mainta ins  periodic inspection of production of 
l isted equipment  or materials,  and whose l ist ing states  either t ha t  the equipment  
or mater ia l  meets nat ional ly  recognized s tandards or has been tested and found 
sui table for use in a specified manner.  

LABELED: Equ ipment  or mater ia ls  to which has been a t tached a label, symbol 
or other ident i fying mark  of a nat ional ly  recognized test ing laboratory tha t  main- 
ta ins  periodic inspection of production of labeled equipment  or materials,  and by 
whose labeling is indicated compliance with nat ional ly  recognized s tandards  or 
tests  to determine sui table usage in a specified manner.  

AUTHORITY HAVING JURISDICTION: The organization, office or individual  reo 
sponsible for " app rov ing"  equipment,  an instal lat ion,  or a procedure. 

S t a t e m e n t  o n  N F P A  P r o c e d u r e s  
This material has been developed in the interest of safety to life and property under the 

published procedures of the National Fire Protection Association. These procedures are de- 
signed to assure the appointment of technically competent Committees having balanced 
representation from those vitally interested and active in the areas with which the Committees 
are concerned. These procedures provide that all Committee recmnmendations shall be pub- 
lished prior to action on them by the Association itself and that following thispublication these 
recommendations shall be presented for adoption to the Annual Meeting o f  the Association 
where anyone in attendance, member or not, may present his views. While these procedures 
assure the highest degree of care, neither the National Fire Protection Association, its members, 
nor those participating in its activities accepts any liability resulting from compliance or non° 
compliance with the provisions given herein, for any restrictions imposed on materials or 
processes, or for the completeness of the text. 

C o p y r i g h t  a n d  R e p u b l i s h i n g  R i g h t s  
This publicat ion is copyrighted O by the National  Fire Protection Asso- 

ciation. Permission is granted to republish in full the material  herein in laws, 
ordinances, regulations, adminis t ra t ive  orders or similar documents  issued by 
public authorit ies.  All others desiring permission to reproduce this  material  in 
whole or in p a r t  shall consult  the Nat ional  Fire Protection Association. 
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1972 Edition of No. 75 
This edition of NFPA No. 75 was prepared by the Com- 

mittee on Electronic Computer Systems. It was adopted in 
May 1972 and supersedes the 1968 edition. The major  re- 
visions include new material concerned with increased se- 
curity measures and the use of Halon 1301 extinguishing 
systems. 

Origin and Development of No. 75 
The  C o m m i t t e e  on E lec t ron ic  C o m p u t e r  S y s t e m s  w a s  f o r m e d  by 

t h e - a c t i o n  of  the  N F P A  Boa rd  of  D i r e c t o r s  in J a n u a r y ,  1960, 
fo l lowing  a r e q u e s t  fo r  s t a n d a r d i z a t i o n  of  fire p r o t e c t i o n  recom-  
m e n d a t i o n s  by the  c o m p u t e r  i n d u s t r y .  

The  C o m m i t t e e  f i r s t  s u b m i t t e d  the  S t a n d a r d  f o r  the  P r o t e c t i o n  
of  E lec t ron ic  C o m p u t e r  S y s t e m s  to the  1961 N F P A  A n n u a l  Mee t i ng  
and  it  w a s  t e n t a t i v e l y  adopted .  A t  the  1962 A n n u a l  Me e t i ng  it  w a s  
officially adop ted  as  an  N F P A  S t a n d a r d .  Rev i s ions  w e r e  adop ted  in 
1963, 1964 a n d  1968. 

Committee on Electronic Computer Systems 
John J. Ahem, Chairman, 

General Motors Corp., 3044 W. Grand Blvd., Detroit, Mich. 48202 

A. R. Albrechl, Manufacturing Chem- 
ists Assn. 

J. S. Barritt ,  Factory Insurance Assn. 
Bernard G. Bischoff,  Fire Equipment 

Manufacturers' Assn. 
Riehard G. Bright, Federal Fire Coun- 

cil 
John O. Eubank, Insurance Services 

Office of Tennessee 
Robert  C. Everson ,  Marsh & McLen- 

non, Inc. 
Thomas  E. Goon~n, General Services 

Administration 
Herman Green, Honeywell Inc. 
John D. Hooges teger ,  Union Carbide 

Co ~)rp.. 
Donald  J. Keigher ,  National Aero- 

nautics and Space Administration 

Orrin J. Moses, Factory Mutual :Re- 
search Corp. 

Alfred B. Poeh ,  UNIVAC, Div. of 
Sperry Rand Corp. 

Robert Riley, International Business 
Machines Corp. 

George E. Sehall, Jr., National Elec- 
trical Code Committee 

Arthur  Spiegelman,  American Insur-  
ance Assn. 

John H. Ul iana,  Bethlehem Steel 
Corp. 

Arnold Weintraub ,  U.S. Atomic En- 
ergy Commission 

E d w i n  A. W e s t ,  Jr. ,  Federal Fire 
Council 

Alternates  
Win. 1., Hanbury,  National Aero- 

nautics and Space Administration 
(Alternate to Donald J. Keigher) 

A. D. Lutgens, National Electrical 
Code Committee (Alternate to 
George E. Schall, Jr.) 

Thomas 1 ~. O'Connor, U.S. Atomic 
Energy Commission (Alternate to 
Arnold Welntraub) 

Richard Payne, Federal Fire Council 
(Alternate to Edwin A. West, Jr.) 

Robert T. Wiekham, Fire Equipment 
Manufacturers' Assn. (Alternate to 
Bernard G. Bischoff) 

F. J. Zeleny, Factory Insurance A~n.  
{Alternate to J. S. Barritt)  

Scope: To prepare standards for the protection of electronic computer 
equipment, components and associated records. 
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Standard for the Protection of 
Electronic Computer/Data Processing Equipment 

NFPA No. 75--1972 

FOREWORD 

Electronic compute r /da ta  processing equipment has 
become a vital and commonplace tool for  business, industry,  
government,  and research groups in recent years. The use 
of such equipment is a direct result of the technological 
breakthroughs which have made the equipment available 
and the increased complexity of modern business, industrial,  
governmental,  and research needs. Par t icular ly  pert inent  
are the increasing number  of variables which must  be taken 
into consideration in everyday decisions - -  overlooking any 
one item may spell the difference between profit and loss, 
success or failure, life or death. To keep t rack of all these 
variables, electronic compute r /da ta  processing equipment 
offers practical answers.  

This equipment is being used on an ever increasing 
basis to process large amounts  of statistical, problematical,  
or experimental  information, and to print  out answers  or 
information in very  short  periods of time. More and more 
reliance is being placed on the equipment to perform the 
repetitive, the experimental,  and in some cases, even the 
whole programming operation for  business, industry,  gov- 
ernment,  and research groups. 

Much has been wri t ten  on the procedural  steps re- 
quired for  s tudy before installing electronic compute r /da ta  
processing equipment. These requirements embrace selec- 
tion of proper  equipment, checking and planning for  areas 
to receive the equipment, utility requirements,  orientation 
and t ra ining of personnel to operate the equipment, as well 
as consideration for  expansion of the initial facility. One 
other factor  should be included in this vital s tudy - -  namely, 
protection against  fires .of either accidental or deliberate 
origin. 

In addition to the hazards of fires f rom accidental causes, 
many computers  and data processing installations have be- 
come prime targets  for  sabotage and arson. 
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Oftentimes, the strategic importance placed upon elec- 
tronic computer/data processing equipment by the user is 
vitally tied to uninterrupted operation of the system. Con- 
sequently, by the partial or entire loss of this equipment, an 
entire operation of vital nature could be temporarily para- 
lyzed. 

Not to be overlooked are the "one-of-a-kind" electronic 
computer/data processing systems. These are the "custom- 
made" models that are designed to perform specific tasks. 
Replacement units for this type of equipment are not avail- 
able and the probability of the existence of duplicate facili- 
ties, which could be used to perform vital operations in the 
event the "one-of-a-kind" system is partially or totally im- 
paired by a fire, is remote. 

Present information indicates that sustained tempera- 
tures in excess of about 140 ° F will cause malfunctioning 
of component parts within electronic computer/data pro- 
cessing equipment and temperatures of between 300 ° F to 
500°F will cause extensive damage to particular units and 
will usually require their replacement. Smoke and particles 
which may be generated by fire also can adversely affect 
electronic computer/data processing system operations. 

Planning for fire protection is vital due to an organiza- 
tion's dependence upon the electronic computer/data pro- 
cessing equipment. Once management commits itself to a 
program of dependence on any such equipment, simple 
economics dictates doing away with former methods and 
procedures. The personnel, equipment, and facilities are 
no longer available to pick up the load assumed by the data 
processing equipment if it is put out of operation by fire or 
other unforeseen occurrences. Often, the major cost in- 
volved to management by disruption of the computer opera- 
tion is from business interruption rather than from the 
actual monetary loss represented by the equipment itself, 
although the latter may run into millions of dollars. 

There are three major areas where judgment will be 
required in the application of this standard. They are : 

1. Is this equipment important? 
This is a judicious evaluation based on both what the 
equipment is and what it does. If it controls air traffic 
safety it can be vital to human life; if it controls cor- 
porate information it can be vital to business "life", 
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but  if its loss would be simply inconvenient, then, per- 
haps, it is not important  even though expensive. 

2. Does this equipment need special construct ion? 
When special construction is needed in an important  
computer  installation, it is essential tha t  this con- 
struction of itself provide a safe environment  for  the 
equipment. 

3. What  is the exposure to the equipment? 
Exposure to destruction can come f rom within a com- 
puter  cabinet, f rom within the equipment room, f rom 
the immediate area around the data processing room, 
from the floors above and below the computer,  and from 
outside of the building in which the equipment is lo- 
cated. This exposure can be evaluated and then con- 
trolled as needed. 

The application of this s tandard to the protection of an 
individual system will depend upon the answers  to these 
three questions. 

While this s tandard cannot cover all contingencies with 
hard and fas t  rules, it does give an indication of the major  
areas  of consideration and will provide a basis for  an intel- 
ligent evaluation of fire protection requirements.  There is 
no subst i tute  for informed consideration of common sense 
principles. 
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SECTION 100. PURPOSE AND SCOPE 

1100. Purpose 

1101. The purpose of this standard is to set forth the 
minimum requirements for the protection of electronic com- 
puter/data processing equipment from damage by fire or 
its associated effects. 

1200. Scope 

1201. This standard covers the requirements for  in- 
stallations of electronic computer/data processing equip- 
ment where either: 

(a) Special building construction, rooms, areas, or 
operating environment are required, or 

(b) Fire protection for the equipment is required. 

1202. This standard presently does not cover installa- 
tions of electronic computer/data processing equipment 
which can be made without this special construction or pro- 
tection. 

1203. This standard, however, may be used as a manage- 
ment guide for the installation of electro-mechanical data 
processing equipment, small table top or desk type units 
and electronic computer/data processing equipment that  do 
not require special construction or protection. Special at- 
tention sh,ould be given to Paragraphs 5201, 5202, 5301, and 
Section 600. Section 600 is particularly important as the 
value of the records to the continuity of operations may far  
outweigh the importance of the equipment. 
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SECTION 200. BUILDING CONSTRUCTION 

REQUIREMENTS 

2100. Building Construction 

2101. The computer  area shall be housed in a fire- 
resistive, noncombustible or sprinklered building, except as 
noted in Paragraph 2102. 

2102. When the portion of a nonfire-resistive s t ructure  
housing a computer  area is a separate fire division, only that  
portion of the  s t ructure  housing the computer  area is re- 
quired to comply with Paragraph 2101. 

2200. Location of Computer Area 

2201. The electronic computer  area shall be located to 
minimize exposure to fire, water,  corrosive fumes, and 
smoke exposure from adjoining areas and activities. 

2202. The computer  room shall not be located above, 
below or adjacent  to areas or other  s t ructures  where hazard- 
ous processes are located unless adequate protective features  
are provided. 

2203. Security. Many computer  and data processing in- 
stallations have become prime targets  for  sabotage and ar- 
son. The location and construction should be designed to 
minimize the possibility of penetrat ion by an explosive or 
incendiary device. It  is essential that  access be restricted to 
only those persons absolutely necessary to the operation 
of the equipment. A controlled-access system of admittance 
through positive identification should be maintained at all 
times. 

2300. Computer Room Construction 

2301. The computer  system shall be housed in a room 
of noncombustible construction or as permit ted in Para-  
graph 5101. All mater ia ls  including walls, floors, partit ions, 
finish, acoustical t reatment ,  raised floors, raised floor sup- 
ports, suspended ceilings, and other construction involved 
in the computer  room, shall have a flame-spread ra t ing of 
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25 or less (see Method of Test of Surface Burning Char- 
acteristics of Building Materials, NFPA No. 255). 

(a) Floor covering materials, such as asphalt, rubber 
or vinyl floor tiles, linoleum, high pressure plastic lami- 
nates, or carpeting may be used to cover any exposed floors. 

2302. In multistoried buildings, the floor above the com- 
puter room should be made reasonably watertight to avoid 
water damage to equipment. Any openings including those 
for beams and pipes should be sealed to watertightness. 

2303. A structural floor on which a computer system 
is located, or which supports a raised floor installation shall 
incorporate provisions for automatic, positive drainage 
of the floor surface to minimize damage to the system and 
associated wiring due to flooding, sprinkler operation, cool- 
ant leakage, or the like. 

2400. Computer Room Fire Cutoffs 

2401. Where exposure to the building housing the com- 
puter is unfavorable, good protection against exposure 
shall be provided. This protection should consist of blank 
masonry walls, or other suitable exposure protection, de- 
pending upon local conditions (see Protection from Expos- 
ure Fires, NFPA No. 80A). 

2402. The computer room shall be cut off from other 
occupancies within the building by noncombustible, fire-re- 
sistance-rated walls, floor and ceiling. The fire-resistance 
rating shall be commensurate with the exposure, but not 
less than one hour. 

2403. The fire-resistant walls or partitions enclosing the 
computer room shall extend from the structural floor to 
the structural floor above, or the roof. 

2500. Raised Floors (Where Required) 

2501. Structural supporting members for raised floors 
shall be of concrete, steel, aluminum, or other noncombusti- 
ble material. 
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2502. Decking for  raised floors shall be one of the follow- 
ing : 

(a) Concrete, steel, aluminum, or other noncombusti-  
ble material .  

(b) Pressure  impregnated,  f i re-retardant  t reated lum- 
ber  having a flame spread rat ing of 25 or less. (See Method 
of Test  of Surface Burning Characterist ics of Building Ma- 
terials, N F P A  No. 255.) 

(c) Wood or similar core mater ial  which is encased 
on the top and bot tom with sheet, cast or extruded metal, 
with all openings or cut edges covered with metal or plastic 
clips or grommets  so that  none of the core is exposed, and 
has an assembly flame spread ra t ing of 25 or less. (See 
Method of Test  of Surface Burning Characterist ics of Build- 
ing Materials, N F P A  No. 255.) 

2503. Exis t ing combustible, s t ructural  floors shall be 
covered with an insulating noncombustible material  before 
installing a raised floor. 

2504. Access sections or panels shall be provided in 
raised floors so that  all the space beneath is easily acces- 
sible. 

2505. Openings in raised floors for  electric cables or 
other uses shall be protected to minimize the entrance of 
debris or other  combustibles beneath the floor. This may  
be accomplished by noncombustible covers, grilles, screens, 
or by locating equipment directly over the openings. 

2600. Cable Openings 

2601. Electric cable openings in floors shall be made 
smooth or  shall be otherwise protected to preclude the possi- 
bility of damage to the cables. 
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SECTION 300. GENERAL COMPUTER ROOM 
REQUIREMENTS 

3100. Materials and Equipment Permitted in the Com- 
puter  Room 

3101. Except  as noted below, only the actual electronic 
computer  equipment and such input-output  or other  aux- 
iliary electronic equipment electronically interconnected 
with the  computer,  or which must  be located in close prox- 
imity to the electronic computer  equipment, shall be per- 
mit ted within the computer  room itself. 

3102. All office furni ture  in the computer  room shall be 
of metal construction or of other  materials  that  do not 
contr ibute significantly to the combustible contents. 

3103. Small supervisory offices and similar light hazard 
occupancies directly related to the electronic equipment 
operations may be located within the computer  room if all 
furnishings are noncombustible and if adequate facilities 
are provided for  containing the necessary combustible ma- 
terial. Supplies of paper  or other  combustible material  shall 
be strictly limited to the minimum needed for  safe efficient 
operations. 

3104. Records may be kept in the  computer  room to the  
extent  allowed in Section 600. 

3105. The following shall not be permit ted within the 
computer  room : 

(a) Any activity or occupancy not directly associated 
with the electronic computer  sys t em(s )  involved. 

(b) Supplies of combustibles such as paper, corru- 
gated boxes, cards, inks, or equivalent pr int ing materials,  in 
excess of that  needed for  efficient operation. 

(c) Service and repair  shops and operations except 
for  that  servicing and repair ing performed directly on ma- 
chines which are impractical to remove f rom the computer  
room. 

(d) Bulk storage of records (see Section 600).  
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(e) Any other combustible material,  equipment or 
operation which consti tutes a hazard and which can be re- 
moved. 

3200. Combination of Systems 

3201. Separate  electronic computer  sys tems should not 
be combined in a single computer  room unless the systems 
are interconnected electronically, use the same input-output  
equipment or must  be located in the same room for other  
operational reasons. Computers  may be located in adjacent  
rooms with properly protected communicating openings in 
separat ing walls (see Section 200). 

3300. General Storage 

3301. The operation of an electronic computer  system 
frequent ly  requires considerable quanti t ies of s tat ionery 
supplies and other  combustible support  materials.  This 
material  can present  a serious fire exposure within the com- 
puter  room capable of causing serious damage to vital equip- 
ment  or records. 

3302. Paper  stock, unused recording media, and other 
combustibles within the computer  room shall be restr icted 
to the absolute minimum necessary for  efficient operation. 
Any such materials  in the computer  room shall b~ kept  in 
totally enclosed metal file cases or cabinets, or if provided 
for  in individual machine design, shall be limited to the 
quant i ty  prescribed and located in the area designated by 
the equipment manufacturer .  

3303. One or more s torage rooms outside of the com- 
puter  room should be provided for  reserve stocks of paper, 
unused recording media and other  combustibles (see sketch, 
Appendix A) .  
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SECTION 400. CONSTRUCTION OF COMPUTER 
EQUIPMENT 

4100. Types of Computer Equipment 
4101. TYPE I. - -  So constructed, that if ignition is 

caused by a source within the unit, the fire may be expected 
to be localized, and resulting damage limited to the extent 
that the affected parts can be readily replaced. 

4102. TYPE II. - -  So constructed that when de-energized 
fire is not likely to spread beyond the external housing of 
the unit in which the source of ignition is located. 

4103. TYPE III. - -  Includes all equipment not defined in 
Types I and II above. 

4104. Classification of all equipment into the three 
Types described above is being developed by the testing 
laboratories. Until this information is available, Under- 
writers'  Laboratories listed equipment may be considered as 
meeting at least the Type II rating. 

4200. Use of Approved or Listed Equipment 
4201. Wherever possible, each installed electronic com- 

puter system or individual computer unit shall be a recog- 
nized Type I or Type II construction (as defined in Para- 
graphs 4101 and 4102). 

4202. "Recognized" equipment is that equipment which 
has been accepted by the authority having jurisdiction as 
meeting the requirements for Type I and Type II. Approval 
or listing as Type I and Type II by Underwriters'  Labora- 
tories, Inc., Factory Mutual or other nationally recognized 
independent fire testing laboratories shall be considered as 
proof that  equipment has met such standards. 

4203. Any equipment not of a recognized construction 
shall be considered to be of a Type III construction in deter- 
mining the applicable installation requirements pertaining 
to that particular equipment. 

4300. Construction Features 
4301. GENERAL. All non-electrical parts, such as hous- 

ings, frames, supporting members, and the like, shall con- 
stitute no additional fire hazard to the equipment. 

4302. CORDS. Approved flexible cord and plug assem- 
blies, not to exceed 15 feet in length, may be used for con- 
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necting the computer  to building wiring to facili tate inter- 
change. 

4303. CABLES. Interconnecting cables and wir ing be- 
tween units should be of a type approved for  the purpose 
by a nationally recognized test ing laboratory.  Such cables 
shall be considered as a par t  of the computer  system and 
suitable for  installation on the floor or under a raised floor 
as described in Section 2500. If  cables or other interconnect- 
ing wir ing is of any other type, the equipment shall be so 
designed that  the cables o1" wiring can be installed in ac- 
cordance with the National Electrical Code, N F P A  No. 70. 
See Appendix B. 

4304. ENCLOSURES. Individual units of a system should 
be housed in metal or enclosures of other materials  that  
will minimize the likelihood of fire propagat ion from the 
enclosure with suitable subdivisions to minimize the like- 
lihood of fire spreading from one section to another within 
a single unit  s tructure.  Enclosures shall be designed to 
permit  easy access to all interior sections in the event of 
an emergency. 

4305. FILTERS. Air filters for  use in individual units of 
a computer  system shall be of approved types that  will not 
burn freely or emit a large volume of smoke or other objec- 
tionable products of combustion when at tacked by flames, so 
arranged that  they can be readily removed, inspected, 
cleaned or replaced when necessary. 

4306. POWER-OFF CONTROL. Each electronic computer  
system shall be so designed that, in the event of an emer- 
gency, the system can be de-energized by the operation of a 
suitably marked control at  at  least one location (see Section 
700). 

4307. FLUIDS. Except  as noted below, oil shall not be 
used as a component of a unit of an electronic computer  
system. If  the design of the unit  is such that  oil or equiv- 
alent fluid is required for  lubrication cooling or hydraulic 
purposes, it shall have a flash point of 300 ° F or higher, 
and the container  shall be of a sealed construction, incor- 
porat ing automatic pressure  relief devices. 

4308. ACOUSTICAL MATERIALS. All sound deadening 
material  used inside of computer  equipment shall be of 
such material  or so arranged that  it does not increase the 
potential of fire damage to the unit or the potential of fire 
propagat ion from the unit. 
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SECTION 500. PROTECTION OF COMPUTER 
ROOMS AND EQUIPMENT 

5100. Protection of Computer Rooms 

5101. If the construction of the computer room contains 
any combustible material other than that permitted in Para- 
graph 2301, or if the computer housing or structure is built 
all or in part of combustible material, then the computer 
room shall be protected by an automatic sprinkler system. 

5102. If the operation in the computer room involves a 
significant quantity of combustible materials (exclusive of 
that contained within electronics equipment and protected 
in accordance with Paragraph 5400), the computer room 
shall be protected by an automatic sprinkler system (see 
Paragraph 3105). 

5103. Automatic sprinkler systems protecting computer 
rooms or computer areas shall conform to Standard for the 
Installation of Sprinkler Systems, NFPA No. 13. Sprinkler 
systems protecting computer rooms should preferably be 
valved separately from other sprinkler systems. 

5104. To minimize water damage in the electronic com- 
puter equipment located in sprinkler protected areas, it is 
important that power be off prior to the application of 
water on the fire. In facilities which are under the super- 
vision of an operator or other person familiar with the 
equipment (during all periods that equipment is energized), 
the normal delay between the initial outbreak of a fire and 
the operation of a sprinkler system will provide adequate 
time for operators to shut down the power by use of the 
emergency shutdown switches as prescribed in Paragraph 
7301. In other instances where a fire may operate sprinkler 
heads before discovery by personnel, a method of automatic 
detection should be provided to automatically de-energize 
the electronic equipment as quickly as possible. 

5105. Where the quantity of combustibles is not sufficient 
to require automatic sprinklers, an automatic Halon 1301 
total flooding system can be used. Where sprinklers are 
required (see Paragraph 5102), the addition of an auto- 
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matic Halon 1301 total flooding system may be considered 
in order to (1) protect data in process, (2) reduce equip- 
ment damage, and (3) facilitate return to service. 

5106. Automatic Halon 1301 total flooding systems shall 
be installed in accordance with the requirements of Halo- 
genated Fire Extinguishing Agent Systems, NFPA No. 
12A. It is not necessary to de-energize equipment prior to 
discharge of Halon 1301. 

5107. EXISTING COMBUSTIBLE RAISED FLOORS. Existing 
combustible raised floors, not meeting the requirements of 
Paragraph 2501, should be replaced with noncombustible 
construction wherever possible. If these combustible raised 
floors are not replaced, then: 

(a) Smoke or fire detectors shall be provided in the 
air space below to sound an audible and visual alarm, and 
to shut down all electrical power passing through the air 
space, and 

(b) Air spaces below shall be subdivided by tight 
noncombustible bulkheads into areas not exceeding that 
required for one system, or, in any case, not more than 
10,000 sq. ft. 

5108. PLENUM PROTECTION. The air spaces below a 
raised floor or above a suspended ceiling may be used as 
a plenum chamber for air conditioning if construction is 
noncombustible or in accordance with Paragraph 2501, and 
all wiring is of an approved type. 

5109. PLENUM WIRING. Interconnecting cables and 
wiring between units should be of a type approved for the 
purpose by a nationally recognized testing laboratory. Such 
cables shall be considered as a part of the computer system. 
If cables or other interconnecting wiring is of any other 
type, the equipment shall be so designed that the cables or 
wiring can be installed in accordance with the National 
Electrical Code, NFPA No. 70. See Appendix B. 

5200. Portable Fire Extinguishers 

5201. Approved (listed) portable carbon dioxide or Ha- 
lon 1301 extinguishers shall be provided and maintained 
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for electrical fires. See Standard for the Installation of 
Portable Fire Extinguishers, NFPA No. 10, and the Rec- 
ommended Good Practice for the Maintenance and Use of 
Portable Fire Extinguishers, NFPA No. 10A. 

5202. Approved (listed) plain water type only Class A 
extinguishers shall be provided and maintained for ordi- 
nary combustible materials such as paper, plastics, etc. 

5203. If it is desired to provide other types of extin- 
guishers, advice should be obtained from the computer 
equipment manufacturer and the authority having jurisdic- 
tion as to their acceptability. 

5204. In installations where conditions may require the 
provision of inside hose, it shall be ll//~-inch rubber lined 
with shutoff combination solid stream, water-spray nozzles. 

5300. Training 

5301. Designated persons working in the computer area 
shall be thoroughly trained in how to use each of the avail- 
able type~ of manually operated fire fighting equipment. 
This training should show the capabilities and the limita- 
tions of the extinguishing equipment. 

5302. All hand-type extinguishing equipment shall be 
plainly marked to indicate the type of fire for which it is 
intended, and installed and maintained in accordance with 
Paragraph 5201. 

5400. Protection Requirements for Equipment 

5401. In addition to the protection required elsewhere 
in this standard, an electronic computer system shall be 
provided with the following special protection: 

5402. TYPE I EQUIPMENT. Type I equipment requires 
no special protection. 

5403. TYPE II EQUIPMENT. There shall be available to 
Type II equipment an adequate means of extinguishing the 
maximum fire which may occur as follows: 
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(a) Carbon dioxide fire extinguishers or carbon di- 
oxide hand hose systems installed in accordance with the 
Standard for Carbon Dioxide Extinguishing Systems, 
NFPA No. 12, shall be considered as providing adequate 
extinguishing protection provided all of the following con- 
ditions are met: 

(1) The equipment, during all periods that it is 
energized, is under supervision Of an operator or other 
person familiar with the equipment and trained in the 
operation of the types of extinguishers or hand hose sys- 
tems involved. 

(2) Adequate controls are readily accessible to 
shut down power and air conditioning to the involved equip- 
ment (see Section 700). 

(3) All interior sections are readily accessible to 
manual application of the extinguishing agents. 

(4) There is located within the computer room and 
not more than 50 feet from the equipment under considera- 
ation either a carbon dioxide fire extinguisher or carbon 
dioxide hand hose system having a capacity of at least one 
pound of carbon dioxide for each cubic foot of volume of 
the unit under consideration if the equipment is on open 
racks; - -  one-half pound for each cubic foot of volume if the 
unit under consideration is enclosed in a cabinet. 

(b) Type II equipment not meeting the conditions of 
(a) above shall be protected by a fixed total flooding carbon 
dioxide extinguishing system conforming to the require- 
ments of the Standard for Carbon Dioxide Extinguish- 
ing Systems, NFPA No. 12, or by a total flooding automatic 
Halon 1301 system conforming to the requirements of 
NFPA Standard on Halogenated Fire Extinguishing Agent 
Systems, NFPA No. 12A. 

5404. TYPE III EQUIPMENT. Because of the hazard pre- 
sented by the possibility of communication of fire to other 
equipment outside of Type III units, hand applied extin- 
guishing agents shall be considered inadequate except in 
the case of small (table top or desk size) units. Except for 
the previously mentioned small units, all Type III equip- 
ment shall be protected with carbon dioxide or total flood- 
ing automatic Halon 1301 systems described in Paragraph 
5403 (b) above. 
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5405. CARBON DIOXIDE SYSTEM OPERATION. Fixed car- 
bon dioxide extinguishing systems installed to meet the re- 
quirements of Paragraphs 5403 (b) or 5404 may be actu- 
ated solely by manual operation if, during all periods when 
the equipment is energized, it is under the supervision of an 
operator or other persons familiar with the equipment. 
In all other instances, the extinguishing system shall be 
provided with both manual and automatic actuation means. 

5406. AUTOMATIC CARBON DIOXIDE OR HALON 1301 SYS- 
TEM ACTUATION. Automatic actuation of a carbon dioxide 
or Halon 1301 system should be by an approved method 
of detection meeting the requirements of the Standard for 
Proprietary Protective Signaling Systems, NFPA No. 72D. 
Particular attention shall be given in the choice of actua- 
tion means, to insure detection, considering the air flows 
usually involved in such systems, and the small heat release 
under fire conditions. 

5407. TRIGGERED ALARM AND SHUTDOWN. When called 
upon to operate, automatic fixed carbon dioxide and Halon 
1301 extinguishing systems shall be arranged to sound an 
alarm automatically. Where operation of the air condition- 
ing system would exhaust the agent supply, it shall be shut 
down when the extinguishing system is actuated (see Para- 
graph 7301). 

5500. Automatic Fire Detection 

5501. Automatic fire detection equipment capable of 
detecting fire in the incipient stage shall be installed. The 
equipment used shall be listed products of combustion and/  
or smoke detection types. Each installation shall be en- 
gineered for the specific area to be protected giving due 
consideration to air currents and patterns within the space. 
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SECTION 600. PROTECTION OF RECORDS 

6100. General 

6101. The operation of most electronic computer  systems 
involves obtaining, using, creat ing and storing large 
amounts of records. In many operations these records are 
as important  to the continuity of the operation and its 
mission as the computer  itself. 

6200. Record Media 

6201. Records may be the commonly encountered paper 
records, punch cards, plastic or metal base electronic tapes 
(on metal or plastic reels and in metal, plastic o1" cardboard 
containers) ,  paper, control panels, magnetic discs, memory 
drums, memory  cores or various other means of maintaining 
for future  use information in plain or machine language, 
inside or outside of electronic equipment. Some of these 
records such as magnetic discs, memory drums and memory  
cores are usually found as an integral port ion of electronic 
equipment and as such the protection of these records is 
covered in Section 500. 

6202. It is extremely important  to note that  the degree 
of resistance of magnetic tape to fire exposure is not com- 
pletely known. It is known, however, that  fire exposures 
(heat  and /o r  steam) that  would not damage records on 
paper media may damage records on magnetic tape. The 
protection of records or magnetic tape by storage methods 
presently available must  be considered limited. 

6300. Types of Records 

6301. Records involved in computer  operations fall into 
five basic types which must  be safeguarded according to 
their importance and the difficulty involved in their replace- 
meAt as follows: 

6302. INPUT D A T A - - R a w  or partially refined informa- 
tion to be entered into the computer  system, either as mem- 
ory for  later use or for  immediate use in the solution of 
a problem, development of a statistic or production of some 
other product. 

6303. MEMORY--Informat ion previously converted to 
language or symbols immediately recognizable to the com- 
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purer equipment and held for future use. Memory may be 
on any media which can be directly read by the computer 
system. 

6304. PROGRAM - -  Data, which may be on paper, punch 
cards, photographic, magnetic o1" electronic media, used to 
direct the computer as to which input or memory data to 
use, how to use it and the type of results to obtain. Also to 
be considered are any diagrams or other records which can 
be used to reproduce programs. 

6305. OUTPUT DATA - -  The final product of the computer 
system. This may consist of printed material or electronic 
data. 

6306. ENGINEERING RECORDS - -  Those plans, specifica- 
tions, and other records which provide the engineering 
record of the construction, wiring, and arrangement of the 
computer system and its housing area. Of particular im- 
portance are records of modification made following the 
original installation. 

6400. Value of Records 

6401. The evaluation of records should be a joint effort 
of all part ies concerned with the safeguarding of computer 
operations. The amount of protection provided for records 
shall be directly related to the importance of the records as 
measured by evaluation of what the loss of a particular 
record would mean in terms of the mission of the computer 
system and the re-establishment of operations after  a fire. 
It is assumed that computer equipment capable of properly 
using the records will be available. 

6402. The following classifications of records are based 
on the recommendation of the Standard for the Protection 
of Records, NFPA No. 232. All records shall be evaluated 
and assigned to one of these categories to ensure that  ade- 
quate protection is provided where necessary and that un- 
important records are not .overprotected. 

6403. CLASS I ( V I T A L )  R E C O R D S  - -  Records that are 
essential to the mission of the equipment, are irreplaceable, 
or would be needed immediately after  the fire and could 
not be quickly reproduced. Examples might include key 
programs, master records, equipment wiring diagrams, and 
certain input-output and memory data. 
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6404. CLASS II ( I M P O R T A N T )  RECORDS - -  Records that  
are essential or important  but  which, with difficulty or ex- 
t ra  expense, could be reproduced without  a critical delay of 
any essential missions. Some programs,  wir ing diagrams, 
memory and input-output  data have this level of impor- 
tance. 

6405. CLASS III  ( U S E F U L )  RECORDS - -  Records whose 
loss might  occasion much inconvenience but  which could 
readily be replaced and which would not be an insurmounta- 
ble obstacle to prompt  restoration of operations. Programs 
and procedures saved as examples of special problems are 
typical of records in this category. 

6406. CLASS I V  (NONESSENTIAL) RECORDS - -  T h o s e  
records which on examination are found to be no longer 
necessary. 

6500. Protection Required 

6501. RECORDS KEPT W I T H I N  THE COMPUTER ROOM. 

(a) The amount  of records kept within the computer  
room shall be kept to the absolute minimum required for 
efficient operation. Nonessential  records shall not be kept 
in the computer  room. 

(b) Any records regularly kept  or stored in the com- 
puter  room shall be provided with the following protection: 

(1) Class I (Vital) or Class II ( Impor tant )  records 
shall be stored in approved Class 150 one-hour or bet ter  
record protection equipment. 

(2) Class III  (Useful)  records on paper  based or 
plastic materials shall be stored in closed metal files or cab- 
inets. 

(3) Class III  (Useful)  records on metal based ma- 
terial require no special protection. 

6502. RECORDS STORED OUTSIDE OF THE COMPUTER ROOM. 

(a) To the maximum extent consistent with efficient 
operation, all record storage shall be outside of the com- 
puter  room. 

(b) Record storage room. 
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(1) Class I (Vital) and Class II ( Impor tant )  rec- 
ords shall be stored in fire-resistive rooms. The degree of 
fire r e s i s t ancesha l l  be commensurate  with the fire expo- 
sure to the records, but  not less than two hours (see Para- 
graph 6601): 

(2) Unless the records are contained in metal files, 
cabinets or other noncombustible containers, records s torage 
rooms shall also be provided with an automatic sprinkler  
system. Magnetic tape storage rooms may be protected by 
automatic Halon 1301 total flooding systems. 

(3) Class III  (Useful)  and Class IV (Nonessen- 
tial) records do not require any special fire protection un- 
less these records are stored with vital or important  rec- 
ords. In such case the requirements  for  the most valuable 
records apply to all records. 

(4) The records storage room shall be used only for  
the storage of records. Spare tapes, however, may be stored 
in this room if they are unpacked and stored in the same 
manner  as the tapes containing records. All other opera- 
tions including splicing, repairing, reproducing, etc. shall 
be prohibited in this room. 

(c) Portable  extinguishing equipment for  record 
storage rooms or areas should be installed in accordance 
with the Standard for  the Installation of Por table  Fi re  Ex- 
tinguishers,  NFPA No. 10, and Protection of Records, 
N F P A  No. 232. 

6503. When records are kept  in cases, boxes or other  
containers, protection shall be that  required for  the highest 
level of damageable media in the total asse~nbly of records 
and containers. 

6504. It  is recommended that  the following be con- 
sidered as limitations in the design of record storage rooms : 

(a) Rooms containing only paper  records shall not  
exceed 50,000 cubic feet. 

(b) Rooms containing plastic based records in non- 
combustible containers shall not exceed 10,000 cubic feet. 

(c) Rooms containing plastic based records in com- 
bustible containers shall not exceed 5,000 cubic feet. 
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6600. Duplication of Records 

6601. The best  protection for  records consists of stor- 
ing duplicate records in separate areas not subject  to the 
same fire. In some electronic computer  operations the du- 
plication of records on the same or different media is a 
common practice. The keeping of duplicate records is par- 
ticularly important  when records on magnetic tape are in- 
volved. 

(a) All Class I (Vital) records shall be duplicated on 
the same or different media and the duplicates stored in an 
area which is not  subject  to a fire that  may involve the 
originals, preferably  in a separate  building. 

(b) Whenever  practical, Class II ( Impor tan t )  rec- 
ords shall be similarly duplicated and stored. 

(c) Class I (Vital) records not duplicated shall be 
protected in accordance with the Standard on the Protec- 
tion of Records, N F P A  No. 232. 

6700. Protection Against Building Collapse 

6701. Insofar  as is possible, records s torage equipment 
used for  magnetic tapes should be located in an area not 
subject  to building collapse due to the possibility of damage 
to the tapes if the records storage equipment is subject  to 
impact. 
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SECTION 700. UTILITIES 

7100. Air Conditioning and Coolant Systems 

7101. Air conditioning equipment shall conform to the 
requirements of the Standard for the Installation .of Air 
Conditioning and Ventilating Systems, NFPA No. 90A, and 
to the additional requirements set forth below. 

7102. A separate air conditioning system should be pro- 
vided for the computer area. 

7103. Air ducts serving other areas should not pass 
through the electronic equipment area. When it is imprac- 
tical to reroute such ducts, they shall be encased in a fire- 
resistive duct, equivalent to the fire resistance of the enclo- 
sure for the electronic equipment area, or provided with 
suitable fire dampers as outlined in NFPA Standard No. 
90A. 

7104. Air ducts serving other areas shall not pass 
through any computer records storage room. 

7105. All duct insulation and linings shall be noncom- 
bustible, including vapor barriers and coatings. 

7106. Air filters for use in air conditioning systems shall 
be of approved types that will not burn freely or emit a 
large volume of smoke or other objectionable products of 
combustion when attacked by flames and shall be so ar- 
ranged that they can be readily inspected, cleaned and/or  
replaced when necessary. 

7107. If the computer area is within an area which is 
air conditioned and additional air conditioning capacity is 
not required, the ducts serving the computer area should 
have suitable fire dampers, as outlined in NFPA Standard 
No. 90A. 

7200. Electrical Service (See Appendix B) 

7201. The requirements in this section apply to all power 
and service wiring supplying the electronic computer equip- 
ment. They do not apply to wiring and components within 
the actual equipment or to wiring connecting various units 
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of equipment. The equipment and interconnected wiring 
requirements are set forth in Section 400. 

7202. Service equipment supplying the main power re- 
quirements of the computer room area should be of a type 
arranged for remote control or located to fulfill the require- 
ments of Paragraph 7301. 

7203. All wiring shall conform to the National Electri- 
cal Code, NFPA No. 70. 

7204. Service transformers should not be permitted in 
the electronic computer area. However, if such a trans- 
former must be installed in this area, it shall be of the dry 
type or the type filled with a nonflammable dielectric 
medium. Such transformers shall be installed in accordance 
with the requirements of the National Electrical Code. 

7205. Protection against lightning surges shall be pro- 
vided where needed in accordance with the requirements of 
the National Electrical Code. 

7206. The number of junction boxes in underfloor areas 
should be kept to a minimum. If they must be used, they 
shall be metal, completely enclosed, easily accessible, prop- 
erly grounded and in compliance with the National Elec- 
trical Code, requirements as to construction. They shall be 
securely fastened to the floor. No splices or connections shall 
be made in the underfloor area except within junction boxes 
or approved type receptacles or connectors. 

7300. Emergency Power Controls 

7301. In addition to any integral individual disconnect 
switches for components or other units of the data process- 
ing system, a disconnecting means shall be provided as a 
part of the main service wiring which shall be controlled 
from locations readily accessible to the operator's control 
panel, and to the principal exit doors and which, when ac- 
tuated, shall disconnect the power to all electronic equip- 
ment in the electronic computer area and to the air condi- 
tioning system serving that area. 
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7302. Provision should be made for emergency lighting. 

7400. Coolant Systems 

7401. If a separate coolant system is required for oper- 
ation of a computer installation, it shall be provided with 
a suitable alarm to indicate inadvertent loss of fluid. 

SECTION 800. EMERGENCY PROCEDURES 

8100. Preplanning for Continued Operation in an Emer- 
gency 

8101. The continued operation of an electronic computer 
system is dependent on information stored on cards, tape, 
discs, drums, etc. Therefore, the preplanning for continued 
operation should include: 

(a) A program to protect records in accordance with 
their importance as set forth by Section 600. 

(b) An analysis of the work load and the effect upon 
continuity of operations should be prepared for each com- 
puter facility. 

(c) Arrangements for emergency use of other in- 
stalled computer equipment to cover: 

(1) Plans for transportation of personnel, data and 
supplies to emergency computer locations. 

(2) Agreements and procedures for the emergency 
use of the computer equipment. 

(d) Progl"ams designed with adequate number of 
checkpoints and restarts to ensure rapid recovery to normal 
operations. 

8102. Personnel should receive continuing instructions 
in : 

(a) Method required for turning off all electrical 
power to the computer both under normal and emergency 
conditions. 
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(b) 

(c) 
brigade. 

(d) 
(e) 

Turning off the air conditioning to the area. 

Alerting the Fire Department or company fire 

Evacuation of personnel. 

The location of and proper operation and appli- 
cation of all available fire extinguishing and damage con- 
trol equipment including automatic detection and extin- 
guishing equipment. Because of the noise and of the need 
for skillful operation of carbon dioxide extinguishing equip- 
ment, computer room personnel should be fully trained in 
carbon dioxide usage through actual operating of the equip- 
ment on a practice fire. 

(f) The importance of records and their storage re- 
quirements. 

8200. Emergency Fire Procedure 

8201. A written emergency fire plan should be prepared 
for and posted at each installation which assigns specific 
responsibilities to designated personnel. The following 
major items are suggested as minimum features of this plan. 

8202. Remove all power to the computer system. 
( a )  I~t/[EANS 

Main line circuit breaker or equivalent for 
turning off all power. 

(b) LOCATION OF CONTROL FOR DISCONNECTING MEANS 
Remote controls for operating the disconnect 
located convenient to the operator and next to each 
exit door. 

8203. Shut down air conditioning system. 

( a )  IN CASES OF COMPLETELY SEPARATE SYSTEMS ONLY 
Emergency means similar to that described in 
Paragraph 8202 provided to turn off the 
computer room air conditioning. They should 
also be located near the emergency power shut- 
off device. 

(b) IN CASES OF REGULAR BUILDING SYSTEMS ONLY 
Emergency means similar to that described in 
Paragraph 8202 provided to close off all duct 
dampers leading to and from the computer 


